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tection and data protection methods. Ensuring information 
security, tools, and methods for protecting against threats is 
a big problem worldwide.

The healthcare system is faced with insufficient orga-
nizational measures to protect information. Cybersecuri-
ty in healthcare has become a unique challenge because 
healthcare institutions use multiple networks and digital 
complexes with geographically distributed networks and 
heterogeneous infrastructure. The content of personal data 
and medical indications of the patient in information sys-
tems explains the attractiveness of medical institutions for 
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In the modern world, medical 
data leakage has many external and 
internal threats. Information systems of 
medical organizations are constantly 
subject to various types of cyber-
attacks and unauthorized penetration 
attempts, which leads to the publication 
of patient medical data online. Existing 
authentication schemes using blockchain 
technologies in medical organization 
systems ensure the integrity of medical 
data and secure access to patient 
data. However, one of the serious 
reasons for unauthorized access to the 
healthcare system is the human factor, 
which manifests itself in a negligent 
attitude towards account security, non-
compliance with the rules and policies 
of information security, and transferring 
to third parties personal login details 
to the information system of a medical 
organization. This paper proposes 
a solution to this problem through an 
improved two-step authentication 
scheme using cloud technology and 
blockchain. The combined use of 
cloud technologies and blockchain is 
a distinctive feature of the proposed 
authentication scheme since it provides 
two levels of protection:

1) two-step authentication, 
the second stage of which includes 
biometrics through a mobile application. 
It prevents unauthorized access to the 
system by third parties;

2) cloud encryption keys for 
decrypting medical data, which are also 
accessed through the user's biometrics. 
The practical part of the paper includes 
the implementation of biometric login 
in Python using the OpenCV library. 
As a result of the practical part, unique 
fingerprint samples were obtained. The 
biometric user verification algorithm is 
designed for a mobile application, which 
we plan to implement in the future
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1. Introduction

One of the important tasks in the world community is to 
ensure information security in the field of information and 
communication technologies, and this is due to the increas-
ing influence of global information technologies and data 
flows on most areas of activity of modern society, as well as 
the high pace of development of unified global information 
spaces. With the development of the Internet, a significant 
problem is the protection of transmitted data over commu-
nication channels. Many online threats require effective de-
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authorized users can access the system and that sensitive cre-
dentials are stored in immutable and distributed ledgers [5].

Blockchain is a decentralized and distributed computing 
technology used to create traceable and static data records [6]. 
This technology was first used in Bitcoin and is now used 
in various fields. It is a network of nodes that maintain and 
update data records and link them using cryptography to 
form an immutable distributed ledger that guarantees the 
integrity and reliability of the data. Each block contains a 
unique hash value calculated from the data stored in the 
block. Every time a new block is added to the chain, the new 
block also contains the hash value of the previous block. 
Therefore, changing the contents of any previous block is 
impossible. Since the root hash value in this scheme is stored 
using tamper-proof blockchain technology, the root hash of 
each group can be stored on the blockchain and cannot be 
tampered with [7].

Blockchain-based authentication differs from centralized 
authentication, where a decentralized ledger can authen-
ticate peers using a unique consensus algorithm. Sensitive 
user credentials are securely stored in registries and can be 
controlled by users after registration. Therefore, blockchain 
authentication must be carried out in several stages. First, orga-
nizations must register with the blockchain network to receive 
their cryptographic keys (public and private key pairs). Then, 
they create their authentication configuration (two-step) 
and credentials (passwords or biometrics), which will be 
mined and stored on the blockchain ledger. Second, if an en-
tity wants to access a certain system, its credentials must be 
verified by the blockchain nodes before access can be grant-
ed to that entity by the system. Third, once the blockchain 
nodes have agreed on the provided credentials, the entity is 
granted access [3]. 

As the whole authentication scheme is complex and con-
tains several crucial elements, it is essential to explore all of 
them, which is done in this research work.

2. Literature review and problem statement

In [8], the authors consider blockchain technology for 
creating a reliable decentralized authentication system. It 
is proposed to use a bioacoustic signal instead of traditional 
biometric characteristics used for the authentication proce-
dure. However, the authentication scheme proposed by the 
authors has been tested in limited conditions and does not 
have industrial experience. In this study, there is no infor-
mation about protection against the falsification of voice re-
cordings and interchangeable methods in the event of voice 
distortion due to illness.

The paper [9] presents a blockchain-based Internet of 
Medical Things system and an anonymous authentication 
scheme integrated into it, called the group blind signature 
scheme. This authentication scheme is well suited for a dis-
tributed workflow, where users of the information system 
may be located in different medical institutions. But the an-
onymity of users, which can protect against quantum attacks 
and tracking of attackers, can interfere with the activities of 
internal control and audit services.

The paper [10] presents a simplified blockchain-based 
authentication scheme for sensor/actuator devices, users, 
and gateway nodes in medical cyber-physical systems. The 
proposed model ensures fast interaction between patients 
and the medical system. However, there are still unresolved 

cybercriminals. Attacks on medical data pose a significant 
risk to the security of the healthcare system, and there is 
a need for effective measures to protect data and prevent 
potential breaches.

Medical data leakage is both an external and internal 
threat. Most often, the causes of such incidents are imperfect 
work processes and information security policies of medical 
organizations, a weak layer of user identification in informa-
tion systems, and the human factor, which manifests itself in 
negligent treatment of accounts and transfer of one ‘s login 
details to the healthcare system to third parties. As a result, 
unauthorized access to medical data by the patient and leak-
age of confidential information occur.

This paper uses blockchain technology to discuss a 
two-step authentication scheme for a medical information 
system. The solution proposed in this work can eliminate the 
human factor in the global problem of medical data leakage 
since the first and most important step in preventing this 
threat is the user authentication process, which serves as the 
primary means of protection [1].

Authentication is the process of confirming the identity 
of a user, device, or object in a computing environment. 
Identity verification is required to gain access to system 
resources very often. Positive verification is performed by 
comparing a certain identity attribute, such as a pre-estab-
lished shared secret created when the person was allowed to 
use the system [2].

Multi-factor authentication (MFA) has become an im-
portant part of improving the security of sensitive infor-
mation and implementing stronger access controls. MFA 
is a combination of at least two different components, 
each unique, that enhances the security of end users and 
enterprises by adding an extra layer of protection against 
many different forms of attacks that can be launched. An 
individual can be authenticated in three ways: through 
knowledge, possession, or inheritance. The knowledge factor 
refers to what a person must have in order to gain access. 
Password-based authentication is an extremely common 
method in which account holders are authenticated using a 
pre-shared value (password). The possession factor refers to 
a user’s credentials for authentication based on items the user 
owns, typically hardware devices such as the user’s phone or 
security token. In terms of inherent factors, the most com-
mon is the biometrics-based authentication method, which 
uses fingerprints, voice, or facial recognition to authenticate 
users. Because password-based authentication is still the 
dominant standard for online authentication and identity 
verification, it is more vulnerable to attacks using methods 
such as phishing. The secondary verification methods, such 
as fingerprints, iris scans, or other identifiers, used in con-
junction with a password for verifying the user’s identity, 
ensure that the user’s critical credentials are protected and 
cannot be accessed by unauthorized parties [3].

However, despite the advanced authentication methods 
proposed in the current literature, existing authentication 
mechanisms based on centralized infrastructures are incom-
patible with distributed and decentralized structures and 
cannot protect against multiple attack vectors [4]. Distrib-
uted networks have changed how people and organizations 
interact with devices and things. Strong security measures 
and authentication mechanisms are required as different 
types of distributed applications are rapidly integrated into 
everyday activities. Thus, authentication mechanisms must 
secure hybrid and distributed networks to ensure that only 
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issues regarding protection from unauthorized access due to 
the human factor. The reason for this may be the emphasis on 
sensory/actuator devices.

The paper [11] presents a data aggregation scheme based 
on blockchain technology for the medical environment. To 
implement remote medical monitoring, the authors devel-
oped a group authentication mechanism that allows multiple 
authorized users (such as the patient, physicians, caregivers, 
family, and friends) to have free access to the patient’s per-
sonal medical records. Authorized group members agree on 
a group session key and use it to protect confidential patient 
information. But in case a new member joins the medical 
group or an old member leaves the medical group, the group 
session key needs to be updated. This scheme complicates 
the investigation process in the event of a data leak by one of 
the group’s users.

The paper [12] presents medical implant consent, a 
non-embedded blockchain-based solution that provides au-
thentication and authorization based on patient consent. The 
protocols developed by the authors allow doctors to obtain 
digital medical licenses, and patients to obtain and verify 
digital consent from patients. The results of the study are ap-
plicable in narrow medical areas and are not suitable for mass 
use due to the complex interaction pattern. This can lead to a 
significant decrease in the productivity of medical personnel.

The paper [13] presents a blockchain-based user au-
thentication scheme that integrates with access control and 
physical non-cloning functionality. This design proposes the 
use of a trusted third party, which may not be provided in 
many healthcare infrastructures. In addition, the absence 
of a second stage of authentication cannot protect against 
unauthorized access due to human error.

The paper [14] presents a three-layer fog computing-based 
architecture, analytical model, mathematical framework, and 
advanced signature encryption (ASE) algorithm for identify-
ing, verifying, and authenticating IoT medical devices. Simi-
lar to [13], this scheme also requires a trusted third party. And 
also, the proposed architecture does not provide protection 
against unauthorized access due to the human factor.

The paper [15] proposes a highly secure blockchain-en-
abled system for IoT medical devices using Lamport Merkle 
digital signature. This scheme provides a set of measures to 
protect medical data, and the authentication procedure of 
interest to us is performed during the generation of a digital 
signature. To generate keys, a certification authority is re-
quired, similar to [13, 14]. Using only digital signature keys 
cannot serve as protection against the human factor since, 
in this model, as in the previous two schemes, there is no 
biometric authentication method.

Despite the valuable contributions made by various 
studies in the field of blockchain-based authentication for 
medical data security, a general unresolved problem persists. 
The existing literature reveals local issues in each source, 
such as the untested nature of proposed authentication 
schemes, potential anonymity conflicts hindering internal 
control, and unresolved challenges related to unauthorized 
access due to the human factor. The identified local problems 
collectively contribute to a broader, overarching issue such 
as the absence of a comprehensive and industrially proven 
authentication mechanism that simultaneously addresses se-
curity concerns, human error, and scalability in the context 
of medical data. The aim of this study, therefore, is to bridge 
these gaps by developing and implementing advanced au-
thentication mechanisms that integrate blockchain technol-

ogy, a two-step authentication model, and a robust biometric 
authentication module based on fingerprints. Through this 
comprehensive approach, the study aims to contribute to 
the establishment of a secure and scalable framework for 
medical data protection, resolving the overarching problem 
identified in the existing literature.

3. The aim and objectives of the study

The aim of the study is to enhance the security of med-
ical data through the development and implementation of 
advanced authentication mechanisms.

To achieve the aim, the following objectives are accom-
plished:

– to develop and analyze a two-step authentication 
model for the protection of medical data with the use of 
blockchain technology;

– to develop a mathematical model of biometric authen-
tication;

– to develop a biometric authentication module based on 
fingerprints.

4. Materials and methods

4. 1. Object and hypothesis of the study
The object of the study is the enhancement of security 

measures in medical data systems, particularly focusing on mit-
igating the risks associated with unauthorized access and data 
leakage. The research delves into the vulnerabilities of existing 
authentication schemes in medical organizations, emphasiz-
ing the human factor as a significant contributor to security 
breaches. The study proposes an advanced two-step authenti-
cation scheme that integrates cloud technology and blockchain 
to fortify the security of patient medical data. The key compo-
nents of the research object include the design and implementa-
tion of a robust authentication system with a specific emphasis 
on biometric verification through a mobile application.

The research hypothesizes that the integration of cloud 
technology and blockchain into a two-step authentication 
scheme can significantly enhance the security of medical 
data in healthcare information systems. The hypothesis 
posits that this integrated approach, involving biometrics 
through a mobile application and cloud encryption keys, will 
effectively address the human factor vulnerabilities. The 
two-step authentication is designed to prevent unauthorized 
access by incorporating biometric verification through a 
mobile app. Additionally, the use of cloud encryption keys, 
accessed through the user’s biometrics, adds an extra layer 
of security for decrypting medical data. The practical im-
plementation of a biometric login system using fingerprint 
recognition in Python with the OpenCV library serves as a 
validation of the proposed authentication scheme. The suc-
cessful implementation of this scheme is expected to demon-
strate improved security measures against unauthorized 
access to medical data in healthcare information systems.

4. 2. Research methodology
The analysis of authentication schemes based on block-

chain technology in the medical field represents an import-
ant step in ensuring the security and reliability of the exchange 
of medical information [16]. Blockchain allows the creation of 
a decentralized and continuously updated registry in which the 
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credentials of patients and medical professionals can be stored 
and verified [17]. This provides a high degree of protection 
against fraud and unauthorized access to medical information 
and increases data transparency and reliability. Thanks to 
blockchain technology, authentication schemes in the health-
care industry can be more efficient and resilient to external 
threats, improving healthcare quality and patient safety.

The analysis showed that, in most cases, blockchain-based 
authentication schemes are intended for medical personnel. 
Rarely, the subjects of blockchain-based authentication schemes 
are the patients themselves and their loved ones (Table 1). 

If we touch upon the systems involved in the authenti-
cation scheme and the transmission and storage of medical 
data, we will notice that medical data is stored in the data-
base of a medical organization while the blockchain is used 
to authenticate subjects of the system. A web application is 
most often used for data visualization, but mobile applica-
tions are also popular [18] (Table 1).

All the works reviewed use medical devices; in 4 out of 
6 cases, they are Internet of Things. Smartphones are predom-
inantly used to transmit data from medical devices (Table 1).

Thus, based on the analyzed data, it is possible to build a 
classic authentication scheme using blockchain technologies 

in the medical field (Fig. 1). The subjects of this scheme are 
patients and medical personnel. The information transfer 
process begins with the first stage, in which medical read-
ings obtained from the patient’s body sensor are transmitted 
to his smartphone [19]. The next stage, the second, is the 
transfer of this data via the Internet, where the information 
can be processed and prepared for further processing. The 
third stage is the transfer of medical data to the server of a 
medical organization. In the fourth stage, the server of the 
medical organization additionally ensures the safety of data 
by transferring it to the blockchain, which ensures reliable 
and unchangeable storage of medical information.

Access for medical personnel to this data is ensured at the 
fifth stage, where they enter a login and password for authen-
tication. Then, at the sixth stage, the login and password are 
transmitted to the access control system, which interacts with 
the server of the medical organization, and then, at the eighth 
stage, makes a request to the blockchain to obtain the data. 
The ninth stage involves receiving a response from the medical 
organization’s blockchain server; finally, medical data is trans-
mitted to medical personnel in the tenth stage. This complex, 
multi-step process ensures a high level of security and confiden-
tiality in medical information processing.

Table	1

Comparative	analysis	of	authentication	schemes

Publications  [7]  [8]  [9]  [10]  [11]  [12]

Users Medical staff Medical staff Medical staff
Medical staff, patient, 

close and relatives of the 
patient

Medical staff
Medical staff, 

patient

Systems
Web appli-
cation, DB, 
blockchain

Web application, 
mobile application, 

DB, blockchain

Web application, 
DB, blockchain

Web application, DB, 
blockchain

Mobile 
application, 
blockchain

Mobile application, 
DB, blockchain

Use the IoT Yes Yes Yes Yes No No

Use medical 
devices

Yes Yes Yes Yes Yes Yes

Using a 
smartphone

No Yes Yes Yes Yes Yes

 
  Fig.	1.	Classic	authentication	scheme	using	blockchain	technologies	in	the	medical	field
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This approach to ensuring the security of patient data 
minimizes the risks of unauthorized access and ensures the 
integrity and reliability of medical information, which is 
important in modern medical practice. The introduction of 
blockchain technology into an access control system strength-
ens the level of trust in the digital exchange of medical data 
and promotes more efficient and secure interaction of medical 
personnel with information about patient conditions [20].

To study this circuit in more detail, it can be broken 
down into individual intermediate connections. A medical 
sensor (sensor) reads the patient’s readings and then trans-
mits them to a smartphone (usually via Bluetooth wireless 
technology) [21]. The mobile application establishes a secure 
connection in advance, so the medical sensor only needs to 
find a smartphone in the list of available devices and estab-
lish a wireless connection. After that, the sensor will ask for 
permission to transmit data, and if this device is not blocked 
in the settings, it will send a confirmation in response. Next, 
the procedure for transmitting the patient’s readings via a 
secure channel to the smartphone is carried out [19] (Fig. 2).

The smartphone accumulates the patient’s readings and 
prepares them for sending to the server. Here, the standard 
procedure for establishing a secure client-server connection 
via the Internet and transferring medical data to the database 
server of a medical organization takes place [22] (Fig. 3).

The entire medical database is usually not transferred 
to the blockchain. In some cases, partial transmission is 
observed, but more often, a link to the data on the da-
tabase server and information about who has access to 
this data is transmitted. Thus, blockchain ensures the 
integrity and availability of patient medical data. Data 
transfer is carried out through a node or nodes, with the 
help of which a new block is created and added to the 
blockchain according to the established consensus algo-
rithm (Fig. 4) [23].

Accumulating medical data is a one-way process. Gain-
ing access to accumulated data is carried out in the form of a 
request and response. At the same time, in the first stage, the 
subject of the system (medical personnel) needs to undergo 
authentication, and then, when trying to obtain data, his 
role in the system will be verified with the access data in the 
blockchain. Only in case of full compliance with the role will 
the subject be provided with a link to medical data on the 
database server (Fig. 5).

This scheme for transmitting and storing med-
ical data represents an important modern solution 
for ensuring the security and reliability of medical 
information processing and also represents a compre-
hensive process, starting with the collection of data 
from medical sensors on patients and ending with 
providing access to this data to medical personnel. 
This process is subject to detailed analysis, which 
reveals the continuity and structure of the stages, 
starting with sensors on the patient, passing through 
mobile devices and the Internet, and ending with 
integration into the blockchain and providing access 

to data. Researchers and medical organizations widely 
use this technique, as it provides a high level of security 
for the transmission and storage of medical data and also 
maintains the integrity of information and transparency  
of access.

 

 
  

Fig.	3.	Transfer	of	medical	data	to	the	server	of	a	medical	organization

 

 
  

Fig.	2.	Transferring	patient	medical	information	to	a	smartphone

 

 
  Fig.	4.	Transferring	data	to	the	blockchain
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The key point in this scheme is the use of blockchain 
technology to ensure the security and integrity of medical 
data. Blockchain ensures the immutability of records and 
control over access to this data [24]. The entire procedure 
is described using modern security standards and princi-
ples, making this diagram an important element of mod-
ern health information systems that help protect patient 
privacy and ensure quality care.

5. Results of the study on an improved two-step 
authentication scheme using blockchain technology in 

the medical field

5. 1. Development and analysis of a two-step au-
thentication model for the protection of medical data 
with the use of blockchain technology

The presented classic authentication scheme using 
blockchain technologies in the medical field certainly has 

a high level of security. Nevertheless, there is a threat of 
unauthorized access to patients’ medical data if an at-
tacker takes possession of medical personnel logins and 
passwords [25]. In this case, the scheme in question will 
mistake the attacker for medical personnel and provide 
access to medical data. The reason for this is the human 
factor, along with the one-step authentication procedure. 
This paper does not consider the elimination of the risk 
associated with the human factor.

To conduct the study, a proposed conceptual solution 
will reduce the risks of unauthorized access by establishing 
two stages of authentication and using cloud digital signa-
tures for cryptographic protection of medical data (Fig. 6).

A cloud electronic signature is a computing system 
through which the certificate owner, via the Internet, 
gains access to the processes of creating and confirming 
an electronic signature and using the key for the necessary 
purposes. User certificates are stored on a special device – 
HSM (Hardware Secure Module) [26].

 

 
  

Fig.	5.	Gaining	access	to	patient	medical	data

 

 
  

Fig.	6.	A	two-step	authentication	scheme	using	blockchain	technology	in	the	medical	field
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The presented model provides the double protection of 
medical data. The first level of protection is a two-step authen-
tication [27]. This procedure involves the use of a smartphone 
by medical personnel to confirm their identities after standard 
authentication, where the user enters a login and password. If 
an attacker obtains the logins and passwords of medical per-
sonnel, the second stage of authentication will make it difficult 
to access medical data since successful authentication requires 
identity confirmation via a QR code in the mobile application. 
The access control system generates the QR code, and the mo-
bile application identifies the user using biometrics [28].

The second level of protection involves encrypted storage 
of access links to medical data in the blockchain. In this case, 
an asymmetric encryption algorithm is used. At the same time, 
it should be noted that data is encrypted with a symmetric 
encryption algorithm and stored in the medical organization’s 
database. Encryption and decryption of access links are car-
ried out using private and public keys of cloud digital signa-
tures [29, 30]. Medical personnel gain access to cloud storage 
when confirming their identity via a QR code in the mobile 
application. This eliminates the risk of unauthorized access to 
medical data if an attacker obtains access links illegally.

Thus, the two-step authentication scheme using blockchain 
technology ensures high medical data security by reducing the 
risks of unauthorized access and cryptographic protection of 
data access links in the medical organization’s database.

In the proposed two-step authentication scheme with 
blockchain technology, biometric authentication is essential 
in the first step. Biometric systems have become widespread 
in image recognition based on fingerprints, significantly influ-
encing the increase in systems’ security level [31]. In this pilot 
study, fingerprint-based biometric authentication was carried 
out, as well as a comparison of images based on their level of 
proximity. This step is the first stage of the proposed scheme.

5. 2. Development of a mathematical model of biomet-
ric authentication

A mathematical model of biometric authentication based 
on an algorithm using fingerprint biometric data can be 
presented as follows:

Designation:
– FS as a set of characteristics (features) of 

a fingerprint obtained from an image stored 
in a database;

– FT as a set of characteristics (features) of 
a fingerprint obtained from the tested image;

– Nmatch as a good number of counties (ob-
tained from the compare_features function);

– Threshold as a threshold value to im-
prove authentication performance.

Mathematical model:
1. Preprocess function: Converts the 

fingerprint image into a unified format, 
making it suitable for subsequent process-
ing. The mathematical model for this step 
can be represented as: 

( ),img fpF preporocess I=   (1)

where Ifp is the fingerprint image, Fimg is the preprocessing 
result representing the characteristics of the image.

2. Extract_features: Extracts the main features of the 
switch fingerprint image. The mathematical model for this 
step can be represented as: 

( )_ ,s imgF extract features F=    (2)

where FS is the extracted image features representing the 
features of the switch fingerprint in the database.

3. Compare_features: Compares the features of the fin-
gerprint being tested with the stored data and determines 
the number of feature groups. The mathematical model for 
this step is:

( )_ , ,match T SN compare features F F=   (3)

where Nmatch is the number of feature groups between the 
pointer fingerprint being tested and the data being stored.

4. Authentication Process: Uses the number of parlia-
ment representatives and a threshold value to determine 
whether authentication is successful. If Nmatch=Threshold, 
the authentication process is considered successful; other-
wise, the authentication process is considered unsuccessful.

The mathematical model represents the steps of biomet-
ric fingerprint authentication using the functions of pre-
processing, evidence detection, comparative evidence and 
threshold-based authentication process.

5. 3. Development of a biometric authentication mod-
ule based on fingerprints

In the first stage, we create a fingerprint database using 
specialized devices (sensors) that read and save fingerprint 
images.

In the second stage, image preprocessing is performed. 
Fingerprints can have different resolutions, lighting, and 
other parameters. Before authentication, it is necessary to 
carry out a number of preprocessing operations:

– bringing the image to a standard size;
– improving image quality.
The third stage is feature extraction. After the image is 

preprocessed, the next step is to extract key features (minutiae) 
from it.

The fourth stage is a comparison of features. After the fea-
tures are extracted from the image, they are compared with the 
features of the generated database.

The algorithm of the biometric fingerprint authentica-
tion module is presented in Fig. 7.

An example of implementation in Python using the 
OpenCV library [32]:

import cv2
import numpy as np
# Preprocessing

 

 
  Fig.	7.	Biometric	authentication	algorithm	based	on	fingerprints
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def preprocess(fingerprint_path):
 img=cv2.imread(fingerprint_path, cv2.IM-

READ_GRAYSCALE)
 img=cv2.resize(img, (400, 400))
 img=cv2.threshold(img, 100, 255, cv2.THRESH_

BINARY)
 return img
# Feature extraction
def extract_features(img):
 sift=cv2.SIFT_create()
 keypoints, descriptors=sift.detectAndCom-

pute(img, None)
 return descriptors
# Comparison of features
def compare_features(test_features, stored_features):
 bf=cv2.BFMatcher()
 matches=bf.knnMatch(test_features, stored_fea-

tures, k=2)
 good_matches=[m for m, n in matches if m.distance 

< 0.7 * n.distance]
 return len(good_matches)
# Usage
stored_img=preprocess(“stored_fingerprint.jpg”)
stored_features=extract_features(stored_img)
test_img=preprocess(“test_fingerprint.jpg”)
test_features=extract_features(test_img)
match_count=compare_features(test_features, stored_

features)
threshold=50

if match_count > threshold:
 print(“Authenticated successfully!”)
else:
 print(“Authentication failed!”).

Fig. 8 shows fingerprints.

The results of the conducted study highlighted the 
remarkable uniqueness and viability of fingerprint pat-
terns as a means of biometric authentication within 
mobile applications. The significance of the robust secu-
rity measures cannot be overstated. The research showed 
that fingerprint patterns offer an unparalleled level of 
individual distinctiveness, making them a highly de-
pendable and secure method for user authentication. It 
has important implications for healthcare, ensuring that 
only authorized individuals can access and manage their 
health information. Therefore, using fingerprint authen-
tication represents an essential step forward in ensuring 
data integrity and privacy for users in health-related  
applications.

6. Discussion of the results of the study on an advanced 
two-step authentication scheme in healthcare

In this study, an advanced two-step authentication 
scheme was devised to counter unauthorized access to 
medical data, integrating biometric authentication, cloud 
digital signatures, access control systems, and blockchain 
technology. The first level involved personality identifica-
tion using smartphones, while the second level focused on 
safeguarding encrypted links to medical data through an 
asymmetric encryption algorithm and blockchain. The po-
tential effects of implementing this scheme extend beyond 
enhanced user experiences to a transformative impact on 
healthcare system users. They are empowered to auton-
omously manage the security of their medical data from 
their workplaces. With the incorporation of biometrics, 
cloud digital signatures, and blockchain, the scheme is 
poised to significantly reduce vulnerabilities to unautho-
rized access, providing users with a streamlined and secure 
authentication process. 

 
  Fig.	8.	Fingerprints
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In the research outcomes regarding the improved two-
step authentication scheme using blockchain technology 
in the medical field, the classic authentication scheme was 
critiqued for its vulnerability if an attacker acquires medical 
personnel logins and passwords. To address this, the pro-
posed solution introduces a two-step authentication process 
and employs cloud digital signatures for cryptographic 
protection. 

The model not only offers double protection through 
biometric authentication via smartphones and encrypted 
storage of access links in the blockchain but also emphasiz-
es the need for robust security in healthcare data (Fig. 6). 
The mathematical model for biometric authentication, par-
ticularly based on fingerprint data, provides a standard-
ized approach encompassing preprocessing (1), feature ex-
traction (3), feature comparison (4), and an authentication 
process. This model enhances the reliability of the two-step 
authentication scheme by establishing a systematic and 
secure method for authenticating users based on unique fin-
gerprint characteristics.

The development of a biometric authentication module 
based on fingerprints involves multiple stages, includ-
ing creating a fingerprint database, image preprocessing, 
feature extraction, and feature comparison (Fig. 7). The 
demonstrated algorithm, implemented in Python using 
the OpenCV library, showcases the efficacy of fingerprint 
patterns as a secure means of user authentication. The re-
sults underscore the remarkable uniqueness and viability 
of fingerprint patterns, emphasizing their unparalleled 
level of individual distinctiveness (Fig. 8). This charac-
teristic makes fingerprints a highly dependable and secure 
method for user authentication, particularly in healthcare 
applications. The research contributes to the foundation 
of a healthcare ecosystem where individuals confidently 
engage with their medical records, fostering increased user 
autonomy and data security.

The limitation of this study is related to the algorithms 
used to form public and private keys for encrypted medical 
data. How they will be formed and how all encryption and 
decryption mechanisms are implemented are still not com-
pletely defined. In addition, the mathematical model and its 
specifications, which are crucial in the authentication pro-
cess, should be carefully observed. Nevertheless, there are 
some drawbacks connected with the insufficient database of 
fingerprints that create some barriers to further improving 
the accuracy of the authentication process.

Although the proposed scheme gives different ad-
vanced features for the protection of medical data, it uses 
a limited key formation method. Therefore, it is essential 
to build the proper methods of key formation when the 
authentication scheme is improved. Only a fingerprint 
recognition approach is utilized in the first step of the 
scheme’s authentication mechanism, leaving other bio-
metric ways away. In the future, other popular biometric 
authentication mechanisms can be realized. They include 
facial recognition, voice recognition, behavioral biomet-
rics, and others.

The conducted practical experiments highlighted the 
importance of the proposed scheme and the significance 
of the robust measures for defining security patterns of 
fingerprint recognition. The programming code has been 
adapted to process the fingerprints rapidly and accurate-
ly. The code is adapted well for the task, but it is also 

necessary to improve it when new functionality features 
are added. This is important in the field of medical care 
as access to confidential data is well secured. Although 
the proposed authentication scheme is significant, there 
are still several steps that can be the development of  
the work:

– development of an access control system based on two-
step authentication using a QR code;

– development of cloud storage of electronic keys of 
medical personnel to ensure the confidentiality of patient 
medical data;

– integrating an access control system with blockchain 
to ensure the integrity of stored medical data on the server.

7. Conclusions 

1. The proposed solution is based on establishing two-step 
authentication and using cloud digital signatures to ensure 
the security of medical data in the context of blockchain tech-
nologies in the medical field. Two-step authentication, which 
requires identity verification via a QR code and the use of 
biometrics, effectively reduces the risk of unauthorized access, 
minimizing the vulnerability associated with the potential 
for attackers to obtain logins and passwords. In addition, the 
encrypted storage of access links in the blockchain, combined 
with a cloud digital signature, ensures cryptographic data 
protection and eliminates the risk of unauthorized access. 
These technological methods create double protection, ensur-
ing a high level of security of medical data based on reducing 
the risks of unauthorized access and the use of cryptographic 
protection of data access channels in the medical organiza-
tion’s database.

2. The mathematical model of fingerprint-based biomet-
ric authentication provides a feature comparison method 
based on the number of good matches between the extracted 
stored and tested fingerprints. This allows the degree of sim-
ilarity of biometric data to be determined, providing a prac-
tical approach to identity verification. Within the frame-
work of this model, the problem of assessing the similarity 
of unique biometric characteristics of fingerprints using a 
threshold value is solved, which ensures the authentication 
process based on the quantitative interpretation of matching 
features and solves the problem of identity verification with 
high accuracy with the correct selection of the matching 
threshold.

3. The presented software code implements finger-
print-based biometric authentication using images to 
extract and match unique features. The results of this ap-
proach allow us to determine the success of authentication 
based on the threshold value of feature comparison. If the 
number of good matches between the stored and tested 
fingerprints exceeds the specified threshold, the message 
“Authenticated successfully!” is displayed. Otherwise, 
“Authentication failed!” is shown. This method provides 
efficient identity verification based on unique fingerprint 
biometric data.
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