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1. Introduction

Accounting information systems are open systems that 
depend on the environment in which they operate. There-
fore, accounting information systems should work contin-
uously and constantly use advanced technologies that are 
related to the nature of their work. Taking into account 
the numerous changes taking place in the IT environment, 
the expansion of its application and use in the accounting 
data system, it is necessary to investigate the possibility of 
introducing advanced technologies into the mechanism of 
accounting and analytical support.

Blockchain technology can be highlighted among the 
latest developments in the field of information technology.

Unlike traditional document management methods, 
blockchain provides a more efficient way to represent billing, 
documentation, processing, accounting, inventory, and pay-
ment systems. The technology allows institutions to simul-
taneously record transaction data in the general ledger in 

real time. In the future, the need for traditional double-entry 
bookkeeping may disappear, provided it is fully automated. 
Blockchain technology has great potential to fundamentally 
change the profession of accountants and analysts.

One of the key elements of the effective activity of a 
business entity within the framework of a fraud prevention 
program is the assessment of the risk of fraud. It should be 
noted that the risk of fraud is always increased in an envi-
ronment that is not effectively controlled, and that the use 
of standard verification methods alone is not sufficient to 
detect fraud.

Attention should be paid to fraud in financial reporting, 
which usually causes greater financial losses and has a nega-
tive impact on external users [1]. As this research has shown, 
the issue of detecting and eradicating fraud is relevant to-
day, especially for the public sector. The analysis of average 
monthly losses of subjects from various types of economic 
fraud, shown in Fig.1, reveals that the biggest losses of the 
institution are caused by frauds that occur in the finance 
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The study addressed the problem of developing a mecha-
nism for introducing blockchain technology into the system of 
accounting and analytical support for public sector entities.

In the course of the research, the volumes and types of 
financial violations by public sector entities were analyzed. 
Identified violations were committed by public sector enti-
ties, and their significant share fell on the system of account-
ing and analytical support, in particular, financial reporting, 
budget execution. Legal restrictions on the introduction of 
blockchain technology for public sector entities were outlined. 
The absence of a number of acts in the field of digitization, 
protection of state secrets, cyber security, international stan-
dards, etc. in the legal field was established. The characteris-
tics and mechanisms of blockchain technology were described, 
the types of blockchains based on permission models (open, 
closed) were defined. The technological characteristics of the 
use of blockchain platforms in the system of accounting and 
analytical support of public sector entities have been deter-
mined. The need to use blockchain applications such as smart 
contracts was indicated. It is noted that the use of smart 
contracts can be developed on blockchain platforms such as 
Ethereum, NXT, and Hyperledger; their key characteristics 
were described. A comparative description of transactions of 
state funds in the traditional accounting system and with the 
use of blockchain systems is given. The problem of the mate-
riality of the transaction cost when transferring large vol-
umes of data was outlined using the Ethereum platform as an 
example; its shortcomings were identified. The development 
of a mechanism for introducing blockchain technology into 
the system of accounting and analytical support using the 
Hyperledger platform, which has an open-source communi-
ty focused on the development of a set of stable frameworks, 
tools, and libraries for deploying enterprise-level blockchains, 
was described. The advantages and disadvantages of intro-
ducing blockchain technology into the system of accounting 
and analytical support have been determined
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and accounting department (20 %), where one of the types 
of fraud is the falsification of financial statements (11 %).

Innovative technologies, such as blockchain and others, 
can correct fraud investigations, warn about financial viola-
tions, misappropriation of public funds, and display reliable 
data in the accounting and analytical support system of the 
public sector. The use of blockchain technology has become 
a real revolution in working with financial data, which re-
quires studying, knowing its impact and benefiting from the 
operation of accounting information systems in the modern 
IT environment

In most countries of the world, in the public sector, in-
formation systems are assigned the role of means of ensuring 
the openness of public information and public procurement. 
However, it is necessary to introduce innovative technol-
ogies, such as blockchain technology, to ensure the trans-
parency of transactions of public funds, their distribution, 
redistribution, and effective use in accordance with their 
intended purpose.

Thus, the chosen research topic is extremely relevant and 
involves conducting a study on the feasibility of introducing 
blockchain technology into the system of accounting and 
analytical support for public sector entities.

2. Literature review and problem statement

In the work, it is important to study the experience of 
introducing blockchain technology in the business sector, 
which made a significant contribution to the computeriza-
tion of the accounting and analytical support system. The 
impact of improving the efficiency of their activities, improv-
ing customer service, providing services, reducing budgets 
with the help of blockchain is determined to be significant. 
The most successful models are the Canadian PayPie proj-
ect, which is being developed by such international com-
panies as Microsoft, Citrix, Bosch, IBM, Deloitte, KPMG, 
Bank of America [3].

Paper [4] predicts the transformation of accounting 
through the introduction of blockchain. The authors argue 
that blockchain technology will impact the database mech-
anisms of accounting information systems by digitizing cur-
rent paper-based verification processes. The implementation 

of blockchain technology in accounting information systems 
will reduce the number of errors, reduce the costs of con-

firming and tracking trans-
actions, and the immutability 
of technical data will reduce 
the potential for fraud.

The authors of [5] con-
ducted a study on the adop-
tion and implementation of 
blockchain technology in 
accounting practice, identi-
fying advantages and some 
threats, which allowed them 
to identify new risks and fu-
ture challenges.

It is shown that the public 
sector has also become a field 
of application of blockchain 
technology. According to the 
European Blockchain Obser-
vatory, as of November 2020, 
more than two hundred use 
cases were registered in the 

public sector worldwide [6]. Blockchain technology has been 
found to be used for transparency in government services, 
including payments, land registration, health care, educa-
tion, social services, identity management, taxation, etc.

But the issues related to ensuring the transparency of the 
movement of state funds, their distribution, redistribution, 
effective management of state finances by public sector en-
tities remained unresolved. The reason for this may be prob-
lems related to the imperfection of state regulation in the 
field of digitalization, accounting, control, and transparent 
management of public finances [7].

Numerous studies on the use of blockchain technolo-
gy in the public sector solved specific problems, the main 
focus was on increasing the transparency of certain public 
services, public procurement, etc. [8]. The lack of a general 
concept of effective management of state finances, the forma-
tion of an information base in the system of accounting and 
analytical support actualizes the introduction of advanced 
technologies, namely blockchain technology.

Numerous studies have emphasized the importance of 
implementing blockchain technology for public finance man-
agement [9] but practical implementation of the solution to 
this problem has not been achieved.

The introduction of blockchain technology into the ac-
counting and analysis system will ensure the transparency 
of the use of public funds, the traceability of public payments 
between public sector entities, and their intended purpose. 
Blockchain technology fundamentally changes the rules of 
accounting as it ensures the integrity of records, providing 
access to a complete cycle of all economic transactions with-
out the possibility of corrections. Innovative blockchain 
technology will help build an accounting ecosystem that will 
ensure transparency of all transactions conducted by public 
sector institutions.

3. The aim and objectives of the study 

The purpose of our work is to develop a mechanism for 
introducing blockchain technology into the system of ac-
counting and analytical support for the public sector. This 

Fig. 1. Average monthly losses of institutions from various types of economic fraud, USD	
Source: systematized by the author based on Report to the Nation [2]
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will make it possible to build a single information and an-
alytical database of the full cycle of the movement of public 
funds between public sector entities.

To achieve the goal, the following tasks were set:
– to analyze the volumes and types of financial viola-

tions by public sector entities in the system of accounting 
and analytical support (the sample is given on the example 
of Ukraine);

– to outline legal restrictions and ways of solving the 
introduction of a unified information technology system for 
public sector entities;

– to describe the general characteristics and mechanism 
of operation of blockchain technology in the system of ac-
counting and analytical support;

– to determine the technological characteristics of the 
use of blockchain platforms in the system of accounting and 
analytical support of public sector entities;

– to determine the advantages and disadvantages of 
introducing blockchain technology in the system of account-
ing and analytical support;

– to determine the possibilities of using the blockchain 
and their potential impact on the system of accounting and 
analytical transactions of state funds.

4. The study materials and methods 

The object of this study is the accounting and analytical 
support of public sector entities.

The research hypothesis assumes that the introduction of 
blockchain technology will make it possible to build a single 
information and analytical database of the full cycle of the 
movement of public funds between public sector entities.

The introduction of blockchain technology into the system 
of accounting and analytical support is evidence of a serious 
transformational potential in the control of financial flows 
between public sector institutions. There are reasons to as-
sume that blockchain technology will become one of the most 
important components of digitalization 
owing to innovations that will bring the 
development of the accounting and anal-
ysis system to a fundamentally new level.

In the research process, the necessity 
and mechanism of introducing block-
chain technology into the system of ac-
counting and analytical support for the 
public sector is substantiated.

A set of general scientific methods 
of cognition was used to conduct the 
research. The theoretical analysis, com-
parison, generalization, and synthesis 
methods were used in the study of the 
theoretical provisions and current state 
of the blockchain and its application in 
the system of accounting and analytical 
support, justification of the feasibility of 
using this technology in the activities 
of public sector entities. Attention is 
paid to the analysis of the volumes and 
types of financial violations in the ac-
counting and financial reporting system. 
A comparison of the use of blockchain 
technology with the traditional account-
ing system is made, the advantages of 

introducing blockchain technology into the accounting and 
analytical support system are substantiated. Owing to the 
use of analysis methods in the study of smart contracts as a 
blockchain application, their main functions and prospects 
for use in the accounting and analytical support system 
were studied. A comparison of blockchain platforms, such 
as Ethereum, NXT, and Hyperledger Fabric, was performed, 
the distinguishing features of different types of blockchain 
and their practical application were determined. The use of 
methods of generalization and synthesis made it possible to 
justify the impracticality of using the Ethereum platform 
while the Hyperledger platform is preferred.

5. Results of investigating the mechanism of introduction 
of blockchain technology into the system of accounting 

and analytical support for the public sector

5. 1. Analysis of volumes and types of financial viola-
tions by public sector entities in the system of accounting 
and analytical support

The volumes and types of financial violations by public 
sector entities were analyzed using the example of Ukraine. 
Last year, the Accounting Chamber inspected 355 objects, 
as a result of which 39 reports/conclusions were approved. 
The volume of public finances audited by the Accounting 
Chamber in 2022 amounted to EUR 9.2 billion. Financial 
violations related to misuse of budget funds and deficiencies 
in the amount of 1.5 billion euros were revealed [10].

The most significant number of violations were found in 
the system of accounting and analytical support, in particu-
lar during the preparation and submission of reports, viola-
tions during the formation and execution of state and local 
budgets, as well as violations during the implementation of 
public procurement (Fig. 2).

32,619 violations of budget legislation committed by 
managers and recipients of state and local budget funds for 
a total amount of 6,565.1 million euros were prevented [12].

Fig. 2. Identified violations according to unified classification features, 	
2019–2022, UAH million [11]
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Financial violations were committed by public sector en-
tities, in particular, bodies of executive power, local self-gov-
ernment, management of state extrabudgetary funds, and 
unitary enterprises (Fig. 3). Thus, there is a need to form a 
set of measures to prevent violations that would correspond 
to the specifics of the functioning of state entities.

Based on the results of the analysis of the detected vi-
olations, it was established that a significant share of them 
annually falls on the system of accounting and analytical 
support for financial reporting and budget execution.

Thus, in order to increase the transparency of the manage-
ment of state funds, it is proposed to carry out measures to uni-
fy all databases. This can be implemented by introducing a uni-
fied information technology system with the aim of automating 
accounting and analytical procedures, treasury service of bud-
get execution and targeted use of state funds. Such measures 
will ensure real-time monitoring of the flow of state and local 
budget funds, assessment of budget liabilities, accounting, and 
analysis of expenditures according to their intended purpose.

5. 2. Determination of legal restrictions on the intro-
duction of a single information technology system for 
public sector entities

First of all, when implementing a unified information 
technology system, public sector entities will face legal re-
strictions, namely the absence of a number of acts in the field 
of digitization in the legal field. There is a need to comply 
with the legislation in the field of protection of state secrets, 
international standards in the area of combating money laun-
dering and financing of terrorism (hereinafter – CML/FT), 
currency regulation, transparency of financial reporting, etc.

Legal restrictions related to compliance with legislation 
in the field of state secrets can be resolved by bringing the 
technological characteristics of distributed registers into line 
with the regulations in this field [14]. That is, the very func-
tionality of the state distributed register, namely the exclusive 
type with restrictions on access to network information, can 
be considered as one of the tools of the state secret protection 
system. Cash flows that may constitute a state secret in the 
military sector, in the fields of economy, science and tech-
nology, in the field of foreign policy, as well as in intelligence, 
counterintelligence and operational-research activities will 
be cryptographically protected. In the case of protection of 

state secrets during the transition to an improved system of 
accounting and analysis, the security mechanism will work 
similarly. The main difference is only that the authorized 
state bodies will be able to gain access not to the financial 
statements of a separate state institution but to a whole chain 
of blocks in which all counterparties are marked [15].

With regard to international aspects, it is necessary to 
ensure the operation of the state platform in accordance with 
all standards and recommendations in the field of CML/FT, 
currency regulation.

5. 3. General characteristics and mechanism of opera-
tion of blockchain technology in the system of accounting 
and analytical support

Blockchain provides a transaction model based on the 
collective knowledge and trust of the participants them-
selves, without intermediaries, allowing all participants to 
view the information available to them, which not only gives 
legitimacy to the transaction, but also allows for the verifica-

tion and recording of the transaction.
Each block has a digital signature of its 

owner and contains relevant transaction 
data, a timestamp, and a hash of the pre-
vious block, which connects all the blocks 
that make up the chain.

It is important to understand how the 
algorithm that creates the hash of each block 
works. Regardless of the content of the data, 
the algorithm applies a mathematical func-
tion that converts this content into a 256-bit 
hash. This hash has two very important char-
acteristics: non-iterativeness and uniqueness 
of the fingerprint. If there are changes in the 
data, the result of the algorithm will also 
change, and therefore the prints will be dif-
ferent, as illustrated in Fig. 4.

Since the hash of the previous block is 
added to each block of data before the hash 
of the previous block is calculated, the hash 
of the previous block cannot be changed 
either. Thus, each block is connected to the 

previous block. This iteration is performed systematically 
over a period of time, resulting in successive generation of 
linked blocks identified by sequence numbers. To establish 
control over the ownership of digital assets and prevent the 
risk of double spending, each block also records a transaction 
date, which determines which transaction occurred first.

The blockchain operating model involves many partici-
pants, each of which can store and exchange information from 
blocks in the network, called nodes. These actors can work 
simultaneously with virtually no coordination, and they do 
not need to be identified because messages are not directed 
to a specific location. This creates a decentralized network 
without intermediaries, which increases the reliability of the 
model. However, since these blocks are copied between differ-
ent nodes, changing a completed block theoretically requires 
the changes to be applied to all members of the network.

The use of hashing algorithms makes it extremely dif-
ficult for an attacker to falsify data. This is because an 
attacker must control a significant portion of the network’s 
computing power to defeat the accumulated power of honest 
nodes, which is possible if these nodes are limited or ex-
tremely vulnerable. (In cyber security jargon, this phenome-
non is called a “sybil attack”) [17].

Fig. 3. Amounts of detected violations by types of control objects for 2022, 
UAH million [13]
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A blockchain is “open” if all nodes in the chain can freely 
view the information. A blockchain is “closed” if a node re-
quires authentication to read the block. Nodes participating 
in the blockchain can read, write, and transact according to 
their authority.

Table 1 describes the types of blockchains based on per-
mission models.

The main characteristics of blockchain are decentraliza-
tion, openness, traceability, protection from third party inter-
ference, security, data reliability and anonymity. The system 
uses peer-to-peer (P2P) network technology, which means 
there is no centralized control center. Every node in the net-
work has equal status, and all nodes record and store transac-
tion data. The openness of the blockchain system means that 
anyone can request access to information via a hash value in 
the blockchain header. The information system is not stored 
in one place, and the keys are distributed among computers. 
This ensures system security and minimizes the risk of data 
leakage. To make changes to the information, it is necessary 
to make an entry in the next block, but other users must con-
firm this operation. Traceability means that records added 
to the blockchain are permanently stored in the system and 
that each transaction record contains data about the trader. 
You can fully trace the route of the subject of the transaction. 

Blockchain technology encrypts data using asymmetric cryp-
tography and uses consensus algorithms to protect against 
external attacks, thus ensuring security and preventing infor-
mation forgery. Alert schemes can be built into the blockchain 
to detect unverified transactions in a timely manner or to 
monitor the financial status of an organization and help deci-
sion-makers develop new control mechanisms [19].

Therefore, consensus algorithms will allow each 
member of the group to make and support joint 
decisions. Consensus is necessary to ensure fair-
ness and equality in the blockchain. The first algo-
rithm used in the Bitcoin network, called “Proof 
of Work” (PoW), involves solving a very complex 
mathematical puzzle, which, after solving, is very 
easy to repeat on the rest of the nodes. In particu-
lar, PoW is a very useful consensus algorithm but 
it does not require significant computing power 
(hardware) to run in a reasonable amount of time, 
making it inconvenient for chains with high trans-
action rates and short transaction times. Therefore, 
to solve these problems, various consensus algo-
rithms have been developed, mainly using private 
networks, to reduce the complexity and reduce the 
required computing power and time [20].

5. 4. Determination of the technological characteris-
tics of the use of blockchain platforms in the system of ac-
counting and analytical support of public sector entities

Accounting and analytical information about transac-
tions of state funds, goods, and services must be displayed 
in a single database of the information technology system.

Blockchain applications such as smart contracts deserve 
special attention. Based on blockchain technology, a com-
puter protocol was created that makes it possible to enter 
transactions and control their execution using mathematical 
algorithms. It acts as a constructor that makes it possible 
to create smart contracts. New smart contracts are placed 
on the blockchain by calling the constructor function via a 
transaction. The sender of this request becomes the owner 
of the smart contract and only he can call this function to 

Fig. 4. Mechanism of operation of blockchain technology [16]
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destroy the contract. Some functions call other smart con-
tracts. Each smart contract contains states (a variable that 
stores the address where certain data resides) or a smart 
contract (the owner’s wallet address). There are two types 
of states: persistent states, which can never be changed, and 
writable states, which store states in the blockchain. This is 
a piece of code that makes it possible to read information and 
change state [21].

When entering into a smart contract, each party pre-
scribes the terms of the transaction, penalties for non-per-
formance, and their digital signatures. The smart contract 
makes or fulfills the terms and decides whether to close the 
deal, fine the participants, or close access to the assets. This 
type of transactional contract is stored, duplicated, and up-
dated on distributed blockchains. In the case of traditional 
contracts, they must be centrally executed by a trusted third 
party, which involves late execution and additional costs. 
Companies that implement blockchain with smart contracts 
can improve compliance and risk management. They can 
be developed and deployed on blockchain platforms such as 
Ethereum, NXT, and Hyperledger Fabric.

The characteristics of the mentioned blockchain plat-
forms are summarized in Table 2.

Table 2

Key features of Ethereum, NXT and Hyperledger Fabric 
blockchain platforms

Name of the 
blockchain 

platform
Characteristic 

Ethereum

A virtual machine called the Ethereum Virtual 
Machine (EVM) is used to support advanced and 

personalized smart contracts. The Solidity program-
ming language is used to write smart contracts, which 

fully complies with the Turing principle, and the 
contract code is compiled into EVM bytecode and 

deployed on the blockchain for execution. The record 
of an Ethereum smart contract consists of its code, 

the contract address, the state, which consists of a pri-
vate storage, and the balance of virtual coins (ether). 
Smart contracts cannot be changed after being placed 

on the blockchain, in particular developers must 
include security guarantees in their coding

NXT

The platform contains a set of active smart con-
tracts. However, it is not Turing complete, so only 
existing templates can be used, and personalized 

smart contracts cannot

Hyperledger 
Fabric

The Hyperledger Fabric architecture supports a 
wide range of enterprise use cases with plug-and-
play components. The transaction is executed by 
a specific executor and signed only by network 

participants. Upon receiving a transaction request, 
each member of the network executes the trans-
action independently by calling the chain code 

referenced by the transaction

Source: [22]

It should be noted that the Ethereum platform is the 
first and most popular blockchain platform for developing 
smart contracts. NXT is an open source blockchain platform 
based entirely on a consensus protocol. Hyperledger Fabric 
is enabled by groups of organizations that can join its mem-
bership provider.

The largest blockchain platforms are Ethereum and 
Hyperledger Fabric, which differ from each other in many 
parameters. For example, Hyperledger Fabric supports pro-
gramming languages such as Go, Java, and JavaScript. To 
execute a transaction in Ethereum, a code is included in the 
transaction that is distributed in the peer-to-peer network, 
and the participant who received the transaction can execute 
it on a local virtual machine. In Hyperledger Fabric, a trans-
action is executed by a specific executed and signed only by 
network participants.

A comparison of money transfers in accounting and 
blockchain systems is as follows. In a traditional money 
transfer system, the sender initiates a transfer request to an 
intermediary (in this case, a bank or treasury). Next, the 
bank checks the legitimacy of the request, the availability of 
funds, and the transaction limit. If the bank or treasury ap-
proves the request, the funds are transferred from the sender 
to the recipient. The sending bank (Treasury) records the 
transaction in its accounting records and notifies the sender. 
The recipient’s bank registers the transfer in its books and 
informs the recipient about it. It should be noted that the 
use of intermediaries may result in delays in the execution of 
transactions, as well as errors or discrepancies in the regis-
tration pages. The part illustrates the execution of the first 
transaction using the blockchain. In this system, the person 
who wants to transfer value creates an encrypted message. 
The message contains information about the amount and 
the recipient’s network address and is then distributed 
throughout the network. Users can verify the authenticity 
of the message by comparing the amount with the sender’s 
last balance recorded in the blockchain. After checking the 
message, the transaction is completed.

Blockchain has proven efficient in working with finan-
cial data. Blockchain has the potential to transform the 
accounting profession and change business systems. Some 
experts believe that its implementation in accounting will 
endanger employment and have a negative impact on cyber 
security, financial planning, and analysis [23]. On the other 
hand, the main function of accountants and analysts is shift-
ing from the usual filling of documents and entering data 
about operations into information systems to independent 
formulation of business decisions.

Accountants can perform analytical procedures in real 
time, check data, participate in inspections, enter data 
into the information infrastructure, spend less time re-
cording events, prepare their own professional judgment, 
explain the economic content of operations, spend more 
time on the correctness of the display of transactions in 
accounting and reporting. To achieve this, accountants 
need to improve their qualifications and be professional 
analysts who know how to implement economic processes 
in the organization.

To avoid keeping separate records of transactions, com-
panies can record them simultaneously in a single block of 
records, thus creating an interconnected system of records. 
Also, since all records are decentralized and cryptograph-
ically protected, they are less likely to be destroyed or 
tampered with by covert actions. In the accounting system 
using the blockchain platform, there is an opportunity to 
reduce the number of errors, perform accounting functions 
automatically and increase the efficiency of accountants, 
making accounting less costly and its correctness less 
verified.
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Despite all the advantages that blockchain offers, the 
technology has a serious problem, significant costs when 
transferring large volumes of data. Basic summaries of in-
formation may not give the end user a complete picture of 
the situation. Excessively detailed descriptions also increase 
the complexity of information and lead to additional costs 
for its storage.

The problem described above can be illustrated using 
the example of the Ethereum network. Assuming that the 
description of one data block, which stores data about 
payment transactions at a certain stage of product devel-
opment, requires approximately 2,500 characters (that’s 
about half of an A4 sheet of Times New Roman font). Text, 
for example, is encoded in UTF-8, the Universal Char-
acter Encoding Standard (Unicode), and uses the Latin 
alphabet (representing English characters) or the Cyrillic 
alphabet, requiring no more than 2 bytes per character or 
5000 bytes for the entire text.

In the Ethereum system, 
one word is 32 bytes in size, so 
157 words are needed to store 
5000 bytes. To simplify calcula-
tions, it can be assumed that the 
number of characters in each word 
is different from zero. According 
to [24], storing one word (Gsset 
operation) requires 20,000 gas. 
Every transaction in Ethereum 
requires computing resources, 
and therefore every transaction 
requires a fee. Gas is the fee re-
quired to successfully complete a 
transaction in Ethereum [25].

This means that 157 save op-
erations need to be called and 
used, requiring 20,000 gas for 
each operation. The total cost of 
gas is as follows:

Total gas consumption=
=Gsset*k–number of words=
=20000*157=3140000.

According to calculations, one block of data requires 
3,140,000 gas per transaction. At the time of writing, the 
price of 1 ETH is USD 2,675. And the average price of one 
gas is 66 Gwei, or 0.000000066 ETH. Thus, the cost of stor-
ing one block of data in USD is as follows:

Total cost=total cost gas×
×average price for 1 gas 3140000*10-9=
=0.20724 ETH*2675 USD=554.37 USD.

Based on the calculations above, it will take USD 554.37 
and approximately 1274 seconds, or 22 minutes, to add a 
block to the Ethereum blockchain. It is also worth noting 
that gas prices are volatile and the Ethereum exchange rate 
is highly volatile. Under such conditions, as with any contin-
uous production process in an institution, the feasibility of 
storing large amounts of data is questionable.

One way to solve this problem is to create a blockchain 
that is not based on Ethereum. The implementation of the 
“own” system of adding data to the blockchain will allow 

us to abstract from the capabilities of Ethereum and use the 
company’s nodes to calculate data. However, this approach 
has additional costs.

Therefore, the use of the blockchain platform in the 
system of accounting and analytical support is impractical. 

It should be noted that in 2016, the Linux Foundation 
founded Hyperledger, an open-source community focused on 
developing a stable framework, tools, and libraries for enter-
prise-level blockchain deployments. It is a global collabora-
tion that spans finance, government, banking, supply chains, 
manufacturing, and technology. Within this framework, 
supported by the Linux operating system, data stored on the 
blockchain, tools have been developed to manage privacy. 
The channel approach deserves special attention, according 
to which a node can access information only in the channel 
to which it belongs or to which it has access rights. Fig. 5 il-
lustrates this architecture and how information privacy is 
protected from other nodes outside the channel by distribut-
ing blocks only among nodes belonging to the same channel.

In the same year, Walmart developed a proof-of-con-
cept project using the Hyperledger platform to analyze the 
advantages of the technology in the accounting system. 
Where “traditional” accounting tools took weeks to find 
transactional errors in the food procurement process, block-
chain has made it possible to do so in a matter of minutes, 
depending on the number of nodes and the complexity of the 
product’s value chain.

5. 5. Advantages and disadvantages of introducing 
blockchain technology in the system of accounting and 
analytical support

Blockchain technology offers significant opportunities 
to significantly improve the country’s public and economic 
sectors. Countries that are at the stage of digital develop-
ment need to pay attention to all the features of the digi-
talization process, taking into account both positive and 
negative aspects (Table 3).

Thus, blockchain has the potential to fundamentally change 
the country’s economy, increase the efficiency and security of 
financial transactions, particularly in the public sector.

Fig. 5. The mechanism of operation of the Hyperledger Fabric blockchain platform	
Source: [26]
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5. 6. Possibilities of using blockchain and their poten-
tial impact on the system of accounting and analytical 
transactions of state funds

Each transaction with state funds in the system of ac-
counting and analytical support starts hundreds of process-
es, which, after completion, are registered in the system of 
each participant. Throughout the supply chain, this data is 
replicated in each member’s system, where it is often re-en-
tered into the new system. An estimated 75 % of exporters 
re-enter data into the system and submit paper documenta-
tion to relevant trade authorities (IDB, 2020). The existence 
of numerous records often leads to errors, delays in informa-
tion, delays, inefficiencies, fraud.

Given that blockchain contains a single version of data 
that is shared and verifiable, proper implementation of this 
technology can ensure the same information for all partic-
ipants, reducing the use of paper (paperless transactions), 
time, cost, and complexity of communication between mul-
tiple parties. This can reduce the amount of time, cost, and 
complexity of communication between different parties. In 
addition, the use of advanced cryptographic methods (data 
in the blockchain is not encrypted by default) in addition to 
encrypted electronic communication between parties when 
storing information in the blockchain can provide a more se-
cure service that can track and analyze data dynamics [28].

Five general cases of blockchain use and their potential 
impact on the accounting system of transactions of public 
funds are summarized, as shown in Table 4.

Therefore, the proper implementation of blockchain can 
improve the efficiency and security of the accounting of 
operations related to transactions of public funds. This tech-
nology has the potential for important changes in the system 
of accounting and analytical support, in particular, payment 

operations (transactions) between public sector entities. In 
particular, it will lead to the ability to track the movement 
of public funds across blocks, starting with the blockchain, 
to ensure data integrity and purpose – determining owner-
ship of assets and completion of a particular transaction – 
through a single system using a shared ledger.

Table 4

The possibilities of using blockchain and their potential impact 
on the accounting system of transactions of public funds

Possibilities of use
Potential impact on the accounting system 

in the public sector

The origin of the trans-
action of state funds 
and their traceability

It will offer advantages and greater accu-
racy in the management of transactions of 

public funds, reducing the risks of fraud and 
counterfeiting

Streamlining of busi-
ness operations

It will facilitate secure information exchange, 
will facilitate secure paperless transaction

Automation and 
smart contracts

Increase transaction efficiency through faster 
processes and lower administrative costs

State funding
It will make public financing simpler and 
more transparent, especially in terms of 

efficiency and security of processes

Facilitating the detec-
tion of discriminatory 

measures

It will encourage transactions of public funds 
to be made more transparent and ethical

Source: summarized by the author based on [29]

Based on these characteristics, it is expected that the ac-
counting system for transactions with public funds will soon 
change and include new programs, technologies, and services 
to meet the increasingly complex requirements for security, 
traceability, and transparency of public funds management.

Table 3

Advantages and disadvantages of introducing blockchain technology in the system of accounting and analytical support

Advantages Drawbacks

– avoiding deliberate manipulations and errors in calculations; 
– reduction of costs for accounting and analysis; 
– increasing the working capital of the company; 

– simplification of international operations and transactions; 
– emergence of a new class of assets - digital property; 

– reliable and up-to-date accounting reporting, i.e., more transparent,  
and less time-consuming; 

– the evolution of the role and functions of accountants and analysts in com-
panies and the growth of their expertise; 

– quick online response, provision of reliable and open information  
about transactions; 

– the ability to manage transactions from any device; 
– ensuring information transparency and reducing the number of  

accounting errors. 
– automated processing and storage of documents; 

– ensuring transparency of information; automation of document processing 
and storage; 

– reduction of risks; 
– protection of information against fraud, loss, and destruction; 

– ensuring close cooperation and mutual relations with debtors and creditors; 
– creation of new opportunities and models; 

– focusing on operations with high added value; 
– the ability to monitor, analyze, edit, and report in real time; 

– increasing the speed of access to information, its completeness, evidence  
and saving time; 

– promote the emergence of new types of accounting and analytical services; 
– integrate different levels of accounting, create a single database, and syn-

chronize accounting records

– a description of the legal framework and transaction regulation 
standards reflected in blockchain technology; 

– the need to transfer all commercial transactions to a virtual 
environment, which is not always possible; 

– lack of understanding of technology, lack of acceptance by em-
ployees, low qualification of accountants and analysts; 

– change of business processes at enterprises; 
– the need to invest in the purchase of equipment and its capital 

repair, introduction and development of technology,  
training of personnel, etc.; 

– the need to integrate existing accounting systems with block-
chain technology; 

– irreversibility of operations, increase in information volumes and 
media overload, where it is practically impossible to make changes 

in case of incorrect data entry; 
– technical problems (low bandwidth, 51 % threat of attacks); 
– the level of privacy and confidentiality of data related to the 

institution’s activities; 
– the impossibility of accurately measuring the benefits at the 

blockchain implementation stage; 
– experience of successful application in other companies; 

– immaturity; 
– a large amount of misinformation about blockchain technology; 

– issues of cyber security; 
– high energy consumption, damage to the environment; 

– statements about legal responsibility for maintenance of distrib-
uted databases; 

– statement of legal responsibility for database maintenance

Source: [27] 
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6. Discussion of results of determining the mechanisms 
of introducing blockchain technology into the system of 

accounting and analytical support

In order to make a comprehensive justification for the use 
of blockchain technology in the system of accounting and 
analytical support, it is important to note the limitations 
and prospects of the introduction of this modern technology.

Blockchain technology is widespread in the accounting 
and analysis system. However, experience is limited to proof-
of-concept and blockchain adoption initiatives, which cover 
only a small fraction of real-world public sector volumes.

The lack of a comprehensive analysis of the features 
and requirements for the implementation of blockchain 
technology can lead to erroneous conclusions. One of the 
factors restraining the use of blockchain technology in the 
system of accounting and analytical support is the need, for 
reasons of transparency, to create a number of specific and 
ideal conditions for the use of this technology. For example, 
the technology is not responsible for the authentication 
measures applied to participants. In the public sector, this 
means that a method of verifying the digital identity of chain 
participants should already be implemented. In this case, the 
use of third-party platforms will make the model centralized 
and not suitable for blockchain technology.

As for the adoption of blockchain technology in the 
public sector, there are currently commercial platforms that 
claim to be “blockchain-based”, meaning that they use this 
technology to process and store data in some of their oper-
ations. However, the advantage of the decentralized model 
offered by blockchain is based on the number of participants 
in the network, and this advantage is lost when one partici-
pant in the technology is responsible for all data processing.

Given the analyzed cases and the current application 
of blockchain technology in the public sector, there are 
technical challenges that arise before the introduction of 
blockchain platforms.

The standards established by Hyperledger can solve 
many of these problems with new permission schemes, ap-
propriate consensus algorithms and a channel architecture 
that ensures that information is shared between nodes 
authorized to access it in advance of enabling blockchain 
networks that can solve many of these problems. However, 
the ecosystem has not yet reached the scale expected from 
distributed ledger technology. The main advantage is the 
absolute freedom to choose the method of connecting nodes, 
whether through cloud services from cloud service provid-
ers, or through mechanisms created and managed by the 
organizations themselves, in particular, state institutions.

Persuasive arguments in favor of the use of blockchain 
in the accounting system have been identified. Using the 
example of a shipping company, the cost of developing and 
implementing blockchain into their system was significant-
ly lower than the fees and costs associated with one of the 
most common customs delays. In addition, as a result of this 
research, the paper describes three types of blockchains and 
recommends how each of them can be implemented in specific 
cases: the first is an open public blockchain, an open network 
in which anyone can participate (for example, Bitcoin and 
Ethereum). This type allows all users to read, write, and per-
form transactions, thereby replacing the role of a trusted third 
party. Permissioned public blockchains are closed networks in 
which verified and trusted nodes can participate (e.g., Hyper-
ledger Fabric, Multichain, Eris). All members can view data, 

but only authorized users can confirm transactions. Private 
blockchains are closed networks where only authorized users 
can read, send, and confirm transactions (examples include 
Hyperledger Fabric and Corda). The same blockchain appli-
cation can run in multiple types, such as Hyperledger Fabric. 
They can also be used to secure authorized public blockchains 
or authorized private blockchains [30].

Although solutions are available today that can solve 
many problems, they all exist in an environment where 
policy and regulation do not always facilitate cooperation 
between actors. As a result, each institution must strive 
to maintain multiple interfaces, which leads to technical 
complexity, monitoring, and maintenance, and is a potential 
source of cybersecurity and significant costs.

Data security and privacy, technology adoption and de-
ployment factors, and some specific considerations for ac-
counting and analysis were analyzed. In its current form, 
blockchain cannot meet the specific needs of accounting in-
formation systems. While blockchain technology can provide 
a number of useful functions, especially in the area of data 
reliability and financial reporting transparency, several fac-
tors have been identified that question the possibility of large-
scale integration of this technology into accounting functions. 
The main obstacle is the cost of the technology. Although 
significant investments have been made in the development of 
blockchain and its business applications, we believe that the 
widespread use of this technology is not yet fully justified. Re-
searchers have also raised concerns about blockchain’s ability 
to address data security and privacy risks [31].

Unresolved issues related to blockchain technology were 
identified, including scalability, flexibility, appropriate ar-
chitecture, and cybersecurity. The researchers noted that 
the full integration of blockchain into real-world accounting 
systems will require consensus from regulators, audiences, 
and other stakeholders. Nevertheless, the document con-
firms the high potential of technology to improve the quality 
of information exchange and accounting [32].

The main problems that cause concern for the implemen-
tation of blockchain technology in the system of accounting 
and analytical support are the complexity of implementa-
tion, lack of qualified experts, data processing time, and 
cyber security. Among the challenges to bear in mind are 
the heterogeneity of existing information systems, as well as 
significant differences between open and closed blockchain 
implementations, which may lead to additional costs to 
achieve interoperability between systems.

It is important to develop initiatives for training pub-
lic sector employees to understand the tools for using 
blockchain technology and acquire the necessary skills to 
actively participate in the digitalization of the accounting 
and analytical process. This includes addressing broadband, 
cost, and speed issues, as well as providing digital security 
knowledge that can unlock the full potential of digital trans-
formation in accounting and analytics.

In itself, blockchain is not a direct benefit for government 
agencies. The technology should be analyzed based on the 
needs and industry specifics of the activities of public sector 
entities.

7. Conclusions 

1. The volumes and types of financial violations by pub-
lic sector entities were analyzed. With the indication of the 
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quantitative indicators of the results of the study, financial 
violations were identified regarding the non-targeted use 
of budget funds in the amount of UAH 6.6 billion. 32,619 
violations of budget legislation committed by public sector 
entities for the total amount of UAH 16,565.1 million were 
warned over 2022. It was established that the detected 
violations were committed by public sector entities, and 
their significant share fell on the system of accounting and 
analytical support for financial reporting, budget execution.

2. Legal restrictions on the introduction of a unified 
information technology system for public sector entities 
have been outlined. With the indication of the qualitative 
indicators of the research results, the absence of a number of 
acts in the field of digitization, protection of state secrets, in-
ternational standards, etc. in the legal field was established. 
The purpose of adapting the legal field in the field of state 
secret protection is to bring the technological characteris-
tics of distributed registers into line with regulatory acts. In 
particular, the functionality of the state distributed register, 
namely the exclusive type with restrictions on access to 
network information, can be considered as one of the tools 
of the state secret protection system. When implementing 
the state information technology system, compliance with 
international standards and recommendations in the field of 
combating money laundering and terrorist financing, cur-
rency regulation is a necessity.

3. It is determined that blockchain means a database 
structure that stores information in the form of blocks form-
ing a chain in which new blocks are connected to previously 
formed blocks. The main characteristics of blockchain are 
decentralization, openness, traceability, protection from 
third party interference, security, data reliability, and an-
onymity. The blockchain operating model involves the si-
multaneous involvement of many participants who can store 
and exchange information from blocks in a network called 
a node. Nodes can be both open and closed, it all depends 
on the permission model. The types of blockchains based 
on authorization models that can be used in the system of 
accounting and analytical support are summarized. Nodes 
participating in the blockchain can read, write, and perform 
transactions depending on their permissions.

4. Features of the development of the mechanism for 
introducing blockchain platform technology into the sys-
tem of accounting and analytical support of public sector 
entities have been outlined. In particular, the expediency 
of using blockchain applications, such as smart contracts, 
is substantiated. In particular, a new smart contract can be 
placed in the blockchain by calling the constructor function 
through a transaction, the sender of this request becomes 
the owner of the smart contract. When entering into a smart 
contract, each party prescribes the terms of the transaction, 
penalties for non-performance, and their digital signatures. 
Companies that implement blockchain with smart contracts 
can improve compliance and risk management. It is noted 
that the use of smart contracts can be developed on block-
chain platforms such as Ethereum, NXT, and Hyperledger; 
their key characteristics were described. A comparative 
description of transactions of state funds in the traditional 

accounting system and with the use of blockchain systems 
is given. In summary, blockchain has the potential to revo-
lutionize the accounting profession and change the business 
system. It is noted that the blockchain technology has one 
significant problem – the significant cost of the transaction 
when transferring large volumes of data. Visually, the prob-
lem is considered on the example of using the Ethereum plat-
form. Based on the results of the analysis of costs and data 
volumes, a conclusion was made about the impracticality of 
using this platform in the accounting and analytical support 
system. The preferred platform is Hyperledger, which has 
an open-source community focused on developing a set of 
stable frameworks, tools, and libraries for deploying enter-
prise-grade blockchains. It is noted that the Hyperledger 
platform detects errors in the accounting system in a matter 
of minutes, unlike the traditional accounting system.

5. The advantages and disadvantages of introducing 
blockchain technology into the system of accounting and 
analytical support have been determined. In particular, coun-
tries that are at the stage of digital development need to pay 
attention to all the features of the digitalization process. 
Blockchain technology opens up great opportunities that 
can significantly improve the state and economic sectors of 
the country. Blockchain has the potential to fundamentally 
change the country’s economy, increase the efficiency and se-
curity of financial operations, particularly in the public sector.

6. The possibilities of using the blockchain and their 
potential impact on the system of accounting and analytical 
support for transactions of state funds are summarized. Five 
types of blockchain usage opportunities and their potential 
impact on the system of accounting for transactions of public 
funds were summarized. Thus, the proper implementation of 
the blockchain can lead to important changes in the account-
ing of transactions of public funds, in particular: reaching 
consensus and establishing international standards that allow 
the interoperability of systems related to the certification of 
origin; the ability to track transactions of public funds across 
blocks, starting with the data immutability block and their 
destination — by using a single shared ledger to determine 
ownership of an asset or the completion of a given transaction.
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