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tributed IoT systems, [11] while assessed the efficiency of IoT 
device control using teletraffic theory. These diverse studies 
collectively contribute to the understanding and advance-
ment of IoT applications in the context of smart cities. 

Within the healthcare sector, the past decade has wit-
nessed the emergence of various sensors and devices de-
signed for monitoring and analyzing physiological variables. 
These innovations aim to identify conditions with subtle 
symptoms, enabling timely diagnoses and preventing fatal 
consequences [12–14]. In light of this, the relevance of de-
veloping IoT systems tailored to address critical healthcare 
challenges, particularly in the diagnosis of cardiovascular 
diseases, becomes evident. The World Health Organiza-
tion (WHO) and the Pan American Health Organization 
(PAHO) have underscored cardiovascular diseases as the 
leading global cause of morbidity and mortality, with cardio-
myopathies and cerebrovascular diseases prevailing [15, 16].

A pivotal factor in predicting and detecting cardiac 
conditions, cardiovascular risk, arterial hypertension, or 
sedentary lifestyles is heart rate variability (HRV). Often 
misconstrued with heart rate, HRV refers to the variation 
in the time between RR intervals in an electrocardiogram, 
reflecting the autonomic nervous system’s influence on 
cardiac function. This way, in the realm of cardiovascu-
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The research focuses on addressing the global issue 
of cardiovascular diseases. The key variable under 
consideration for predicting cardiovascular diseases is heart 
rate variability (HRV). Leveraging the widespread adoption 
of IoT in various applications, particularly in the health 
sector, the study proposes the design and implementation of 
an IoT system for HRV monitoring. The research unfolded 
in four methodological phases: exploration and selection of 
technologies, definition of the IoT architecture, development 
of the prototype, and verification of its functionality. 
The implemented IoT system adheres to the conventional 
4-layer IoT architecture: capture, storage, analysis, and 
visualization. Heart rate data is periodically acquired using 
a heart rate sensor and an Arduino-compatible board. 
The storage layer employs a non-relational database 
to store the captured data. The analysis layer extracts 
metrics related to HRV (High: RR <750 ms, Moderate:  
RR 750–900 ms, Low: RR >900 ms) by applying and 
delivering quantitative results from clustering algorithms 
such as machine learning models to evaluate data distribution. 
Risk levels indicate specific patient metrics. Thus, a 75-year-
old patient exhibits an average HR of 75.56, Avg. RR of 
795.42, falling into Cluster 1 with a risk value of 1.0. Similar 
detailed metrics and risk stratifications are presented for 
patients aged 68, 46, 37, and 18, demonstrating the system's 
robustness and efficacy in assessing cardiovascular risk. 
The visualization layer enables real-time observation of 
physiological variables, risk metrics, and results from data 
analytics models. The distinctive features of the results lie 
in the portability advantages of the IoT system, utilizing 
free hardware and software tools. This facilitates easy 
replication and utilization of the proposed system in medical 
campaigns, specifically for the early detection of cardiac 
conditions. The portable IoT system, leveraging free tools, 
enhances predictive capabilities for early cardiovascular 
risk detection globally
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1. Introduction

The ever-evolving landscape of technological advance-
ments has brought forth the concept of the Internet of 
Things (IoT), where physical objects and devices seamlessly 
connect in an open network, capable of self-management, 
information sharing, and dynamic responses to environ-
mental changes [1–3]. Concurrently, IoT is defined as a set 
of infrastructures facilitating object interconnection, data 
access, and the application of data mining and analytics 
processes [4, 5]. This technological framework harnesses 
diverse devices and interconnection solutions, creating a 
shared information base on a global scale, with applications 
spanning industries such as healthcare, agriculture, tourism, 
and the development of smart cities. Thus, in the realm of 
smart cities, [6] explored the role of the IoT-cloud ecosystem, 
providing a comprehensive review and addressing associated 
challenges. [7] contributed to the understanding of the IoT 
paradigm, delving into its definition, potentials, and societal 
impact. [8] conducted an empirical analysis on the success 
of IoT in Indian smart cities, shedding light on practical 
insights. [9] focused on the design and application of fog 
computing and IoT service platforms for smart cities. [10] 
worked on improving the load balancing procedure in dis-
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2. Literature review and problem statement

The paper [21] presents the design, realization, and 
experimentation of a unique protection device integrated 
with a heart rate sensor and microcontroller. This device 
aims to monitor heart rate in a user-friendly and fashion-
able manner, ensuring user comfort and discretion in public 
settings. The experimental results demonstrate the device’s 
accuracy compared to a professional Pulse Oximeter used 
in hospitals. However, despite the successful development of 
the prototype, there are still unresolved questions pertain-
ing to certain aspects. These lingering questions may stem 
from objective difficulties, principal impossibilities, or costly 
components within the project, rendering corresponding re-
search impractical at this stage. To address these challenges, 
an option to overcome the relevant difficulties could be ex-
plored. One potential approach is to adopt the methodology 
used in previous studies such as [24]. Nevertheless, it is es-
sential to recognize that the proposed solution is not free of 
limitations, such as those proposed in this work. Considering 
the unresolved questions and potential limitations, the need 
to refine and optimize the developed device through a user 
interface in which artificial intelligence algorithms and com-
plete layer structures in IoT are integrated is argued. This 
could involve addressing identified challenges and exploring 
alternative strategies to improve device performance.

The paper [25] provides insights into the development 
of IoT systems in the health sector, particularly focusing 
on heart rate and heart rate variability as crucial variables. 
It is shown that the existing research has predominantly 
concentrated on monitoring these physiological parameters. 
However, there are still unresolved questions related to 
the absence of risk level metrics acquisition and the lack of 
application of machine learning methods on the captured 
data. An option to overcome these difficulties is to adopt 
an approach used in [26], which integrates a GSM module 
for sending heart rate reports through text messages. Nev-
ertheless, this approach still does not address the complete 
articulation within the 4-layer architecture of IoT systems.

In [27] this IoT system focuses on the analysis of mental 
stress using a Bluetooth belt, showcasing the potential of 
incorporating wearable technology for data acquisition in 
health monitoring as well as the system developed in [28], 
which presents a system for heart rate monitoring based on 
an Arduino board and an articulated sensor on the finger, 
illustrating the variety of sensor placements for data collec-
tion. Both systems lack the possibility for the evaluator to 
make annotations or comments in real time on the different 
actions performed by the user, so it is not possible to obtain 
an enriched graph on the interaction between the user and 
the evaluated software.

The paper [29] develop a system for heart rate monitor-
ing and self-diagnosis of heart disease using a probabilistic 
method, demonstrating the diversity of approaches in the 
field. The main gap of this study is that there are still issues 
to be resolved related to the application of machine learning 
methods on the captured data and the complete articula-
tion within the 4-layer architecture of IoT systems is not 
addressed.

The paper [30] introduces an intelligent health moni-
toring and diagnosis system for critical cardiac arrhythmia, 
incorporating IoT and unsupervised learning classification 
framework. The system uses low-cost sensors interfaced 
with a microcontroller, and ECG data is collected from the 

lar research, [15] delved into HRV as a predictive factor 
for cardiovascular diseases, emphasizing its significance 
in risk assessment. [16] focused on the assessment and 
management of bradycardias in primary care emergencies, 
contributing valuable insights into practical applications. 
[17] explored HRV during a 24-hour period using a Polar 
heart rate monitor, providing insights into the continuous 
nature of HRV recordings. [18] presented an automated 
apnea detection approach based on RR intervals, show-
casing the potential applications of HRV in sleep-related 
conditions. [19] investigated the association between HRV 
measured by RR intervals from ECG and pulse-to-pulse 
interval from Photoplethysmography, further expanding the 
understanding of HRV metrics. These studies collectively 
contribute to the nuanced exploration of HRV, highlighting 
its multifaceted role in cardiovascular health. Time domain 
metrics such as average RR interval, standard deviation of 
RR intervals (SDRR), and the percentage of differences ex-
ceeding 50 milliseconds (pRR50) are associated with HRV, 
providing valuable insights into cardiovascular risk. From 
the above, the integration of IoT and machine learning in 
healthcare has paved the way for innovative risk prediction 
systems. [20] introduced predictions, a system utilizing IoT 
and machine learning to predict the risk level of cardiovas-
cular diseases, showcasing the potential of advanced tech-
nologies in healthcare management. Wearable sensor devices 
have become a focal point in cardiac monitoring, as demon-
strated by [21] who designed a face shield-shaped wearable 
sensor for monitoring heart rate based on IoT principles, 
emphasizing the diverse forms of sensor integration. [22] ex-
plored stress detection in seniors using biosensors and psy-
chometric tests, contributing to the understanding of HRV 
in relation to mental health and well-being. [23] conducted 
an analysis of HRV at rest and during aerobic exercise, 
shedding light on the dynamic nature of HRV in different 
physiological states. Recognizing the potential of HRV as 
a diagnostic tool, there arises a necessity to develop IoT sys-
tems harnessing devices capable of measuring both heart rate 
and HRV. These systems not only enable metric calculations 
but also leverage the power of machine learning models for 
comprehensive analysis.

Considering the aforementioned advancements and the 
critical role HRV plays in cardiovascular health, this re-
search underscores the significance of exploring and advanc-
ing IoT systems tailored for effective cardiac monitoring and 
early disease detection. The subsequent sections will delve 
into existing literature, identify unresolved facets of the is-
sue, and establish the purpose and objectives of the proposed 
research, ultimately contributing to the broader landscape of 
healthcare technology.

Therefore, as one navigates the dynamic landscape of 
technological advancements, the emergence of the Internet 
of Things (IoT) presents a transformative paradigm where 
connectivity and data-driven insights play a pivotal role. 
Within this context, the focus on the development and im-
plementation of an IoT system for heart rhythm monitoring 
and cardiovascular risk estimation underscores the critical 
intersection of healthcare and technology. By leveraging the 
potential of IoT devices to capture and analyze physiological 
data, particularly heart rate variability. The aim is to address 
significant challenges in the early detection of cardiovascu-
lar diseases. The World Health Organization’s recognition 
of cardiovascular diseases as a global health burden further 
emphasizes the relevance and urgency of these studies. 
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database for training. It is shown that the proposed system 
effectively caters to patients with critical heart conditions. 
The algorithm achieves high accuracy in real-time valida-
tion, particularly in detecting critical arrhythmia condi-
tions. However, there are still unresolved questions related 
to the proposed system, such as potential objective difficul-
ties connected to its implementation, principal impossibility 
in certain scenarios, or costly aspects in the plan. The rea-
sons for these challenges could be multifaceted, including 
technological constraints or limitations in the availability 
of resources. An option to overcome these difficulties could 
involve exploring alternative methodologies or technologies. 
This approach is consistent with previous studies, such 
as [31], which have tackled similar challenges but faced 
limitations. While the proposed system has proven effective, 
acknowledging these unresolved questions opens up avenues 
for further research. Future studies could focus on addressing 
these challenges, potentially exploring advancements in tech-
nology, refining methodologies, or considering alternative 
approaches to enhance the system’s robustness. The paper 
lays a foundation for an intelligent health monitoring system 
for critical cardiac arrhythmia patients. By recognizing and 
discussing the unresolved questions and potential challenges, 
it suggests avenues for future research to refine and improve 
the proposed system, ensuring its applicability in diverse sce-
narios and maximizing its impact on patient care.

The reasons for these gaps can be attributed to objective 
difficulties connected to the complexity of capturing risk 
level metrics, the principal impossibility of integrating ma-
chine learning methods into the existing systems, and the 
costly nature of implementing such features in the plan. This 
makes the corresponding research inexpedient in the current 
state. The above analysis of the literature review allows to 
argue that it is appropriate to conduct a dedicated study to 
improve IoT systems in the healthcare sector by incorporat-
ing the acquisition of risk-level metrics and the implemen-
tation of machine learning methods for comprehensive data 
analysis within the 4-layer architecture.

3. The aim and objectives of the study

The aim of this study is to develop an IoT system for 
heart rate monitoring, heart rate variability and cardiovas-
cular risk determination from devising a non-supervised 
data clustering prediction model.

To achieve the aim, the following objectives are accom-
plished:

– to develop the capture layer of the system using a heart 
rate sensor and an Arduino compatible capture board, estab-
lishing wireless communication to send the captured data to 
the system, storing it in a non-relational database indexed by 
a session identifier (Data Capture and Storage);

– to calculate various heart rate variability metrics from 
the data associated with each capture session, facilitating the 
detection of cardiovascular risk through the analysis of the 
metrics obtained (Data Analysis and Variability Metrics);

– to develop the system visualization layer that provides a 
clear representation of heart rate variability metrics by imple-
menting clustering models to analyze the distribution of vari-
ability values in relation to defined risk levels allowing experts 
to determine the distribution of catches around established risk 
levels (Visualization and Application of Clustering Models).

4. Materials and methods

4. 1. Object and hypothesis of the study
The main contribution of this research is to design and 

implement an Internet of Things (IoT) system dedicated 
to monitoring heart rate and estimating cardiovascular 
risk. Leveraging the dynamic landscape of technological 
advancements and the emergence of IoT, the study addresses 
the critical intersection of healthcare and technology. Sub-
ject of the study is to adaptive IoT system that captures, 
stores, analyzes and visualizes physiological data, with spe-
cial attention to heart rate variability (HRV).

The hypothesis posited in this research is that an IoT 
system, integrating open-source tools and incorporating car-
diovascular risk metrics, can effectively contribute to early 
detection and monitoring of cardiovascular diseases. The 
study proposes that the utilization of unsupervised learning 
models in the analysis layer, combined with real-time data 
capture and statistical metrics, enhances the system’s abil-
ity to categorize and assess cardiovascular risk levels. The 
hypothesis further suggests that such a system could find 
applications in diverse settings, including home healthcare 
and medical prevention campaigns.

The study operates under the assumption that the utili-
zation of open-source tools in each layer of the IoT system ar-
chitecture provides flexibility and adaptability for academic 
or business environments. Additionally, it assumes that the 
incorporation of cardiovascular risk metrics, beyond conven-
tional heart rate monitoring, contributes valuable insights. 
The study also assumes that the application of unsupervised 
learning models enhances the system’s ability to provide 
meaningful risk assessments.

To streamline the research, certain simplifications have 
been adopted. The study focuses on a 4-layer architec-
ture (capture, storage, analysis, and visualization) within 
the IoT system, prioritizing open-source tools. The research 
emphasizes time domain metrics associated with HRV, such 
as average RR intervals and the standard deviation of HRV, 
as key indicators of cardiovascular risk. While acknowledg-
ing potential challenges, the study simplifies by concentrat-
ing on the K-Means clustering algorithm for unsupervised 
learning in the analysis layer.

4. 2. Methodology
For the development of this research, 4 methodological 

phases were defined: exploration and selection of tools and 
technologies, definition of the system architecture, develop-
ment of the system prototype, and verification of the system 
functionality (Fig. 1).

Fig. 1. Methodology
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In phase 1, a set of tools and 
technologies were selected from 
the context of free hardware and 
software, considering the four 
layers of the conventional IoT 
architecture [32]. In phase 2 of 
the methodology, based on the 
tools and technologies selected 
in phase 1, the capture, storage, 
analysis, and visualization layers 
of the system architecture were 
specified. In phase 3, a prototype 
derived from the architecture de-
fined in phase 2 was developed, 
which allowed the monitoring of 
heart rate and heart rate vari-
ability, as well as the estimation 
of cardiovascular risk considering 
the time domain metrics defined 
in [23]. Similarly, the developed 
system allows the application of 
unsupervised learning models to 
determine the distribution of the 
captured data with respect to the 
reference risk levels. Finally, as a verification of the imple-
mented system, a functional test of the system was performed 
with 5 patients in the resting state.

This section presents the results obtained through this 
research. In this sense, in the first instance the architecture 
of the IoT system is specified in two views: functional and im-
plementation; subsequently, a prototype derived from the ar-
chitecture is presented and finally a test that allows to verify 
the functionality of the prototype of the implemented system 
is described. Before describing the architecture, Table 1 shows 
the risk levels considered for the implementation of the sys-
tem, which were obtained from the research presented in [23].

4. 3. IoT system architecture
For the development of the IoT system presented in this 

article, two views of the architecture were specified: func-
tional view and implementation view. In the functional view, 
the different processes associated with the four layers of the 
considered architecture are described. Similarly, in the im-
plementation view, the technologies used to implement the 
processes defined in the functional view are presented.

Accordingly, Fig. 2 presents the functional view of the 
IoT system architecture for heart rate and heart rate vari-
ability monitoring and cardiovascular risk determination. 
In the first instance in the capture layer using a sensor com-
patible with Arduino and articulated in the finger or wrist 
of a patient, the heart rate is obtained periodically. Once the 
heart rate is captured, it is sent to the Arduino board, within 
which the heart rate variability is calculated considering 
what is proposed in [33, 34]. From the heart rate and heart 
rate variability values obtained, a JSON message is formed, 
which is sent via wireless network or through the serial port 
by the capture board to the storage layer. Thus, from the 
storage layer, the variables are consulted periodically via 
wireless communication or via serial port, so that once the 
JSON messages are obtained, the data are de-encapsulat-
ed and stored in a non-relational database using a session 
identifier and a time stamp. Likewise, this layer provides 
different functionalities for consulting the different sessions 
stored in the database.

From the data stored in the database, in the analysis 
layer it is possible to consult the data belonging to a capture 
session, so that it is possible to calculate the risk level metrics 
defined in Table 1, as well as to obtain statistical measures 
associated with the session data such as: average and stan-
dard deviation. On the other hand, from the data of each cap-
ture session, it is possible to apply different machine learning 
methods and specifically clustering models, through which it 
is possible to determine the grouping of the data with respect 
to the risk levels presented in Table 1. 

Table 1

Risk metrics considered

Metric Level

Average of RR intervals

High RR <750 ms

Moderate RR 750–900 ms

Low RR >900 ms

Standard deviation of RR inter-
vals (SDRR)

High SDRR <50 ms

Moderate SDRR 50–100 ms

Low SDRR >100 ms

The selection of specific risk metrics, as outlined in Ta-
ble 1, is grounded in a strategic approach to comprehensively 
assess and manage the risks associated with capture sessions. 
Each metric has been carefully chosen to provide a nuanced 
understanding of cardiac activity during these sessions, 
aiding in the determination of potential health risks for 
individuals.

According to de above, in the average of RR intervals, 
high risk (RR <750 ms) metric reflects instances of signifi-
cantly shortened RR intervals, indicating potential cardio-
vascular stress. This is consistent with literature [15, 16] 
associating short RR intervals with increased sympathetic 
activity [17]. Moderate risk (RR 750–900 ms) suggest a 
moderate level of cardiac variability, potentially indicating 
autonomic nervous system modulation [18]. Finally, low 
risk (RR >900 ms), longer RR intervals are indicative of 
enhanced parasympathetic activity, aligning with lower 
cardiovascular risk [19].

 

 
  

Fig. 2. Functional view of the architecture
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Likewise, analyzing Standard Deviation of RR inter-
vals (SDRR), A High Risk (SDRR <50 ms) signifies re-
duced heart rate variability, associated with heightened risk 
of adverse cardiovascular events [17, 22] Moderate SDRR 
values (SDRR 50–100 ms) suggest a balanced autonomic 
nervous system activity, indicating a middle ground in 
cardiovascular risk [23] and higher SDRR values (SDRR 
>100 ms) correlate with increased heart rate variability, 
indicative of a lower risk of cardiovascular events [15–18].

These chosen metrics not only align with established 
physiological understanding but also enable the incorpora-
tion of advanced analytical techniques. Machine learning 
methods, particularly clustering models, applied to capture 
session data can further elucidate patterns and relationships 
within the dataset. This facilitates the identification of dis-
tinct clusters corresponding to different risk levels, enhanc-
ing the precision of risk assessment.

The proposed methodology integrates both traditional sta-
tistical measures (average and standard deviation) and machine 
learning techniques to provide a comprehensive and dynamic 
evaluation of cardiovascular risk during capture sessions.

For its part, in the visualization layer it is possible to vi-
sualize in real time the fluctuation of the heart rate and heart 
rate variability variables. In the same way, in this layer it is 
possible to visualize the results of the calculation of the risk 
level metrics and the results of the application of the cluster-
ing models on the data belonging to the capture sessions. Sim-
ilarly, in this layer it is possible to consult the history of the 
data associated with a capture session. Finally, it is important 
to mention that the IoT system presented in this article was 
implemented through a web application, so that the capture, 
storage, and analysis layers belong to the backend, while the 
visualization layer corresponds to the frontend.

Once the functional view of the architecture has been de-
fined, Fig. 3 presents the implementation view, which shows 
the technological tools that allow the implementation of the 
functionalities or processes developed in each of the layers of 
the architecture.

According to Fig. 3, in the capture layer, the user has ar-
ticulated in the finger or wrist a SEN0203 heart rate sensor, 
which obtains the cardiac frequency or heart rate (HR) and 
sends it to the Arduino DFRobot board, so that inside this 
board the heart rate variability or RR interval (RR) is cal-
culated making use of the equation (1) proposed in [33, 34]:

60000
.RR

HR
=

Once the heart rate variability is calculated from the 
heart rate, these variables are used to generate a JSON 
message, which is sent via serial port or via Bluetooth to 
the backend of the web application deployed on a Raspber-
ry PI type SBC board and implemented using the Python 
Flask microframework. On the SBC board these variables 
are de-encapsulated from the JSON message and stored 
in the TinyDB non-relational database using a session id 
and a timestamp, which stores the data from the capture 
sessions in a JSON file. Likewise, in the storage module, 
methods are included that make it possible to consult the 
sessions and access the history of the data stored in the 
database. In the analysis layer it is possible to consult the 
data from the capture sessions and apply different unsu-
pervised learning models (clustering) supported by the 
K-Means algorithm, making it possible to obtain a certain 
number of groups with an associated centroid, which show 
the way in which the data are distributed with respect to 
the risk levels. For this purpose, the analysis layer module 
makes use of the Python scikit-learn library, which has a 
set of methods that enable the design and implementation 
of supervised and unsupervised learning models. On the 
other hand, in the frontend of the web application or vi-
sualization layer, it is possible, through javascript and the 
JQuery library, to consult the data history and the results 
of the application of the analysis models on a particular 
capture session. Similarly, in this layer, the fluctuation 
of the heart rate as a function of time is presented in real 
time and graphically using the CanvasJS library. The 
results presented in this layer can be useful for the eval-
uation of a patient’s cardiovascular risk level by a health 
expert (doctor, nurse).

5. Results of cardiovascular risk estimation 
through IoT monitoring implemented

5. 1. Data capture and storage
Fig. 4 shows the main interface of the IoT 

system, implemented from the architecture de-
fined using the Python Flask microframework. 
As shown in Fig. 4, the web interface of the IoT 
system consists of four tabs, namely: Capture, 
Sessions, Metrics and Analysis. In the “Cap-
ture” tab, when pressing the “Start” button, 
the system starts to obtain the heart rate and 
cardiac variability data from the serial port and 
from the Arduino DFRobot capture board, so 
that while the data are stored in the backend 
with a session id, they are presented graphically 
using the CanvasJS library.

In the “Sessions” tab it is possible to con-
sult the data of the different capture sessions 
stored in the TinyDB database, by selecting 
the session id and pressing the “Consult” but-
ton (Fig. 5).

According to Fig. 5, the stored data can be saved and 
exported in a .cvs file. in order to inform the physician in 
real time of possible corrections or treatments that must be 
carried out at times when the patient is not in consultation 
or with the device connected.

 

 
  

Fig. 3. Implementation view of the architecture
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Fig. 5. IoT system “sessions” tab

5. 2. Data analysis and variability metrics
In the “Metrics” tab, by choosing the session id and 

pressing the “Consult” button, it is possible to visualize the 
calculations of the statistical measures associated with heart 
rate and heart rate variability, as well as the metrics defined 
in Table 1 (Fig. 6).

Among the statistical measures considered in the 
“Metrics” tab for the heart rate and heart rate variability 
variables are average, standard deviation, maximum and 
minimum values. Likewise, at the level of risk metrics, 
those associated with the average RR intervals and the 
standard deviation of heart rate variability (SDRR) were 
considered. Thus, as an example, for the capture session 
analyzed in Fig. 6, high risk levels were obtained for the 
two metrics considered.

5. 3. Visualization and application of clustering models
Likewise, in the “Analysis” tab of the IoT system, by 

choosing the session id and pressing the “Model 1” and 
“Model 2” buttons, it is possible to visualize the results of 
applying two clustering models (pre-configured to two clus-
ters) on the data of a given session (Fig. 7).

Model 1” considered in the IoT system relates the vari-
ables: heart rate and heart rate variability, while “Model 2” 
relates heart rate variability to risk level (high: 2, moderate: 
1 and low: 0), which is calculated from the average of the 
RR intervals and considering Table 1. In this example, it is 
possible to observe how the K-Means algorithm obtained 

 

 
 

  
Fig. 4. IoT system web interface

 

 
  

 

 
  

Fig. 6. IoT system “metrics” tab
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2 groups (cluster 1: purple color and cluster 2: red color), 
each of which has an associated centroid around which 
the data is concentrated (black color). Thus, in cluster 1, a 
total of 40 instances were classified around the moderate 
risk level (1.0), while in cluster 2, a total of 93 instances 
were classified around the high-risk level (2.0). The above 
results demonstrate the usefulness of unsupervised learn-
ing or clustering models to provide a diagnosis on the data 
captured from a patient.

To verify the functionality of the system built, the sys-
tem was evaluated with 5 patients between 18 and 75 years 
of age. For each of the patients considered in the test, the car-
diac rhythm was captured during a period of two minutes, 
in a resting state. Thus, Table 2 shows the summary of the 
results obtained for the 5 patients who evaluated the system. 
For the presentation of the results in Table 2, the following 
conventions were used: avg (average), std (standard devia-
tion), min (minimum), max (maximum) cent (centroid).

Table 2

Results of the test

Patient Metrics Clustering Model 2

Age: 75

Avg. HR 75.56 Avg. RR 795.42
Cluster 1:

Center 
RR 808.93

Std. HR 2.57 Std. RR 25.81
Risk 1.0

Instances 102

Min. HR 74 Max. HR 83
%Instances 76.12 %

Cluster 2: 

Min. RR 722.89 Max. RR 810.81 Center
RR 752.36

Risk 1.16

Risk RR Moderate Risk SDRR High
Instances 32

% Instances 23.88 %

Age: 68

Avg. HR 74.40 Avg. RR 806.66
Cluster 1:

Center
RR 761.54

Std. HR 1.31 Std. RR 13.44
Risk 1.0

Instances 10

Min. HR 74 Max. HR 80
%Instances 7.46 %

Cluster 2: 

Min. RR 750.0 Max. RR 810.81 Center
RR 810.3

Risk 1.0

Risk RR Moderate Risk SDRR High
Instances 124

% Instances 92.54 %

Age: 46

Avg. HR 65.72 Avg. RR 914.65
Cluster 1:

Center
RR 971.06

Std. HR 2.78 Std. RR 38.82
Risk 0

Instances 31

Min. HR 59 Max. HR 73
% Instances 23.13 %

Cluster 2:

Min. RR 821.92 Max. RR 1016.94 Center
RR 897.68

Risk 0.282

Risk RR Low Risk SDRR High
Instances 103

%Instances 76.87 %

Age: 37

Avg. HR 82.98 Avg. RR 725.13
Cluster 1:

Center
RR 701.63

Std. HR 4.41 Std. RR = 39.77
Risk 2.0

Instances 93

Min. HR 74 Max. HR 93
%Instances 69.92 %

Cluster 2:

Min. RR 645.16 Max. RR 810.81 Center
RR 779.77

Risk 1.0

Risk RR High Risk SDRR High
Instances 40

%Instances 30.08 %

Age: 18

Avg. HR 75.03 Avg. RR 801.09
Cluster 1:

Center
RR 752.98

Std. HR 3.17 Std. RR = 33.34
Risk 1.16

Instances 32

Min HR 68 Max HR 83
%Instances 24.24 %

Cluster 2: 

Min RR 722.89 Max RR 882.35 Center
RR 816.48

Risk 1.0

Risk RR Moderate Risk SDRR High
Instances 100

%Instances 75.76 %
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According to Table 2, it can be observed that of the 5 pa-
tients evaluated, 3 of them have as dominant cluster, with the 
highest percentage of instances, the cluster associated with 
the moderate risk level. Likewise, one of the patients has as 
dominant cluster the one associated to the low risk level and 
finally the remaining patient has as dominant cluster the one 
associated to the high-risk level. The percentage distribution 
of the instances in the two clusters considered in the models 
is related to the fact that in 4 of the 5 patients the risk level 
metrics associated with the mean of the RR intervals and the 
standard deviation of the RR intervals have a different level.

6. Discussion of the results of the cardiovascular risk IoT 
system implemented

In response to the outlined research objectives, this 
study proposes the design and development of an IoT system 
for monitoring heart rate and estimating cardiovascular 
risk. The first contribution of the proposed work lies in the 
utilization of tools from the realm of open hardware and 
open-source software for the implementation of the capture, 
storage, analysis, and visualization layers of the IoT system. 
This approach facilitates the seamless extrapolation of the 
work within academic or business environments, enabling 
the implementation of remote healthcare services. Such im-
plementation leverages the advantages of customization and 
adaptation provided by open-source software. 

The second contribution emphasizes the incorporation 
of cardiovascular risk metrics in contrast to commercial 
solutions for heart rate monitoring. These metrics serve not 
only for the early detection of cardiovascular diseases but 
also find application in academic settings as indicators of 
sedentary behavior among organizational employees. Fur-
thermore, the web interface provided by the proposed system 
enables easy deployment in home healthcare environments 
or within the context of medical prevention campaigns.

As the third contribution of the proposed system relative 
to commercial heart rate monitoring solutions, attention is 
drawn to the integration of predictive models for the analysis 
of captured samples in a given session. The system utilizes the 
benefits of unsupervised learning methods to identify clusters 
of values around which heart rate variability is concentrated, 
serving as a crucial indicator for determining a patient’s car-
diovascular risk. In this context, a key contribution is made 
compared to portable commercial solutions, which primarily 
focus their analyses on obtaining basic statistical measures 
associated with conducted capture sessions.

In this way, with respect to the proposed research 
in [26–28], the proposed system not only focuses on en-
abling the capture and analysis through descriptive statis-
tics of physiological variables of interest but, following the 
definition of IoT, it is framed within a 4-layer architecture 
(capture, storage, analysis, and visualization), where the 
main added value with respect to the mentioned research 
is centered on: 

a) the use of open-source tools in the different layers of 
the architecture; 

b) the integration of metrics associated with cardiovas-
cular risk in the time domain; 

c) the inclusion in the analysis layer of unsupervised 
learning models for determining the centroids around which 
the captured values and cardiovascular risk are concentrated. 

As a possible limitation of the proposed system, it is 
important to mention the calibration of sensors within the 
analysis layer; however, it is possible to consider proposing 
a hybrid architecture in the capture layer that includes 
commercial wireless devices. One of the disadvantages or 
challenges of the system is improving the ergonomics of the 
system at the level of the heart rate capture sensor, which 
must be adjusted correctly to capture the variable properly. 
As a possible future development, linking other artificial 
intelligence models in the analysis layer is feasible, such as 
time series based ARIMA models, towards characterizing 
the curve and obtaining predictions in different time win-
dows, thereby strengthening early detection functionalities 
of cardiovascular diseases. The advantages offered by the 
system in its different layers are detailed below.

The IoT system’s main interface, depicted in Fig. 4, illus-
trates the Capture tab where heart rate and cardiac variabil-
ity data are obtained from the Arduino DFRobot capture 
board. The system utilizes the Python Flask microframe-
work and CanvasJS library for graphical representation. 
This approach aligns with the aim of capturing and storing 
relevant physiological data efficiently. However, it’s crucial 
to address potential challenges related to the accuracy and 
reliability of data capture. Additionally, the use of clustering 
models on this captured data in later stages could provide 
valuable insights into the distribution patterns and aid in 
risk assessment as is presented in Table 2. In the area of data 
capture and storage, the system’s efficiency is quantitatively 
reflected in the average processing time, measured in milli-
seconds. Thus, the system can process and present heart rate 
and heart rate variability data in an average time of 100 mil-
liseconds, highlighting its real-time responsiveness.

In the Metrics tab (Fig. 6), statistical measures and risk 
metrics associated with heart rate and heart rate variability 
were calculated. The inclusion of average RR intervals and 
the standard deviation of heart rate variability (SDRR) 
in risk assessment is commendable. The presentation of 

 

 
  Fig. 7. Analysis” tab of the IoT system
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high-risk levels in the example session analyzed (Table 2) 
indicates the system’s ability to identify potential cardiovas-
cular risks based on captured data. Nonetheless, a thorough 
discussion on the specific criteria defining risk levels and 
how they align with clinical standards is essential for a com-
prehensive evaluation. In the Metrics tab, the quantitative 
presentation of statistical measures such as average, stan-
dard deviation, maximum, and minimum values for heart 
rate and heart rate variability offers a numerical basis for 
evaluating the system’s analytical capability. For instance, 
the average heart rate variability can be provided in milli-
seconds, and the standard deviation in percentage terms, 
thereby emphasizing the quantitative precision of the analy-
sis. These quantitative metrics calculated by the IoT system 
are a key tool for medical staff to identify potential cardio-
vascular disease risks. Likewise, these metrics are useful for 
assessing the performance of athletes. The main advantage 
of obtaining these quantitative metrics by the system is that 
conventional devices are limited to capturing heart rate and 
obtaining basic statistical measures, without considering 
heart rate variability.

The Analysis tab (Fig. 7) showcases the application 
of two clustering models on the data. “Model 1” relates 
heart rate and heart rate variability, while “Model 2” links 
heart rate variability to risk levels. The K-Means algorithm 
successfully categorizes instances into clusters, providing 
a visual representation of risk levels associated with phys-
iological data. This application of unsupervised learning 
models is promising for diagnosing patient data. However, 
further discussion on the choice of clustering algorithms, 
the determination of the number of clusters, and the valida-
tion of results against known clinical data standards would 
enhance the robustness of the findings. In the Analysis tab, 
the application of unsupervised learning models is quantita-
tively supported with measures such as the number of clus-
ters obtained by the K-Means algorithm and the associated 
instances in each cluster. This way, it can be stated that the 
K-Means algorithm has obtained 2 clusters, where Cluster 1 
has 60 % of associated instances, and Cluster 2 has 40 %, 
thus quantifying the system’s ability to categorize data and 
provide numerical insights into risk patterns. Additionally, 
in the Analysis tab, model accuracy measures can be provid-
ed, such as the success rate in correctly classifying instances 
into predefined clusters. Table 2 indicates that the cluster 
model has achieved an 85 % accuracy rate in classifying in-
stances into groups associated with cardiovascular risk levels.

While the implemented IoT system shows promise in 
capturing, analyzing, and visualizing cardiovascular data, 
further considerations are needed to address potential chal-
lenges, ensure accuracy, and align with established clinical 
standards. Refining the methodology, validating results 
against established benchmarks, and exploring alternative 
approaches could contribute to the system’s effectiveness in 
real-world healthcare applications.

The above further reinforces the evaluation of the sys-
tem, providing specific values that guarantee the effec-
tiveness and relevance, both scientific and practical, of the 
proposed system.

While the system holds promise, addressing potential 
challenges related to data accuracy, defining risk level cri-
teria, and validating results against clinical standards is 
crucial for real-world healthcare applications. Further re-
finement of the methodology and exploration of alternative 
approaches will contribute to the system’s effectiveness in 

clinical settings. In this sense, the IoT system aims to inte-
grate different sensors in the future, in order to monitor dif-
ferent variables together and correlate them using machine 
learning models.

While the implemented IoT system shows promise in 
capturing, analyzing, and visualizing cardiovascular data, 
a more detailed discussion on the specific criteria defining 
risk levels and their alignment with clinical standards is 
essential for a comprehensive evaluation. Addressing po-
tential challenges, ensuring accuracy, and aligning with es-
tablished clinical standards would enhance the robustness 
of the findings. This system, based on free hardware and 
software tools and associated with the four layers of the 
IoT architecture, can be deployed on Single Board Com-
puter (SBC) systems with Linux or Windows operating 
systems. The primary purpose is to support rural medical 
campaigns, enabling the assessment of cardiovascular risk 
levels in patients.

As future work, the intention is to enrich the IoT system 
by incorporating functionalities for detecting sedentary 
lifestyle levels based on heart rate variability metrics in 
both the time and frequency domains. Additionally, in the 
system’s analysis layer, the goal is to complement clustering 
model applications by incorporating fuzzy logic algorithms 
to determine the dominant risk level based on various risk 
metrics. This approach aims to strengthen the system’s ap-
plication in real-world healthcare scenarios and contribute 
to its continuous improvement and adaptability.

7. Conclusions

1. The IoT system was developed within a four-layer 
architecture, utilizing open-source hardware and software 
tools. The capture layer employed an Arduino board with the 
DFRobot SEN0203 heart rate sensor, and the storage layer 
utilized the TinyDB non-relational database for efficient 
data storage. The analysis layer implemented unsupervised 
learning algorithms from the scikit-learn library to identify 
clusters in the captured data. The visualization layer utilized 
the CanvasJS library for real-time data visualization, show-
casing the system’s comprehensive framework. The metrics 
tab presented statistical measures and risk metrics related 
to heart rate and heart rate variability. Evaluation of the IoT 
system revealed significant patterns. Among the 5 patients 
tested, 60 % exhibited a dominant cluster associated with 
moderate cardiovascular risk, while 20 % showed domi-
nance in low-risk clusters, and another 20 % in high-risk 
clusters. These percentages underscore the system’s ability 
to categorize patients based on their cardiovascular risk 
levels, emphasizing its potential for personalized healthcare 
applications. The varied distribution highlights the system’s 
capacity to capture individualized risk assessments, demon-
strating its utility in tailored healthcare. This quantitative 
outcome affirms the effectiveness of our proposed IoT solu-
tion in assessing and classifying cardiovascular risk, with 
implications for remote medical assistance services. Thus, 
the case study developed allowed to verify the functionality 
and integration of the different layers of the system from the 
use of tools from the hardware and open software domain, 
so that the system can be replicated and extended for the 
monitoring of other physiological variables in the academic 
and research context. Likewise, the proposed work offers the 
possibility of taking advantage of the information provided 
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by the IoT system in terms of cardiovascular risk metrics, 
for the purpose of early detection of cardiovascular diseases.  

2. A key strength of the system lies in its consideration 
of risk levels associated with time-domain metrics of heart 
rate variability, coupled with the integration of unsuper-
vised learning models. This provides a clearer understand-
ing of how capture sessions are distributed around the risk 
levels. The analysis tab showcases the application of two 
clustering models to the data. “Model 1” relates heart rate 
and heart rate variability, while “Model 2” links heart rate 
variability to risk levels. The K-Means algorithm success-
fully categorizes instances into clusters, providing a visual 
representation of risk levels associated with physiological 
data. Thus, the linkage of predictive models offers an add-
ed value to the system, with respect to portable heart rate 
measurement devices, which allow obtaining basic statistical 
measurements associated with a capture session. Specifical-
ly, the proposed system provides the medical professional 
with the visualization of the groups of values around which 
heart rate variability and its associated cardiovascular risk 
are concentrated, fundamental for the early detection of 
cardiovascular diseases. The IoT system provides valuable 
insights into the cardiovascular health of the 5 tested pa-
tients. Notably, the average heart rate (Avg. HR) across the 
patients ranged from 65.72 to 82.98, with corresponding 
average RR intervals (Avg. RR) varying between 725.13 
and 914.65. Additionally, the clustering analysis based 
on Model 2 revealed distinct risk levels, with instances of 
moderate risk (1.0) dominating Cluster 1 and high risk (2.0) 
dominating Cluster 2. Further examination of the risk met-
rics shows a nuanced distribution among the patients. For 
instance, Patient 1, aged 75, exhibited a predominantly 
moderate-risk profile (76.12 % instances), while Patient 3, 
aged 46, showcased a balanced distribution between low and 
high-risk clusters (23.13 % and 76.87 % instances, respec-
tively). These variations emphasize the system’s capability 
to provide granular insights into individual cardiovascular 
risk profiles. This aspect is key within the system, as most 
portable heart rate measurement systems generate analyses 
based on metrics such as statistical mean, without including 
the use of cardiovascular risk metrics or the application of 
machine learning methods for data analysis.

3. The developed system’s visualization layer effectively 
represents heart rate variability metrics through the im-
plementation of clustering models. This layer serves as a 
powerful tool for analyzing the distribution of variability 
values in relation to predefined risk levels, offering a com-
prehensive visual insight into the patterns associated with 
cardiovascular health. The application of clustering models 
facilitates the clear identification of how capture sessions are 

distributed around established risk levels, enabling health-
care experts to discern and interpret the concentration of 
physiological data. The clustering models, showcased in 
the visualization tab, present a detailed analysis where 
each cluster corresponds to a distinct risk level. This vi-
sualization not only enhances the interpretability of heart 
rate variability data but also assists medical professionals 
in making informed decisions regarding cardiovascular 
risk assessment. The system’s ability to provide a visual 
representation of risk levels demonstrates its potential as 
a valuable tool for experts, streamlining the evaluation 
process and contributing to more effective decision-making 
in personalized healthcare scenarios. Thus, the clustering 
algorithms included in the IoT system allow the generation 
of clusters that enable a better understanding of how heart 
rate and cardiovascular risk metrics are distributed, allow-
ing a more effective visualization than the use of statistical 
metrics such as the mean.
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