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The object of the study is the process
of ensuring security during data trans-
mission through information channels.

information transmission channels pro-
tection, it is necessary to periodically
monitor and, when detected, close pos-
sible data leakage channels. The effec-
tiveness of measures to protect transmis-

checking the presence of possible, valid
or hidden, data leakage channels. A
significant number of signs of informa-
tion leakage complicates the control pro-
cess and leads to additional economic
costs for the use of control equipment.
Therefore, it is necessary to develop
a method of synthesis of an informa-
tion-analytical system for assessing the
level of transmission channels protec-
tion. It is proposed to develop such a
method on the basis of determining the
dependence between control signs of the
presence of information leakage chan-
nels. The proposed method allows to
ensure the necessary level of securi-
ty. The basis of the method for synthe-
sis of the information-analytical system
for assessing the level of information
transmission channels protection is the
equation of the associative connection
between the control features. The pres-
ence of a connection between control
signs indicates the presence of infor-
mation leakage channels. This is due to
the loss of characteristics (for example,
voltage or signal strength) of the use-
ful information flow due to the redis-
tribution of data during transmission.
The benefit from the application of the
obtained results depends on the num-
ber of discovered and, accordingly,
closed channels of information leakage.
Implementation of the proposed method
allows to automate the process of find-
ing a data leak in transmission channels.
The given research results can be useful
in the development of software for expert
decision-making systems based on the
JSormation of knowledge bases about the
relationship between control features.
Implementation of the obtained results
will increase the reliability and securi-
ty of information transmission channels

Keywords: leakage of information,
information channel, information and
measurement system, information pro-
tection, threat model
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1. Introduction

monitor and, if available, close channels of possible data leak-

age [1]. The effectiveness of measures to protect information

To ensure high-quality indicators of information trans-  transmission channels depends on the quality of checking
mission channels protection, it is necessary to periodically  the presence of possible, existing or hidden data leakage




channels. When checking the presence of information leak-
age channels, special technical means are used, aimed at
checking certain signs of the data leakage presence [2]. At
the same time, a significant set of signs characteristic of
each technical means (check method) is used. A significant
number of information leakage signs complicates the control
process and leads to additional economic costs for the use
of control equipment. At the same time, the effectiveness
of identifying data leakage channels largely depends on the
experience of the technical means’ operator [3]. Thus, ensur-
ing the efficiency of control of information leakage channels
requires minimization of control signs and automation of the
control process. At the same time, it is necessary to ensure
the required reliability of identifying possible channels of
data leakage.

For the selection of control signs, it is suggested to use
only independent ones from the general nomenclature of
signs [4]. At the same time, it should be noted that in the
work it is possible to consider independent signs that are not
related to each other. The presence of a degree of dependence
of control signs will testify to the existence of a channel of
information leakage. Dependence of control signs is associ-
ated with the separation of data in the information trans-
mission channel, that is, data leakage. Independent signs
allow to detect data leakage in the information transmission
channel without taking into account the influence of other
signs. Therefore, when choosing the optimal composition
of control signs, the task of determining dependent signs is
relevant, the solution of which allows to identify and elimi-
nate channels of data leakage. Control of data leakage signs
must be carried out systematically during the functioning
of information transmission channels. The appearance of
dependence between the control signs during the transmis-
sion of information will signal the presence of data leakage.
Therefore, it is proposed to develop an information-analyti-
cal system for estimating the level of information transmis-
sion channels protection based on the identification of the
control signs dependence.

Thus, the development of a method of synthesizing an
information-analytical system for estimating the level of
information transmission channels protection is an urgent
scientific task.

2. Literature and problem statement

The conducted analysis [2, 3, 5] shows that expert meth-
ods and the method based on the calculation of the correla-
tion between the characteristics are most often used to de-
termine the dependence between the characteristics [5—18].

In work [5], the problems of information loss during
transmission through an optical communication channel are
considered. A method of binarization of optical information
for suppressing possible interference is proposed. The pro-
posed method makes it possible to increase the reliability
of data transmission. However, this method does not allow
detecting a possible leakage of information during data
transmission.

The work [6] proposes the use of hybrid cryptography
to ensure the required level of data transmission reliability.
This method allows to hide information in the event of its
possible leakage. However, this method not only prevents
data leakage during information transfer, but also reveals the
fact of the leakage itself.

In work [7], the use of artificial intelligence is proposed
to increase the reliability of information transfer. The de-
veloped method for assessing the level of intelligence of an
information system is characterized by indicators of the
share of hardware and software. But the study did not take
into account methods for determining data leakage channels
during information transfer.

Paper [8] explores the fundamentals of information
transmission, which include some or all of the following
elements: source of information, encoding of information,
transmission of information through a channel, addition of
noise, and finally reception and decoding of information.
The study examines issues of biological coding and presents
examples of coding using nucleic acids and proteins. How-
ever, the work does not address the issue of identifying data
leakage channels, which would greatly improve the reliabili-
ty of information transfer.

Paper [9] studies activity detection of reconfigurable
smart ground devices for free uplink data transmission in
wireless communication networks. In particular, mobile
devices located in an area where direct connection to the
access point is blocked are considered. A drawback of the
research results is the study of a phase shift antenna design
that covers the entire blocked area with a wide reflective
beam. The proposed method allows to hide the exact loca-
tion and time of activity of devices when transmitting data.
However, the developed method does not allow identifying
information leakage channels.

Work [10] presents an analytical model of a wall with a
built-in antenna, also called a signal transmitting wall. The
analytical model is an attractive alternative to wall model-
ing that combines individual data transfer characteristics.
The model takes into account the proposed antenna element
gains and cable losses. However, the proposed analytical
model does not allow blocking data leakage channels during
information transfer.

Work [11] evaluates the effectiveness of innovative sys-
tems for specific information security tasks. At the same
time, the issues of identifying channels of possible data leak-
age have not been given due attention.

The work [12] proposes models for assessing information
about the state of the channel in the transmitter and receiv-
er. Identification of data leakage channels is proposed based
on an assessment of the capacity value. Channels are blocked
when there is attenuation, which is determined by a change
in capacitance. However, the proposed method does not
work if there is no physical penetration into the information
transmission channel in order to obtain data.

Paper [13] presents a methodology for analyzing the
effectiveness of primary protection systems for power lines,
based on a probabilistic approach to the successful operation
of protection systems. The operation of the protection sys-
tem is represented by reliability graphs and a probabilistic
model of distance protection is considered. The successful
operation of a system is described by sets of connections, and
solutions are obtained through Monte Carlo simulations.
System elements are characterized by reliability factors:
equipment failure rate and repair time. At the same time,
data protection from unauthorized access to information is
not considered.

Paper [14] discusses in some detail the costs and benefits
of various methods for transmitting serial information. But
no attention has been paid to the issues of protecting infor-
mation from unauthorized access.



The work [15] presents important research carried out in
the field of using energy systems for data transmission. The
work presents important recommendations that may be use-
ful for transmitting data in information channels. However,
the issues of identifying data leakage channels have not been
addressed.

In [16], the influence of communication channel delay
on line protection functions in the time domain is studied.
However, the proposed program of alternative transient
processes does not allow identifying channels of possible
data leakage.

The work [17] proposes a structural diagram of informa-
tion exchange based on a description of a weakly formalized
process under conditions of non-stochastic uncertainty.
The generated production rules for determining appropri-
ate strategies for the planned identification of information
leakage channels based on predicted values allow to move
on to knowledge processing for the synthesis of an auto-
mated decision-making system when managing protection
channels. The disadvantage of this work is the inability to
assess the level of protection of information data transmis-
sion channels.

In [18], a comprehensive method for determining the
location of social network agents is developed to ensure the
ability to influence information channels. A direction for
improving the proposed method could be its integration
with complex systems of protection (counteraction) from
information influence.

Therefore, it is justified to conduct research to develop
a method for synthesizing an information-analytical system
for assessing the level of information transmission channels
protection.

3. The aim and objectives of the study

The aim of this research is to develop a method for syn-
thesizing an information-analytical system for assessing the
level of information transmission channels protection. This
method is based on determining the relationship between
the control signs of the presence of information leakage
channels. The developed method allows to ensure the re-
quired level of security.

To achieve the aim of the study, it is necessary to solve
the following objectives:

—to develop a procedure for generating multiple control
signs of the information leakage channel presence;

—to develop an algorithm for constructing an attributed
binary tree to determine the presence of associative similar-
ity of control characteristics;

—to develop a procedure for calculating the value of the
dependence coefficients of control characteristics;

—to check the functionality of the developed method.

4. Research materials and methods

The object of the study is the process of ensuring security
when transmitting data through information channels.

The research hypothesis was as follows. The presence
of a dependency between controlled features, taking into
account automated analytical information about the data
transmission channel, is proposed to be determined on the

basis of generated hypotheses about the presence of depen-
dencies between features with an association quantifier [6].
In this study, by binary association let’s understand the
relationship between two characteristics A; and A; (i#/) of a
data leakage channel presence. The ratio of two signs shows
“the coincidence is stronger than the difference,” that is, the
number of cases in which the signs 4; and A; simultaneously
have or at the same time do not have the required values for
the presence of information leakage channels. Moreover, the
required values are greater than the number of other cases in
which one of them does not have this value [19].

The method for synthesizing an information-analytical
system for assessing the level of information transmission
channels protection is a consistent solution to research
problems. In general, the stages of the proposed method
consist of:

—formation of control signs set of the presence of an in-
formation leakage channel;

— constructing an attributed binary tree that character-
izes the presence of associative similarity of control features;

— developing a procedure for calculating the value of the
dependence coefficients of control characteristics.

When developing the procedure for forming a set of con-
trol signs of the information leakage channel presence, the
theory of research of set-theoretic models was used. When
developing an algorithm for constructing an attributed
binary tree, graph theory (the study of models in the form
of graphs) is used to determine the presence of associative
similarity of control features. When developing a procedure
for calculating the value of the dependence coefficients of
control characteristics and testing the performance of the
developed method, a machine learning method based on
detection rules is used.

This study introduced a restriction about the accepted
condition of technical serviceability of the information
transmission channel. When conducting this study, an as-
sumption was introduced about the absence of interference
during data transmission by an information channel.

5. Results of developing a method for synthesizing an
information-analytical system

5. 1. Formation of the control signs set for the pres-
ence of an information leakage channel

Signs of an information leakage channel by set A;={A4, ...,
A,}, to which unary predicates are assigned based on corre-
spondence functions @(1)={@(7), ..., ,(T)}.

Elements of the set of attributes and the set of predicates
take three logical values: 1 — “true”, 0 — “false” and x — “un-
defined” [20, 21]. In order to isolate and separate predicates
and logical values of control features, the study proposes
the following. Let’s present the logical value of the control
characteristics in parentheses before the predicate. Then
the resulting entry (1) @;(t) means that the unary predicate
©(7) has the value “true”. In this case, the presented variable
«t» shows the number of the control sign of the information
leakage channels presence.

The function |{M}| is formed. This function will deter-
mine the intensity (power) of data leakage from multiple
information transmission channels {M}. It is proposed to
calculate the coefficients of the number of episodes in which
predicates have given values as follows:
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The “inverse conjugacy” value r is introduced, which
characterizes the numerical value of the association. This
value r is calculated as follows:

r=(811:€00)/(&10°801); (2)

where g;; = a;; / m — probability of fulfilling the formula (c)
Qi(DA () 9;(v); ¢, de{0, 1}; i#j; m — number of features.

The assumption is introduced that any reasonable mea-
sure of the dependence of features corresponds to a strictly
monotonic function r [22]. Then the calculation of logarith-
mic conjugacy of the form d=log(A) shows that when §>0
the dependence is considered positive. Otherwise, when §<0,
the dependence is considered negative. When 8=0 there is no
dependence.

Numerical value of the measure of the binary association
quantifier ., represented as a value that is the inverse of
Edwards’ “inverse conjugate” [20]:

Y=2=1/r=(810°€01)/ (&11:800)= (@10-a01)/ (a11-aoo). 3)

The value y€|0...+e0]. This value is not defined in two
cases:

— when the numerator and denominator are equal (yo=1);

— calculation of the numerator or denominator is impos-
sible, since one of the coefficients is equal to 0.

Then for the hypothesis with a binary association quan-
tifier let’s write the relation:

=2 [0i(D), 9 (D). (%)

A hypothesis of the form a=y[@i(t), §2(T), ..., Pu(7)]
is used. This hypothesis characterizes a multidimensional
association that describes the presence of an associative con-
nection between n characteristics Ay, Ao, ..., A,. In this case,
it is considered that the number of cases when such charac-
teristics simultaneously correspond or do not correspond to
the required values exceeds the number of cases when such
characteristics (one or some of them) do not correspond to
these values.

5. 2. Construction of an attributed binary tree that
characterizes the presence of associative similarity of
control features

It is necessary to calculate a numerical measure of the
associative dependence of control characteristics. For this
purpose, an algorithm has been developed for generating
hypotheses with a multidimensional association quantifier
of the form v.,. This algorithm is based on the use of an
attributed binary tree, the nodes of which correspond to the
coefficients a (Fig. 1).

The resulting tree node is assigned an attribute in the
form of a “code”. This “code” is represented as a sequence of
zeros and ones. The values 0 or 1 correspond to the resulting
Boolean values of the unary predicates. For node aq¢; the
resulting code looks like “1101”.

Fig. 1. Representation of nodes of an attributed binary tree

Coding the nodes of a binary tree is necessary to divide
the nodes into two equal sets:

— set {+a}, which corresponds to the presence of associa-
tive similarity of parameters;

— set {—a}, which corresponds to the presence of associa-
tive difference.

To determine the numerical measure of a quantifier y.,
multidimensional association of control signs of the presence
of information leakage channels, it is proposed to use this
relation:

1 =(1_"'[a,- J/(f‘[a; J )

where n=|{a}| - total number of tree nodes; n"={{a"}| — num-
ber of associative difference nodes; nt=[{a*} — number of
associative similarity nodes; IT — production operation.

It should be taken into account that {a}={a*}U{a"};
n=n*+n"; n*=n"=1/2xn.

The proposed formula (5) calculates the presence (ab-
sence) of a relationship between control characteristics Ay,
i. e. determines the coefficient of dependence between char-
acteristics.

Determining the value of set {a} coefficients is produced
using formula (5). The results of the analysis of the obtained
relations (1)—(5) allow to conclude: the classification of tree
nodes depends on the resulting set {a*} or set {a}.

5. 3. Development of a procedure for calculating the
value of the dependence coefficients of control charac-
teristics

First it is necessary to calculate the coefficients of the set
{a*}. Wherein {a~}={a}\{a*}. To calculate set {a*} coefficients a
set of attributes is used for the nodes of the constructed tree.

When combining all nodes let’s get the following relation:

{a}={a-1}{a-o} a1} UiasohH{ao=}-
Coefficient n is determined by the formula:
N=n=+n=0 11+ 150+ no=1.

The set of nodes is be defined {a—}, {a=¢}, {a-1} and {a-¢}
constructed binary tree as {as}:

{az}={a=1}Aa-o} a1 Aaso}.

The intensity of data leakage from the set {as} calculated as:

Ny =n_+n_g+n.1+n.

The classification of tree nodes is based on the analysis
of two conditions:

— coefficient ny=1/2n;
— coefficient ny>1/2n.



For the condition when the coefficient ny=1/2n, then the
nodes of the sets {a—}, {ao}, {as1}, {aso} characterize asso-
ciative similarity, and nodes {ag-1} — associative difference:

{a"}={a=1, azo, a1, aso}; {a }={ao-1}.

For the condition when the coefficient ns>1/2n, then to
determine associative similarity or difference, the following
operations are required.

Union of sets {a-1} and {ao} in to set {a-}:

{a?}={a>1}u{a>0}.

For the set {a;} the nodes that characterize associative
similarity are selected. The remaining nodes correspond to
nodes of associative difference.

The definitions of nodes that characterize associative
similarity are based on the assumption about the frequen-
cy of occurrence of features: the more closely the features
occur, the greater the associative similarity between them.
Then for a* nodes with maximum coefficient values are
selected. Such nodes correspond to nodes of “possible as-
sociative similarity” (a, ). In this case, the number of such
nodes is calculated by the formula:

n, = |{a?+ }

The remaining nodes correspond to the nodes of “possi-
ble associative difference” (a; ) The number of such nodes is
calculated as follows:

n=l{e;}

Nodes of type {ao-1} proposed to be included in the set {a}:

o=l o a=la, o)

Analysis of binary trees with nodes of arity 5 or more
shows that among the nodes a.1 and a. there are always those
that, by the number of ones (zeros), belong to the set {a*}. For
example, a node aq1191 has more 1 than a node of the form
ay1100- Then a node of the form ayq1191 characterizes “associa-
tive similarity”.

It is proposed to adopt an additional restriction for
calculating the numerical measure of associative similarity
or difference for nodes with arity greater than or equal to 5
when selecting coefficients in the set a,. For this purpose,
coefficients Ay and Ag are introduced. Coefficient A; charac-
terizes the difference between the number of units and the
average number of characters (1 and 0) in the node code:

=1/2a-n_-n,.

=1/2a.

A=abs[(0.5¢(a)—c1(a)],

where abs(x) — function for determining the absolute value
of a number x;

c(a) — number of characters in the node code;

c1(a) — number of ones in the node code.

Coefficient Ay characterizes the difference between the
number of zeros and the average number of characters in the
node code:

Ag=abs [(0.5¢(a)—cy(a) 0],

where ¢(a) 0 — number of zeros in the node code.

If A;= Ay, then for such a case it is proposed to use the
general designation A.

Next, the coefficient ay11¢1 is analyzed. Coefficient values
A for such a coefficient is calculated using the formula:

c(@=c(ai1101)=5; c1(@)=4; co(@)=1; Ay=abs(5/2-4)=1.5;
Ag=abs(5/2-1)=1.5.

After introducing the coefficient A for ease of under-
standing, node designation as; and a-o is written in the
form:

A A
ay, and az,.

The axiom is introduced that the larger the value A, the
higher the associative similarity between features. Then, the
difference between the number of ones and zeros in the node
code of the constructed attributed binary tree characterizes
the associative similarity between the features.

A rule is formulated for determining the dependence of the
telltale signs of the presence of data leakage channels. To form
aset a, it isnecessary to select nodes with large values A.

Minimum value A is presented as Ap;,. For an association
quantifier of dimension 4, the coefficient A is represented it
in the form A={0, 1}. For an association quantifier of dimen-
sion 5, the coefficient A is represented it in the form A={0,5;
1,5}. At the same time, it is proposed to start finding the
difference in the number of ones and zeros in the code with
coefficients with A*>A;,:

{a}={ai}{as}

Calculation of set {a} coefficients using the developed
attributed binary tree allows to find the values of the de-
pendence coefficients of the controlled features using for-
mula (5). The presence of dependence of the controlled signs
characterizes the presence of leakage of data transmission
channels.

3. 4. Verification of the developed method’s functioning

The application of the developed method for synthesizing
an information-analytical system for assessing the level of
information transmission channels protection is character-
ized by such an example.

To make the calculation processes easier to understand,
two control signs are used: the results of measuring the volt-
age in the information transmission channel.

Feature u characterizes the permissible voltage of the
information transmission channel in the range 5 V0.5 V.
Feature Au characterizes the permissible voltage drop when
the supply voltage of the information transmission channel
changes in the range 0.5 V£0.05 V. Using the proposed
method, the value of the associative dependence of charac-
teristics is calculated.

Feature u during normal (standard) operation of the
information transmission channel takes the following values:

u1=5-0.5=4.5 (V); u3=5.0 V; uz3=5.5 V.

The attribute with the obtained values corresponds to
three unary predicates: @;(t), @2(7), ¢3(t), where T — number
of control voltage measurement in the information transmis-
sion channel.



Predicate @,(t) corresponds to the value “true”
when u=u,. For values u=u1=4.5 V and u=u3=5.5 V predi-
cate @,(t) corresponds to the value “false”.

The values of the range of changes in the characteristic
Au are determined in a similar way:

Au=0.5-0.05=0.45 V; Auy=0.5 B; Au3z=0.55 V.

The following unary predicates will correspond to the
features with the resulting values. Predicate @;(t) corre-
sponds to the value “true” when Au=Aus. When Au=Au; and
Au=Aus predicate @;(t) corresponds to the value “false”.

When checking for data leakage of the information
transmission channel, 15 measurements were performed.
The following results were obtained:

— at 5 measurements (1) @,(t)A(1) ©p,(T);

— in 4 measurements (0) @,(T)A(0) @a,(T);

—in 2 measurements (1) @,(T)A(0) @a,(T);

— in 4 measurements (0) @,(T)A(1) Pr,(T).

Then, the coefficients of the set of obtained features are
formed as follows:

ay=5; ago=4; a10=2, ap1=4;
{a}—{a11, aoo, a1o, ao1}—{5, 4, 2, 4}, n—4;

{as}={a1pAa=oy a1 hAaso}=
={ai}U{ago} ADI AT},

where @ — empty set symbol.

Fig. 2 shows a diagram of the distribution of measure-
ments of control characteristics (coefficients a; of the set
of obtained signs {a}) when checking for data leakage of an
information transmission channel.

Presence of associative connection

Assessing the presence of associative dependence using
the proposed method for calculating set {a} coefficients is
carried out using the developed attributed binary tree.

Coefficient ns="%,n=2, then a set of nodes {a—}, {a-o},
{as1} and {aso} correspond to the nodes of associative simi-
larity of the set {a"}={ay1, ao}. At the same time, set of nodes
{ao—} correspond to the nodes of the associative difference
of the set {a~}={ay¢, ap1}. Using the proposed expression (5),
let’s calculate a numerical measure of the dependence of con-
trol characteristics u and Au:

Yoo=(a10-ao1)/(a11-ao0)=(2-4)/(5-4)=0.4. (6)

The resulting value of the associative depen-
dence y.»=0.4<1. This means that there is an associative
similarity (dependence) of features u and Au information
transmission channel. This means that the results of the
measurements revealed the presence of a data leak in the
information transmission channel. In this case, when deter-
mining the data leakage channel, it is sufficient to measure
the voltage or voltage drop, i.e. one of two signs.

6. Discussion of the results of developing a method for
synthesizing an automated decision-making system

The proposed method for synthesizing an informa-
tion-analytical system for assessing the level of infor-
mation transmission channels protection made it possi-
ble to obtain equations for determining the associative
connection between control features. At the same time,
the conditions for applying the proposed equations were
determined depending on the arity of the nodes of the
constructed binary tree.

The obtained results of applying the de-
veloped synthesis method make it possible
to increase the reliability of determining
data leakage in information transmission

24 g T~ channels. Thus, the obtained results of deter-
S 4 mining the relationship between two groups
g 3-; Yoo of voltage measurements make it possible to
=25 ) identify associative similarities. The identi-
5 2 fied relationship between the control signs
= 1’? characterizes the presence of a data leak in
Z 0.8 the information transmission channel. This
conclusion is confirmed by the result of

,,?rﬁgsrfﬁf;gg, D?ggggﬁfcy ,,gjg?f_lﬂglcsin ..f]ifs’;?,“_dft‘;flﬁ., applying formula (6) and condition (5) of

"false” the proposed method. The obtained result

Characteristics of the dependence of control characteristics

Fig. 2. Control characteristics measurements distribution diagram

The line (red) is a marker of the presence of a relationship
between control characteristics, i.e. presence of data leak-
age (Fig. 2). This line is obtained as the arithmetic average
of the number of correspondences “true” — “true” (5 mea-
surements) and “false” — “false” (4 measurements). The
line (green color) is obtained as the arithmetic mean of the
number of correspondences “true” — “false” (2 measure-
ments) and “false” — “true” (4 measurements). The results
of the analysis of the obtained dependencies (Fig. 2) make it
possible to identify the presence of an associative connection
between control characteristics (green line below red).

can be explained physically: the presence of
data leakage in the information transmis-
sion channel leads to a change (decrease)
in the voltage (or power) of the information
channel. Such changes are associated with
the redistribution of energy between the “main” and “false”
channels of information transmission. Thus, the voltage drop
in the information transmission channel Au will be higher
than the threshold value when the information transmission
voltage u changes in the presence of data leakage. This con-
clusion is confirmed by the results obtained (calculations
using formula (6) and data in Fig. 2), which allows to assert
the presence of a data leak in the information transmission
channel. The formulated conclusions about the physical jus-
tification of the results obtained do not contradict similar
conclusions obtained by other authors about the possibility



of detecting data leaks in information systems [2—18]. The
proposed algorithm for searching for the associative depen-
dence of control features for quickly identifying the presence
of a data leak should be constantly used during the operation
of the information transmission channel. Therefore, for a sys-
tematic analysis of the control signs of a data leak, a method
for synthesizing an appropriate information and analytical
system is proposed.

Proposals for the application of the obtained research
results are characterized as follows. The proposed method
can be used in further research in the field of information se-
curity, for example, in continuing research [12, 13, 16]. The
study [12] developed models for estimating channel state
information in the transmitter and receiver. The use of the
proposed method in the development (improvement) of such
models will make it possible to detect data leakage separate-
ly at the receiver or transmitter. This will allow to quickly
identify data leaks without involving the costly procedure of
joint analysis of the quality of information transmitted from
the transmitter to the receiver. Paper [13] presents a meth-
odology for analyzing the effectiveness of primary protection
systems for power lines, based on a probabilistic approach to
the successful operation of protection systems. The use of the
proposed method in the development (improvement) of the
presented methodology will improve the reliability of infor-
mation transmission channels due to the timely detection of
data leaks. In [16], the influence of communication channel
delay on line protection functions in the time domain is
studied. The use of the proposed method in the development
(improvement) of the presented approach will improve the
security of information transmission channels.

The limitations of this study lie in the accepted condition
of serviceability of the information transmission channel.
Therefore, the algorithm for applying the developed method
consists of two stages. At the first stage, the technical con-
dition of the information transmission channel is monitored.
Provided that the channel is technically sound (the accepted
condition for the applicability of the proposed method), the
second stage is performed — the synthesis of an information
and analytical system for assessing the level of information
transmission channels protection.

The disadvantage of this study is the assumption that
there is no interference when transmitting data via an in-
formation channel. The presence of interference, especially
caused by an electromagnetic field, can have a significant im-
pact on the process of determining the dependence of control
characteristics. And this will introduce an additional error
in determining a data leak in the information transmission
channel.

The development of this research consists in substantiat-
ing the multi-criteria optimization problem of an algorithm
for data leaks searching in an information transmission
channel under conditions of strong electromagnetic fields.
Solving this problem will make it possible to determine a ra-
tional algorithm for filtering out possible “false” positives of
associative similarity of controlled features under conditions
of strong electromagnetic interference.

7. Conclusions

1. To generate a variety of control signs for the presence
of an information leakage channel, it is proposed to use
logical values. To do this, the elements of the set of control

characteristics are translated into logical values. A hypothesis
is proposed that characterizes the multidimensional associ-
ation of the presence of an associative connection between
control characteristics. A feature of the proposed method for
synthesizing an information-analytical system for assessing
the level of information transmission channels protection is the
departure from the classical scheme for identifying correlation
dependence between control features. The presented results of
the control features formation can be useful in the development
of software for expert decision-making systems to increase the
reliability and security of information transmission channels.

2. To carry out calculations of the numerical measure of
associative dependence of control characteristics, the use of an
attributed binary tree is proposed. The nodes of the resulting
binary tree are represented as “code”. This “code” corresponds
to the logical values of the control characteristics. It is sub-
stantiated that the classification of nodes of the resulting tree
depends on the calculated set, which characterizes the num-
ber of nodes of associative difference or similarity.

3. Using the “codes” of an attributed binary tree, a proce-
dure for calculating the value of the dependence coefficients
of control characteristics is developed. The proposed coeffi-
cient characterizes the associative similarity between con-
trol characteristics. A rule for determining the dependence
of control characteristics is formulated. The presence of de-
pendence of the controlled signs characterizes the presence
of data transmission channels leakage.

4. The results of testing the performance of the devel-
oped method allow to characterize the method as practically
implementable. The dependence between control features
identified using the proposed method makes it possible to
identify data leaks in the information transmission channel.
The resulting diagram of the distribution of the number
of correspondences of measurements to the characteristics
of the assumed (introduced by the hypothesis) associa-
tive dependence between control characteristics confirms
the introduced hypothesis. Confirmation of the hypothesis
(graphical and calculation) allows to identify the presence
of information leakage. The obtained result is physically jus-
tified, which confirms the adequacy of the results obtained.
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