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The object of research is the reliability of infor-
mation in information-control systems. The work 
considers a solution to an important scientific and 
practical problem – increasing the reliability of 
information in real-time control systems, in partic-
ular in positioning systems on road transport. To 
solve this task, the use of information redundan-
cy, in particular, parallel information redundan-
cy, is proposed. The paper studies the influence of 
the probability of occurrence of a controlled event, 
the majority coefficient, as well as the number and 
quality of information sensors on the reliability of 
information in an information control system with 
parallel information redundancy. For these depen-
dences, the corresponding plots were construct-
ed. The paper shows that a change in the quali-
ty of information sensors by 20 % can lead to an 
increase in the reliability of information by more 
than 0.5. Also, the paper shows that an increase 
in the majority index by 1 can lead  to a change in 
the reliability of information by more than 0.3. The 
paper investigates parallel information redundan-
cy systems with different structures and defines 
formulas for calculating the probabilistic char-
acteristics of their operation. The mathematical 
modeling was carried out taking into account the 
probability of occurrence of the controlled event, 
which made it possible to determine the tendencies 
to build information-control systems with paral-
lel information redundancy to control events with 
variable probability of occurrence. The results 
obtained are based on the theory of probability. 
The results reported in this work can be used in 
the construction of an information and control sys-
tem with a programmatically variable structure to 
control the occurrence of an event with a variable 
probability of occurrence, in particular in posi-
tioning systems on road transport
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1. Introduction

One of the main trends in the automotive industry at 
present is the improvement of information support for driv-
ers and the automation of the process of driving a motor 
vehicle. At the same time, one of the most important aspects 
of informatization and automation of motor vehicles is the 
warning and prevention of traffic accidents. To improve 
road safety, first of all, it is necessary to enable the process 
of positioning the motor vehicle, that is, to determine the 
parameters of its position and movement relative to other 
elements of the road and transport system. Informatization 
and automation of motor vehicles is achieved through the 
development and implementation of information systems, 
signaling systems, decision support systems, and subsystems 

of automatic control of the motor vehicle or its subsystems. 
In general, the work of all these systems is as follows. A 
sensor or a system of sensors provides for the formation of in-
formation about the value of the controlled parameter. After 
analyzing this information, a decision is made regarding the 
possibility of the occurrence of a controlled event (CE) and 
the implementation of the necessary control effects under 
automatic, semi-automatic, or manual mode. Thus, the safety 
of motor vehicle movement directly depends on the quality 
of information sensors (IS) since management decisions are 
made on the basis of information from them.

One of the main characteristics of information that 
determine its quality is the reliability of information. The 
reliability of information characterizes the ability of infor-
mation to objectively describe the actual state of affairs. 
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nection of interdependent elements, as well as in systems 
of the “k of n” type. The paper proposes a solution to this 
problem thanks to the multidimensional expansion of joint 
two-dimensional stochastic indicators. The approach pro-
posed in the work can be applied both for hot and cold back-
up. The main advantage of the work is that it considers the 
problem of distribution of reserve elements in systems with 
dependent components. At the same time, the work does not 
define the limitations and scope of the proposed approach.

Work [4] raises the question of the need to provide the ICS 
operator with reliable information from sensors of controlled 
parameters under normal and special operating conditions. 
An aircraft fire alarm system is considered as an ICS. The 
paper proposes a probabilistic-physical model of the processes 
of formation of information flows and gives the probabilistic 
characteristics of the operation of ICS. In the work, mathe-
matical dependences of the probability of omission and false 
detection of CE on the number and quality of the primary sen-
sors of the controlled parameters were obtained. At the same 
time, the work lacks a study on the dependence of the prob-
ability of correctly determining the absence of a fire on the 
number and quality of primary ISs. Although it is the event 
of no fire that is the event with the predominant probability 
of occurrence during the operation of the fire alarm system.

Work [5] reports the results of studying the driver’s re-
action to visual and auditory information in the road traffic 
advisory system. The results of the study show that audio 
information helps increase the driver’s reaction, and visual in-
formation helps drivers to drive more accurately and efficient-
ly. The results demonstrate that the simultaneous use of sound 
and visual information in the traffic advisory system increases 
the efficiency and safety of driving. The work shows that the 
combination of different channels of providing information to 
the driver improves the quality of information perception and 
positively affects traffic safety. At the same time, the work 
does not consider the priority in providing information under 
the condition of the occurrence of a factor overlay situation. 
Also, the work does not raise the question of the reliability of 
information in the traffic advisory system.

Heavy machine tools with numerical software control 
are considered as ICS in [6]. The paper proposes the use of 
a multi-product, multi-sequence hidden Markov model to 
assess their reliability by building a model of relationships 
between the states of the machines and several key perfor-
mance parameters of their work. The proposed approach 
makes it possible to improve the accuracy of machine 
condition assessment and provides better support for their 
maintenance. At the same time, the work does not assess 
the reliability of information about the machine’s operating 
condition. Also, the work does not evaluate the influence of 
the reliability of information about the values of key perfor-
mance parameters on the quality of the system for evaluating 
the reliability of numerically controlled machines.

In work [7], a mathematical model of reliable IC struc-
tures was built. The paper proposes the use of parallel IR to 
increase the reliability of information about the appearance 
of CE. One of the main scientific results of the work is the de-
velopment of an algorithm for choosing the optimal design of 
the CE recognition system. In particular, the proposed algo-
rithm allows determining the optimal number of ISs and the 
majority index of the parallel IR system. At the same time, 
the paper considers a three-parameter state graph of the in-
formation system. That is, the event of correctly determining 
the presence of a CE and the event of correctly determining 

At the same time, the assessment of the reliability of the 
information consists in determining the degree of correspon-
dence of the obtained data about the researched object to 
its real state. In positioning systems on road transport, the 
researched object is a motor vehicle, in particular, and the 
main researched parameters are the distance and time in-
terval of movement to the point of potential collision. At the 
same time, the main controlled event is the achievement of 
the minimum permissible or recommended distance or time 
interval of movement to the point of potential collision. Sep-
arately, it should be noted that modern positioning systems 
provide for the availability of information exchange channels 
between motor vehicles for the purpose of early forecasting 
the possibility of the occurrence of controlled events. There-
fore, to ensure high reliability of information, it is necessary 
to ensure a high level of information security.

Thus, improving the security and reliability of informa-
tion in information-control systems (ICS), which includes the 
positioning system on road transport, is an important scien-
tific and practical task that requires research and solution. In-
creasing the reliability of information in ICSs could improve 
the quality of their work, in particular, reduce the probability 
of erroneous detection and omission of CE. This, in turn, 
will improve the efficiency, safety and quality of road traffic. 
Therefore, research on increasing the reliability of informa-
tion in positioning systems on road transport is relevant.

2. Literature review and problem statement

The main directions of increasing the reliability of infor-
mation in ICS are improving the quality of IS, the application 
of IS with different physical principles of action, complex in-
formation processing, information redundancy (IR), increas-
ing technical reliability, and others.

In [1], an algorithm for identifying the states of a tech-
nical system was developed on the basis of identification 
theorems. In the work, based on the analysis of the received 
states of the technical system, it is shown that increasing the 
reliability of determining the state in which the technical 
system is possible only through the use of structural, proce-
dural, and informational redundancy. The work also offers 
approaches to increase the reliability of data on the basis 
of which a decision is made. At the same time, the proposed 
algorithm is sensitive to external influences and is focused 
on accurate input information.

Work [2] focuses on solving the issue of optimizing system 
performance through the optimal distribution of spare ele-
ments in an n-component system with serially connected ele-
ments. In the work, the main focus is on solving the problem 
of optimal distribution of one reserve element. The solution of 
this problem in the work is carried out from the point of view 
of the stochastic approach. In the work, based on numerical 
examples, it is shown that it is necessary to reserve the ele-
ment with the lowest probability of failure-free operation, and 
optimal allocation policies for cases of hot and cold redundan-
cy are proposed. The main advantage of this work over most 
others is that it considers an n-component system. At the 
same time, the work does not define the maximum number of 
elements n for which the proposed policies of optimal distribu-
tion of reserve elements can be applied, as well as the influence 
of the system structure on the distribution policy.

Paper [3] considers the problem of optimal distribution 
of reserve elements in systems with serial and parallel con-
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the absence of a CE are combined into one event – the event 
of the correct operation of the system. Thus, when choosing 
the optimal structure of ICS, the probability of the appear-
ance of CE is not taken into account.

Work [8] considers the analysis of the reliability of informa-
tion about the speed of the vehicle obtained at the scene of the 
accident between the vehicle and the pedestrian, taking into 
account the uncertainty of the information. The paper exam-
ines the influence of methods of positioning and determination 
of the collision speed, as well as the influence of approaches 
to the determination of reference points on the reliability of 
information. In addition, the work considers ways to increase 
the reliability of information about the collision speed. At the 
same time, the paper does not determine the contribution of the 
reliability of each type of input information to the reliability of 
the received information about the collision speed.

In work [9], the aircraft fire alarm system is considered 
as an IC. It is proposed to increase the reliability of infor-
mation about the occurrence of a fire on board an aircraft in 
the work by using parallel IR using nested modules. One of 
the main scientific results of the work is the construction of 
a mathematical model of parallel IR based on the principle 
of nested modules and their implementation on logical ele-
ments. In addition, the work provides mathematical formulas 
for evaluating the effectiveness of hierarchies, which can be 
used to evaluate and select the optimal structure of IC, built 
on the basis of nested modules. At the same time, the prob-
ability of occurrence of CE is not taken into account when 
evaluating and choosing the optimal structure of ICS.

Work [10] reports the  study of methods for modeling and 
reliability analysis of an automated controlled vehicle based 
on synchronized machines. The work shows that the existing 
experimental methods of determining the reliability of an au-
tomated controlled car at the stages of design and manufacture 
have a significant drawback – they have significant limitations 
regarding the detection of unreliable events, that is, events with 
a low probability of occurrence. To eliminate this shortcoming 
in the design process, a method for determining the reliability 
of an automated controlled vehicle based on time machines is 
proposed in the paper. The proposed method in combination 
with the reliability calculation formula makes it possible to 
model and calculate the factors that affect the correct operation 
of the system. Determination of related components that affect 
the correct operation of the system provide the formation of 
theoretical foundations for optimal system design. At the same 
time, the limitations and scope of the proposed method are not 
sufficiently disclosed in the work.

Work [11] reports the results of studying the impact of 
multi-level modular redundancy on the reliability of coher-
ent systems. At the same time, the work examines systems 
with active and passive redundancy, as well as systems with 
component redundancy and module redundancy. One of the 
main scientific results of the work is the construction of a 
mathematical model for the study of modular redundancy, 
which allows obtaining several general results under various 
assumptions. The model proposed in the work takes into ac-
count the dependence between the components and modules 
of the system in the form of copulas and represents various 
backup mechanisms and reliability of different systems in 
the form of distortions. At the same time, the work does not 
include the results of evaluating the efficiency of work and 
the cost of building different families of copulas.

In general, various approaches are used to solve the issue 
of increasing the reliability of information in ICS operating 

in real time. The main ones are IR and increasing the reliabili-
ty of elements of the measurement and information processing 
system. At the same time, the question of the influence of the 
value of the probability of occurrence of CE and the quality of 
IS on the reliability of information in ICS remains unresolved. 
Also, the procedure for choosing the optimal structure of the 
IR system, depending on the probability of occurrence of CE 
and the quality of IS, also needs research.

3. The aim and objectives of the study

The purpose of our study is to determine the influence of 
the probability of occurrence of CE, as well as the quality and 
quantity of IS on the reliability of information in ICS with 
parallel IR. This will make it possible to devise a procedure for 
choosing the optimal structure of the IR system to increase the 
reliability of information in ICS. In the future, the results of 
the work can be used in the construction of parallel IR systems 
with a programmatically variable structure, to control the oc-
currence of an event with a variable probability of occurrence, 
in particular, in positioning systems on road transport.

To achieve the goal, the following tasks were set:
– to determine the probabilistic characteristics of the 

parallel IR system;
– to investigate the dependence of the probabilistic 

characteristics of the parallel IR system on the quality of 
information sensors;

– to investigate the dependence of the probabilistic char-
acteristics of the parallel IR system on the majority index;

– to investigate the dependence of the probabilistic char-
acteristics of the parallel IR system on the probability of the 
occurrence of a controlled event.

4. The study materials and methods

The object of our study is the process of increasing the 
reliability of information in ICS, in particular, in positioning 
systems in road transport. The subject of the study is models 
for improving the reliability of information in ICS with the 
use of parallel IR.

The paper puts forward the following hypothesis – in-
creasing the reliability of information in ICS that work in real 
time, in particular in positioning systems on road transport, 
could make it possible to increase the efficiency of their work. 
And the determination of the dependence of the probabilistic 
characteristics of the ICS operation on the quality of IS and the 
probability of the occurrence of CE will allow the construction 
of an ICS with a programmatically variable structure. ICS with 
a program variable structure could be applied to control the oc-
currence of an event with a variable probability of occurrence.

The paper reports the results of a computer (numerical) 
experiment. The numerical experiment was carried out in 
the form of mathematical modeling of the process of increas-
ing the reliability of information in positioning systems on 
road transport under the condition of using parallel IR. In 
the course of the numerical experiment, the dependence of 
the information reliability of the parallel IR system on the 
quality of IS, the probability of occurrence of CE and the 
majority index of the parallel IR system was investigated. 
The processing of the results of the numerical experiment 
was carried out using the method of graphic processing of 
the results of the experimental research. The application of 
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the specified method has made it possible to build a family 
of plots of the dependence of probabilistic characteristics 
and the quality of the parallel IR system’s operation on the 
quality of IS. Families of plots are built for different values 
of the probability of occurrence of CE and different values of 
the majority index of the parallel IR system.

The following hardware was used for mathematical mod-
eling: a personal computer based on an Intel(R) Core(TM) 
i5-10400F processor with a 64-bit Windows 11 Pro op-
erating system. Mathematical modeling was carried out 
using the following software – a specialized mathematically 
oriented software tool for scientific and engineering calcula-
tions Mathcad, version 14.0.0.163.

The following can be attributed to the assumptions 
that are the basis of the simplification of the real process of 
increasing the reliability of information in positioning sys-
tems on road transport used in the work. The probabilistic 
characteristics of the operation of IS, the parallel IR system 
and the ICS do not change during their development and do 
not affect the reliability of the information in the positioning 
systems on road transport.

The work adopts the following assumptions. A sensor 
characterized by a constant value of the probability of cor-
rect measurement of the controlled parameter is considered 
an IS. As a controlled parameter, such a parameter is consid-
ered, which unambiguously determines the moment of onset 
of CE. An event characterized by a constant value of the 
probability of its occurrence is considered a CE.

The following simplifications are accepted in the work. 
ISs have the same probabilistic characteristics, which do not 
change during their development, and do not depend on the 
probability of occurrence of CE. The moment of CE onset is 
characterized by a specific value of the controlled parameter, 
which does not depend on the characteristics of the studied 
system. The reliability of the information depends on the 
probability of occurrence of CE and the quality of IS and 
does not depend on the quality of the IR system. The value of 
the probability of occurrence of CE does not depend on the 
characteristics of the studied system. The value of the prob-
ability of correct measurement of the controlled parameter 
does not depend on the characteristics of the measurement 
system and the probability of occurrence of CE.

The initial data for our modeling are the following ranges 
of values of the quality of IS, the probability of occurrence of 
the controlled event and the majority coefficient of the parallel 
IR system. In the simulation, the range of change in the quality 
value of CI Pcd was taken from 0 to 1 with a step of 0.01, and the 
probability of occurrence of the controlled event Ppe – from 0.1 
to 0.9 with a step of 0.2. The simulation was carried out for par-
allel IR systems with four ISs with a majority ratio from 1 to 4.

Information in positioning systems on road transport, like 
other ICS, is formed on the basis of data from certain ISs. In 
particular, such sensors include distance, speed and accel-
eration measurement system sensors and other sensors.  
Any IS, due to its design and technical features, has a fi-
nite accuracy of measurement of the parameter controlled 
by it. And accordingly, the information about the onset of 
the CE, received by the control system based on the data 
on the value of the controlled parameter determined by 
the IS, has finite reliability. At the same time, depending 
on the absence or presence of CE, the following four situ-
ations can be distinguished in the process of CE detection: 
determination of the presence of CE, determination of the 
absence of CE, omission of CE, false detection of the pres-

ence of CE. The specified events are characterized by the 
probability of their occurrence, which is determined by 
the design and technical characteristics of the IS and the 
measurement system. At the same time, the occurrence 
of undesirable situations of false detection and passing of 
checkpoints can lead to a decrease in the safety and effi-
ciency of road traffic.

In order to build a model of the dependence of the reliabil-
ity of information about the appearance of CE in positioning 
systems on the probability of its appearance and the quality of 
IS, the process of its detection was considered. The process of 
detection of CE is considered on the example of the scheme for 
determining the distance between motor vehicles Δd, which is 
shown in Fig. 1. The process of detection of CE is as follows. 
There is a critical value of the controlled parameter Δdcritical, 
when it is reached, a signal is generated in the control system 
about the onset of CE. The critical value of the controlled pa-
rameter, depending on its type and physical content, can be a 
constant value or depend on certain factors and be determined 
at each moment of movement. In particular, the critical value 
of the distance between motor vehicles depends on the state 
of the road surface, the relative speed of the motor vehicles, 
the state of their braking system, and other parameters. At the 
same time, it is possible to highlight the time functions of the 
actual Δdactual (t) and the measured Δdmeasured(t) value of the 
controlled parameter. Under the condition of the occurrence of 
CE, that is, when Δdactual.≤Δdcritical (Fig. 1, a), the following two 
events can occur, which make up a complete group of events: 
determination of the presence of CE with the probability of 
occurrence Pd, when Δdmeasured.≤Δdcritical and the omission of 
CE with the probability of occurrence Pp, in the case when  
Δdmeasured.>Δdcritical. Under the condition of the absence of CE, 
that is, when Δdactual.>Δdcritical (Fig. 1, b), the following two 
events may occur, which make up a complete group of events: 
false detection of the presence of CE with the probability of Pf 
when Δdmeasured.≤Δdcritical and determination of the absence of 
CE with the probability Pa appearing when Δdmeasured.>Δdcritical. 
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Δdactual(t)

Δdmeasured(t)
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Fig.	1.	Scheme	for	determining	the	controlled	parameter:		
a	–	under	the	condition	of	the	presence	of	a	controlled	

event;	b	–	provided	there	is	no	controlled	event
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To derive the formulas for determining the probability of 
occurrence of the specified events, the graph of the states of 
the CE onset signaling system was considered, which is shown 
in Fig. 2. To begin with, two events that make up a complete 
group of events are considered: the presence and absence of 
CE with the probability Ppe and Pae occurrence, respectively. 
The specific values of the probabilities of the occurrence of 
these two events will depend on the characteristics of the 
studied system, in particular on the characteristics of the road 
and transport system: the density of the traffic flow, the state 
of the road surface, the speed of motor vehicles, and others.

At the next stage, two events that occur during the opera-
tion of the measurement system and that make up a complete 
group of events are considered: correct and incorrect measure-
ment of the controlled parameter with the occurrence probabil-
ities Pcd and Pid, respectively. The specific values of the proba-
bilities of the occurrence of these two events can be both the 
same and different under the condition of occurrence and ab-
sence of CE and will depend on the characteristics of the mea-
surement system. The main such characteristics include mea-
surement inertia, sensitivity threshold, resolution, and others.

Thus, different combinations of the situation of occur-
rence or non-occurrence of CE and the situation of correct or 
incorrect measurement of the controlled parameter will form 
the above four situations.

In general, the following four situations may occur 
during the operation of the CE alarm system, which make up 
a complete group of events:

– determination of the presence of CE, which occurs as 
a result of the correct measurement of the controlled param-
eter under the condition of the occurrence of CE with the 
probability Pd;

– determination of the absence of CE, which occurs as a re-
sult of the correct measurement of the controlled parameter un-
der the condition of non-occurrence of CE with probability Pa;

– the omission of CE, which occurs as a result of an in-
correct measurement of the controlled parameter under the 
condition of the occurrence of CE with the probability Pp;

– false detection of the presence of CE, which occurs as a 
result of incorrect measurement of the controlled parameter, 
provided that the CE does not occur with the probability Pf.

Since the events of correct measurement of the controlled 
parameter and the onset of CE are independent events, the 
formulas for determining the probabilities Pd, Pa, Pp, Pf  take 
the following form:

1

2

1

2

,

,

,

,

d cd pe

a cd ae

p id pe

f id ae

P P P

P P P

P P P

P P P

= ⋅ 
= ⋅ 
= ⋅ 
= ⋅ 

 (1)

where Pcd1 and Pcd2 are the probability of correct measure-
ment of the controlled parameter under the condition of 
occurrence and non-occurrence of the controlled event, re-
spectively; Pid1 and Pid2 are the probability of incorrect mea-
surement of the controlled parameter under the condition of 
occurrence and non-occurrence of CE, respectively.

In our mathematical model of the probability of the 
presence Ppe and the absence Pae of CE, the influence of the 
probability of the appearance of CE on the probabilistic char-
acteristics of the CE signaling system is determined. And the 

probabilities of the correct Pcd and incorrect 
Pid measurement of the controlled parameter 
determine the influence of the quality of the 
IS on the probabilistic characteristics of the 
CE signaling system.

The use of IR is one of the ways to increase 
the reliability of information in ICS. The 
essence of IR is the statistical processing of 
information coming from several sources of 
information. At the same time, serial, parallel, 
modular, and combined IR are distinguished.

The essence of sequential IR consists 
in the statistical processing of information 
received at a given time interval v from one 
source of information n times. At the same 
time, the decision on the presence of CE is 
made according to the “m out of n” majority 
principle. The main advantage of sequential 
IR is to reduce the probability of false detec-
tion of CE, and the disadvantage is to reduce 
the reliability of information with a decrease 
in the technical reliability of IS and as a re-
sult of information aging.

The essence of parallel IR consists in the statistical pro-
cessing of information simultaneously coming from n ISs. At 
the same time, the decision on the presence of CE is made 
according to the “m out of n” majority principle. The main 
advantages of parallel IR are the ability to increase the reli-
ability of information in real time and reduce the probability 
of missing a CE. And the main disadvantage of the parallel 
IR is the increase in the cost, size, and weight of the system 
as a result of installing additional ISs.

The essence of the modular IR consists in the step-by-
step statistical processing of information simultaneously 
coming from n IR modules. The module of the first hierarchy 
implements parallel IR with the majority principle “m out 
of n”. ISs for each subsequent hierarchy are modules of the 
previous hierarchy. At the same time, the decision on the 
presence of CE at each of the stages is made according to the 
“m out of n” majority principle. The main advantage of the 
modular IR is the simultaneous reduction of the probability 
of omission and false detection of CE. And the main disad-
vantages of the modular IR are the slight aging of the infor-

Pcd

Pcd

Pid

Pid

Presence of controlled 
event (Ppe) 

Absence of controlled 
event (Pae)

Detection of 
controlled event (Pd)

Detection the absence of 
the controlled event (Pa)

Passing of the 
controlled event (Pp)

False detection of the 
controlled event (Pf)

Alarm system of controlled eventMeasurement 
system

Fig.	2.	State	graph	of	the	controlled	event	signaling	system
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mation and the increase in the cost, dimensions, and weight 
of the system as a result of the installation of additional ISs.

The essence of the combined IR consists in the statistical 
processing of information that comes from n parallel-connected 
elements of the serial IR. The element of sequential IR provides 
statistical processing of information according to the majority 
principle “k out of l”, which is sequentially received at a given 
time interval v from one source of information l times. At the 
same time, the decision about the presence of CE is made on 
the basis of information from the parallel-connected elements 
of a serial IR according to the “m out of n” majority principle. 
The main advantage of the combined IR is the simultaneous re-
duction of the probability of omission and false detection of CE. 
And the main disadvantages of the combined IR are the aging 
of information, the need to develop the optimal structure of the 
combined redundancy system, increasing the cost, dimensions, 
and mass of the system due to the installation of additional ISs.

In general, the most appropriate for increasing the re-
liability of information in real-time control systems, which 
includes the positioning system, is parallel IR. Combined, 
modular or sequential IR can also be used, but only on the 
condition that their structure of the IR system provides an 
acceptable aging time of information.

5. Results of research on the use of parallel IR to increase 
the reliability of information

5. 1. Determination of the probabilistic characteris-
tics of the parallel IR system.

The real CI at a given moment in time can be in one of two 
random, incompatible states: incorrect and correct determina-
tion of the value of the controlled parameter with the proba-
bilities of their occurrence Pid, and Pcd, respectively, as shown 
in Fig. 1. The measurement system that implements parallel IR 
can be in one of the random incompatible states with the follow-
ing probabilities of their occurrence: P1, n, P2, n, … , Pn-1, n, Pn, n. At 
the same time, Pi, n determines the probability of the occurrence 
of an event when i of n CIs correctly, and n-th CIs – incorrectly 
determine the value of the controlled parameter. In general, 
the probability of the measurement system being in each of the 
specified states can be determined based on the expression that 
describes the binomial distribution and is defined as follows:

,n .i i n i
i n cd idP C P P −= ⋅  (2)

In accordance with this, the measurement system that im-
plements parallel IR with the “m out of n” majority principle, 
provided there is CE, is characterized by the following prob-
abilistic characteristics. The probability of a correct measure-
ment of Pcd is determined by the sum of the event probabilities 
Pm, n, … , Pn, n. The probability of an incorrect measurement 
Pid, which is determined by the sum of the probabilities of 
occurrence of events P0, n, … , Pm-1, n. This is explained by the 
fact that in the presence of CE, the measurement system will 
detect its presence if m and more CIs correctly measure the 
value of the controlled parameter. And in the absence of CE, 
the measurement system is characterized by the following 
probabilistic characteristics. The probability of correct mea-
surement Pcd is determined by the sum of the probabilities 
of occurrence of events Pn-m+1, n, … , Pn, n. The probability of 
incorrect measurement Pid, which is determined by the sum of 
the probabilities of occurrence of events P0, n, … , Pn-m, n. This 
is explained by the fact that in the absence of CE, the mea-

surement system will falsely detect its presence, if m and more 
CIs incorrectly measure the value of the controlled parameter. 
Thus, for a measurement system that implements a parallel IR 
with the “m out of n” majority principle, formulas (1) taking 
into account formula (2) can be written as follows:
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Further research into the probabilistic characteristics of 
the parallel IR system is considered using the example of the 
system for measuring the distance between ATCs Δd, which 
implements the majority decision-making principle “m out 
of 4”. When considering this system, it was considered that it 
consists of 4 ISs of the same type. The following four parallel 
IR systems with different majority decision-making principles 
are considered: “1 of 4”, “2 of 4”, “3 of 4”, and “4 of 4”, respec-
tively. For each of the proposed systems, the probabilistic 
characteristics of its operation are defined. To simplify the 
type of calculation formulas, it was considered that the proba-
bilities of correct and incorrect measurement of the controlled 
parameter under the condition of presence and absence of CE 
are equal to each other, i. e., Pcd1=Pcd2=Pcd and Pid1=Pid2=Pid.

The system of parallel IR with the majority principle “1 
out of 4” forms a signal about the presence of CE S1,4, in the 
event that it was detected by at least one IS. The formulas 
for determining the probabilistic characteristics of the oper-
ation of this parallel IR system take the following form:
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The system of parallel IR with the “2 out of 4” majority 
principle generates a signal about the presence of CE S2,4, in 
the event that it is detected by at least two ISs. The formu-
las for determining the probabilistic characteristics of the 
operation of this parallel IR system take the following form:
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The system of parallel IR with the majority principle “3 
out of 4” generates a signal about the presence of CE S3,4, in 
the event that it is detected by at least three ISs. The formu-
las for determining the probabilistic characteristics of the 
operation of this parallel IR system take the following form:
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The system of parallel IR with the “4 out of 4” majority 
principle generates a signal about the presence of CE S4,4, 
in the event that it is detected by all four ISs. The formulas 
for determining the probabilistic characteristics of the op-
eration of this parallel IR system take the following form:
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For the considered parallel IR systems, their block di-
agrams of signal formation about the presence of CE were 
built based on the logic elements shown in Fig. 3.

In general, the probabilistic performance characteristics 
of the parallel IR system with any required number of ISs 
and the required majority index can be determined using 
formulas (3).

5. 2. Studying the dependence of probabilistic char-
acteristics of the parallel IR system on the quality of 
information sensors

The quality of CI considered its probability of correct 
measurement of the controlled parameter Pcd. At the same 
time, it was considered that with Pcd≤0.5, ISs are charac-
terized by low quality, and with Pcd>0.5 – high quality. To 
study the dependence of the probabilistic characteristics of 
the parallel IR system on the quality of IS, mathematical 
modeling of their operation was carried out based on for-
mulas (4) to (7). The results of mathematical modeling are 
represented in the form of appropriate plots. Plots of the 
dependence of the probabilities Pd, Pa, Pp, Pf on the quality 
of the IS are shown in Fig. 4. In order to take into account 
the probability of occurrence of CE, the specified plots are 
constructed for different probabilities of occurrence of CE. 
Three situations were considered: with a high probability 
of CE, when Ppe=0.9 and Pae=0.1; with equal probability 
of presence and absence of CE, when Ppe=Pae=0.5; with a 
high probability of no CE, i.e., when Ppe=0.1 and Pae=0.9. 
For each situation in the plots of Fig. 4, a separate family of 
plots is constructed in a separate color. In order to take into 
account the majority index of the parallel IR system, the 
specified plots are constructed for the values of the majority 
index from 1 to 4. In Fig. 4, plots for systems with different 
majority indicators are constructed with different types of 
lines and the type of parallel IR system is indicated next to 
the parameter name: “m, n”.

Plots of the dependence of the probability of correct 
Pcd.s and incorrect Pwd.s operation of the parallel IR 
system depending on the quality of IS Pcd, which are 
shown in Fig. 5, were also considered. The probability 
of the correct operation of the parallel IR system was 
understood as the sum of the probabilities of correctly 
determining the presence Pd and the absence Pa of CE. 
And the probability of incorrect operation of the sys-
tem meant the sum of the probabilities of missing Pp 
and false detection Pf  of the presence of CE. In order 
to take into account the probability of occurrence 
of CE, these plots are built for different probabilities 
of occurrence of CE. The following 4 situations were 
considered:

– with a high probability of CE, with Ppe=0.9 and 
Pae=0.1;

– with moderate probability of presence of CE, with 
Ppe=0.7 and Pae=0.3;

– with moderate probability of absence of CE, with 
Ppe=0.3 and Pae=0.7;

– with a high probability of the absence of CE, with 
Ppe=0.1 and Pae=0.9.

For each situation in the plots of Fig. 5, a separate 
family of plots is constructed on a separate coordi-
nate plane. In order to take into account the majority 
index of the parallel IR system, the specified plots are 
constructed for the values of the majority index from 
1 to 4. In Fig. 5, the plots for systems with different 
majority indicators are constructed with different 
types of lines and next to the name of the parameter 
the type of parallel IR system is indicated: “m, n”. 
Also, on each coordinate axis of the plots in Fig. 5, 
there is a plot of the dependence of the probabilistic 
characteristics of a single source of information on 
its quality.
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Fig.	3.	Block	diagrams	of	parallel	IR	systems:	a	–	with	the	majority	
principle	“1	out	of	4”;	b	–	with	the	majority	principle	“4	out	of	4”;		

c	–	with	the	majority	principle	“2	out	of	4”;		
d	–	with	the	majority	principle	“3	out	of	4”
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a                                                                                     b  

 
c                                                                                     d 

Fig.	4.	Plots	of	the	dependence	of	probabilities:	a	–	correct	determination	of	the	presence	of	a	controlled	event	Pd;	b	–	correctly	
determining	the	absence	of	a	controlled	event	Pa;	c	–	omission	of	the	controlled	event	Pp;	d	–	false	detection	of	the	presence	of	a	
controlled	event	Pf	depending	on	the	quality	of	information	sensors	for	different	probabilities	of	the	presence	of	a	controlled	event
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5. 3. Studying the dependence of probabilistic character-
istics of the parallel IR system on the majority index

To study the impact of the majority index and the 
number of ISs on the probability of correct and incorrect 
operation of the parallel IR system, mathematical modeling 
of their operation was carried out based on formulas (4) 

to (7). The results of mathematical modeling are represent-
ed in the form of corresponding plots of the dependence of 
the probability of correct Pcd.s and incorrect Pцd.s operation 
of the parallel IR system depending on the quality of IS Pcd, 
which are shown in Fig. 6. Fig. 6 displays the correspond-
ing dependence plots for the following systems of parallel 

 

 

 

 

a                                                                    b

c                                                                    d

e                                                                    f

 
g                                                                    h 

Fig.	5.	Plots	of	the	dependence	of	Pcd.s	and	Pwd.s	on	Pcd:	a	–	plot	of	the	dependence	of	Pcd.s	on	Pcd	at	Ppe=0.9;	b	–	plot	of	the	
dependence	of	Pwd.s	on	Pcd	at	Ppe=0.9;	c	–	plot	of	the	dependence	of	Pcd.s	on	Pcd	at	Ppe=0.7;	d	–	plot	of	the	dependence	of	
Pwd.s	on	Pcd	at	Ppe=0.7;	e	–	plot	of	the	dependence	of	Pcd.s	on	Pcd	at	Ppe=0.3;	f	–	plot	of	the	dependence	of	Pwd.s	on	Pcd	at	

Ppe=0.3;	g – 	plot	of	the	dependence	of	Pcd.s	on	Pcd	at	Ppe=0.1;	h –	plot	of	the	dependence	of	Pwd.s	on	Pcd	at	Ppe=0.1



87

Information and controlling system

IR with two, three, and four identical ISs: “1 of 2”, “2 of 2”, 
“1 of 3”, “2 of 3”, “3 of 3”, “ 1 of 4”, “2 of 4”, “3 of 4”, “4 of 4”. 
Also, a plot of the dependence of the probability of correct 
and incorrect operation of a separate IS is plotted on each 
coordinate axis.

In order to take into account the probability of occur-
rence of CE, these plots are built for different probabilities of 
occurrence of CE. 2 situations were considered: with a high 
probability of CE, with Ppe=0.9 and Pae=0.1; with a high 
probability of no CE, with Ppe=0.1 and Pae=0.9.

а                                                                                      b

c                                                                                   d 

Fig.	6.	Plot	of	the	dependence	of	Pcd.s	and	Pid.s	on	Pcd	for	different	values	of	the	majority	index	m:	a	–	plot	of	the	dependence	
of	Pcd.s	on	Pcd	at	Ppe=0.1;	b	–	plot	of	Pcd.s	dependence	on	Pcd	at	Ppe=0.9;	c	–	plot	of	the	dependence	of	Pid.s	on	Pcd	at	

Ppe=0.1;	d –	plot	of	the	dependence	of	Pid.s	on	Pcd	at	Ppe=0.9
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5. 4. Studying the dependence of probabilistic char-
acteristics of the parallel IR system on the probability of 
CE appearance 

To study the impact of the value of the probability of the 
appearance of CE on the probabilistic characteristics of the 
parallel IR system, mathematical modeling of their operation 
was carried out based on formulas (4) to (7). The results of 
mathematical modeling are represented in the form of corre-
sponding dependence plots. Fig. 4 shows plots of the depen-
dence of the probabilistic characteristics of the parallel IR 
system on the quality of IS. Fig. 5 shows plots of the depen-
dence of the probability of correct and incorrect operation of 
the parallel IR system on the quality of IS. Fig. 6 shows plots 
of the dependence of the probability of correct and incorrect 
operation of the parallel IR system on the quality of IS for 
various values of the majority index.

Thus, the study of the dependence of probabilistic char-
acteristics of the parallel IR system on the probability of CE 
appearance was carried out taking into account the quality 
of IS and taking into account the majority index.

6. Discussion of results of the research on the use of 
parallel IR to increase the reliability of information

Our results of mathematical modeling of the operation 
of the parallel IR system made it possible to determine the 
probabilistic characteristics of the parallel IR system and 
their dependence on the quality of IS, the probability of the 
appearance of CE, and the majority index.

The features of the proposed four-parameter approach to 
determining the probabilistic characteristics of the parallel 
IR system and the obtained results in comparison with the 
existing ones are as follows. Unlike [1], in which the pro-
posed algorithm for identifying system states is focused on 
accurate input information, the proposed approach allows 
building a system for increasing the reliability of information 
under the condition of low accuracy of input information. 
This becomes possible due to taking into account the quality 
of information sensors, that is, the reliability and accuracy 
of the information received from them when determining 
the probabilistic characteristics of the parallel IR system. In 
contrast to [4], in which the proposed probabilistic-physical 
model allows determining the overall probability of correct 
operation of the system, our approach allows separately 
determining the probability of correctly determining the 
presence and absence of CE. This becomes possible due to 
the consideration of a four-parameter approach to determin-
ing the probabilistic characteristics of the signaling system, 
in contrast to the three-parameter approach considered 
in [4], and due to the consideration of the probability of the 
occurrence of CE. In contrast to [5], in which the issue of the 
reliability of input information in the traffic advisory system 
is not raised, the proposed approach takes into account the 
reliability of the information received from the traffic con-
trol system. This becomes possible thanks to taking into 
account the quality of IS, that is, the reliability and accu-
racy of the information they provide, when determining the 
probabilistic characteristics of the signaling system of the 
occurrence of CE. In contrast to [7], in which the proposed 
algorithm for choosing the optimal design of the CE recogni-
tion system does not take into account the probability of its 
appearance, our approach takes into account the probability 
of the CE appearance when choosing the structure of the IR 

system. This becomes possible due to the consideration of 
a four-parameter graph of states of the system of signaling 
the appearance of CE, in contrast to the three-parameter 
one considered in paper [7]. In contrast to [9], in which the 
probability of the appearance of CE is not taken into account 
when evaluating and choosing the optimal structure of ICS, 
the proposed four-parameter approach to determining the 
probabilistic characteristics of the ICS operation takes into 
account the probability of the appearance of CE. This be-
comes possible due to the consideration of a four-parameter 
graph of states of the CE appearance signaling system, in 
contrast to the three-parameter one considered in paper [9].

In the work, based on the scheme for determining the 
controlled parameter, which is shown in Fig. 1 and the state 
graph of the CE signaling system, which is shown in Fig. 2, 
we defined states in which the signaling system of the onset 
of a certain CE can be. Formulas are also obtained in the 
work for determining the probability of the system being 
in each of the possible states: correct determination of the 
presence of CE, correct determination of the absence of CE, 
omission of CE, false detection of the presence of CE. In 
the current work, general formulas (2) were obtained for 
determining the probability of the system being in each of 
the specified states. And also, for the parallel IR system with 
4 ISs, the probabilities of the system being in each specified 
state for systems with different majority indices were deter-
mined – (4) to (7).

Our results are based on probability theory. The ad-
vantage of the approach proposed in the work to determine 
the probabilistic characteristics of the parallel IR system is 
the consideration of 4 states of the system. An alternative 
approach is to consider 3 states of the system. At the same 
time, the states of correct determination of the presence and 
absence of CE are combined into one state. Consideration of 
4 states of the system made it possible to take into account 
the probability of the occurrence of CE and determine the 
optimal characteristics of the parallel IR system for detect-
ing events with a high and low probability of occurrence. 
The obtained formulas for determining the probabilistic 
characteristics of the parallel IR system allow taking into 
account the influence of the probability of occurrence of CE 
and the quality of IS on the reliability of information in IC. 
When applying the proposed approach in practice, one may 
encounter the following limitations: the lack of an exact 
value of the probability of the occurrence of CE and the lack 
of accurate information about the quality of the work of IS. 
At the same time, alternative approaches to determining the 
probabilistic characteristics of the parallel IR system face 
the same limitations. Removing these restrictions requires 
additional research. Among the shortcomings of this study, 
the following can be highlighted – a failure to take into ac-
count the decrease in the quality of the work of IS and their 
failure over time. The paper considers parallel IR systems 
with identical ISs. The next step in the development of the 
approach proposed in the work to determine the probabilistic 
characteristics of the parallel IR system is the consideration 
of the parallel IR system with IS, which are characterized by 
different quality. This will allow simulating the operation of 
real parallel IR systems in order to determine the optimal 
parameters of their operation.

The results of mathematical modeling, which reflect the 
dependence of the probabilistic characteristics of the parallel 
IR system on the quality of IS, are shown in Fig. 4, 5. After 
analyzing the plots shown in Fig. 4, the following conclu-
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sions were drawn. When the quality of CI Pcd is increased, 
there is a decrease in the probability of missing Pp and false 
detection Pf of the presence of CE and an increase in the 
probability of determining the presence Pd  and the absence 
of CE Pa. At the same time, increasing the quality of CI by 
20 % can lead to an increase in the probability of correct-
ly determining the presence and absence of CE by more 
than 0.5. At the same time, increasing the quality of CI by 
20 % can lead to a decrease in the probability of omission and 
false determination of the presence of CE by more than 0.5.

After analyzing the plots shown in Fig. 5, the following 
conclusions were drawn. With the increase in the quality 
of IS Pcd, there is an increase in the probability of correct 
Pcd.s work and a decrease in the probability of incorrect Pwd.s 
operation of the parallel IR system. That is, when the qual-
ity of IS increases, the quality of the CE signaling system 
is improved. At the same time, increasing the quality of IS 
by 20 % can lead to an increase in the probability of correct 
Pcd.s operation and a decrease in the probability of incorrect 
Pwd.s operation of the parallel IR system by more than 0.5. 
The resulting direct relationship between the quality of the 
IS and the quality of the CE signaling system is explained 
as follows. In formulas (1), there is a direct relationship 
between the probability of correct measurement of the con-
trolled parameter and the probability of correctly determin-
ing the presence and absence of the controlled parameter. 
The advantage of the proposed four-parameter approach to 
determining the probabilistic characteristics of the parallel 
IR system is that it makes it possible to separately determine 
the probability of situations of correctly determining the 
presence and absence of CE. Thus, with an increase in the 
quality of IS, i.e., an increase in the probability of correct 
determination of the controlled parameter, there is a simul-
taneous decrease in the probability of its incorrect determi-
nation. This, in turn, leads to an increase in the probability 
of correct operation of the system and a decrease in the 
probability of its incorrect operation. In general, our results 
made it possible to determine the influence of the quality of 
IS on the reliability of information in ICS. When applying 
the proposed approach in practice, you may encounter the 
following limitation – the lack of accurate information about 
the quality of work of IS.

The limitations of this study, which determine the scope 
and nature of the use of our results, include the following. 
The work considered a system of parallel IR with equally 
probable ISs, i.e., ISs that have the same probabilistic char-
acteristics. At the same time, the results obtained in the 
work cannot be applied to ICS with different probability 
ISs without additional studies. It should also be noted that 
the paper considered the simulation of the operation of a 
parallel IR system with 4 sensors. At the same time, the re-
sults obtained in the work cannot be applied to a parallel IR 
system with a different number of sensors without additional 
research.

Among the shortcomings of this study, the following 
can be highlighted – over time, the quality of the work of IS 
decreases, which is not taken into account in the proposed 
approach. The paper examines the probabilistic characteris-
tics of IS, the operation of which does not change with the 
time of operation. The next step in the development of the 
approach proposed in the work to determine the dependence 
of the probabilistic characteristics of the parallel IR system 
on the quality of IS is to take into account the decrease in 
the reliability and quality of the work of IS with the time of 

operation. This will make it possible to determine the service 
time of IS with a given level of reliability in order to replace 
it in a timely manner in order to maintain the required level 
of reliability of information in ICS.

The results of mathematical modeling, which reflect the 
dependence of the probabilistic characteristics of the parallel 
IR system on the majority index, are shown in Fig. 4–6.

After analyzing the plots shown in Fig. 4, the following 
conclusions were drawn. As the majority index of the parallel 
IR system increases, there is a decrease in the probability 
of correct Pd and false Pf determining the presence of CE. 
There is also an increase in the probability of missing Pp 
presence and correctly determining the absence of CE Pa. At 
the same time, an increase in the majority index by one unit 
can lead to a decrease in the probability of correct Pd and 
false Pf determining the presence of CE by more than 0.3. 
Also, an increase in the majority indicator by one unit can 
lead to an increase in the probability of missing Pp presence 
and correctly determining the absence of CE Pa by more 
than 0.3. That is, for situations with a high probability of 
the presence of CE, that is, when Ppe>0.5, it is advisable 
to use parallel IR systems with a low majority index. This 
is explained by the fact that they are characterized by a 
high probability of correctly determining the presence Pd 
and a low probability of missing CE Pp. And for situations 
with a high probability of the absence of CE, that is, when 
Pae>0.5, it is advisable to use parallel IR systems with a high 
majority index. This is explained by the fact that they are 
characterized by a high probability of correctly determining 
the absence Pа and a low probability of false detection of 
the presence of CE Pf. After analyzing the plots shown in 
Fig. 5, the following conclusions were drawn. For parallel 
IR systems with a low majority index, there is an increase 
in the probability of correct operation Pcd.s and a decrease 
in the probability of incorrect Pid.s operation of the system 
with increasing probability of occurrence of CE Ppe. And 
for systems with a high majority index, on the contrary, the 
probability of correct operation Pcd.s decreases and the prob-
ability of incorrect Pid.s increases. system operation. At the 
same time, with an increase in the majority index for systems 
with a high probability of occurrence of CE (Ppe>0.5), there 
is a decrease in the probability of the correct operation Pcd.s 
of the system and an increase in the probability of incorrect 
Pid.s system operation. And for systems with a high probabil-
ity of the absence of CE (Ppe>0.5), on the contrary, there is 
an increase in the probability of correct operation Ppe and a 
decrease in the probability of incorrect operation of systems 
Pid.s. At the same time, an increase in the majority index by 
one unit can lead to a change in the probabilities of correct 
Pcd.s and incorrect Pid.s system operation by more than 0.3.

When comparing the probability of correct operation 
Pcd.s of the parallel IR system and the probability of correct 
operation of IS Pcd, the following conclusions were made. 
Under the condition of a high probability of the presence of 
CE (Ppe>0.5), the probability of correct operation of the sys-
tem Pcd.s is greater than the probability of correct operation 
of IS Pcd mainly for parallel IR systems with a low majority 
index. And under the condition of a high probability of 
the absence of CE (Pae>0.5), on the contrary – mainly for 
systems with a high majority index. When comparing the 
probability of incorrect operation of the parallel IR system 
Pid.s and the probability of incorrect operation of PI Pid, the 
following conclusions were made. Under the condition of a 
high probability of the presence of CE (Ppe>0.5), the proba-
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bility of incorrect operation of the system Pid.s is greater than 
the probability of incorrect operation of the PI Pid, mainly 
for parallel IR systems with a high majority index. And 
under the condition of a high probability of the absence of 
CE (Pae>0.5), on the contrary, it is mainly for systems with 
a low majority index.

After analyzing the plots shown in Fig. 6, the following 
conclusions were drawn. As the majority index increases, 
there is a decrease in the probability of correct operation of 
the parallel IR system Pcd.s and an increase in the probability 
of its incorrect operation Pid.s under the condition of a high 
probability of presence (Ppe>0.5) of CE. And under the 
condition of a high probability of absence (Pae>0.5) of CE, 
on the contrary, there is an increase in the probability of 
the correct operation of the parallel IR system Pcd.s and a 
decrease in the probability of its incorrect operation Pid.s 
with an increase in the majority index. At the same time, 
an increase in the majority index by one unit can lead to a 
change in the probabilities of correct Pcd.s and incorrect Pid.s 
system operation by more than 0.3. With an increase in the 
number of IS n, under the condition of a high probability of 
the presence of CE (Ppe>0.5) and an unchanged value of the 
majority indicator m, there is an increase in the probability 
of the correct operation of the system of parallel IR Pcd.s. At 
the same time, there is also a decrease in the probability of its 
improper operation Pid.s. And under the condition of a high 
probability of the absence of CE (Pae>0.5) with an increase 
in the number of IS n, under the condition of an unchanged 
value of the majority indicator m, there is a decrease in the 
probability of the correct operation of the system of parallel 
IR Pcd.s. At the same time, there is also an increase in the 
probability of its improper operation Pid.s.

Thus, under the condition of a high probability of the ap-
pearance of CE (Ppe>0.5), it is advisable to use parallel IR sys-
tems with a low majority index m and a large number of ISs n. 
The use of parallel IR systems with a high majority index m 
and a large number of CIs n under the condition of a high 
probability of occurrence of CE (Ppe>0.5) is undesirable. And 
if there is a high probability of the absence of CE (Pae>0.5), on 
the contrary, it is advisable to use systems of parallel IR with 
a high majority index m and a large number of ISs n. The use 
of parallel IR systems with a low majority index m and a large 
number of CIs n under the condition of a high probability of 
the absence of CE (Pae>0.5) is undesirable.

Our results of mathematical modeling are explained 
by the fact that with the growth of the majority index, the 
number of terms increases when determining the value of the 
probabilities of correctly detecting the absence and omission 
of CE. Also, as the majority index increases, the number of 
terms in determining the value of the probability of correct 
and false detection of the presence of CE decreases, as can be 
seen from formulas (4) to (7). The advantage of the proposed 
four-parameter approach to determining the probabilistic 
characteristics of the parallel IR system, in contrast to the 
alternative three-parameter approach, is that the proposed 
approach allowed determining the following. The use of 
parallel IR systems with a high majority index is desirable 
only if there is a high probability of the absence of CE, and 
if there is a high probability of the presence of CE, the use of 
systems with a high majority index is undesirable. Also, the 
proposed approach made it possible to determine that with 
the increase in the number of ISs in the parallel IR system, 
the probability of correct operation of the system increases. 
In general, our results make it possible to determine the 

influence of the majority index of the parallel IR system on 
the reliability of information in ICS. When applying the pro-
posed approach in practice, you may encounter the following 
limitation – the inertia of the work of the majority elements 
and the lack of accurate information about the quality of the 
work of t–IS. Among the shortcomings of this study, the 
following can be highlighted – over time, the quality of work 
decreases, and the majority of elements fail, which is not 
taken into account in the proposed approach. In this study, 
a system of parallel IR with identical ISs is considered, the 
quality of which does not decrease with the time of opera-
tion. The application of the proposed approach in practice 
requires additional research for parallel IR systems with dif-
ferent ISs, the quality of which decreases over time. The next 
step in the development of this research is the determination 
of the influence of the majority index on the probabilistic 
characteristics of the parallel IR system under the condition 
of using IS of different quality. This will make it possible to 
build systems of parallel IR using different ISs, including ISs 
with different physical principles of action.

The results of mathematical modeling, which reflect the 
dependence of the probabilistic characteristics of the parallel 
IR system on the probability of the appearance of CE, are 
shown in Fig. 4, 5.

After analyzing the plots shown in Fig. 4, the following 
conclusions were drawn. Under the condition of high proba-
bility of the appearance of CE (Ppe>0.5), there is a predom-
inance of Pd over Pa, and Pp over Pf, and under the condition 
of a high probability of the absence of CE (Pae>0.5), on 
the contrary, there is a predominance of Pa over Pd and Pf 
over Pp. It should also be noted that when the probability of 
occurrence of CE Ppe decreases, the probabilities of Pd and 
Pp decrease and the probabilities of Pa and Pf increase. At 
the same time, the magnitude of the change in the specified 
probabilities, for real ISs, is smaller than the magnitude 
of the change in the probability of the occurrence of CE. 
Thus, for situations with a high probability of the presence 
of CE (Ppe>0.5), the main problem is the omission of the 
presence of CE, and for situations with a high probability 
of the absence of CE (Pae>0.5), the main problem is the 
false detection of the presence of CE. For a situation where 
Pae=Ppe=0.5, situations of omission and false detection of the 
presence of CE are equally likely events.

After analyzing the plots shown in Fig. 5, the following 
conclusions were drawn. With an increase in the probabil-
ity of the appearance of CE Ppe, there is an increase in the 
probability of the correct operation of the parallel IR system 
Pcd.s with a low majority index and its decrease for parallel 
IR systems with a high majority index. At the same time, 
the magnitude of change in the specified probabilities, for 
real ISs, is smaller than the magnitude of the change in the 
probability of the occurrence of CE.

The resulting direct relationship between the probability 
of occurrence of CE and the quality of the CE signaling sys-
tem is explained as follows. As can be seen from (1), there is 
a direct relationship between the probability of occurrence 
of CE and the probability of correctly determining the pres-
ence and absence of the controlled parameter. In addition, 
our results of mathematical modeling are explained by the 
fact that as the majority index increases, the number of terms 
decreases when determining the probability of correct and 
false detection of the presence of CE, as can be seen from for-
mulas (4) to (7). The advantage of the proposed four-param-
eter approach to determining the probabilistic characteris-
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tics of the parallel IR system is as follows. It makes it possible 
to separately determine the probabilistic characteristics of the 
parallel IR system under conditions of high and low probabili-
ty of occurrence of CE. In general, our results make it possible 
to determine the influence of the probability of the occurrence 
of CE on the reliability of information in ICS.

When applying the proposed approach in practice, one 
may encounter the following limitation – the absence of a 
controlled parameter that uniquely determines the moment 
of onset of CE. Among the shortcomings of this study, the 
following can be highlighted – over time, there is a change in 
the probability of the appearance of CE, which is not taken 
into account in the proposed approach. Since in this study 
the probability of occurrence of CE is a constant value, the 
application of the proposed approach in practice requires 
taking into account the fact that the value of the probabil-
ity of occurrence of CE changes over time. The next step 
in the development of this research is the development of a 
procedure for choosing the optimal structure of the parallel 
IR system depending on the value of the probability of the 
occurrence of CE. This will make it possible to develop sys-
tems of parallel IR with a program variable structure. This, 
in turn, will make it possible to programmatically adjust 
the structure of the parallel IR system in accordance with 
the state of the investigated system in order to ensure high 
reliability of information regarding the appearance of CE.

7. Conclusions 

1. In our work, based on the four-parameter state graph 
of the CE signaling system, the formulas for the dependence 
of the probabilistic characteristics of the parallel IR system 
operation on the quality of the IS, the majority indicator, 
and the probability of the CE appearance were derived. The 
peculiarity of the resulting formulas, in contrast to existing 
ones, is that they take into account the probability of the 
appearance of CE. This, in turn, makes it possible to take 
into account the probability of the appearance of CE when 
choosing the optimal structure of the parallel IR system. The 
formulas are based on the theory of probability.

2. On the basis of mathematical modeling, it was shown 
that there is a direct relationship between the probabilistic 
characteristics of the parallel IR system and the quality of 
IS. As the quality of IS increases, the quality of the parallel 
IR system increases and the probability of omission and false 
detection of CE decreases. At the same time, a 20 % improve-
ment in the quality of CI can lead to a change in the specified 
probabilities by more than 0.5. The peculiarity of our results 
is that the results of the study of the probabilities of correctly 
determining the presence and absence of CE were obtained 
separately. This, in turn, makes it possible to take into ac-
count the quality of IS when choosing the optimal structure 
of the parallel IR system. Taking into account the quality of 
IS work when determining the probabilistic characteristics 
of the parallel IR system will make it possible in the future 
to determine the time of replacing IS in order to ensure the 
necessary level of reliability of information in ICS.

3. Based on mathematical modeling, it was shown that 
the value of the majority index of the parallel IR system 
affects its probabilistic characteristics as follows. As the ma-
jority index increases, there is a decrease in the probability 
of correctly and incorrectly determining the presence of CE 
and an increase in the probability of missing and correctly 

identifying the absence of CE. At the same time, an increase 
in the majority indicator by unity can lead to a change in 
the specified probabilities by more than 0.3. The peculiarity 
of our results is that they made it possible to determine the 
following. Under the condition of high probability of the 
appearance of CE, it is advisable to use systems of parallel 
IR with a low majority index, and under the condition of 
high probability of the absence of CE – systems of parallel 
IR with a high index of majority. This allows taking into 
account the majority index when choosing the optimal 
structure of the parallel IR system, depending on the state 
of the investigated situation and the quality of IS. Taking 
into account the majority index when determining the prob-
abilistic characteristics of the parallel IR system will make 
it possible in the future to build parallel IR systems with a 
program variable structure in order to ensure the necessary 
level of information reliability in ICS.

4. On the basis of mathematical modeling, it was shown 
that the following relationship exists between the probabilis-
tic characteristics of the parallel IR system and the probabil-
ity of occurrence of CE. With an increase in the probability 
of occurrence of CE, there is an increase in the probability 
of missing and correctly determining the presence of CE and 
a decrease in the probability of false detection and correct 
detection of the absence of CE. At the same time, the mag-
nitude of change in the specified probabilities, for real ISs, is 
smaller than the magnitude of change in the probability of 
the occurrence of CE. The peculiarity of our results is that 
they made it possible to determine the following. Under con-
ditions of high and low probability of the appearance of CE, 
parallel IR systems with different majority indicators should 
be used. Given the high probability of the absence of CE, it 
is advisable to use systems of parallel IR with a high majority 
index. Given the high probability of the appearance of CE, it 
is advisable to use systems of parallel IR with a low majority 
indicator. This will make it possible to take into account 
the probability of the appearance of CE when choosing the 
optimal structure of the parallel IR system and using parallel 
IR systems with a software-variable structure to ensure the 
necessary level of information reliability in the ICS.
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