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1. Introduction 

On February 24, 2022, Russia launched a full-scale 
military invasion of Ukraine. This unprovoked, tragic, and 

undeclared war led to serious consequences for the civilian 
population: interruptions in business processes, devastating 
effects on people, cities, and infrastructure, and caused great 
damage to the economy as a whole. As a result, the business 
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The object of this study was the 
digitalization of small and medi-
um-sized enterprises under martial 
law. The problem being solved was 
to overcome obstacles that slow down 
the introduction of digital technologies 
into the business processes of small 
and medium-sized enterprises during 
periods of conflict or war. During the 
period of martial law, the consequenc-
es for small and medium-sized enter-
prises are instability, material loss-
es, resource limitations, and security 
threats. Despite the reduction in the 
number of small and medium-sized 
enterprises in Ukraine during the mili-
tary invasion by 29.39 %, most of them 
continued to function, adapting to the 
new conditions of the crisis situation. 
However, neither the crisis condi-
tions nor the increase in Internet users 
prompted these enterprises to make 
significant changes in the use of digital 
technologies. This was due to a number 
of barriers, including the following. 
The lack of liquidity and financing, 
the forced nature of implementation, 
the need to constantly adapt busi-
ness processes to external changes 
are more related to the crisis situa-
tion. Inappropriate digital tools, lack 
of package solutions, lack of sufficient 
knowledge and skills, low trust in the 
state, small size of the enterprise, lack 
of understanding of the need or direc-
tion of reformatting business process-
es do not depend on the state of war. 
Overcoming the barriers to digitiza-
tion of small and medium-sized enter-
prises under martial law is envisaged 
through interaction and partnership 
with other stakeholders. Cooperation 
and partnership are based on finan-
cial and informational support, train-
ing, platform model, and shared use of 
resources. The necessity and possibili-
ty of applying the developed proposals 
to overcome the barriers of digitaliza-
tion of small and medium-sized enter-
prises under the conditions of martial 
law predetermines the practical signif-
icance of reported results
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environment was under considerable stress due to the hostil-
ities and their consequences.

Small and medium-sized enterprises are the basis of 
most economies in the world. For example, according 
to [1], small and medium-sized enterprises make up 99 % 
of all enterprises in the European Union and provide ap-
proximately two-thirds of total employment. Small and 
medium-sized enterprises are also the basis of most econ-
omies in the countries of the Organization for Economic 
Cooperation and Development (OECD) [2]. Across the 
OECD, they account for 99 % of all businesses and produce 
between 50 % and 60 % of value added. In Ukraine before 
the military invasion, this segment of enterprises also ac-
counted for 99 % [3]. And although their share decreased 
after February 24, 2022, these enterprises are still the core 
of the Ukrainian economy.

The global pandemic of COVID-19 has shown that 
digitalization has become an effective tool for creating 
adequate conditions for the functioning of business. It is 
digitalization that contributes to the sustainable devel-
opment of the enterprise under conditions of uncertainty 
by reducing the costs of developing new products and the 
time to bring them to the market. Thus, it contributes to 
the implementation of modern approaches to the forma-
tion of new qualities of the company and its compliance 
with the trends of constant acceleration of technology 
renewal.

In turn, the digitalization of small and medium-sized 
enterprises is crucial for creating inclusive and sustain-
able economies and societies. Digitization means the use 
of digital technologies, data and relationships that lead to 
the creation of new or changes in existing activities. That 
is, in the business sector, digitalization should be under-
stood as the introduction of digital technologies with the 
aim of changing existing business processes [4]. Under the 
conditions of external shocks, the digitalization of small 
and medium-sized enterprises is a necessary condition for 
maintaining the economic stability of the country. Thus, 
setting up remote work allows enterprises to maintain 
their activities and avoid mass layoffs during crisis situ-
ations. Digital interaction with customers and suppliers, 
the search for new sales markets allows small and medi-
um-sized enterprises to adapt to new conditions, respond 
to changes faster and increase their competitiveness. The 
digital form of interaction and digital partnership makes 
it possible to quickly create and implement new projects 
in response to changes in market needs.

Despite the fact that digital technologies generally 
have a positive effect on the results of enterprises, their 
implementation and integration into business process-
es require a fundamental transformation and transfor-
mation of corporate culture [4]. For small and medi-
um-sized enterprises, this process is not easy because 
they very often know little about the benefits of digitali-
zation, and their resources, both financial and human, are  
insufficient. 

Thus, the study of the barriers to digitization of small 
and medium-sized enterprises under the conditions of 
martial law is particularly relevant. Determining ways to 
overcome these barriers will not only contribute to their 
own survival and development but is also important for 
the recovery of the country’s economy and support for the 
socio-economic well-being of local communities.

2. Literature review and problem statement

Digitization is an external environmental challenge 
for small and medium-sized enterprises. Therefore, its im-
plementation is a complex process with many challenges 
in terms of resources and other barriers that need to be 
overcome. For example, in work [5], the level of readiness 
of Romanian small and medium-sized enterprises for the 
implementation of Industry 4.0 technologies was considered. 
In the work, a survey of managers of small and medium-sized 
enterprises was conducted about the driving forces and 
barriers to the implementation of Industry 4.0 technolo-
gies in business development. Based on the survey, it was 
established that the managers of small and medium-sized 
businesses in Romania are generally informed about digital 
technologies. At the same time, the management of small and 
medium-sized enterprises considers the lack of knowledge 
about Industry 4.0, lack of standards, and the need to spend 
additional funds to be significant barriers to digitization. 
Lack of understanding of the strategic importance of In-
dustry 4.0, the limitation of human resources, and the need 
for continuous education of employees are also considered 
as barriers to business digitalization. The disadvantage of 
work [5] is the survey method used because the opinions 
and ideas of managers in other countries or other areas may 
differ, so the results and conclusions may be different.

The purpose of work [6] is to analyze the role of digital 
technologies in overcoming the shortcomings of the business 
model of internationalization of small and medium-sized 
enterprises. A business model at work refers to the way a 
company creates, delivers, and sustains value. Digitiza-
tion means the use of digital technologies to innovate the 
business model and introduce new opportunities for value 
generation in industrial ecosystems. Value creation is the 
proposition a company makes to its customers. The research 
in work [6] was conducted using the case study method, the 
objects of which were 29 small and medium-sized enterprises 
from Finland and Sweden that chose a digital model of in-
ternationalization. These companies operate in areas such as 
energy technology, manufacturing and engineering, digital 
services for manufacturing enterprises, and manufactur-
ing. Challenges of internationalization for small and medi-
um-sized enterprises to create value turned out to be the lack 
of knowledge about the international market, complex inter-
national marketing conditions and insufficient international 
value of the offer. As for providing value, the challenges are 
related to international cooperation, limited resources for 
business development, and lack of competencies and skilled 
workers for internationalization. Value retention challenges 
relate to increasing costs of international operations and 
volatile revenues from international operations. All of these 
challenges are being addressed by digital technologies by 
reducing transaction costs. The shortcoming of work [6] is 
its review nature.

Work [7] considers determining the relationship be-
tween digitalization and innovative productivity of medium 
and small enterprises. 1,100 enterprises in Germany were 
surveyed. As a result, it was established that digital diffu-
sion is a significant positive trigger of innovation in small 
and medium-sized enterprises. Integrating generic efficien-
cy-oriented digital technologies into business processes gen-
erally only contributes to the optimization of basic business 
processes but does not provide a significant mechanism for 
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creating or sustaining value. The disadvantage of work [7] is 
the failure to take into account the specificity of enterprises, 
which is caused by the limited availability of raw data for 
analysis.

The purpose of paper [8] is to determine the relationship 
between digitalization and the performance of European 
small and medium-sized enterprises. To assess the digital 
maturity and competitiveness of enterprises in the digital 
world, work [4] used the digital intensity index, which is 
calculated as the ratio of the company’s digital income to its 
total income. The index of integration of digital technologies 
in work [8] serves to assess the degree of implementation and 
use of digital technologies in business activities. The index 
takes into account such factors as the level of automation, 
the level of data integration, and the use of analytics. The 
efficiency of small and medium-sized enterprises in work [8] 
was evaluated by the indicators of their share in the gross 
added value and employment. Control variables are gross 
domestic product (GDP) growth and the share of investment 
in GDP. The assessment of the relationship in work [8] was 
performed on the basis of linear regression. The results of 
the panel data analysis suggest that the integration of digital 
technologies and the intensity of digitalization significantly 
improve the performance of small and medium-sized busi-
nesses in terms of growth in value added and employment in 
the European Union (EU-27). The disadvantage of work [8] 
is that it highlights only the positive results of digitalization. 
Barriers to digitization and its shortcomings were not con-
sidered in the work.

Work [9] examines the concept of Industry 4.0 from the 
point of view of its perception by enterprise managers, as 
well as the driving forces and barriers to the implementation 
of these technologies. The research was conducted by means 
of semi-structured interviews, as well as by analyzing web-
sites and annual reports of 26 enterprises in Hungary, which 
were representatives of small, medium, and multinational 
businesses. Businesses belonging to digital users focus on 
their managerial aspects, while manufacturers focus on the 
technological aspect. Expectations of managers are rec-
ognized as an important driving force of digitalization of 
business processes in work [9], as technologies help improve 
decision-making processes and evaluation of enterprise 
performance results. Among the barriers to digitalization 
in work [9], special attention was paid to organizational 
resistance to changes, standardization of business processes, 
and creativity of management. Work [9] emphasizes the 
differences in the factors of digitalization for small and large 
enterprises. Thus, small businesses care less about their 
profitability and more about customer satisfaction. It is 
easier for small businesses to adopt digital technologies due 
to a simpler organizational structure and more transparent 
processes. Small and medium-sized enterprises have fewer 
technological dependences and barriers to cooperation. 
However, the disadvantage of work [9] is the low reliability 
of the interview method due to possible bias and subjective 
interpretation of the survey results.

Paper [10] examines the use of digital technologies in 
small and medium-sized enterprises to overcome the con-
sequences of extreme events, for example, the COVID-19 
pandemic. Extreme circumstances are events that disrupt 
the normal flow of goods and services within the economic 
system. Under these circumstances, small and medium-sized 
enterprises use digital technologies not only to reduce trans-

action costs, but also to restore the supply chain, communi-
cate with employees and customers, and share resources. To 
this end, enterprises should review their business strategies. 
At the same time, work [10] is based only on a literature re-
view, which significantly limits the obtained results.

Work [11] considers the issue of how small and medi-
um-sized enterprises can increase productivity through 
digital platforms. 230 Swedish small and medium-sized 
manufacturing enterprises were studied by means of a sur-
vey. The results of the survey were analyzed by the method 
of partial least squares (PLS-SEM). The results showed 
that digital capabilities provided by platforms have a pos-
itive effect on network capabilities. Digital platforms are 
modular architectures that include a core and replacement 
modules and related governance: a set of rules, standards, 
and organizational processes to coordinate platform partic-
ipants. The specificity of platforms is that its participants 
can share and use shared resources. Applying a platform 
approach in business requires changing the business model 
and transforming the value proposition. Platform man-
agement makes it possible to manage communication and 
prevent conflict situations by defining the role of each 
partner. Network capabilities are dynamic capabilities that 
create relationships within and outside of an organization. 
However, work [11] does not consider other operational and 
dynamic capabilities that are affected by digital platforms. 
Also, the results of the study were not verified for small and 
medium-sized enterprises from other countries and other 
sectors of the economy.

In work [12], the goal was to analyze the digitalization 
strategy of small and medium-sized enterprises in order to 
overcome the changes caused by the COVID-19 pandemic. 
The object of the study was 7 manufacturing small and me-
dium-sized enterprises from Indonesia. As a result, it was 
established that enterprises with a high level of digital ma-
turity accelerated the transition to a digital business model 
during the crisis. Small and medium-sized enterprises, which 
had problems with liquidity and a low level of digital maturi-
ty, digitized only the sales function. Small and medium-sized 
enterprises with a low level of digital maturity, which have 
a large social capital, have chosen to outsource their digi-
tal operations. That is, they cooperate with partners who 
already have a digital business model, which encourages 
further digital transition. The disadvantage of work [12] is 
the use of the case study method and interviews, which sub-
jectivizes the obtained results.

The purpose of study [13] is to determine the role 
of digital technologies in the profitability of small and 
medium-sized enterprises. The research was carried out 
by the case study method, 8 German enterprises that fell 
under the criteria of small and medium-sized enterprises 
were examined. Among the barriers to digitization in 
study [13], the following were identified: insufficient data 
protection, difficulty in transitioning to new reporting 
forms and methods, reduction of working hours and wages, 
lack of additional costs for the implementation of digital 
technologies. In addition, the possible loss of the emotional 
component of sales, lack of knowledge to use digital tech-
nologies, and uncertainty about the results of technology 
implementation are also hindering factors. However, the in-
dicated barriers are significant for small and medium-sized 
enterprises surveyed in study [13], which is a drawback of 
the cited work.
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Paper [14] defines the role of digitalization in overcom-
ing the consequences of the crisis for micro-small and medi-
um-sized enterprises in Romania. To achieve the goal, the 
behavior of enterprises during the COVID-19 pandemic was 
investigated. As a result, it was found that the barriers to 
digitalization for micro-small and medium-sized enterprises 
are the following: insufficient perception of the usefulness of 
digital development by entrepreneurs and limited resources 
of small and medium-sized enterprises. Moreover, it turned 
out that the decrease in sales volumes of enterprises during 
the COVID-19 pandemic does not encourage entrepreneurs 
to switch to a digital business model. The main factor here is 
the consumer’s orientation towards online shopping. Howev-
er, the results cannot be directly applied to other countries 
or enterprises due to the applied research methodology.

Work [15] focuses on the search for a relationship be-
tween the digitalization of small and medium-sized enter-
prises in China and their response to the social crisis caused 
by the COVID-19 pandemic. The study was conducted 
through an online survey of 518 Chinese small and medi-
um-sized enterprises. As a result, it was established that dig-
italization has a positive effect on the dynamic capabilities of 
small and medium-sized enterprises, which makes it possible 
to overcome the negative consequences of the crisis. Dynam-
ic capabilities are complex capabilities to build, combine, 
and reconstruct internal and external resources to function 
in a rapidly changing environment. However, work [15] did 
not consider digitalization barriers, which is related to the 
purpose of the study. Also, the results are relevant for China 
because other countries were not considered in the work.

The results of our review of the literature [5–15] indicate 
the presence of unresolved issues regarding the barriers to 
digitization of small and medium-sized enterprises. In par-
ticular, the barriers that are reinforced during crisis events 
are understudied. There is also a lack of systematization of 
ways to overcome these barriers when the crisis situation 
continues for a long time. All this allows us to state that it is 
appropriate to conduct a study aimed at overcoming the bar-
riers to digitization of small and medium-sized enterprises 
under the conditions of martial law.

3. The aim and objectives of the study

The purpose of the study is to substantiate the directions 
for overcoming obstacles that slow down the implementation 
of digital technologies in the business processes of small 
and medium-sized enterprises during periods of conflict or 
war. This will provide an opportunity to take into account 
the identified key issues and challenges when developing 
strategies to support small and medium-sized businesses in 
order to facilitate the successful implementation of digital 
technologies during military conflict.

To achieve the goal, the following tasks were set:
– to determine the main factors that accompany the 

functioning of small and medium-sized enterprises under the 
conditions of martial law;

– to justify barriers that complicate the digitalization of 
small and medium-sized enterprises under the conditions of 
martial law;

– to identify ways to support the capability of small and 
medium-sized enterprises to implement digital technologies 
during martial law.

4. The study materials and methods

The object of our study is the digitization of small and 
medium-sized enterprises under martial law.

The main hypothesis of the study: under the conditions of 
a military conflict, the obstacles that small and medium-sized 
enterprises face when implementing digital technologies can 
be successfully overcome with the appropriate approach and 
application of effective strategies. This can help increase the 
stability and competitiveness of enterprises, as well as help 
support economic growth and development in crisis situations.

Research methods: when determining the main factors of 
the functioning of small and medium-sized enterprises under 
the conditions of martial law and digitalization barriers, the 
methods of analysis, synthesis, structural logic, systematiza-
tion, and generalization were used.

Analysis of the barriers to digitalization of small and 
medium-sized enterprises under the conditions of martial 
law was carried out by an expert method, the description of 
which is given below in accordance with [16]. The implemen-
tation of the specified direction involved the following steps:

1) determination of the set of digitalization barriers by 
analyzing data provided in scientific and analytical sources;

2) evaluation of the importance of each defined barrier 
by experts on a scale from 0 to 10 points;

3) processing of collective expert assessment materials 
by means of standardization and ranking;

4) determination of statistical indicators of the sum 
of ranks, average rank, indicator of the frequency of max-
imum ratings, activity of experts and scope according to 
formulas (1) to (5):

1

,
m

j ij
i

S R
=

=∑  		  (1)

where Sj is the sum of ranks;
Rij is the rank determined according to the evaluations 

provided by the i-th expert of the j-th factor (barrier);
m – number of experts;

,j
j

S
S

m
= 		  (2)

where jS  – average rank for each factor (barrier);
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j
j

m
K

m
= 		 (3)

where Kmaxj is the frequency indicator of the maximum pos-
sible estimates;

mmaxj – the number of maximum evaluations of the j-th 
factor (barrier);

mj is the total number of evaluations of the j-th fac-
tor (barrier).

The Kmaxj indicator can take values from 0 to 1. The 
importance of the jth factor increases as Kmaxj approaches 1. 
Preference should be given to one or another factor depend-
ing on the average values of the rank or points. And only 
with the same ranks, the factor can be considered the most 
important for the maximum value of Kmaxj:

,j
aej

m
K

m
= 		  (4)
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where Kaej is the activity coefficient of experts on the j-th factor; 
mj – the number of experts who evaluated the jth factor;
m is the total number of experts:

max min ,j j jL R R= − 		  (5)

where Lj is the range of evaluations, in points, given by ex-
perts of the j-th factor;

Rjmax, Rjmin – respectively, the maximum and minimum 
evaluations given by experts of the jth factor;

5) assessment of agreement of experts’ opinions accord-
ing to the concordance coefficient (6) and determination of 
its statistical significance based on the Pearson test (8):
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where m is the number of experts;
n – number of factors (barriers);
Rij ‒ the rank of the i-th factor, evaluated by the j-th expert;
Tj is the index of connected ranks in the ranking of the 

j-th expert, calculated according to formula (7):

( )3

1

,
jH

j k k
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T t t
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= −∑ 		  (7)

where Hj is the number of groups that are the same in the 
ranking of the j-th expert;

tk is the number of identical ranks in the k-th group of 
connected ranks when ranked by the j-th expert:

( )2 1 .m n Wχ = − 		  (8)

Identification of directions for overcoming barriers to 
digitalization of small and medium-sized enterprises during 
martial law is carried out using a system analysis.

5. Results of investigating barriers to the implementation 
of digital technologies in small and medium-sized 

enterprises during martial law

5. 1. Determining the factors in the activity of small 
and medium-sized enterprises under the conditions of 
martial law

According to [17], martial law is a special legal regime 
that is introduced in the event of armed aggression or 
threat of attack, danger to the state inde-
pendence of Ukraine, its territorial integri-
ty. For enterprises, regardless of their size, 
this legal regime provides for the limitation 
of their rights and legitimate interests. 
Thus, during the operation of the wartime 
legal regime, if necessary, restrictions relat-
ed to the withdrawal of enterprise resources 
(labor and material), restrictions or bans on 
the movement of citizens and vehicles may 
be introduced [18]. In addition, armed ag-
gression creates increased risks of destruc-
tion of property, loss of health and lives of 
citizens. Declared or undeclared war is a 

force majeure circumstance that objectively makes it im-
possible to fulfill contractual obligations and obligations 
stipulated by legislative and other state normative legal 
acts [19, 20]. Therefore, the expected consequences for the 
functioning of small and medium-sized enterprises under 
the conditions of martial law are instability, material 
losses from military operations, resource limitations, and 
security threats.

These consequences are confirmed by empirical 
data (Table 1).

So, as evidenced by the data given in Table 1, the num-
ber of small and medium-sized enterprises, the number of 
employees and the volume of sales reacted negatively to the 
Russian invasion and military actions in Ukraine. At the 
same time, the decrease of these indicators is determined by 
the heterogeneity of the reaction of small and medium-sized 
enterprises to the crisis situation. On the other hand, under 
the conditions of martial law, despite the general decrease 
in business activity, the majority of small and medium-sized 
enterprises in Ukraine continued to function. That is, these 
enterprises are adapting to the new conditions of the crisis 
situation, and changes in the structure of the number of 
enterprises by types of economic activity demonstrate the 
important role of the service sector. This allows us to con-
clude that under the conditions of such a crisis as martial 
law, increasing the stability and efficiency of small and 
medium-sized enterprises is an important step to support 
the economy as a whole. 

Fig. 1 shows factors in the functioning of small and 
medium-sized enterprises, which are directly related to the 
martial law.

Fig. 1 shows that the state of war provoked the dis-
ruption of the stability of business processes in SMEs. 
Changes in the supply of raw materials, restrictions on 
the movement of workers and goods, and the destruction 
of infrastructure have led to reduced productivity and 
increased costs. Decreased consumer demand, losses from 
destruction of property and deterioration of lending con-
ditions led to a decrease in turnover and losses. As a re-
sult, SMEs experienced financial difficulties. In addition, 
the military conflict led to personnel losses: workers were 
forced to leave their workplaces due to security threats 
or mobilization. The increase in the risks of terrorist acts 
and military actions requires changes in fire prevention 
measures and ensuring the safety of employees from en-
terprises. Solving these problems requires a change in 
strategies for the development of small and medium-sized 
enterprises, aimed at restoring their stability under the 
conditions of a military conflict.

Table 1

Performance indicators of medium and small enterprises in Ukraine during 
2018–2022

Year
Quanti-
ty, units

Growth 
rate, %

Number of  
employees,  

thousand persons

Growth 
rate, %

Sales volume, 
mln. USD

Growth 
rate, %

2018 355,431 5.20 4385.2 3.13 209,195.1 16.44

2019 380,079 6.93 4799.2 9.44 232,469.7 11.13

2020 373,310 –1.78 4791.5 –0.16 238,281.6 2.50

2021 370,224 –0.83 4743.0 –1.01 310,649.0 30.37

2022 261,430 –29.39 4012.5 –15.40 216,705.4 –30.24

Note: compiled by Authors according to [3].
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The experience of the func-
tioning of enterprises under the 
conditions of the COVID-19 
pandemic has shown the expe-
diency of digitalization to over-
come the crisis. This is evidenced 
by the number of Internet us-
ers in the world. Thus, according 
to data [25], in 2023 there was 
5.4 billion people using the In-
ternet, which is 67 % of the world 
population. The growth rate of 
Internet users in 2023 was 4.7 %, 
while in 2021 and 2022 this indi-
cator was 3.5 %. In Ukraine, the 
number of Internet users grew even faster by 2022. Thus, 
according to the data given in [26, 27] for 2019–2020, 
the increase was 25.3 %. Therefore, the largest increase 
in the use of the Internet occurred during the lockdowns 
during the COVID-19 pandemic, I. The purpose of these 
measures was to slow down the spread of a dangerous 
situation, preserve the lives and health of citizens, as well 
as reduce the pressure on the medical system. It should 
be noted that during the full-scale military invasion of 

Ukraine, a situation of mass lockdown 
actually took place. However, the in-
crease in Internet users did not occur 
due to a physical reduction in their 
number by 21.7 % [28].

However, neither the crisis condi-
tions nor the increase in Internet us-
ers prompted small and medium-sized 
enterprises in Ukraine to make sig-
nificant changes in the use of digital 
technologies (Table 2).

Table 2 demonstrates that the 
main technologies used by SMEs 
are social media and the Internet to 
search for information and exchange 
information with regulatory bodies 
and counterparties. Despite the sig-
nificant share (almost 40 %) of trade 
enterprises in the structure of SMEs, 
only a little more than 3 % of them 
use e-commerce. Cloud computing is 
used by SMEs as a replacement for a 
physical server, so further growth in 
the use of this technology is expected 
in martial law.

In summary, small and medi-
um-sized enterprises in Ukraine con-
tinued to function under the changed 
conditions of the martial law, but there 
was no breakthrough in digitalization 
as a key tool for overcoming the nega-
tive consequences of the crisis. At the 
same time, the processes of implement-
ing relevant technologies, regardless of 
such a motivating factor as the state of 
war, are hampered by the presence of 
certain barriers, which predetermines 
the need for their analysis.

5. 2. Justification of barriers to digitalization of small 
and medium-sized enterprises under the conditions of 
martial law 

Determining the most important barriers to digitization 
is a critical stage in the process of preparing and implement-
ing digital initiatives. For small and medium-sized enterpris-
es, these barriers are summarized in Table 3.

Listed in Table 3, the barriers are seen as factors that 
inherently affect the digitalization process in such a way that 

Fig. 1. Factors that most affected the activities of small and medium-sized 
enterprises in Ukraine due to the military invasion in 2022	

Note: compiled by Authors from sources [21–24]
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Table 2

Use of digital technologies by small and medium-sized enterprises in Ukraine 	
in 2018–2022

Year
Share of SMEs en-

gaged in  
e-commerce, %

Share of SMEs with 
access  

to the Internet, %

Share of SMEs that 
used  

social media, %

Share of SMEs using 
cloud  

computing, %

2018 3.57 65.68 29.32 9.57

2019 3.30 62.39 29.89 10.1

2020 3.44 n/a n/a n/a

2021 3.45 64.52 n/a 10.31

2022 n/a 73.65 29.12 9.8

Note: compiled by Authors according to [29, 30].
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it slows down or even stops. It 
is proposed to assess the degree 
of influence by determining the 
importance of the barriers list-
ed in Table 3 by the method of 
expert evaluations. 10 scientists 
were chosen as experts, study-
ing the problems of digitization 
under the conditions of non-dis-
tribution of their personal data.

The results of processing 
the evaluations received from 
experts are given in Table 4.

Analysis of indicators of the 
sum of the ranks and the aver-
age rank listed in Table 4 allow 
us to conclude that the first ten 
barriers are the most important, 
and those in the last ten are 
the least important. The ex-
pert activity indicator indicates 
that the selected barriers are 
quite reasonable, as all experts 
rated them. The indicator of 
the frequency of the maximum 
possible evaluations shows that 
the experts gave the maximum 
score to the first five barriers. 
and the eighth barrier. Thus, 
from the totality of all analyzed 
barriers, it is possible to work 
on them in the first place. The 
size of the range indicates the 
ambiguous agreement of the ex-
perts, because for some barri-
ers the differences between the 
ranks exceed the value of the 
average rank. This indicates the 
need for additional substantia-
tion of the degree of consistency 
of experts’ opinions.

To determine the adequa-
cy of the level of agreement 
of experts’ opinions, the con-
cordance coefficient was deter-
mined, which was 0.803. Since 
its value is in the range from 
0.7 to 1, it indicates a high con-
sistency of experts’ opinions. 
The statistical significance of 
the concordance coefficient was 
tested by the Pearson test. Ac-
cording to the results of the 
calculations, its value is 299.62, 
which is greater than the theo-
retical value of this criterion for 
the significance level of 0.99, 
which is 57.3. That is, the ob-
tained value of agreement of 
experts’ opinions is statistically 
significant, and the results of 
expert evaluation can be used 
as justified.

Table 3

Barriers to digitalization of small and medium-sized enterprises*

Digitalization barrier Designation

Insufficient digital skills of staff, management, and entrepreneurs d

Insufficient development of management and technical skills of personnel d1

The difficulty of finding and retaining employees with the necessary digital skills d2

Lack of skills necessary to adapt to the digital environment d3

Dependence on external consultants to compensate for weak internal capabilities d4

Internal resistance to change, fear of change caused by prejudice and conservatism 
(for example, fear of management and company owners to lose/open/describe all  

business processes of the company, fear of employees to be out of a job, etc.)
d5

Managers and entrepreneurs lack sufficient knowledge and organizational skills to 
rethink the digitalization of the enterprise

d6

Lack of knowledge of the regulatory framework of management  
in the digital environment

d7

Strategic barriers s

Lack of understanding of the need or direction of reformatting business processes s1

The impossibility of rethinking the internal organization of the enterprise’s work as a 
whole, as well as supply and distribution chains

s2

Rigid organizational structures, lack of a clear vision of the organization for the trans-
formation of operational business models

s3

The forced nature of the implementation of digital technologies without  
a well-thought-out strategy and the availability of the necessary funding

s4

Lack of a worked-out digitalization strategy s5

Failure to adapt traditional business models and processes to digital ones s6

Lack of interest of enterprises in the implementation of software products s7

Technical barriers t

Lack of access to broadband Internet connection infrastructure t1

A narrow framework for technology updates, limited to a single business function t2

Lack of access to the Internet among employees of the enterprise t3

Lack of technical readiness for remote work with clients and creation of conditions 
for remote work of employees

t4

Lack of technical support t5

Lack of physical infrastructure t6

Lack of ready-made (packaged) technological solutions corresponding  
to the specifics of business processes

t7

Financial barriers f

Liquidity deficit due to a sharp drop in demand and income f1

Internal budgetary constraints associated with a lack of funds for  
the implementation of technologies

f2

Difficulty attracting investments to finance intangible assets since these assets  
cannot be used to secure a loan

f3

The payback period for digitalization investments is unclear f4

The absence of a clear economic effect from digitization, the impossibility  
of calculating it

f5

Lack of financial resources to continuously support the use of technologies f5

Low or no return on digital adoption f6

The cost of digitization projects is too high f7

Barriers related to digitalization risks r

Choosing the wrong digital tools r1

Lack of time to improve digital skills r2

Lack of effective information protection and security measures r3

The need to constantly adapt to external changes, frequent or permanent  
restructuring of business processes

r4

The strategic monopoly of digital platforms can lead to the loss of sales channels and 
complete dependence on platform owners

r5

Low trust in the state, a high level of corruption contributes to the lack of motivation 
for transparent financial and economic transactions

r6

Too little turnover, staff or number of clients r7

Note: summarized by Authors on the basis of sources [2, 4, 5, 6, 9, 31].
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Thus, the most significant barriers to digitalization for 
small and medium-sized enterprises under the conditions of 
martial law are the following:

– liquidity deficit due to a sharp drop in demand and 
income (f1);

– the forced nature of the introduction of digital technol-
ogies without a well-thought-out strategy and the availabil-
ity of the necessary funding (s4);

– the need to constantly adapt to external changes, fre-
quent or permanent restructuring of business processes (r4);

– internal budget restrictions related to the lack of funds 
for the implementation of technologies (f2);

– selection of inappropriate digital tools (r1);
– lack of ready-made (packaged) technological solutions 

that correspond to the specificity of business processes (t7);
– managers and entrepreneurs lack sufficient knowledge 

and organizational skills to rethink the digitalization of the 
enterprise (d6);

– low trust in the state, a high level of 
corruption contributes to the lack of motiva-
tion for transparent financial and economic 
operations (r6);

– too little turnover, staff or number of 
clients (r7);

– lack of understanding of the necessity 
or direction of reformatting business pro-
cesses (s1).

5. 3. Directions for overcoming the 
barriers to digitalization of small and me-
dium-sized enterprises under the condi-
tions of martial law

Overcoming the barriers to digitization 
of small and medium-sized enterprises un-
der the conditions of martial law is assumed 
through the interaction of the latter with 
interested parties (Fig. 2). Such parties can 
be other partner enterprises, state and in-
ternational organizations, IT enterprises, 
financial institutions, research and educa-
tional institutions.

Liquidity deficit includes cash gaps and 
lack of savings to cover even operating 
expenses. In such circumstances, the enter-
prise will rather consider the issue of closure 
than the implementation of digital technol-
ogies, which require additional investments. 
Also, those enterprises that will be able to 
overcome the liquidity deficit on their own 
under the conditions of martial law may 
face the consequences of the forced nature of 
the implementation of digital technologies 
without a well-thought-out strategy and 
the availability of the necessary financing. 
Overcoming these barriers requires exter-
nal support. Such support is provided by 
the state or financial institutions in the 
form of loans, subsidies for enterprises that 
carry out digitization. The development of 
financial aid programs and loyal lending 
conditions can also be effective. In order 
for the financial support to have an effect, 
it is advisable to develop an information 
campaign, to introduce a training program 

on writing applications for receiving funding, as well as on 
choosing a digitalization strategy and tools.

The need to constantly adapt to external changes, fre-
quent or constant restructuring of business processes under 
conditions of martial law requires the development of a flexible 
digitalization model, which is «Platform as a Service» (Plat-
form as a Service, PaaS). This model facilitates a quick re-
sponse to changes in market conditions and makes it possible 
to effectively rebuild business processes in accordance with 
new requirements. Within this model, enterprises can jointly 
use the resources they need in order to save costs. Thus, they 
have access to high-speed communication channels, network 
resources and can regulate the scale of their activities without 
incurring the costs of maintaining their own infrastructure. 
It is precisely because of the possibility of joint use under the 
terms of the lease that enterprises can quickly receive various 
infrastructure services, which helps to quickly adapt to the 
market parameters of demand and supply.

Table 4

Indicators of the comparative importance of digitalization barriers

Barrier:  
No. of entry

Factor 
(barrier)

Sum of 
ranks

Average 
ranking

Frequency of the high-
est possible ratings

Spread
Expert ac-
tivity rate

1 f1 341.5 34.15 0.6 3.5 1

2 s4 335.5 33.55 0.6 7 1

3 r4 325 32.5 0.3 8 1

4 f2 309.5 30.95 0.4 14.5 1

5 r1 306.5 30.65 0.1 8.5 1

6 t7 305 30.5 0 13.5 1

7 d6 293 29.3 0 9 1

8 r6 280.5 28.05 0.1 12 1

9 r7 255.5 25.55 0 11.5 1

10 s1 243.5 24.35 0 21.5 1

11 r3 238 23.8 0 16 1

12 t4 230.5 23.05 0 17 1

13 d2 219.5 21.95 0 22 1

14 s2 217.5 21.75 0 21 1

15 s7 213.5 21.35 0 23 1

16 t2 208 20.8 0 11 1

17 s5 206.5 20.65 0 16.5 1

18 d7 181 18.1 0 19.5 1

19 f5 180.5 18.05 0 15 1

20 s6 162 16.2 0 12.5 1

21 d1 159.5 15.95 0 15 1

22 f7 156 15.6 0 23.5 1

23 f5 154.5 15.45 0 16.5 1

24 t5 154 15.4 0 12.5 1

25 f4 135.5 13.55 0 11.5 1

26 s3 113.5 11.35 0 15 1

27 r2 100 10 0 4.5 1

28 f6 86.5 8.65 0 24 1

29 t6 85 8.5 0 17 1

30 r5 80 8 0 13 1

31 d4 71.5 7.15 0 11 1

32 t3 70 7 0 9.5 1

33 t1 69 6.9 0 9 1

34 f3 66 6.6 0 8 1

35 d5 23.5 2.35 0 4 1

36 d3 22 2.2 0 4 1
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Also, the barrier associated with adaptation to chang-
es and constant restructuring of business processes can 
be overcome by implementing the following digitalization 
strategy.

At the first stage, digital modernization of marketing ac-
tivities is carried out. Processes such as customer experience, 
collection and processing of information about competitors 
and their products, and digital integration of communication 
channels become targeted. The target performance indica-
tors at this stage are the increase in the number of customers 
and the return effect from the digital channel.

At the second stage, the goal is to increase competitive 
advantages by improving internal information technologies 
and business processes, improving the cyber security system. 
These measures enable the creation of new value through 
cost reduction and risk management and enable the diver-
sification of product and service structures by creating new 
digital products and services. 

The last stage of the digitalization of the company’s ac-
tivities is the corresponding improvement of value chains, 
partnerships in digital ecosystems, data analytics and com-
petitive intelligence are applied, and digital platforms are 
created.

Therefore, under the conditions of constant changes 
and restructuring of business processes, the digital business 
model “Platform as a service” can become an effective tool 
for adapting enterprises to changing conditions, which al-
lows maintaining flexibility and competitiveness.

Overcoming the internal budget limitation can be diffi-
cult for small and medium-sized enterprises due to the need 
to develop a detailed digitalization project.

A digitalization project is a planned sequence of related 
actions to achieve a business goal related to the introduc-
tion of digital technologies into the enterprise’s business 
processes. That is, such a project may involve the develop-
ment of a new information system, or the improvement or 
replacement of an existing information system. Information 

systems are designed to collect, process, and 
transmit information needed to make decisions, 
control operations, analyze problems, and cre-
ate new products or services. In the process of 
implementing such projects, enterprises change 
not only individual business processes or ar-
eas of operation, but even the entire business 
model. This is one of the reasons why the imple-
mentation of the digitalization project requires 
careful analysis and preparation. In addition, a 
feature of digitalization projects is the lack of 
understanding of the final result of the entire 
process at the beginning of the project, as well 
as the need to adjust it directly during the im-
plementation process. Therefore, the system of 
financing digitalization projects also requires a 
flexible approach, when both the deadlines for 
the implementation of individual project stages 
and the amount of financing may change [32]. 
This requires the development of a step-by-step 
plan for the implementation of digitization with 
gradual allocation of funds, aimed at critical as-
pects of the business. At the same time, special 
attention is required to control costs and project 
implementation, which means constant moni-
toring and analysis of costs in order to control 
and optimize the budget. One of the options for 
overcoming this limitation is cooperation with 

other enterprises on the joint implementation of projects or 
the creation of partnerships for joint financing and develop-
ment of digital solutions. In this context, it will be useful to 
establish cooperation with universities, research centers or 
startups that can provide access to the latest technologies 
and ideas for project implementation. In addition, under 
internal budget constraints, it is possible to choose digital 
tools and technologies that have affordable pricing options, 
for example, Software as a Service (SaaS) or open sourc-
es  (Open Source).

The risk of choosing the wrong digital tools is that SMEs 
do not have enough information and knowledge about the 
digital products available. This concerns their cost and the 
tasks they can solve, as well as the methods of determining 
the quality of such products. Therefore, most often these 
enterprises tend to use a limited list of digital solutions that 
are most often used by colleagues. Along with this barrier, 
it was not by chance that there was a lack of ready-made 
package solutions. This is due to the fact that software pack-
ages for small and medium-sized businesses do not take into 
account industry specificity. In this case, they need either 
modification or the use of other industry packages, which 
may not be compatible in terms of exchanging information 
about business processes. 

To solve the problem of choosing inappropriate digital 
tools and the lack of ready-made package solutions for small 
and medium-sized enterprises under the conditions of mar-
tial law, it is necessary to conduct an analysis of the available 
digital solutions on the market. In this context, a comparison 
of functionality, cost and user feedback is made to select the 
most suitable solutions. It is also possible to take advantage 
of test versions, enter into agreements for short-term and 
trial periods of use of these solutions to evaluate their effec-
tiveness and suitability before full scaling.

The lack of sufficient knowledge and organizational 
skills among managers and entrepreneurs, their lack of 

Fig. 2. Scheme for overcoming barriers to digitalization transformation of  
small and medium-sized enterprises under martial law
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understanding of the need or direction of reformatting busi-
ness processes are quite destructive factors of digitalization. 
This is due to the fact that usually, and especially under the 
conditions of martial law, management thinks in a linear 
fashion and for him it is unacceptable to invest in an indirect 
or delayed effect after a year or more. At the same time, such 
thinking is unlikely to enable the enterprise to function 
during hostilities. Therefore, in the event of a decision to 
continue operations, the company will look for opportunities 
to establish at least remote work with customers and suppli-
ers. Overcoming this barrier requires external assistance in 
the form of specialized trainings and courses for managers 
and staff on digitalization issues. Such trainings are con-
ducted either by state bodies or proactive IT companies. Ex-
pert and consulting support with a focus on practical aspects 
of technology implementation for small and medium-sized 
enterprises can even be a component of the marketing strat-
egy of IT companies that develop relevant digital solutions 
or platforms. The directions of such a strategy could be 
the provision of expert assistance for the development of a 
digitalization strategy and support during implementation. 
Offering small pilot projects to gain experience and evaluate 
performance, as well as emphasizing the short-term benefits 
and outcomes of digitalization, will strengthen management 
buy-in.

Too little turnover, staff or number of customers at first 
glance may indicate that the digitization of certain processes 
is impractical. On the other hand, at least the need to keep 
records and work with clients requires a focus on automat-
ing routine processes. These include financial and inventory 
accounting, customer relationship management (CRM), and 
the use of social media and internet marketing to promote 
products and services. In such cases, it is appropriate to 
inform entrepreneurs about the possibilities of using cloud 
technologies and SaaS products to reduce equipment and 
infrastructure costs, as well as about the direct effects of the 
implementation of these technologies.

Overcoming the low trust of small and medium-sized 
businesses in the state due to the high level of corruption is 
their involvement in state and public initiatives. Such mea-
sures include the following:

– creation of special digital tools (platforms) that will 
directly allow interaction with state bodies, especially local 
authorities;

– stimulating the creation of associations and associa-
tions of small and medium-sized enterprises, which jointly 
advocate for their rights and interests before state bodies;

– stimulation of participation in public initiatives and work 
with non-profit organizations aimed at fighting corruption;

– conducting educational campaigns, information events, 
trainings on corporate ethics and responsible management;

– involvement of small and medium-sized enterprises 
in public discussions of draft laws and decisions related to 
business;

– conducting consultations with representatives of SMEs 
regarding policies and programs aimed at business support;

– creation of financial instruments that allow SMEs to 
receive financial support directly through digital platforms;

– involvement of representatives of small and medi-
um-sized enterprises in working groups and committees for 
the development of anti-corruption policy;

– conducting consultations and dialog between the au-
thorities and the business community regarding corruption 
problems and ways to solve them;

– providing advantages and benefits for companies that 
adhere to transparent financial standards and open reporting;

– creation of incentive systems, for example, tax dis-
counts for enterprises that implement the values of trans-
parency and anti-corruption policies with the use of digital 
technologies.

Under the conditions of martial law, the proposed di-
rections for overcoming digitalization barriers are aimed 
at stimulating the development of small and medium-sized 
enterprises, which play an important role in supporting the 
country’s economy.

6. Discussion of results of investigating obstacles to 
the implementation of digital technologies in small and 

medium-sized enterprises during martial law

A full-scale military invasion provoked a sharp violation 
of the stability of the functioning of small and medium-sized 
enterprises. By the nature of the impact, it can be compared 
to a complete lockdown with the introduction of restrictions 
on the movement and activities of citizens. Therefore, it 
can be assumed that the work of small and medium-sized 
enterprises under the conditions of war in Ukraine is the 
result of adaptive abilities and the need for socially import-
ant services (Fig. 1). It should be noted that for enterprises 
that have decided to work under martial law, individual 
adaptation measures listed in Fig. 1 are implemented very 
quickly, and the process of adjusting the strategy occurs 
continuously during their operation. On the other hand, 
the results of the analysis of the number of SMEs by type of 
economic activity, as well as the analysis of the offer on the 
market of digital technologies within Ukraine, allow us to 
predict which business processes have most likely already 
undergone digitalization. For example, the service sector, es-
pecially those businesses related to online communications, 
e-commerce, remote work, and other digital tools, have been 
able to quickly adapt to new conditions. The restoration 
of the functioning of enterprises under the conditions of 
martial law is associated with changes in the organization 
of their work and the need to find new sales markets or 
diversification. This requires relevant information that can 
be obtained through the use of Internet information tech-
nologies, e-mail, messengers, social media, electronic trading 
platforms, Internet tools for promotion. Management and 
accounting processes, warehouse operations are performed 
in electronic enterprise resource planning systems (ERP 
systems). Today, solutions for small businesses increasingly 
include the use of the cloud, which significantly reduces 
acquisition costs. Electronic document circulation under 
the conditions of military operations is becoming more and 
more widespread. Internet of things, RFID technologies are 
actively used by logistics companies. Thus, those businesses 
that are already digital and ready for rapid change have an 
advantage in times of crisis, allowing them to more effec-
tively deal with challenges and remain competitive. In this 
context, empirical data on the use of digital technologies 
by small and medium-sized enterprises in Ukraine during 
2018–2022 (Table 2) at first glance contradict these state-
ments. However, the main reason for this is the presence of 
barriers to digitization, which can become more acute during 
crisis events. This conclusion generally coincides with the 
results of the analyzed literary sources [5–15], but it is based 
on the analysis of the conditions of the martial law itself.
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According to the results of expert evaluations, the 
most important barriers to digitalization of small and me-
dium-sized enterprises were determined (Table 4). They 
served as the basis for the further determination of a number 
of measures aimed at intensifying digitalization processes. 
The resulting list of barriers is justified by the consistency 
of experts’ opinions and can be explained not only by the 
consequences of ongoing military operations, but also by 
insufficient competence of personnel, management, and 
entrepreneurs.

The peculiarity of this research is that overcoming the 
identified barriers is proposed through the mechanisms of 
interaction and partnership on issues of financial and infor-
mational support, training, and shared use of resources. The 
technological basis of such interaction is a platform model. 
It is this approach that can create the necessary conditions 
for rethinking the principles of doing business and will con-
tribute to the creation of a more sustainable, efficient, and 
competitive business environment under the conditions of 
martial law.

The proposals made to overcome the barriers to digi-
tization of small and medium-sized enterprises under the 
conditions of martial law can be applied by state bodies 
and non-governmental organizations for the development of 
enterprise support programs. Also, enterprises can use the 
results of this study to implement their own digitalization 
strategies. This determines the practical significance of our 
results.

The limitations of this study are that its results are ade-
quate in relation to small and medium-sized enterprises. In 
addition, the work explored the peculiarities of the function-
ing of enterprises in Ukraine, which also narrows practical 
and theoretical expectations. 

The development of this study consists in the develop-
ment of digitization strategies under the conditions of mar-
tial law, taking into account the identified barriers and pro-
posed ways to overcome them. It is also advisable to conduct 
an industry analysis to take into account this specificity in 
the relevant strategies.

7. Conclusions 

1. It was determined that during the period of martial 
law, the consequences for small and medium-sized enterpris-
es are instability, material losses, resource limitations, and 
non-pecuniary threats. The military actions in Ukraine led 
to a reduction in the number of these enterprises by 29.39 %, 
while the number of employed persons decreased by 15.4 %, 
sales volume by 30.24 %. On the other hand, the majority of 
small and medium-sized enterprises continued to function, 
adapting to the new conditions of the crisis situation. A full-
scale military invasion of Ukraine can be considered a mass 
knockdown situation, so it was expected that digitalization 
would become a tool that would ensure their functioning. 
However, neither the crisis conditions nor the increase in In-
ternet users prompted these enterprises in Ukraine to make 
significant changes in the use of digital technologies.

2. Barriers to the digitization of small and medium-sized 
enterprises are seen as factors that inherently affect this pro-
cess in such a way that it slows down or even stops. Accord-
ing to the results of expert assessments, the most important 
barriers were identified, which include:

– shortage of liquidity due to a sharp drop in demand 
and income;

– the forced nature of the introduction of digital technol-
ogies without a well-thought-out strategy and the availabil-
ity of the necessary funding;

– the need to constantly adapt to external changes, 
frequent or permanent restructuring of business processes;

– internal budget restrictions related to the lack of funds 
for the implementation of technologies;

– selection of inappropriate digital tools;
– lack of ready-made (packaged) technological solutions 

that correspond to the specificity of business processes;
– managers and entrepreneurs lack sufficient knowledge 

and organizational skills to rethink the digitalization of the 
enterprise;

– low trust in the state, a high level of corruption con-
tributes to the lack of motivation for transparent financial 
and economic transactions;

– too little turnover, staff or number of clients;
– misunderstanding of the necessity or direction of refor-

matting of business processes.
3. Overcoming the barriers to digitization of small and 

medium-sized enterprises in martial law is envisaged through 
interaction and partnership with other interested parties. Such 
parties can be other partner enterprises, state and international 
organizations, IT enterprises, financial institutions, research 
and educational institutions. Cooperation and partnership un-
der military conditions are based on financial and information-
al support, training, platform model, and sharing of resources.
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