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The object of the research is the
channels of information transmis-
sion during the control of the infor-
mation-analytical decision-mak-
ing system. The development of high
technologies and computing capa-
bilities ensures the evolutionary
development of smart technologies
and socio-cyber-physical systems on
the one hand. On the other hand,
it forms the integration of targeted
(mixed) attacks with the possibility
of integration with social engineering
methods. In addition, mobile technol-
ogies significantly increase the pos-
sibilities of data transmission speed.
However, this only provides the
authentication service, which does
not provide a full range of security
services. Under such conditions, an
urgent task at the decision-making
stage is the use of auxiliary systems
that ensure the adequacy of decisions
and the promptness of their adoption.
The proposed mathematical model of
the information and analytical sys-
tem allows to calculate the main tech-
nical characteristics of information
transmission channels and identify
their possible failures. The use of an
information and analytical system
simplifies the decision-making pro-
cess, allows to increase the reliability
of such decisions due to an increase
in the level of automation. Increasing
the level of automation in the deci-
sion-making process removes subjec-
tive factors and the decision depends
on the auvailability of information.
Therefore, the reliability of the infor-
mation transmission channels of the
information and analytical system
significantly affects the quality of the
decisions made. The developed model
allows to ensure the required level of
reliability of information transmis-
sion channels. The obtained results
are explained by determining the
dependence between the parameters
of the information and analytical sys-
tem and their influence on the quality
of information transmission through
channels. The results of the study can
be used in practice when consider-
ing systems with a limited number of
states during operation

Keywords: decision adequa-
¢y, verification, failure, simulation
modeling, information, time matrix,
model, Petri net, reliability

|DOI: 10.15587/1729—406142024.306179|

DEVELOPMENT OF A MODEL OF THE
INFORMATION AND ANALYTICAL
SYSTEM FOR MAKING DECISIONS ON
DETECTING FAILURES OF INFORMATION
TRANSMISSION CHANNELS

Olexander Shmatko

PhD, Associate Professor

Department of Software Engineering and Management Intelligent Technologies®
Serhii Yevseiev

Corresponding author

Doctor of Technical Sciences, Professor

Department of Cybersecurity®

E-mail: Serhii.Yevseiev@gmail.com

Oleksandr Milov

Doctor of Technical Sciences, Professor

Department of Cybersecurity*

Kostyantyn Sporyshev

PhD, Associate Professor

Department of Military Communications and Information Technologies
National Academy of the National Guard of Ukraine
Zakhysnykiv Ukrainy sq., 3, Kharkiv, Ukraine, 61001

Ivan Opirskyy

Doctor of Technical Sciences

Department of Information Security

Lviv Polytechnic National University

S. Bandery str., 12, Lviv, Ukraine, 79013

Sergey Glukhov

Doctor of Technical Sciences, Professor

Department of Military and Technical Training**
Yevhen Rudenko

PhD, Senior Researcher

Research Laboratory for the Development of Electronic Learning Tools at
the Scientific Center for Distance Learning

The National Defence University of Ukraine

Povitroflotskyi ave., 28, Kyiv, Ukraine, 03049

Andrii Nalyvaiko

PhD, Associate Professor

Military and Strategic Research Centre***

Serhii Dakov

PhD, Associate Professor

Department of Cyber Security and Information Protection**
Oleksandr Sampir

PhD

Scientific and Research Department

Institute of Logistics and Support of Troops (Forces)***
*National Technical University “Kharkiv Polytechnic Institute”
Kyrpychova str., 2, Kharkiv, Ukraine, 61002

**Taras Shevchenko National University of Kyiv
Volodymyrska str., 60, Kyiv, Ukraine, 01033

***The National Defence University of Ukraine
Povitroflotskyi ave., 28, Kyiv, Ukraine, 03049

O O
Received date 08.04.2024 How to Cite: Shmatko, O., Yevseiev, S., Milov, O., Sporyshev, K., Opirskyy, L., Glukhov, S., Rudenko, Y., Nalyvaiko, A., Dakov, S., Sampir, O.
Accepted date 10.06.2024 (2024). Development of a model of the information and analytical system for making decisions on detecting failures of information transmission
Published date 30.06.2024 channels. Eastern-European Journal of Enterprise Technologies, 3 (9 (129)), 28—36. https.//doi.org/10.15587/1729-4061.2024.306179

1. Introduction

their adoption. At the same time, the use of an information

and analytical system allows not only to simplify the deci-

The decision-making stage involves the use of support  sion-making process, but also to increase the reliability of
systems to ensure the adequacy of decisions and the speed of ~ such decisions by increasing the level of automation. Increas-




ing the level of automation in the decision-making process
removes the subjective factor and the decision depends only
on the availability of information about the transmission
channel [1]. In this case, the subjective opinion of the person
who makes the decision may not be taken into account au-
tomatically [2]. This use of an information-analytical system
when making a decision makes it possible to minimize the
influence of external factors and the decision depends only
on the availability of information and the adequacy of the
algorithms for processing it [3]. This approach provides
for strict requirements for the reliability and adequacy of
the transmitted (received) information, which is used in
decision-making [4]. To monitor failures of information
transmission channels, it is necessary to use algorithms and
models that, based on certain monitoring parameters, make
it possible to determine the serviceability or malfunction of
such channels [4].

Thus, timely detection of failures of information trans-
mission channels makes it possible to increase the reliability
and validity of the functioning of information systems. At
the same time, the urgent task is to justify the use of an in-
formation-analytical system for making decisions about the
presence of failures of information transmission channels
without taking into account subjective factors.

2. Literature review and problem statement

Paper [5] explores solutions and proposes approaches to
improve the security of the information transmission chan-
nel. This work aims to implement a beamforming method to
improve the security of the physical layer in the information
transmission channel. However, the proposed results do
not allow to determine possible failures of the information
transmission channel. In [6], the issues of information loss
during transmission through an optical information channel
are considered. The developed approach allows to suppress
possible interference to increase the reliability of information
transmission. At the same time, the proposed results do not
consider the process of monitoring the presence of possible
failures in information channels. Paper [7] considers an ap-
proach to determining security in information transmission
based on predicting the influence of external influences.
However, this approach does not allow identifying failures
that are caused by internal changes in the information trans-
mission channel. In [8], it is proposed to increase the level of
reliability of the information transmission channel through
artificial intelligence. The proposed approach is based on
training artificial intelligence to respond to emergency situa-
tions when transmitting information. The disadvantage of the
work considered is the difficulty of learning to detect failures
caused by changes in the characteristics of the information
transmission channel. Two-factor authentication of informa-
tion transmission channels is considered in paper [9]. This
approach makes it possible to increase the reliability of infor-
mation transmission through the use of an authorization code
that is sent through separate channels. This approach requires
significant costs for transmitting information due to the use
of additional channels with the need for additional process-
ing. It can significantly increase the economic costs of using
information transmission channels with a slight increase in
reliability. Paper [10] proposes approaches to assessing the
reliability of information transmission based on parameters
that characterize the state of the channel during transmission

and reception. Failure detection is characterized by a change
in channel capacity when transmitting and receiving informa-
tion. A failure will be detected if there is attenuation associat-
ed with a change in channel capacitance. However, failure of
an information transmission channel is not always associated
only with a change in capacity. Also, a change in capacity may
indicate the presence of an information leak. However, data
leakage is not always associated with a failure of the informa-
tion transmission channel. Paper [11] considers an approach
based on assessing the quality of operation of two equivalent
channels (the main and backup, which acts as a model). The
disadvantage of this approach is that it is not possible to take
into account the occurrence of failures in two channels at
once due to their hidden nature of manifestation, caused by a
certain time between failures. Paper [12] presents an approach
to identifying failures of an information transmission channel
based on a probabilistic model using the Monte Carlo method.
With this approach, the information transmission channel
is characterized by the failure rate and recovery time. The
proposed method is effective in detecting obvious failures and
does not effectively detect hidden failures. Paper [13] con-
siders an approach to ensuring the reliability of information
transmission channels based on determining economic costs.
At the same time, issues related to the costs of data loss due to
untimely detection of failures in the information transmission
channel are not considered. Research [14] studies a reliability
management system using block-chain. The disadvantage
of this approach is the presence of two-channel information
transmission, which does not provide the required level of
reliability. Paper [11] considers the issues of changing energy
characteristics during data transmission. However, the work
does not make recommendations on how changes in energy
characteristics affect the detection of possible failures of infor-
mation transmission channels. Paper [15] examines approach-
es to ensuring the reliability of information transmission
channels using various types of models. In this case, only de-
tection of obvious failures is considered; options for detecting
hidden failures of information transmission channels are not
taken into account. Paper [16] discusses options for calculati
ing delays in information transmission and their impact on
the reliability of information transmission channels. But this
work does not allow to formulate an approach to determining
hidden failures of information transmission channels.

Thus, the analysis of publications [5-16] showed that
possible methods (techniques) for identifying hidden fail-
ures of information transmission channels when monitoring
an information-analytical decision-making system are not
sufficiently taken into account. Basically, identifying fail-
ures of information transmission channels is associated with
parameters that characterize obvious failures. This does
not take into account possible hidden failures of informa-
tion transmission channels, which may be associated with
degradation of channel elements or loss of parameters due
to long-term (or harsh) operation. Therefore, this study is
aimed at solving the problem of developing a model of an in-
formation-analytical system for making decisions about the
presence of failures of information transmission channels.

3. The aim and objectives of the study

The aim of this study is to develop a model of an infor-
mation-analytical decision-making system for the presence
of failures of information transmission channels. This model



is based on determining the relationship between the param-
eters of the information and analytical system and their im-
pact on the quality of information transmission by channels.
The developed model allows to ensure the required level of
reliability of information transmission channels.

To achieve the aim of the study, it is necessary to solve
the following objectives:

—build a graph of a model of an information and analytical
system,

—develop a mathematical model of an information and
analytical system;

— carry out verification of the proposed model.

4. Materials and methods of research

The object of the study is the process of identifying fail-
ures of information transmission channels when monitoring
an information and analytical decision-making system.

The research hypothesis was as follows. The condition
for the start of the event, the appearance of a failure of the
information transmission channel, is preceded by a change
in its internal parameters (for example, aging of elements,
leakage of capacitors, change in internal resistance, etc.)
and the influence of external factors (humidity, overloads,
poor-quality power supply, etc.). The sequence of events in
a Petri net is reflected by the firing of transitions, and the
fulfillment of any condition is associated with the appear-
ance of a label in the place corresponding to this condition.
This means that if in a simulated network of functioning
of an information-analytical system the tag is in a certain
place, for example, monitoring for the presence of failures
before use, then in a real system self-monitoring of the sys-
tem occurs. Label transitions in the model of functioning of
the information-analytical system from one place to another
characterize the order of operations when monitoring the
presence of failures of the information transmission channel.
Conventions on transition firing rules are a way of express-
ing the concept of cause-and-effect relationships between
conditions and events in a modulated system. Only after
the preconditions are met can response events occur. After
an event has taken place, the postconditions of some other
events are realized, and so on. In this case, the root causes
will disappear, for example, the event — the beginning of re-
storing the functionality of information transmission chan-
nels depends on the results of monitoring for the presence of
failures and does not depend on the event — the beginning
of monitoring for the presence of failures before using the
system [17, 18]. Therefore, to achieve the aim of the study,
the theory of Petri nets is used.

To test the adequacy and performance of the proposed
mathematical model of the information-analytical system
and conduct simulation experiments, the HPSim software
tool was used [19].

During the simulation, the developed model was de-
scribed in the HPSim software environment and launched
for execution. The HPSim software tool allows for verifi-
cation of the network model. Verification is carried out by
checking the network model for limitations, security, per-
sistence and completeness of the network [19].

The following limitations and assumptions were intro-
duced during the study. A finite number of possible states
during the functioning of the information and analytical
system was used. The number of states for the simulated

system corresponds to its real functioning process. The
limitation is that the number of model states at a certain
stage may not be complete. The number of operating states
depends on the complexity of the system, its tasks, and
the conditions of its use. The assumption of the study is
a finite number of possible states of functioning of the
information and analytical system, which are considered
in the work.

The input data for this study are:

— the final number of possible states during the operation
of the information-analytical system under consideration is
14 (states were considered during the development of the
model);

— the conditions for the transition of an information and
analytical system from one state to another during operation
are limited to 7 (determined during the development of the
model);

—an information-analytical system during operation
can only be in one state (for example, transmitting infor-
mation, monitoring the presence of failures, waiting for
information, etc.). The transition to another state depends
on the presence of a command for further functioning;

— the state of functioning of the information-analytical
system for transmitting information requires preliminary
monitoring of the presence of failures in the information
transmission channels and their elimination (if any);

—the presence of limiting states of the functioning of
the information-analytical system: waiting for restoration
or repair (in the presence of failures of information trans-
mission channels) and replacement (in case of economically
unprofitable repairs).

3. Development of a model of an information and
analytical system

5. 1. Design of a graph for a model of an information
and analytical system

In Petri nets, the condition for performing a certain
operation is the place of the network, and the event that
involves performing such an operation is a transition. The
condition for the start of the event, which consists in
identifying failures before using the information-analytical
decision-making system, is the presence of a command to
determine the reliability of the information transmission
channel. For clarity, let’s represent the structure of the
functioning model of the information-analytical system by
a Petri net graph that models the interaction of the system
and operations for monitoring the presence of failures of the
information transmission channel (Fig. 1).

Therefore, in the developed model of the information-an-
alytical system, the control equipment is reflected in the form
of places, and events — in the form of transitions. In the theory

of Petri nets, a set of places is denoted by Pz{ Do izl,?},

and a set of transitions is denoted by Tz{tj,jzl,m}. For

temporary networks, a variable Z is usually introduced —
the delay time of the network token in the corresponding
place [16]. However, the indicated notations are accepted
for the probabilities of random events and time parameters.
Therefore, in this study, the following notations are used to
describe the proposed Petri net: D — place, G — transition,
T — matrix of time delays of the network token in model
places.
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Fig. 1. Model structure in the form of a Petri net

Transitions g; and g5 have the same physical meaning
as transitions g1 and gs. These transitions are duplicated for
the convenience of depicting individual places on the graph.
Fig. 1 shows that the proposed Petri net is characterized
by two states that have no output (limit states). This is
explained by the peculiarity of the functioning of the in-
formation-analytical decision-making system as an object
operating in the presence of failures in the transmission of
information.

After a successful self-monitoring operation, the infor-
mation-analytical system transmits information (place dy),
after which it is put into an idle state (waiting for further
arrival of new information). If it is impossible to carry out
repairs by personnel (place dy), the information and analyti-
cal system is also taken out of operation and sent for routine
maintenance (repairs) by specialized service centers. If it
is impossible to eliminate the identified failures, the infor-
mation and analytical decision-making system is taken out
of service (decommissioned) [17]. Therefore, the model of
functioning of an information-analytical decision-making
system is characterized by two marginal states.

5. 2. Development of a mathematical model of an in-
formation and analytical system

Taking into account the developed graph (Fig. 1), a
mathematical model of the functioning of the information
and analytical decision-making system is proposed in the
form [17]:

§={D, G, F, M,, T}, M

where D :{di, i= 1,14} — set of Petri net places;
G ={gj, j= 1,9} — set of Petri net transitions;
F =F(Q, R) — Petri net incident function;
M, =M (d,)={00000100000000} — initial
marking vector;
T:D —t,=R" network token delay time in places (¢; — to-
ken delay in the i-th place; R™ — set of positive real numbers).
Taking into account the peculiarities of operation and
monitoring of the parameters of the information-analytical
system, which characterize the presence of failures of channels
for transmitting information, channels, places d,, i=114,
and transitions g;, j =1,9, have the following designations:

network



dy — the information and analytical system is operational
and allows to transmit information with the required indica-
tors of reliability and reliability;

ds — conducting self-monitoring of the information and
analytical system (before use);

d3 — the emergence of information that needs to be
transmitted through the channels of the information and
analytical system;

dy — it is necessary to repair the faulty information and
analytical system

5 — after monitoring the information and analytical

system, the result was “proper”;

dg — the information and analytical system is operational
and ready to transmit information;

d7 — the appearance of a task (fault detection or sched-
uled monitoring) to monitor the parameters of the informa-
tion and analytical system, which characterizes checking for
failures of information transmission channels;

dg — after testing, the result was “faulty”;

dy — the information and analytical system, based on the
results of the control, is determined to be faulty and cannot
be used to transmit information;

dyp — carrying out adjustment work on the parameters
of the information and analytical system to return it to ser-
viceable condition;

dy1 — the information and analytical system, based on the
results of the control, is determined to be serviceable and is
allowed to transmit information;

dyy — carrying out preparatory operations to monitor the
presence of failures in information transmission channels;

dy3 — replacement of faulty components of the informa-
tion and analytical system (paths, blocks, elements);

dyi4 — monitoring the presence of failures in information
transmission channels;

g1 — start of self-monitoring of the information and ana-
lytical system (before use);

g» — end of self-monitoring of the information and ana-
lytical system;

g3 — transfer of a working information and analytical sys-
tem after self-monitoring to the stage of information transfer;

g4 — start of preparation for monitoring the presence of
failures of the information transmission channel;

g5 — end of the operation of monitoring the presence of
failures of the information transmission channel;

g¢ — start of adjustment work of the information and
analytical system;

g7 — completion of preparation for monitoring the pres-
ence of failures of the information transmission channel;

gs — completion of replacement of faulty components
of the information and analytical system (paths, blocks,
elements);

g9 — completion of adjustment work on parameters of
the information and analytical system that are outside the
tolerance limits.

The incidence function is specified by the matrices of
input and output incidents, respectively:

Q(&)={ds, di}; R(g)={d,};
Q(&)={d, d;}; R(g)={d\};
Qlg;)={d.}; R(g,)={ds};
Q(8:)={de, &:}; R(g:)={di.d\};

Q(8; ={d5,d8, d14}; R(gs)z{d9}; @)

(&)

Q(gs)={d}; R(gs)={d,, dy, dis};
Q(g)={ds}; R(g;)={d.};
Q(&s)={di}; R(gs)={du};
Q(g)={dw}; R(g)={d.}.

The input incident Q(g)={d;, d;} shows that for the tran-
sition g; to be fired, places dj, d; must be executed, that is, the
presence of a network token in them. For example, the entry
Q(g1)=1{ds, dg} shows that to begin self-control (transition g),
a token must be present in places d3 (a task has been received
to transmit information) and dg (the information-analytical
system is ready to transmit information). The input incident
R(g)={d;, d;} shows that after the transition g; is fired, place d;
is executed, that is, the network token will move to it. For ex-
ample, the entry R(g9)={d4} shows that after the end of regu-
lation (transition g;), place dy  is executed, that is, monitoring
the parameters of the information-analytical system for the
presence of failures of the information transmission channel.

The vector of the initial marking of the network M, (the
presence of a unit token in the corresponding column) shows
in what place the token is located before the start of its oper-
ation (for this model, the initial state is that the information
and analytical system is operational and ready to transmit
information, the token is in place ds).

The set of positive real numbers R* of the matrix T char-
acterizes the time the simulated system is in the correspond-
ing state (place).

Place delays have the following meanings:

0,1

7={0, 0,7,00071,00,,,,1,} (3)

Pk’ no?

where Tpp, Tno, Ty, To, T,, Tpare the time parameters of using
the information and analytical system.

Some delay values in the matrix are zero. This is ex-
plained by the fact that fulfilling the conditions in places
does not require any time overhead, so in them the token
delay is zero. At place dyy, the token delay time is zero, since
it is included in the control duration.

To resolve the conflict at transition gg (after moving to
the place, it is necessary to determine the type of routine
maintenance — the direction of movement of the token), a
defining place has been introduced — 7,. If 7,=0, then the
token moves from place dy to place dy. If r,=1, then the token
moves to place dy; if r,=2, the token moves to place d;s.

Places ds5, dg use the reliability characteristics of the
information transmission channels of the information and
analytical system for the result of monitoring the presence
of failures. The presence of a token in one of the two consid-
ered places characterizes the serviceability (malfunction) of
the information and analytical system and determines the
options (opportunities) for its further use.

3. 3. Verification of the proposed model

Petri net modeling is simulation modeling. Therefore,
to verify the proposed model of the information-analytical
system, it was checked for limitations, security, persistence
and completeness of the network.

The property of limitation is associated with the limited
capacity of real conditions for the implementation of events.



From the definition of the rules for firing network transi-
tions, it follows that in order to implement an event modeled
by a certain transition, it is sufficient that each of its input
places contains a certain finite number of tokens equal to
the multiplicity of the arc connecting it with the transition.
However, when the network operates, some of its places can
accumulate an unlimited number of tokens. The network
limited property shows that the number of tokens in network
places is limited and does not exceed a specified value.

One of the most important properties of a Petri net that
models a real device is security. For example, the same infor-
mation and analytical system cannot simultaneously be used to
transmit information and be subject to regulation (restoration).
Simultaneous transmission of information and monitoring of
the presence of failures of the information transmission channel
is also not allowed. Using the example of the given network, it
can be seen that if tokens mistakenly appear simultaneously in
places d3 and d, only one transition will be fired — g5 or g4, since
performing, for example, transition g, will lead to the loss of the
token in place dg and transition g will be impossible.

The network persistence property indicates that tokens
are never created or destroyed. This characterizes the fact
that the network places that model the states of a real object
are executed in the strictest sequence and the model has a
clear completion after the cycle is completed. For example,
after performing preparatory operations to monitor the
presence of failures, the information transmission channel,
the system moves to the parameter monitoring stage, i. e.,
the token from place di5 moves to place di4.

The completeness property of a network comes down to
the fact that from the initial marking it is possible to achieve
the required state of the model.

Let’s analyze the modeled information and analytical
system for adequacy. There are two known analysis methods
for Petri nets [3, 16, 18]:

— a method based on solving matrix equations;

— a method based on constructing a reach tree.

The matrix method appeared relatively recently and has
not yet been fully studied; due to existing shortcomings, it
is rarely used. Two difficulties of the matrix method of Petri
net analysis have been identified:

— the matrix obtained from the matrices Q and R (2)
does not fully reflect the structure of the Petri net;

— there is no information about the sequence of the tran-
sition fire vector.

Therefore, a method based on constructing a reach tree
was used. A reach tree is a set of possible places of a Petri net
and reflects the possible states of the modeled system. Mark-
ing, for example M{0 00 100000000 0}, shows that at this
step of the model the network token is in place dy, that is, it is
necessary to restore the faulty system. Zeros in the marking
indicate the absence of a token in the corresponding place.

A distinctive feature of the proposed model of an infor-
mation-analytical system from a similar model given in [3] is
a clear distinction between the concepts of reliability and va-
lidity of information transmission channels. In the proposed
model of an information-analytical system, the influence of
the reliability of the information transmission channel on
the efficiency of using the information-analytical system is
determined for the first time.

During use, the reliability characteristics of information
transmission channels change randomly over time, which
leads to possible failures. Moreover, obvious failures can of-
ten be determined visually, for example, loss of full or partial

operability of equipment. In this case, hidden failures are
detected only after inspection, since this type of failure is
caused by the characteristics of the information and ana-
lytical system exceeding the established acceptable limits,
which cannot be visually determined. Hidden failures of
the information and analytical system occur much more
often than obvious ones, while the process of change (drift)
of characteristics occurs continuously and regardless of
whether the system is in use or in standby mode. There-
fore, the model of the information-analytical system takes
into account the influence of a hidden failure of the infor-
mation-analytical system (states d5, dg) on the result of
monitoring the parameters for identifying failures of the
information transmission channel. This makes it possible
to increase the reliability of decision-making about the
suitability of the information-analytical decision-making
system for transmitting information.

To test the performance of the proposed mathematical
model of the information-analytical system and conduct
simulation experiments, it was implemented in the HPSim
software tool. The choice of the software tool was due to the
fact that today it is one of the most popular applications for
working with Petri nets. The HPSim software tool is freely
distributed and is successfully used in modeling processes in
complex systems. The program tabs and icons are standard
for Windows programs.

A Petri net is executed by firing transitions. The transition
can be started only if at least one token is present in all input
places. One token is subtracted from each input place and one
is added to each output place. Only one transition can fire at
a time, which solves the problem of conflicts (when one place
is associated with several transitions ready to be executed).

The program window that appears starting HPSim is
shown in Fig. 2.

Fig. 3 shows the intermediate state of the Petri net of the
developed mathematical model. The location of the tokens in
the places corresponds to the formed system of states of the
individual elements of the information-analytical system,
and the highlighted transitions indicate those fired in the
last cycle of the simulation.

From the analysis of Fig. 3 it can be seen that the pro-
posed model was tested for correctness and the possibility
of performing the stage of functioning of the information
and analytical system - the system is operational and ready
for transmitting information through channels. Thus, an
information and analytical system is capable of transmitting
information without loss when:

— option 1:

1) the appearance of information that needs to be trans-
mitted through the channels of the information and analyt-
ical system (place d3);

2) after monitoring the information and analytical sys-
tem, the result was “proper” (place ds);

3) the information and analytical system is operational
and ready to transmit information (place dg);

— option 2:

1) monitoring the presence of failures in information
transmission channels (place dy,);

2) carrying out adjustment work on the parameters of
the information and analytical system to return it to service-
able condition (place dyo);

3) based on the results of the control, the information
and analytical system is determined to be serviceable and is
allowed to transmit information (place di1).



Fle Edit View Window lools Zoom Simulation Extra
DE | @@ Re| |l mO0T|lows|@QAQ@ Bl € —— aOnmro»

HPS1 Petrhps [EJ

D1

L]
Fig. 2. Window of the HPSim simulation tool
D1
Tk
o D5
1 ™
o - O
D11 D12 !
’
D2
o |
|
.
1
"= \
4
G
0
’
i
D3 D9
® O
1



Thus, the intermediate state of the model (Fig. 3) shows
the possibility of fulfilling places ds, ds, dg, dyo, di1, dis,
which corresponds (does not contradict) the real functioning
of the information and analytical system.

6. Discussion of the results of simulation modeling of the
developed model of information and analytical decision-
making system

The study proposes a model of an information-analytical
system for detecting failures of information transmission
channels. The results of the simulation (Fig. 3) of the de-
veloped model in the form of a graph (Fig. 1), mathematical
(formulas (1)—(3)) and software (Fig. 2) descriptions con-
firmed its successful verification.

From the analysis of Fig. 3 shows that the proposed model
has two transitions (two rectangles are highlighted in green),
which can occur simultaneously. In this case, the remaining
transitions (rectangles highlighted in black) and places (black
circles) do not occur simultaneously, and the movement of the
token (black dot) depends on the execution of the developed
mathematical model (1), matrices of input and output inci-
dents (2) and the delay time in places (3). The simultaneous
appearance of two places g3 and gg (highlighted in green) is
explained by the modeling conditions. The stages of function-
ing of the information and analytical system involve a transi-
tion from place gg to place g3. This is explained by the fact that
after the completion of the replacement of faulty components
of the information-analytical system (paths, blocks, elements)
(place gg), it is subject to self-control and is allowed to trans-
mit information (place gs).

When modeling in the HPSim software tool, black
symbols mean the absence of conflict situations in the
model when examining it for limitations, safety, persistence
and completeness of the network. Thus, the simulation re-
sults (Fig. 3) of the developed model confirm its correspon-
dence between the mathematical (formulas (1) — (3)), graph-
ic (Fig. 1) and software (Fig. 3) description (verification).

The features of the proposed model in comparison with
the known ones are as follows. The development of meth-
ods for identifying failures of information transmission
channels is based on the use of the following mathematical
(analytical) apparatus:

— state space models (for example, Markov models);

— graphs (dependencies) of events, Bayesian networks;

— models of stochastic game theory, stochastic pro-
gramming.

Such an apparatus presupposes sequential actions, or-
dered sampling paths or situations that are static in time.
This implies many simultaneous streams of events.

From the many existing approaches to modeling, an
approach focused on the use of Petri nets was chosen. Petri
nets overcome some of the shortcomings of other methods.
They allow the modeling of parallel, simultaneous streams
of events (for example, information transfer and control of
transmission channel failures), allow statistical analysis
(including Bayesian) through stochastic extensions, and can
also be used as a tool for managing and modeling dynamic
scenarios.

The developed model makes it possible to identify pos-
sible hidden failures of information transmission channels,
which may be associated with degradation of channel ele-
ments or loss of parameters due to long-term (or harsh) op-

eration. Such features of the proposed model are a significant
advantage, since known similar models and methods are
aimed at detecting obvious failures.

The limitations of this study include the finite number of
possible states during the functioning of the information and
analytical system. At the same time, the proposed number
of states for the system under consideration reflects its real
process of functioning, although it may not be complete.

The disadvantage of this study is the lack of consider-
ation of the probability of the mark being in the correspond-
ing place. Therefore, the developed model does not take
into account, for example, random factors (such as a hacker
attack, a sharp change in the characteristics of the power
supply, etc.) during the operation of the information and
analytical system.

The development of this study may be as follows.

Formalization. Continued improvement of the formalism
of modeling the information-analytical decision-making sys-
tem to identify not only failures of information transmission
channels, but also the implementation of cyber attacks on the
corresponding elements of the system. Increasing the level of
formalization opens up the possibility of automatically gen-
erating Petri net models for any other scenario using fault
trees and attacks, as well as a significant complication of the
scenarios used.

Education. Implementation and extension of machine
learning methods to larger models of data transmission
channel failures and cyber attacks on target computer
systems. Such models are formed as a result of the synthe-
sis of models from several components. The study shows
the use of Petri nets as a promising tool for analyzing and
assessing the reliability and security of information trans-
mission channels. In the future, it is planned to increase
the system performance by training data using a learning
algorithm and developing a methodology for automatical-
ly creating protection trees against failures and attacks
for Petri net models.

Integration. Improving software integration of simula-
tion tools, increasing the visibility of modeling results and
simplifying the use of tools through a web interface. Imple-
mentation of the transition to an object-oriented Petri net
modeling environment.

7. Conclusions

1. A graph of the information-analytical system model
has been constructed, implemented in the form of a Petri
net. The proposed network is characterized by two states
that have no output (limit states), which is explained by the
peculiarity of the functioning of the information-analytical
decision-making system as an object operating under condi-
tions of failures in the transmission of information.

2. A mathematical model of the information-analytical
system has been developed, which is a formal description of
the model graph in the form of a Petri net. A set of places is
defined, reflecting the possible states of the information-an-
alytical system, a set of transitions, reflecting the conditions
for transition to the corresponding states, the initial state of
the network is specified, and time delays are determined that
characterize the dynamics of the functioning of the informa-
tion-analytical system.

3. The verification of the proposed model of the informa-
tion-analytical system has been carried out. The model has
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