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The present publication considers
implementing an online control proctoring
system, with the possibility of using
methods and models of pattern recognition
using algorithmic quantum computing to
conduct online exams. The study's object is
the protection method within infrastructure
proctoring systems in education. The study
aims to create a security system for proctoring
technology infrastructure in education. The
article proposes an alternative approach to
building protection systems with an effective
recognition model using algorithmic quantum
computing in proctoring platforms. This
study addresses these issues and proposes
a novel approach to generating a random
cryptographic key using multimodal biometric
technology. A presented quantum algorithm
method for computer simulation of the data
processing quantum principles allows studying
and analysing how the created model for
transforming a classical image into a quantum
state works. This method also shows the
possibilities of quantum information theory
in interpreting classical problems or how to
optimise the same, taking into account the
development of methods for the functioning of
models and algorithms for quantum computing,
data protection and security of online video
communications in a proctoring system in an
educational environment. The novelty of this
research is expressed primarily in the constant
updating and addition of authentication
systems using quantum computing in various
aspects, including the proctoring system in
the educational environment. The practical
significance is due to the need in the current
situation to attract attention to existing
problems in structuring the infrastructure
of a monitoring system within planning and
coordinating the protection, thereby enhancing
learning outcomes by eliminating security
Slaws using a quantum computing algorithm
Jfor pattern recognition
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1. Introduction

Modern education is also founded on implementing mod-
ern information and communication technologies, allowing
two-way interaction. Innovative education has included
networks of computers, communications, and digital satel-
lites, as well as computer multimedia technologies and mixed
educational technologies of different generations, such as
information technologies, to achieve human-computer and
interpersonal communication and interaction.

The increase in popularity and the extent of diverse
e-learning resources and various forms of education are
steadily rising. It has become crucial to possess the ability to
effectively supervise online assessments for the advancement
of the subsequent phase of academic instruction. Key com-
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ponents of the education system are teaching and proctoring
examinations.

Professional proctors have been hired to monitor the
entire examination process and ensure that exams are fair
and that cheating has been detected. Interest in automated
exam monitoring and mechanisms is growing. With confi-
dence in the authenticity of a student’s identity, the pursuit
of a meaningful education is allowed, and the assessment of
the knowledge and skills acquired by the student becomes
reliable. Continuous validation (certification) should be con-
ducted to maintain the accreditation’s credibility. Validation
should not be intrusive, disruptive, or distracting from the
learning process at the same time.

Traditional proctoring has emerged as the predominant
assessment method, necessitating students or test-takers




to attend a designated examination venue or undergo test
monitoring via a webcam. However, these methodologies are
both costly and challenging [1].

One such technology is the automated proctoring sys-
tem, which provides control over the conditions of the re-
alization of control and evaluation activities of knowledge
assessment and honesty of students, as well as support for
the procedures of identification of the identity of learners.
Proctoring technology, which involves visual observation of
examinees during exams, is an integral part of educational
assessment, and the ability to conduct visually proctored
exams in real-time is a critical component of educational
scalability. In the proctoring process, it’s essential to mon-
itor what’s happening from a distance and confirm that the
examinee is the one who needs to take the exam.

Educational institutions are eager to acquire cutting-edge
technology to monitor cheating in exam rooms and ensure a
cheating-free environment. For example, the proctoring sys-
tem that utilizes a deep learning system achieved high accura-
cy for face detection and recognition, providing flexibility and
accessibility for online classes while addressing the challenge
of preventing cheating during exams [1].

The Online Examination Proctoring System aims to en-
hance the security and flexibility of online tests by incorpo-
rating user authentication, text detection, audio detection,
and tab-switching detection components [2].

Proctoring technology, which involves visual observa-
tion of examinees during exams, is an integral part of educa-
tional assessment. The ability to conduct visually proctored
exams in real-time is a critical component of educational
scalability. Multifactor authentication and virtual reality
technology have suggested improvements to create realistic
exam environments and ensure only authorized users [2].

In the real-time proctoring process, it’s essential to
monitor what’s happening from a distance and confirm
that the examinee is the one who needs to take the exam.
In real-time, action recognition by students or test-takers
is challenging due to the inherently noisy nature of the in-
terpretation produced by sensors, which are often subject
to viewpoint occlusion, zoom, lighting, background clutter,
camera movement, variations, and brightness.

When conducting online exam proctoring in environments
with reliable infrastructure, it is also important to collect both
quantitative and qualitative data, such as device details like
processor type, clock speed, and RAM capacity, to better un-
derstand the challenges faced by exam candidates and improve
future online proctoring technology solutions [3].

However, implementing online exam proctoring in dif-
ferent environments presents challenges, including high
costs that not all educational institutions can afford, securi-
ty concerns, privacy issues, and ethical considerations [2, 3].

Furthermore, limitations like unreliable infrastructure
in low-resource settings, such as slow internet connections
and a lack of compatible equipment, pose challenges to
swiftly and efficiently proctoring online exams, emphasizing
the need to carefully examine security constraints to deploy
proctoring systems [4, 5].

Despite their labor-intensive and costly nature, let’s
propose a new framework to secure video sequences from
educational activities. Faster encoding and decoding of
images enable the application of quantum cryptography to
streaming video, improving the security of online video
communications, for instance, by utilizing a proctoring sys-
tem in a learning environment.

The development of quantum computing is not just a tech-
nological advancement, it's a paradigm shift. It directly depends
on the state of the art of the so-called ‘hardware’ for quantum
computers. Projects for the development of quantum software,
including cloud platforms for accessing quantum computers,
have raised more than 100 million USD in total over the past
two years. Quantum computers are not just capable of solving
problems that are beyond the power of regular machines, they
represent a promising method for a jump in computing perfor-
mance. The present level of technology development may make
the widespread introduction of quantum computing infeasible,
but it’s a field that has long been considered one of the most
promising areas. The use of quantum algorithms with the ad-
vent of quantum computers exponentially increases the speed
of solving computational problems, making our research in this
area all the more significant and urgent.

The development of quantum computing and cyber-
nate-associated technology in contemporary encryption
implementations is only a matter of time. Given the potential
cybersecurity threat, developing ways to protect against
possible attacks is already the case. Nowadays, quantum
pattern recognition algorithms spark great interest due to
the emergence of the first quantum computers and software
interfaces, focusing solely on the development and research
of this area of computer science. Such an essential advantage
of quantum algorithms in solving several complex computa-
tional problems and the lack of knowledge of their capabili-
ties lead to the inference that research in this area is critical.

The topic being discussed is not just relevant, it’s a press-
ing need in the current educational environment. The lack of
practical and theoretical development of models for the archi-
tecture of modern proctoring systems is a gap that needs to be
filled. The high speed of image encoding and decoding, made
possible by quantum computing, will allow the use of quantum
computing algorithms for streaming video. This will signifi-
cantly increase the security of the proctoring system, making
our research in this area a practical and necessary step forward.

Therefore, the studies of data privacy protection in im-
age recognition in monitoring the educational process are
relevant due to the need for more practical and theoretical
development of data protection models and the security of
online video communication for the infrastructure of mod-
ern proctoring systems in the educational environment.

2. Literature review and problem statement

The study [6] evaluates software engineering systematic
review process research from 2005 to mid-2012, highlight-
ing critiques, recommendations, and challenges. It empha-
sizes the need for continuous improvement and validation of
tools and methodologies in this domain. The paper addresses
vital criticisms, offers practical recommendations for process
enhancement, and identifies challenges for more effective
systematic reviews. It also highlights the persistent chal-
lenge of assessing the quality of studies using diverse em-
pirical methods. However, the study’s limitations highlight
the need to acknowledge challenges and constraints to fully
understand the scope and implications of the research. The
study excluded papers mentioning process issues as an addi-
tional issue in a systematic review or mapping study to limit
primary studies and reduce the number of documents needed
to read, but this may not have included some relevant papers.
The disadvantage of this study is that it is only a systematic



review of research into software development processes and
does not address data protection issues [6].

The paper [7] examines the legal issues arising from online
proctoring technologies, focusing on data protection, human
rights, and equality. It concludes that these technologies
breach student rights and break the trust needed for learning.
The over-reliance on exams as an assessment method is based
on more innovative, inclusive, and rights-compliant methods.
Proctoring technologies contradict basic principles of law
and human rights legislation, as they assume exam-takers
are bound to cheat. It also suggests that these technologies
hinder the development of alternative assessment methods
that promote inclusive learning. The disadvantage of this
article is that it only considers the problems of using proctor-
ing technologies in higher education and their possible legal
consequences, including violations of data protection laws.
It argues that the legality of the processing is controversial
because assessment methods may violate students’ rights. In
addition, this work does not discuss strategies for protecting
proctoring technology from hacking [7].

This paper [8] provides a thorough evaluation of various
tools and offers practical recommendations for educational
institutions where online proctoring faces challenges. These
challenges include the need for access to suitable technolog-
ical infrastructure, the digital divide between students, and
the unique needs of students with disabilities. The paper
also addresses concerns about the interpretation and use of
recorded video. Students with disabilities may require spe-
cific assistance and tools. The disadvantage is that it is not
about the design procedure methods protection of confiden-
tial data students that leads to providing purely subjective
recommendations for implementing online proctoring that
are comprehensive, including preparing university-wide rec-
ommended exam procedures, testing the system in actual
courses with large numbers of students, providing a comput-
er lab for students without laptops, and meeting hardware
and software requirements for the system proctoring.

Within the paper [9], the study’s key findings on proc-
tored and non-proctored methods provide a comprehensive
understanding of the effectiveness of proctoring technolo-
gies. The significant implication is that proctored systems
resulted in lower test scores, regardless of grade or gender.
The study suggests that while proctoring systems can pre-
vent dishonest behavior among students, further improve-
ments are needed, underscoring the potential of these tech-
nologies. The call for implementing supervised systems to
eliminate unethical behavior among students is a clear path
forward. The study’s conclusion that the purpose of higher
education is to instill values in students underscores the
ethical considerations of proctoring technologies. The pri-
mary result of this research is that students exhibit positive
attitudes towards using online proctoring. A key reassur-
ance for educators is that integrating proctoring technology
into Moodle is a straightforward process that requires no
additional infrastructure. The disadvantage of incorporating
such an approach is that with a data protection module, the
system’s online proctoring can be protected from hacking
and attacks both inside and external [9].

Proposals posited in paper [10] suggest that the policy
responses to address fairness, disparate test scores, and
student testing in online classes. Online education is grow-
ing, but it also poses challenges, such as the perception that
undetected cheating compromises academic integrity. Video
proctoring significantly negatively affects online test scores

because it discourages cheating. The study shows that proc-
toring software is essential to ensuring academic integrity
by ensuring equal test-taking conditions in similar courses.
This article also discusses that future research may influence
the choice of proctoring, but the results highlight the need for
proctoring software that will promote the integrity of online
testing. The disadvantage is that the focus is on proctoring
software, which is essential to ensuring academic integrity,
rather than the design process of constructing an information
security system for a proctoring system in education [10].

A paper [11] argues that, due to increased pressure to main-
tain high academic performance for future study or professional
opportunities, students may experience test anxiety at some
point in their higher education journey. Empirical observa-
tional studies have been conducted for decades to determine
the psychological and physiological effects of test anxiety. This
study examines the on-the-spot behavior exhibited by students
while taking exams in an online course using a virtual proctor
and how it relates to students’ self-reported signs of test anxi-
ety. Although a change in gaze direction may indicate academic
dishonesty, educators must conduct a full investigation before
concluding. The disadvantage is that the focus is on recommen-
dations ranging from the need for targeted use of virtual proc-
toring to ensuring standards of academic integrity are offered,
but this can be best achieved if instructor-proctors followed
behavioural cues consistent with evidence of cheating [11].

In this article [12], the effects of proctoring on students’
self-reported temptation to cheat and potentially unde-
sirable side effects, including test anxiety, perceived exam
difficulty, and performance, have been identified. This study
showed that it is essential to consider a wide range of factors
when deciding to implement proctoring, which are not solely
related to reducing academic dishonesty. The disadvantage
is that the focus is on time management, environmental
structuring, learning strategies, and internet literacy, which
could reduce test anxiety. The major disadvantage is that
it is not a procedure for designing security systems against
potentially unwanted side effects, including protecting stu-
dents’ self-reported temptation to cheat during testing.

This study’s disadvantage [13] is that it only provides
information on digital proctoring, an essential tool for
improving academic integrity in online examinations and
promoting digitalization in higher education. It guides prac-
titioners in implementing digital proctoring systems and
assesses their impact on students and teachers, but it needs
to address the methods and models of data protection used
because of proctoring technology.

In the paper [14], it is explicitly mentioned that the
proctoring system exercises comprehensive control over
the user’s camera, microphone, and screen throughout the
examination process, utilizing advanced technologies such
as artificial intelligence, computer vision, and various other
modules. Furthermore, this system furnishes the proctor
with a detailed report that offers a segmented user behavior
analysis. The document also asserts that the implementation
of such exams leads to a reduction in organizational expen-
ditures and an improvement in qualifications. However, the
authors express uncertainty regarding the prolonged utili-
zation of online proctoring technologies, raising questions
about their efficacy and implications for the future.

In paper [15], posits the argument that biometric tech-
nologies play a pivotal role in identification and authenti-
cation, encompassing groundbreaking advancements that
enable the assessment of students’ physical and behavioral



attributes. Biometric technologies have been used in iden-
tity management, class attendance, e-assessment, security,
student motivation, and learning analytics. Using biometric
data has advocated for executing academic and non-academ-
ic tasks within university settings. New features are being
developed for commercial applications, such as vascular pat-
tern recognition, ear shape recognition, facial thermography,
odour detection, gait recognition, heartbeat authentication,
brain waves, and human body bioacoustics. The disadvan-
tage of this study is that it only provides researchers with a
clear understanding of the potential of biometric technolo-
gies in education. It does not address students’ issues with
such systems because of privacy issues. However, security
and privacy issues remain a significant concern.

Nonetheless, its utilization of proctoring technologies re-
mains crucial to upholding academic integrity in online testing
scenarios. All the papers we reviewed noted that proctoring
plays a critical role in ensuring the integrity of online exams.
It uses various technologies and methodologies to prevent
academic dishonesty and allow for continuous monitoring.
These systems provide real-time monitoring of exam processes,
alerting teachers to any anomalies and providing a secure exam
environment without physical testing equipment. However,
the biometric technologies used in proctoring ensure only aca-
demic honesty. However, data protection problems, such as the
protection of students’ data, are not considered, and students’
sensitive data needs to be protected. The comprehensive litera-
ture review has yielded invaluable insights and comprehension
concerning integrating proctoring technologies within higher
education institutions, encompassing discussions on technolog-
ical advancements. There are also problems and peculiarities of
authentication challenges and preserving students’ confidential
information. The findings underscore the urgency of developing
more sophisticated proctoring software integrated with robust
authentication protocols to bolster the integrity of online as-
sessments.

3. The aim and objectives of the study

This study aims to develop an algorithm based on quan-
tum computing, considering the features of the information
security system of the proctoring infrastructure in education.
This will allow will provide an objective assessment of the in-
frastructure and enhance the systems for protecting students’
confidential data. This approach opens up new possibilities
and underscores the urgency of developing protective mea-
sures for the security of the proctoring infrastructure.

To achieve this aim, the following objectives are accom-
plished:

— to evaluate and analyze approaches to pattern recogni-
tion using quantum computing algorithms;

—to compare the differences between traditional and
quantum cryptography;

— to describe the classifications and a brief analysis of the
characteristics of classical algorithms used in recognition;

— to develop an algorithm model for quantum cryptogra-
phy facial recognition technologies.

4. Materials and Methods

The focus of the research is on the process of construct-
ing an information security system for a proctoring system

in the field of education. The current situation is not least
due to the imperfection of the mechanisms used today to
ensure the security of critical educational infrastructure
facilities, including proctoring technology. The hypothesis
of the research was as follows:

The proposal of aquantum cryptography algorithm-based
face recognition model for security services in the proctor-
ing system holds the potential to revolutionize the field of
education, enhancing the security of critical educational
infrastructure facilities.

The use of a quantum cryptography algorithm not only
ensures high cryptographic strength and ease of implementa-
tion but also allows for the parallelization of image encoding
and decoding processes, eliminating the need for complex
computer technology. This practical approach also enables the
transfer of various contents, including multimedia data.

In addition, research allows for the parallel processing of
large data arrays of facial images using quantum correlations
between the informative features of pictures. It implements
an effective recognition method, enabling to build and
ensure a confidential cryptosystem’s required efficiency
and reliability. In the future, it’s planned to implement a
proctoring system based on a university practically, and the
main stages of the study of a security system have been for-
malized in the form of copyright [15, 16]. Thus, the proposed
mechanisms allow for a methodological basis to construct a
quantum cryptography algorithm for face recognition tech-
nologies proctoring systems.

5. Results of development of quantum computing algorithm

5. 1. Modern principles of pattern recognition and
detection

The replenishment of the labor market with outstanding
personnel is greatly facilitated and accelerated by modern
Internet technologies in training and educating qualified
specialists. Educational organizations have focused on con-
stantly improving technologies oriented towards innovative
growth models, which are necessary to rapidly implement
modern technological innovations, especially those aimed at
providing high-quality training, including distance learn-
ing. Proctoring increases the authenticity and reliability of
the results by detecting the students’ educational achieve-
ments. Most existing studies of proctoring systems have
three detection modes: real-time proctoring, recorded proc-
toring and automated proctoring, but most are suitable for
online exams only [15].

In line with the development of digital technologies in
education, proctoring will be in demand more and more,
and therefore, it is necessary to continue researching the
possibilities of optimizing this process. However, to check
the quality of training for students who master the profile
remotely, it is essential to organize certification correctly.

The proctoring system, a comprehensive tool, plays a
crucial role in online education. It verifies the identity of
the participant, performs real-time surveillance to reveal
possible violations, and conducts the identification of the
person under an exam. The system observes its actions using
a webcam and perceives what is happening on its computer
monitor. This advanced technology allows, with a high de-
gree of probability, to confirm the identity of the examinees,
objectively assess their knowledge, and exclude cheat sheets
and other tricks during the exam (Fig. 1).



evaluation activities. It ensures organizational support for
procedures for confirming the identity of students (Fig. 2).

A mixed proctoring system is often used, working as
follows: a video recording of the exam with the comments of
the program is additionally viewed by a person who decides
whether violations indeed took place (Fig. 3).

Generally speaking, due to human supervision’s limita-
tions and the lack of effective proctoring systems, a new ef-
ficient proctoring system based on quantum computing and
facial recognition technologies is needed to assist in offline
examinations.

The limitations of classical cryptographic methods have
paved the way for the innovative development of quantum
cryptography. Unlike classical cryptography, which is based
on mathematics and the computational difficulty of factor-
izing large numbers, quantum cryptography is an emerging
technology that harnesses the unique phenomena of quan-
tum physics. It enables two parties to have secure commu-
nication, leveraging the invariability of the laws of quantum

The proctoring technology provides a means of moni-  mechanics. Fig. 4 provides a visual comparison of classical
toring the conditions for the implementation of control and  and quantum cryptography.

Fig.1. Principles of Proctoring in the Education System:
1 — independence; 2 — objectivity; 3 — tonality;
4 — relevance; 5 — control; 6 — orderliness [10]
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Classical cryptography

Quantum cryptography

1. Classical cryptography is based on
mathematical computations.

2. Classical methods are widely used and
straightforward.

3. Classical cryptography can span millions of
miles.

4. Classical cryptography is well-established and
tasted.

5. Classical cryptography requires less
expenditure.

6. Classical cryptography requires upgrades as
computational power increases.

1. Quantum cryptography is more
sophisticated.

2. Quantum cryptography is based on
quantum mechanics.

3. Quantum cryptography, based on the laws
of physics, does not.

4. Quantum cryptography currently has
higher implementation costs.

5. Quantum cryptography is still in the
early stages of deployment.

6. Quantum cryptography currently has a
limited range.

Fig. 4. Analyzing the differences between traditional and quantum cryptography

A quantum computer, a device capable of performing
quantum computations, is a marvel of modern technology.
It uses controlled manipulation of quantum states of qu-
bits to execute algorithms. Unlike a traditional computer,
a quantum computer can acquire an arbitrary quantum
state from an arbitrary input quantum state. This unique
ability allows quantum computers to precisely calculate
the behavior of quantum systems or minuscule particles,
as detected by quantum mechanics, opening up a world of
possibilities.

Quantum computing is a rapidly evolving tech-
nology that could have far-reaching implications for
industry and every sphere of modern life. Quantum
computing is a powerful tool based on qubits, units of
quantum information capable of possessing two states
simultaneously: 0 and 1. Taking advantage of the prin-
ciples of quantum mechanics, quantum computers can
perform calculations much faster than conventional
computers, which use transistors and logic gates to
process information.

Quantum computing may reduce the time and resourc-
es required to develop products and processes, making
creating or improving new products more accessible and
faster. In addition, quantum computing helps optimize the
business processes of educational organizations that re-
quire a large amount of computing in a much shorter time,
leading to more efficient and cost-effective educational
process management.

Facial recognition is a technology used to identify per-
sonalities or groups of people in stable images and videos.
Facial recognition is a type of computer vision that uses
optical input to analyze an image. In this case, all the
faces in the image have been viewed. In more detail, the
process of face recognition in images can be represented
by the following steps:

1. Image preprocessing, which is necessary to put the
image into a standard format convenient for recognition.

2. Selection or detection of faces in the image.

3. Extraction and encoding of the most representative
features (characteristics) of faces from Fig. 11.

4. Comparing the faces in the image to those stored
in the database to determine the reliability of recogni-
tion (Fig. 5).

The intricacy of the facial recognition process is evi-
dent in the various ways each stage can be implemented.

Some algorithms can be used simultaneously in multiple
stages, adding to the complexity. The efficiency of a facial
recognition algorithm, a key measure of its success, is de-
termined by the quality of recognition (as indicated by the
percentage of correctly identified images relative to the
percentage of false positive classifications). This, in turn,
is influenced by the methods and algorithms available for
image analysis and the speed of these algorithms, which
is a product of the quality of the software implementation
and the hardware used.

1. Face 2. Extracting
detection - features

Fig. 5. General face recognition scheme

Problems arising in the process of face recognition
may include variations in the set of face images, such
as race, gender, emotions, lighting, and head position,
as well as the presence of masking features (glasses,
moustaches, closed eyes, etc.). As mentioned in [17], to
model the problems of pattern recognition and detection
on quantum computers, it is necessary to work on two
areas:

— to develop methods for creating quantum algorithms
that process images by converting classical image process-
ing algorithms into quantum algorithms (equivalent to
classical computer vision algorithms);

—to study the applicability of quantum neural net-
works in detection and recognition tasks.

One of the most crucial tasks in the facial recognition
process is the selection of an appropriate similarity mea-
sure for two sets of descriptors corresponding to the fea-
tures of face images. This decision significantly impacts
the accuracy and reliability of the recognition system.
Currently, similarity measures based on the cross-cor-
relation of two images are widely used, underscoring the
importance of this choice (Table 1).

Such a solution to the recognition problem is combi-
natorial and seeks further improvement. Quantum image
recognition and processing algorithms can be considered
a separate category.



Main measures of image similari

Table 1

ty based on cross—correlation [18]
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5. 2. The variations between conventional and quan-
tum cryptography

Quantum computing is a new type of computing that is
expected to change computer systems in the future funda-
mentally. Since quantum mechanics is a more general model
of physics than classical mechanics, it leads to a more general
model of computation capable of solving problems impracti-
cable for classical computation. The principles of quantum
mechanics are employed in quantum computing to process
and manipulate information. In addition to the principles of
quantum mechanics, quantum computing enables it to per-
form certain types of calculations much faster than classical
computing [19].

Unlike classical computers, which use bits as the minor
data units represented as 0 or 1, quantum computers use
quantum bits or qubits, which can exist in a superposition of
states, representing both 0 and 1 simultaneously. Four num-
bers are required to identify the state uniquely; a pair of two
qubits can be in a superposition of four states. The possible
states of 0 or 1 in qubits can make the photon polarization
vertical or horizontal (Fig. 6).

Based on the quantum properties of “superposition and
“entanglement” n qubits can act as a group or in isolation,
resulting in an exponentially greater information density than
a classical computer. In general, the quantity of data kept in N
qubits corresponds to 2 raised to the power of N (2V) conven-
tional bits.

Quantum computing achieves polynomial speedup if
it solves a problem in time T for which a classical com-
puter requires time 7% or some other polynomial function
of T. Similarly, quantum computing achieves exponential
speedup if it solves a problem in time T for which a classical
computer takes time 27 or another exponentially growing
function of T.

A quantum bit is the fundamental unit of information
used in quantum computers. This can be compared to a bit
that is used in a classical computer. A qubit, in more techni-
cal terms, is a two-dimensional quantum system. The state

of a qubit can be expressed as:

|p)=cl0)+B|1),

where a and B are complex numbers and |a|2+|8]2=1. In ket-no-
tation or Dirac notation, |0)=(10) and [1)=(01) are used to
represent the basic states of a two-dimensional vector space.
Therefore, equation (1) truly shows the state of the qubit as a

two-dimensional complex vector (ap).

Y

Classical bit

Fig. 6. Classic bit and Qubit [5]
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The difference compared to a classical bit is that a qubit
cannot be measured without changing it. Measuring a qubit
or its state given by equation (1) will give a classical value
equal to zero (|0)0) with probability |a|2| or one (|1|1) with a
probability of |8|2|. In addition, |$) (the conjugate transposi-
tion of |p)) is a row vector (known as bra) with two compo-
nents: (0]=(10) and (1|]=(01). From bra and ket, it is possible
to compute the inner or outer products of the vectors. Given
|y and |v), their inner product is (u[v)(=(u|[v)), which is a sca-
lar. For example, (0|0)=(1|1)=1 and (0|1)=(1|0)=0. The outer
product is obtained using (u|[v) and is an operator in matrix
form. If [0)(0]0)(0 (i. e., (0| works on |}, the result is a0).

This means that the operator 0){0]0)(0 will extract the
|00 component from |¢) or |p) measured in the 0)0 direction.
Similarly, the operator |1)(1 extracts [1)(1 components from |¢).
The efficiency of quantum computing is determined by the
number of reproducible qubits and the maintenance time of
quantum superposition.

Quantum computing algorithms have been developed for
combinatorial problems, optimization problems, and specific
simulations. The model of quantum algorithms is based on
the physical laws of the theory of quantum computing, name-
ly that unitary, reversible quantum operators are involved in
the calculations. To sum up, a quantum algorithm consists of
three main unitary operations:

1.Superposition.

2.Quantum correlation (quantum oracle or entangled
operators).

3.Interference [20].

The fourth operator, the operator for measuring the
results of quantum computations, is irreversible (classical).
The fundamental result of the theory of quantum computing
states that all operations can be implemented on a scheme
consisting of universal basis elements. Unlike their classical
counterparts, quantum algorithmic cells (QAC) can be im-
plemented on different classes of universal elements, depend-
ing on the computational basis used.

Quantum algorithmic cells with fixing computationally
and measurement bases depict the evolution of some unitary
operator U, to which the quantum computational process
[Wiin=Ul[Win) corresponds, where the vector (wave function)
[Win) sets the initial conditions for the calculation (of the
problem being solved), and |y5;,) fin reflects the result of the
calculation due to the action of the operator U on the initial
state |[P;,. Various forms of the operator U (in particular,
the Hamiltonian) result in different models of quantum
computing. In general terms, the quantum computing model
consists of five stages:

— preparation of the initial (classical or quantum) state ys;y;

— performing the Hadamard transformation for the ini-
tial state to prepare the superposition state;

— application of an entangled operator or a quantum cor-
relation operator (quantum oracle) to a superposition state;

— execution of the interference operator;

— use of the measurement operator for the result of quan-
tum calculations |[y;,) [20, 21].

Quantum algorithms are often presented as quantum cir-
cuits consisting of quantum gates that process input qubits.
Various combinations of quantum gates can execute a par-
ticular quantum algorithm, the results of which are obtained
by quantum measurement. Quantum gates and operators
are applied qubits. In the schematic diagram, the qubit is
represented by a horizontal line. This is done clockwise from
the left. The initial state of the qubit is shown on each line.

Control is shown in the same order as it is applied from left
to right. The state of a qubit in a quantum circuit changes
with time [21].

Mathematically, a unitary matrix is used to represent a
quantum gate, and the number of qubits at the input and out-
put of the gate must be equal. Measuring elements are used
to measure the qubits in the computational infrastructure.
The measurement element is identified by a unique element
with a metric symbol.

5. 3. Classifications and a brief analysis of the charac-
teristics of classical algorithms used in recognition

In 1982, it was empirically demonstrated and validat-
ed through rigorous scientific inquiry that in the realm of
quantum problem-solving, the intricacy and sophistication
of arriving at a solution using traditional computing meth-
odologies experience a substantial and remarkable surge in
complexity, exhibiting an exponential growth pattern that
is directly contingent upon the specific input variables in-
volved in the computational process, indicating that the task
at hand becomes exceedingly arduous and impracticable to
accomplish through conventional means, thereby necessitat-
ing the utilization of advanced quantum computing technol-
ogies and techniques.

The main advantages of using quantum calculations
in defining objects and images include acceleration of the
computational process using quantum components, stability
at different angles of the object, its movement and stat-
ics, and ensuring cryptographic noise immunity. A hybrid
quantum-classical system usually consists of quantum and
classical parts. The first step in the quantum part is a (fixed)
state preparation scheme called an encoding scheme. The
two most common encoding types are qubit encoding, which
encodes data into individual qubits, and amplitude encoding,
which encodes data into the amplitude of a tangled set of
qubits [22].

The most crucial stage of the quantum part consists of
a parametrized quantum circuit (also called PQC or QNN)
with parameters corrected in the classical part. The output
of the quantum part is the classical value obtained by the
measurement.

The classical part applies an optimization algorithm to
adjust the parameters of the quantum circuit. In addition,
the classical part may also perform pre-processing and
post-processing of the classical data. Thus, a hybrid quan-
tum-classical system can utilize quantum computing and
classical processing and optimization techniques [21, 22].

Facial recognition technologies on video surveillance
records require the creation of methods for fast processing
of large amounts of data and “smart” systems capable of
comparing images and distinguishing them from each other.
Contemporary developed quantum systems are suitable for
these tasks because, unlike present-day computers, they will
have a hundred-fold more processing power. Such technolog-
ical solutions require new algorithms.

The possibilities of face recognition technologies in
quantum computing are just beginning to be explored. Con-
tinued research might bring in more applications for this
powerful technology. The capabilities of facial recognition
technologies could revolutionize computing, and quantum
computing could soon be used in a wide variety of applica-
tions [22].

Face recognition technology may be a building block to
support other capabilities such as face identification, group-



ing, and verification. Facial recognition software provides
many practical use cases for businesses and education (proc-
toring).

In the past, computer vision methods were used for pat-
tern recognition and detection, i.e., technologies that could
detect, track, and classify objects. In recent times, the tasks
of pattern recognition and detection have been actively used
by machine learning and artificial intelligence technologies,
including such areas as Deep Learning and Neural Networks.
A precise dynamic partial replacement method for computer
vision algorithm libraries by deep artificial neural networks
already exists, which cope well with classifying and identify-
ing objects, phenomena, processes, and situations.

Artificial neural networks (ANNS)
have proven their usefulness, so it is not
surprising that quantum neural networks
(QNN5s) have been attracted to this area.

Due to the quantum mechanical effects,

the optical device also affects the accuracy of this kind of
biometric system. It is essential when monitoring crowded
places, such as stadiums, subways, and airports, where the
distance from the video camera to the object might comprise
tens of meters. Also, facial recognition algorithms are sensi-
tive to age-related changes. Over time, a person may change
their hairstyle, a beard or moustache may appear, and glasses,
which ultimately complicates the task of identification [23].

Fig. 7 presents the multi-modal biometric identification
systems, which consist of a standardized technique that in-
cludes four building blocks: a data capture module, a feature
generation module, a comparison module, and a decision
module.

Classification
module

t v

these networks can perform computation
faster than classical ANNs. One of the

Feature

Data capture Decision-

. o . Input signal
possible classifications of face recognition

generation
module

A

module making module

techniques is as follows.

Shape-based (uses information about
the relative position and size of features).
Requires thresholds to be set-examples:
Harris detector, Harris-Laplace detector,
SUSAN (Smallest Univalue Segment As-
similating Nucleus), etc.

Template-based. It is inconvenient
because templates must design in advance, and it is complex
to design robust templates.

Color-based segmentation. It is disadvantageous in that
features can only be extracted from frontal or proximity
images of faces.

Appearance-based approaches (ASM, AAM, PCA, ICA,
Gabor wavelets, and resource-intensive approaches regard-
ing memory usage and CPU time).

In addition, training and manual placement of contours
and landmarks in the image are required; approaches such
as PCA, ICA, and Gabor wavelets are more natural to use
for face detection than feature extraction. Hybrid tech-
niques assume that if the feature extraction and encoding
tasks are adequately resolved, the recognition task is trivial
and reduced to finding instances in the face database that
minimizes the distance to the object to be classified. The
shortcomings of modern image recognition techniques are
as follows:

— errors when searching large databases;

—recognition errors when changing the angle of the
object;

— effects of lighting on recognizing quality;

— ageing changes;

— signs of masking;

— software sensitivity to facial expressions [23].

The way users recognize faces is highly dependent on
the level of illumination, angle, and quality of the photo re-
corder and is also sensitive to changes with ageing and facial
expressions [23].

Personal identification systems based on analyzing a
single biometric parameter (uni-modal) can be bypassed if
a digital copy of a person’s face or voice is created. The dis-
advantages of the procedure for recognizing a person from
a face image include a strong dependence on the degree of
illumination and the head’s rotation angle. The quality of

module

Fig. 7. Structural diagram of a multi-modal biometric identification system

The authentication algorithm may encounter a prob-
lem when user registration is performed in near-ideal con-
ditions and testing and operation of the device occur in a
high-noise environment. The inability to control external
factors and non-compliance with the rules for collecting
biometric data can significantly reduce the accuracy of
such a system. As a consequence, it is necessary to devel-
op more advanced personality identification algorithms.
One of the promising directions in developing biometric
systems is developing and researching personality iden-
tification algorithms based on two or more biometric
parameters, the so-called multi-modal solutions based on
quantum computing.

The approach based on the combination of modalities
allows not only the increase of the stability and accuracy
of biometric systems but also the improvement of their re-
liability in case of unauthorized access attempts. The need
for such algorithms remains at its highest level. As a result,
personality identification algorithms need to be developed,
considering that people can work in real-world practical
conditions.

5. 4. Algorithm model for quantum cryptography of
facial recognition technologies

The main purpose of the proposed algorithm for con-
verting a classical image into a quantum state is to convert
the original image into a quantum form for the purpose of
subsequent application of quantum algorithms (Fig. 8), for
example, Grover’s algorithm or quantum geometric transfor-
mations. The algorithm’s operation involves applying a series
of quantum operations to the input state, which is initially a
superposition of all possible transformation states. Grover’s
algorithm relies on the idea that amplifying the amplitude of
the marked state is achieved by applying a quantum opera-
tion iteratively [23].
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Fig.8. Diagram Grover’s algorithm

This quantum approach to image representation and
processing assumes that each image pixel x(i, j) shall be
transformed into a quantum state |q(i/j)):

lq (i) =col0)+ca|1), (2)
where |cy|? and [cg|> mean a probability that after the mea-
surement the state will be |0) or [1), respectively, and the
following condition is satisfied: |co|?> and |co|?=1.

It should be noted that the choice of the initial values
of the probability amplitudes that encode the colors of the
image pixels can be different and depend on the algorithm
used to convert the image into a quantum form. In addition,
depending on further transformations, it may be necessary
to create a superposition of pixels in the input image. The
superposition is created by several steps:

1. Coding of pixel colors (represented as real numbers)
into complex amplitudes of quantum states:

8: R - C} (x,%,,2,) > (e ,r,e™), (3)
where x1, x» and x3 are the components of the RGB color
model (red, green, blue);

ni=\1-xs, 7 =x,
¢, :=arcsin(2x, —1), ¢,:=arcsin(2x,-1).

2. Suppose:

— i0; — i9) — el — io;
z,=ne", z,=ne", z,=1e", z,=r1,e".

The pixel color shall be: |g;)=z|0)+25|1).
3. The reverse transformation is performed as follows:

1+sind, 1+sin
v:C! > R®, (21,22)%(7%,7%4220, 4)
where ¢:= arg(zy), ¢po:= arg(z).
4. Pixel coordinates are encoded as follows:
|k =|x|y = XaXna - Xo|\YuiYua Yoo X X € {0’1}’ (5)

where the states |x and |y encode pixel coordinates (column
and row numbers of a pixel, respectively).

As a result, let’s obtain a superposition of the quantum
states of the pixels of the input image in the form:

D=5 30 la) Ol ©®

As a consequence, the transformation technique depicts
a multi-pixel image as a single superposition including the
properties of all pixels in the image. In the quantum comput-
ing model, the probability amplitudes and the state vector are
members of a superposition and must be stored as separate
values, while the pixels are stored in a conventional computer.
The quantum cryptography algorithm of facial recognition
technologies is an extension of the classical cryptography
algorithm and is designed to encode images in the course of
exchanging secret information. Restoring the original image
from a quantum superposition is more complicated.

Consider the results of decoding a classical image from a
quantum superposition state — a quantum visual secret ex-
change scheme. Having an image of size MXN, from which it
is required to get two “shadow” images of size 2Mx2N each.
Let’s transform each pixel of the input image x (i, j) into a
quantum state |g (i, j), which is a superposition of four basic
quantum states the |00, |01, [10)and [11), 1. e.:

lq (i, j)y=c1]00)+¢2| 01)+¢3| 10)+c4[11).

The probabilities of measuring each base state are
equal, i. e.:

lc1]2=|c1]2=|c3|2=|c4|2=1/4.

For each basic state of the |00), |01), [10) and |11), a one-
to-one correspondence is selected from the set of possible
states of a group of pixels that characterize each pixel of the
original image in the “shadow” image.
10

10
to the |00)states, the group |:0 1] might correspond to

For instance, a group of pixels [ :| might correspond

|01 states, the group [1 0:| corresponds to [10, and the
group [é (1):| to the state |11.

According to the basic quantum state let’s obtain by mea-
suring the quantum state of a pixel in the original quantum
image, the corresponding color will be chosen for the pixel,
representing one of the classical “shadow” images of the pixel



in the original image. The technology for facial recognition
systems based on intelligent quantum computing will allow
parallel processing of large data arrays of face images and,
using the quantum correlation between informative features
of images, implement an effective recognition method.

The task of concealing visual information is the reverse of
the task of recognition. The technology developed for facial
recognition systems in images and videos is based on the use of
intelligent facial recognition quantum computing technologies.
Additionally, the obtained quantum cryptography diagram of
facial recognition technologies inherits most of the advantages
of the classical scheme and also expands its capabilities (Fig. 9).
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Fig. 9. Diagram of quantum face recognition [23]

By combining the foundations of quantum algorithms with
available classical algorithms, it is possible to implement an ef-
fective face recognition system that solves (in whole or in part)
many of the above shortcomings. Advantages of Using Hybrid
Computational Algorithms for Face Recognition:

— potential for faster computation through the use of
quantum evolutionary operators;

— the introduction of quantum operators of superposi-
tion and correlation to classical algorithms, as well as the
stochastic nature of quantum algorithms, involves the emer-
gence of the unique properties of the data processing process
that affect the outcome of the algorithm;

— radically new approaches to the description of face recogni-
tion algorithms and cryptography and stenography algorithms;

— immaterial dependence on environmental interference;

—no dependence on stationary or moving objects or
cameras;

— transmission of a full-fledged video image over low-
speed communication channels;

— ensuring a high level of security when trying to inter-
fere with image control channels [24-26].

The algorithmic model of quantum cryptography for
face recognition techniques can be used independently or in
conjunction with other quantum cryptographic algorithms
for image and video processing.

6. Discussion of the results of adapting proctoring
technology in education on the integration of quantum
computing algorithms with biometrics data

The development of proctoring systems demands new
approaches to building security systems. At the same time,

experts question the possibility of using classical cryptograph-
ic cryptosystems to provide a modern security level. A new
approach that considers the characteristics of educational
platforms and security systems is essential in building sys-
tems. It’s crucial to contemplate the possibility of categorizing
information resources based on the technologies employed in
proctoring.

In this study, an advanced requirement to develop a
protection system for proctoring has been devised for a face
recognition model that utilizes a quantum cryptography
algorithm.

A feature of the proposed solution is that such quantum
algorithms allow the construction of stable cryptosystems,
such as those that provide the necessary level of efficiency
and reliability during complex proctoring in the educational
environment.

Quantum algorithms have demonstrated that security
services can be provided through a combination of cryp-
tographic mechanisms and robust coding methods using
multimodal biometric technology [27].

The standards continue to consider security components
and outline the threats and preventive action mechanisms
for every data protection component [28]. Implementing
this algorithm has significant implications that go beyond
improving protection experiences and have the potential to
transform the proctoring system in educational institutions
completely. This approach needs to allow an objective assess-
ment of the current state of the protection system and the
possibility of proctoring due to the hybrid nature of threats
or their integration with social engineering methods.

The research outcomes regarding the classic authenti-
cation scheme in the proctoring technology were critiqued
for its vulnerability if an attacker acquires logins and pass-
words. To address this, the proposed solution introduces
an authentication process employing multimodal biometric
technology with quantum algorithms for protection.

To ensure further development of quantum algorithms
with multimodal designs of biometric technology, it’s pro-
posed that stable-level system protections be modified. This
approach provides the necessary level of system protection
without compromising security. An advantage of the model
is that, through various modifications in the choice of solu-
tions, this approach to data will not only reduce computer
and financial costs but also improve security.

The proposed mechanism will maintain the required
security level, which will prevent proctoring systems from
being hacked. Fig. 2 presents a methodology for construct-
ing the functioning of biometric user authentication systems,
providing an objective assessment of the current state of
security of the infrastructure of proctoring technologies in
the educational environment.

Quantum algorithms will be the foundation of a security
system that provides:

— the necessary level of security;

— taking into account the secrecy of information resources;

— their circulation;

— and their storage.

Fig. 9 depicts the obtained quantum cryptography dia-
gram for facial recognition technology, which retains most of
the benefits of the classical scheme while significantly expand-
ing its capabilities.

The proposed quantum algorithms offer protection through
multimodal biometric authentication and encrypted storage of
access links in the proctoring system that provide the necessary



level of security and emphasize the need for robust security in
personal data for students.

The biometrics-based authentication model presents a stan-
dardized module that includes preprocessing (1), feature ex-
traction (2), feature comparison (3), and (4) authentication
processes [29, 30]. The proposed approach is to replace the
fourth modulus of authentication with quantum algorithms
that use unique multimodal biometric features. The model then
increases the authentication model’s dependability by establish-
ing a systematic and secure technique for authenticating based
on unique multimodal biometric features utilizing quantum
computing.

The limitation of the study is due to factors such as secu-
rity and privacy when implementing electronic monitoring in
educational institutions. However, this limitation should be
addressed in future research and extended to other securi-
ty-relevant factors affecting this implementation by studying
the protection module weaknesses of various technology tools.

In the future, let’s add modules relevant to implementing
various methods directly onto the proctoring platforms, which
will help provide a good starting point for an enjoyable experi-
ence with visual learning tools. This can only be accomplished
by thoroughly analyzing the request and swiftly deciding on a
quantum computing simulation method. Accordingly, testing
the model will be possible with various approaches to pattern
recognition and detection in the proctoring system for better
problem-solving and performance analysis.

In conclusion, this study provides a foundation for future
research on applying algorithm models for quantum cryptogra-
phy in facial recognition technologies, presenting new avenues
for enhancing the accuracy and efficiency of the transformation
of technology for monitoring learning results. In the future, a
promising direction is the use of artificially intelligent neural
networks, which will expand the range of analysis of threats
and vulnerabilities by providing the necessary level of objectiv-
ity for taking preventive measures.

7. Conclusions

1. Analysis and evaluation approaches show that quantum
computing uses controlled manipulation of qubit states to per-
form algorithms, reducing time and resources for development
and improving existing ones. It can optimize business processes
in educational organizations, leading to more efficient manage-
ment. Facial recognition is a technology that identifies person-
alities or groups in images and videos. It depends on the qual-
ity and speed of the recognition algorithms. To model pattern
recognition and detection on quantum computers, researchers
need to develop methods for creating quantum algorithms and
study the applicability of quantum neural networks in detec-
tion and recognition tasks.

2. Due to preliminary calculations, a procedure for quan-
tum algorithmic cells represents the evolution of a unitary
operator U, which corresponds to the quantum computational
process. The model of quantum computing consists of five stag-
es: preparation of the initial state, Hadamard transformation,
application of an entangled operator or quantum correlation
operator, execution of the interference operator, and use of the
measurement operator for quantum calculations. Quantum
gates and operators process input qubits, with the qubit’s state
changing with time. A unitary matrix represents a quantum
gate and measuring elements used to measure qubits in the
computational infrastructure.

3.Describe the classifications and briefly analyze the char-
acteristics of classical algorithms. They show that face de-
tection in image recognition requires training and manual
placement of contours and landmarks, with approaches like
PCA, ICA, and Gabor wavelets being more natural. Also, hy-
brid techniques assume that if feature extraction and encoding
tasks are adequately resolved, the recognition task is trivial
and reduced to finding instances in the face database that min-
imizes the distance to the object to be classified. The results of
this approach allow to see that modern image recognition tech-
niques have shortcomings, such as errors when searching large
databases, recognition errors when changing the angle of the
object, effects of lighting on recognizing quality, signs of mask-
ing, and software sensitivity to facial expressions. The proposed
multimodal biometric identification system should have four
building blocks: a data acquisition module, a trait generation
module, and an authentication algorithm. Multimodal solutions
based on quantum computing can improve the stability and
accuracy of biometric systems and increase their reliability in
the event of unauthorized access attempts.

4.The developed model showed that the task of imple-
menting a face recognition system based on a quantum com-
puting algorithm ensures parallel processing of large data
arrays of facial images using quantum correlation between
informative features. This technology combines the founda-
tions of quantum algorithms with classical algorithms, en-
abling an effective face recognition system that solves many
shortcomings. Advantages of using hybrid computational
algorithms for face recognition include faster computation
through quantum evolutionary operators, introducing quan-
tum operators of superposition and correlation, and radically
new approaches to face recognition algorithms and cryptog-
raphy and stenography algorithms. These algorithms also
offer immaterial dependence on environmental interference,
no dependence on stationary or moving objects or cameras,
and high security when interfering with image control chan-
nels. The algorithmic model of quantum cryptography for
face recognition techniques can be used independently or in
conjunction with other quantum cryptographic algorithms
for image and video processing.
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