u] =,

This paper’s research object is a process of estimating the
level of energy safety at an industrial enterprise within an elec-
tricity-power system at a microeconomic level. The task to esti-
mate the energy safety of an industrial enterprise was solved
on the basis of a combined method for the continuous monitor-
ing of threats under an automated mode to the hour, in order to
make management decisions related to reducing the influence of
threats to energy safety.

Analysis of known methods for investigating the state of ener-
gy safety was performed, which revealed the lack of continuous
control over the dynamic state of research objects, as well as the
complexity in objectivity when giving exact and reliable primary
information to calculate indicators-indexes.

It has been shown that the use of the combined approach
could underlie the development of methodology for estimating the
energy safety of industrial power-generating enterprise.

Such approach involves comprehensive combination of logi-
cal methods when implementing continuous monitoring of tech-
nological parameters at generation, transmission, distribution,
and energy consumption facilities.

The process of choosing the objects of research and criteria
Jor describing their properties and functions has been substanti-
ated, in order to build the system of indicators-indexes when esti-
mating the level of enterprise energy safety.

It has been shown that a computation algorithm makes it pos-
sible to monitor the dynamics of changes in indicators and take
a management decision to eliminate energy safety threats, which
leads to a reduction in economic losses in the amount exceed-
ing USD 150,000.

Practical significance of the current research relates to the
fact that the results could be used by enterprises (public autho-
rities) for determining obstacles on a way to reducing the con-
sumption of power resources and devising a set of organizatio-
nal-economic measures

Keywords: energy safety of enterprise, threats to energy safe-
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1. Introduction

Energy safety (ES) is an important component of eco-
nomic and national security as it is a necessary condi-
tion for the existence and development of the economy
in Ukraine [1, 2]. It is known [3] that the practice of ES
assessment shows the versatility and multifactorial nature
of methodological approaches, criteria, and assessment in-
dicators depending on the tasks and the object of analysis.
This practice does not allow for the construction of a single
methodical approach to determining the state of ES at the
macro-, meso-, and micro-levels of the economy.

Research and analysis of the state of ES at electric
power system (EPS) facilities was conducted mainly at the
state and regional level of the economy, using statistical
data on short-term and long-term periods. There are also
well-known methodical approaches to determining the level
of ES at the macroeconomic level, which do not take into
account the ES status of objects such as industrial energy
enterprises (IEEs) as criteria. It follows that it allows quan-
titative and qualitative assessment of the impact of negative

factors in the form of external and internal threats at the
microeconomic level.

This introduces significant errors in the assessment of
the real state of ES in the future, leads to significant ma-
terial losses and economic losses. In existing procedures of
research and analysis of the state of ES at industrial objects,
it is recommended to use various methods: indicative anal-
ysis, the method of hierarchies and expert assessments, the
scenario method, and others [4].

These procedures could be used as a basis for devising
a comprehensive methodology for assessing the state and
level of an energy company’s ES. Hence, it follows that the
application of such procedures makes it possible to assess the
level of ES only in the domain of economic activity and only
at the level of regions or the economy of the state in general.
At the same time, there is a problem of assessing the level of
ES for energy enterprises in EPS, which function in the eco-
nomic system at the meso- and microeconomic level. In this
case, the approaches to ES assessment are significantly dif-
ferent from existing ones since it is necessary to select indi-
cators that characterize such continuous processes at energy




enterprises as the generation, transmission, distribution, and
consumption of energy.

The relevance of this subject relates to the fact that cur-
rent procedures for assessing the level of energy safety at EPS
facilities at the macro- and meso-economic levels do not take
into account the state of the level of ES at industrial energy
enterprises at the micro-economic level.

To determine the state of ES at an industrial energy
enterprise, it is necessary to devise a comprehensive metho-
dology for assessing the level of ES at an energy enterprise,
taking into account the objects of generation, transmission,
distribution, and consumption of electric and thermal energy
included in it. That is why research topics aimed at improv-
ing the comprehensive methodology for assessing the level of
ES at an industrial energy enterprise at the microeconomic
level are relevant.

2. Literature review and problem statement

For an adequate estimation of ES, works [5, 6] suggest
using a system of ES indicators, on the basis of which it is
possible to form an ES strategy of an energy company in the
future. A number of aspects were comprehensively consid-
ered, such as organizational and production, technical and
technological, environmental, stability of energy supply,
etc. A methodical approach was proposed for determining
the integral indicator of ES based on the application of the
indicative and qualitative method, which does not make it
possible to solve the problem of comprehensive estimation of
ES of the enterprise in real time.

In works [7,8], the problem of assessment and manage-
ment of ES at an enterprise was considered, as well as existing
approaches to the definition, classification, and assessment of
the level of ES at an enterprise were researched and analyzed.
A method for assessing the level of enterprise ES based on the
comparison of actual data with normative data was proposed;
however, it does not make it possible to solve the problem of
automated monitoring of the level of enterprise ES.

Thus, in work [9], it was established that determining ES
has a contextual and dynamic nature, while an important as-
pect is the energy efficiency of the enterprise. A huge number
of significant differences between studies and observations
of ES of enterprises were noted. However, the problem of
choosing the main criteria for assessing the state of energy
safety at enterprises has not been solved, especially when
building a system of indicators.

In [10], ES is defined as the safety of availability and re-
liability of energy supply. The ES assessment was carried out
taking into account energy and economic efficiency, sustain-
ability, and safety of power supply of energy consumption
facilities. At the same time, the problem of accounting for the
state of ES at energy generation sites was not solved.

In [11], the growth of the use of ES indicators is shown;
approaches based on indicators are particularly suitable for
modeling a set of measurements and comparisons. How-
ever, this does not make it possible to solve the problem of
determining the quantitative and qualitative indicators of
the ES level.

The authors of work [12] showed that the assessment of
the level of ES is carried out using a system of indicator in-
dexes, while taking into account their dependence on:

— different types of fuel and general economic situation;

— heat and electricity price policies.

This approach does not solve the problem of assessing
the level of ES at the micro-level of the economy of electric
power system facilities.

In work [13] it is shown that ES is not limited only to
nuclear power plant generation facilities but involves the
construction of a new basis for research and analysis of ES
in a cause-and-effect context. The results obtained showed
that the problem of making a management decision to reduce
the impact or eliminate threats to the enterprise’s ES has not
been solved.

In [14], the authors showed that ES, as a variable, can
be used as a dependent or independent variable. In most
studies, ES is still implied and defined by variables. Studies
have shown that the problem of the connection between
renewable energy sources and ES in the short term is not re-
solved, as well as the problem of the impact of energy produc-
tion from renewable sources on the risks that threaten ES.

Work [15] shows that since ES is becoming an increas-
ingly relevant topic, a reliable methodical basis for raising the
level of ES is needed. Methodological recommendations based
on quantitative approaches for measuring and increasing ES
at all levels of the economy are proposed. The results obtained
demonstrated that the problem of comprehensive assessment
of the level of energy safety of generation, transmission, distri-
bution, and energy consumption facilities has not been solved.

In [16] it was noted that the stages of economic develop-
ment of an industrial enterprise depend on transport and
telecommunication structure; energy supply; consequences of
climate change; renewable energy sources; production tech-
nologies; health care; education and ecosystem diversity. Stu-
dies have shown that the problem of managing material flows
has not been solved due to the lack of operational dynamic
information about the state of energy safety at the enterprise.

In [17], a system of economic estimation of the results of
scientific and technical works under the conditions of eco-
nomic development of an industrial enterprise is proposed,
which makes it possible to aggregate current estimation ap-
proaches. The results obtained demonstrated that the prob-
lem of comprehensive assessment of the level of energy safety
of the energy enterprise, taking into account external threats
emanating from EPS at the macro- and meso-economic levels,
has not been solved.

In work [18], a set of structural and logical subsystems
of development, which are interconnected and functioning,
considering the specificity of their impact on the strategic
and analytical support of industrial enterprises, was sub-
stantiated and researched. The results obtained showed that
the problem of comprehensive assessment of the level of ener-
gy safety of industrial enterprises by using various methods
of analysis and assessment of the state of ES at the energy
enterprise has not been solved.

In [19, 20], the problem of making management deci-
sions, based on the assessment of the state and level of ES
at industrial enterprises, is shown and revealed. The results
obtained demonstrated that the problem of making man-
agement decisions to eliminate threats under an automated
real-time mode has not been solved.

In work [21], methods for assessing the level of these
obstacles are proposed for the totality of studied industrial
enterprises and for certain types of financial and economic
barriers on the way to reducing the consumption of energy
resources. Models of substantiation of the parameters of pre-
ferential lending for energy-saving projects aimed at the im-
plementation of measures to reduce natural gas consumption



at industrial enterprises have been built. Studies have shown
that the problem of the impact of reducing energy consump-
tion on the ES of energy enterprises has not been resolved.

Work [22, 23] considered the construction of theoret-
ical and methodological approaches to the structuring of
information support and the assessment of its significance
for achieving energy-saving economic development of in-
dustrial enterprises. The results obtained showed that the
problem of developing formalized conditions under which
energy-saving economic development takes place at indus-
trial enterprises and the justified importance of information
management of this development has not been solved.

In [24], models of cost estimation of scientific and tech-
nical developments of industrial enterprises are considered.
It is shown that the application of a complex approach makes
it possible to achieve a higher level of accuracy of economic
profit since a set of heterogeneous features of factors affect-
ing the price of scientific and technical development is taken
into account based on the algorithm of the theory of fuzzy
large quantities. Studies have shown that the problem of tak-
ing into account a set of heterogeneous signs of influencing
factors on the threat of ES of an energy company in real time
has not been solved.

Thus, our review of the literature [5—-24] revealed that
there is a partly unsolved problem of assessing the level of ES
at an industrial enterprise, namely:

— there is no single methodology for choosing the criteria
for evaluating ES and the system for forming indicators of
ES of objects at an industrial enterprise;

— there is no continuous monitoring of external and inter-
nal threats to the power company’s ES under an automated
real-time mode;

—no account is taken of the state of ES at the objects of
generation, transmission, distribution, and consumption of
energy for the calculation of the integrated comprehensive
assessment of ES at the industrial energy enterprise;

— there is no mechanism for producing a management
decision to reduce the impact or eliminate external and in-
ternal threats to ES of an energy company.

This necessitates a deeper study into the main areas that
provide a solution to the problem of assessing the level of ES
at an industrial enterprise at the microeconomic level.

The study of this topic relates to the fact that in current
procedures for assessing the level of energy safety at an in-
dustrial energy enterprise, there is a problem of continuous
control over criteria and indicators of energy safety at facili-
ties of generation, transmission, and consumption of energy.
To this end, it is necessary to continuously monitor indicators
and their threshold values for the development of manage-
ment decisions to reduce the impact of external and internal
threats to the energy safety at an industrial enterprise.

Based on the specificity of these processes, it is nec-
essary to continuously monitor the state of objects in real
time using software and computing systems (SCSs) within
automated technological process control systems (ATPCSs).

In practice, the would-be research results could be imple-
mented to assess the level of energy safety at the Zaporizhia
Nuclear Power Plant (ZNPP) under martial law conditions
by implementing a computational algorithm of an integrated
methodology in ATPCS SCS. This would make it possible in
real time to detect internal threats in the form of emergency
signs caused by deviation in technological parameters from
the norm and to produce a management decision to reduce
the impact of threats to the energy safety at ZNPP.

3. The aim and objectives of the study

The purpose of our study is to devise a comprehensive
methodology for assessing the level of energy safety at an
industrial energy enterprise based on the organization of
continuous monitoring and control of changes in indicator
indices, taking into account the influence of external and
internal threats to ES. This makes it possible, based on the
calculation of general integral indicators, to determine:

— the degree of criticality and assess the level of ES at
IEEs, in order to produce a management decision to reduce
the impact or eliminate external and internal threats to ES;

— toreduce material damages and economic losses at IEEs.

To achieve the goal, the following tasks were set:

— to design stages in the construction of a comprehensive
methodology for assessing the level of ES at an industrial
energy enterprise at the microeconomic level,

—to select the criteria of ES research object to build
a system of indicators and their indices;

—to develop a computing algorithm as part of the soft-
ware-computing package for the automated system for
managing the technological processes at an energy enterprise
for the implementation of an integrated methodology for
assessing the level of ES at an industrial energy enterprise;

—to study the results of practical application of the
comprehensive methodology for assessing the level of energy
safety at the Zaporizhzhia nuclear power plant.

4. The study materials and methods

The object of our study is the process of assessing the
level of energy safety at the industrial enterprise in the elec-
tric power system (EPS) at the microeconomic level. The
hypothesis of the study assumes that once the selection and
calculation of criteria-indicators for assessing the energy
safety of the enterprise are carried out on the basis of the
method of automated monitoring, this then could make it
possible to quickly identify threats, reduce material damage
and economic losses to the energy enterprise.

The complexity of ES description of an energy enterprise
relates to the fact that its representation as a management
object requires taking into account a certain set of parame-
ters that characterize its main properties and functions.

In existing approaches for the assessment of the ES level
of research and analysis of industrial enterprises, such sets of
parameters are grouped on the basis of various criteria and
characteristics of parameters related exclusively to energy
consumption processes. From the point of view of ES assess-
ment, in such approaches it is proposed to consider only
the process of ensuring the stability of energy supply, thus
narrowing the interpretation of ES to «continuity of ener-
gy supply in accordance with the needs of the enterprise».

However, this approach does not take into account the
impact of external and internal threats on the quantitative
and qualitative indicators of electrical and thermal energy
during its generation, transmission, and distribution to con-
sumption facilities. In addition, this leads to a limitation of
the set of parameters that must be taken into account during
the analysis and assessment of the impact on ES of external
threats from negative factors on the meso-level economy.
At the same time, indicators and parameters should be deter-
mined based on current values that change dynamically in
real time. The analysis of methodological approaches revealed



that there should not be a relative simplification of the analy-
sis of the ES level in the way of assessing threats and ensuring
the security of only «important» energy systems. These sys-
tems are connected by one process of «energy flow» (energy
resources, technologies, and consumers) and provide critical
functions at different levels of the economy. From here it
should be noted that such a contradiction is one of the reasons
why scientists and specialists do not have a single methodical
approach to the selection and description of the state of ES at
EPS objects. This dictates the need to improve methodical
approaches to the study and analysis of ES, which can be used
as a basis for the construction of a comprehensive methodo-
logy for assessing the level of ES at an energy company. At the
same time, it is necessary to take into account external threats
that can come from objects at the macro- and meso- levels, as
well as the control of internal threats in the process of energy
production, transmission, distribution, and consumption.

For the qualitative and quantitative assessment of the
state of ES at EPS objects at the macro-, meso-, and
micro-levels of the economy, in energy safety assessment pro-
cedures, various effective methods of research and analysis
of ES have practical application.

The following methods were used to study the process of
assessing the level of energy safety at an industrial enterprise:

1. Method of indicative analysis is for the construction
of a system of indicators and their threshold values, which
make it possible to assess the degree of criticality of the state
of energy safety at an energy enterprise and to devise a set of
measures for the elimination and prevention of threats.

2. Hierarchy analysis method is to represent the deci-
sion-making process in the form of a hierarchical structure:
the top of the structure is the decision, below are groups of
criteria that combine the criteria by which alternatives are
evaluated. At the bottom level of the hierarchy there are
objects that are compared according to the values of the cri-
teria of the higher control levels. This will make it possible
to choose priority scenarios for managing the development
at an industrial energy enterprise from the standpoint of
increasing the level of energy safety in the long term.

3. The method of expert estimations is for determining
quantitative (qualitative) criteria and weighting factors
when assessing the level of energy safety at an industrial
energy enterprise and making the optimal decision in the
case of possible unreliability or insufficiency of primary data.

4. The method of placing priorities makes it possible to
determine the influence of individual management influen-
ces on the factors of energy safety of objects at an industrial
energy enterprise.

5. The method of automated continuous monitoring is
for operational control over the dynamics of changes in indi-
cators-indices for the development of management decisions
to reduce the impact of ES threats, which can significantly
reduce material losses and economic losses. This makes it
possible to describe the degree of change in the indicator cri-
teria in real time, as well as to expand and increase the range
of detection of threats, which will quickly make it possible to
initiate measures to eliminate them at early stages.

Each of these methods has advantages and disadvantag-
es, unique features that apply to EPS objects at different
economic levels.

The analysis of the methods of researching the state of
ES from the point of view of their application in the compre-
hensive methodology for assessing the level of energy safety
at an industrial energy enterprise and the development of

criteria for assessing the degree of ES of an energy enterprise
at the micro-level of the economy showed the following:

— they are templated,;

—the application of formalized methods under similar
conditions is limited and implies the involvement of profes-
sional analysts in the field of ES assessment;

— application of primary information for calculating indi-
cators and their threshold values in the form of statistical data;

— use of specialized energy-metric tools.

It should also be noted that the components (objects) of
ES estimation at an energy enterprise are highly dependent
on the technical equipment and technological production of
energy. Therefore, technological parameters in the form of
primary information change in real time. This also contribu-
tes to the addition and removal of indicators, which is why it
becomes impossible to achieve a high level of ES of an energy
company using the methods discussed above. In addition,
the application of ES research methods based on the selected
indicators and criteria should prevent many emergencies, as
well as contribute to increasing the quality of energy and
its continuity. Thus, from the point of view of applying the
above-mentioned methods for assessing the level of ES of
an energy company, it is advisable to simplify their partial
application. The completeness of these methods does not jus-
tify the result of the ES analysis, due to the incompatibility
of the entire range of standard criteria.

Analysis of the considered methods also showed that
decision-making based on these methods, due to assump-
tions, often does not give the desired effect due to significant
errors and risks. The main reasons for these assumptions are:

— firstly, the impossibility of taking into account all
sources: external, and especially internal threats;

— secondly, the lack of complete enough primary non-con-
tradictory information;

— thirdly, the influence on the processes of formation of
various kinds of uncontrolled external influences, mostly of
a negative nature.

The set task can be solved by taking into account the fact
and the assumption that the primary information, which is
the basis of the construction of the system of indicators and
their threshold and generalized indicators, is incomplete and
unclear. It can be unreliable, which usually leads to material
damage and economic losses.

The application of the combined method of studying
the ES of an energy enterprise in the form of a set of known
methods for continuous monitoring of threats in real time
is a completely logical and natural solution to this problem.
Moreover, in comparison with other methods, the prediction
error in this case is minimal. Hence, it follows that the prac-
tical application of the proposed combined method for the
continuous monitoring of ES indicators will allow industrial
energy enterprises to timely prevent or minimize the loss of
production resources and thereby affect the amount of profit.

3. Results of devising a comprehensive methodology
for assessing the level of energy safety at an industrial
energy enterprise

5. 1. Development of stages in the construction of an
integrated methodology for assessing the level of energy
safety at an industrial enterprise

To study the state of ES of an energy enterprise, it should
be understood that this is the state of complete satisfaction



of the energy needs of the enterprise, provided that its ener-
gy resources are used most efficiently. At the same time, the
main goal of achieving the ES level of the energy enterprise
is to ensure effective functioning under real conditions and
in the predicted future.

It is proposed to determine the state of ES at an energy
enterprise based on the use of a comprehensive method-
ology for assessing the level of ES of an energy enterprise
with objects of the generation, transmission, distribution,
and consumption of energy. On the basis of the considered
methodical approaches to the study of the state of energy
enterprise ES, it is proposed to devise and research the pro-
cess of forming a comprehensive methodology for assessing
the level of energy enterprise ES at the microeconomic level.

The purpose and task of a comprehensive methodology
for assessing the level of energy safety at an industrial energy
enterprise is that it should provide justification for the effec-
tiveness of management decisions. This will make it possible
to significantly reduce the impact or completely eliminate

external and internal threats, and thereby minimize material
damage and economic losses.

For this purpose, it is proposed to devise and research
the main stages in building a comprehensive methodology
for assessing the level of energy safety at an industrial energy
enterprise and its facilities for the generation, transmission,
distribution, and consumption pf power (Fig. 1):

— the stage of selecting the objects to study ES of the
energy enterprise;

—the stage of selecting the criteria for the construc-
tion of a system of indicators and their threshold criteria,
with the help of which the structure and functions of each
object of research and analysis of ES could be investigated
and displayed,;

— the stage of selecting the information sources, as well
as collection and analytical processing of primary informa-
tion for calculation of indicators and their threshold values;

— the stage of performing calculations of indicator values
and their threshold criteria;

COMPREHENSIVE METHODOLOGY FOR ASSESSING THE LEVEL OF ENERGY SAFETY
AT AN INDUSTRIAL ENTERPRISE WITHIN THE ELECTRIC POWER SYSTEM

Selection of objects for the study of the energy company's ES

Stage
No. 1

Selection of criteria for the formation of a system of indicators and their threshold
Stage criteria, with the help of which the structure and functions of each object of
No. 2 research and analysis of energy safety will be studied and reflected
Stage Formation of a system of indicators and their threshold criteria, with the help of
No. 3 which the structure and functions of each object of research and analysis of energy

security will be studied and reflected

Stage . . .
No. 4 Selection of sources of information

7

Collection and analytical processing of primary information for the
calculation of indicators and their threshold values

A4

Calculation of current values of indicators and their threshold criteria

~z

Determination of the degree of status for each indicator depending on the
deviation from the threshold values

~z

Assessment of the threat by the degree of their manifestation and "crisis" for
each of the energy safety indicators when comparing their current values
with the threshold ones

Determination of the generalized integral indicator on the basis of the obtained
estimates for individual indicators and their zones of the state of energy safety

7z

Assessment of the energy safety object as a whole

~

Development of management decisions to reduce the impact or complete
elimination of the identified threats to the energy safety of an energy enterprise

Fig. 1. Comprehensive methodology for assessing the level of energy safety at an industrial energy enterprise



— the stage of threat assessment according to the degree
of their manifestation and «crisis» for each of the ES
indicators when comparing their current values with the
threshold values;

— the stage of determining the degree of condition for each
indicator depending on the deviation from the threshold values;

— the stage of defining a generalized integral indicator on
the basis of the obtained estimates for individual indicators
and their zones of the ES state;

— the stage of estimating the object of energy safety in
general;

— the stage of producing management decisions to reduce
the impact or completely eliminate identified threats to the
ES of the energy enterprise. We shall consider and inves-
tigate the results of the construction of a comprehensive
methodology for assessing the level of ES at an industrial
enterprise on the basis of the proposed stages.

There is no clear separation of these enterprises by func-
tional purpose in the procedures for assessing the level of ES
at an industrial energy enterprise. This introduces signifi-
cant assumptions or limitations regarding the application
of various indicators, indices, and their threshold values for
determining the state of the energy company’s ES.

Therefore, this paper proposes to consider the following
energy enterprises as objects of ES research at the micro-
level of the economy:

— electricity generation facilities (nuclear and thermal
power plants);

— heat generation facilities (thermal stations; boiler houses);

— electricity transmission and distribution objects (elec-
trical networks, power transmission lines, distribution devi-
ces, electrical substations);

— objects of heat transmission and distribution (heat
networks, main heat pipes, heating points, gas pipelines, gas
regulation points);

— objects of electricity and thermal energy consump-
tion (construction, industry, agriculture, transport, and others);

— separate technological processes, sub-processes, and
functions that can generate internal threats to the ES of an
energy company.

This division will make it possible to determine specific
objects of ES research, in which there may be negative factors
in the form of threats affecting the change in the state of ES
of the energy company. In addition, such an approach will
make it possible to more reliably and qualitatively determine
a generalized comprehensive indicator forassessing the level of
ES of the entire energy enterprise at the microeconomic level.

To this end, it is necessary to conduct a study of each
object at energy enterprise, so that it is characterized by
specific criteria and state parameters that describe the cur-
rent state of ES.

3. 2. Selection of the criteria for an ES research object
to construct a system of indicators and their values

An important element of the methodology is the selec-
tion of ES criteria for the construction of a system of indi-
cators and the justification of their threshold values when
analyzing the state of ES.

The assessment of the state and level of ES of the energy
enterprise is an indicator of the reliability of its economic
development and is carried out by selecting criteria that cha-
racterize the properties of the objects of analysis of ES of the
energy enterprise in their performance of the main functions
and prevention of energy threats.

It follows from this that the main element in the study
of ES of the analyzed energy enterprises is the choice of its
criterion. Such a criterion should not only state the existence
of the ES at an industrial energy enterprise but also clearly
assess the level of its energy safety.

To this end, indicators are used, which are usually consid-
ered as the limit values of indicators characterizing the activi-
ty and development of enterprises in various functional areas,
which correspond to a certain level of both energy and eco-
nomic security. Threshold values are limit values, non-com-
pliance with which values prevents the normal course of
development of various elements of reproduction, leads to the
construction of negative, destructive trends, both in terms of
ES and financial and economic security. The system of indica-
tors, which have acquired a quantitative expression, makes it
possible to signal in advance about the threat and take meas-
ures to prevent the emerging threat to the enterprise’s ES.
In order to study the state of the company’s ES, it is neces-
sary to predict the occurrence of various threats, and there-
fore, to determine indicators, which, when comparing their
calculated values with the threshold values, will characterize
the degree of influence of the emerging threats. Therefore, in
order to ensure the ES of energy enterprises, it is proposed to
form such a system of indicators that comprehensively takes
into account possible forecasted external threats that may
form in the region. At the same time, internal threats must
be taken into account at the facilities of energy generation,
transmission, distribution, and consumption.

As part of the integrated system of indicators, it is pro-
posed to introduce the following indicators given in Table 1.
At the stage of calculating the indicators according to the
formulas below, the obtained values are compared with the
threshold values to determine the transition limit of the indi-
cators from normal to pre-crisis and then to crisis.

In accordance with the requirements for the devised
comprehensive methodology for assessing the level of ener-
gy safety at an industrial energy enterprise, the following
methodical approach is proposed. It makes it possible to
determine the zones of the ES state, which can include
the current values of the indicators after their determina-
tion (calculation) for comparison with the threshold val-
ues (Table 2). Table 2 demonstrates that the state of ES is
conditionally divided into the following zones and subzones:

— normal state;

— pre-crisis (initial; developing; critical);

— crisis (unstable; threatening; critical; extraordinary).

For all zones and subzones of the ES state, indices of the
criticality of the situation are defined, which correspond
to certain values of the indicators and their threshold cri-
teria. The ratio of current indicator values to threshold
criteria varies by zone (subzone) and depends on which zone
(subzone) the indicator falls into and is compared with the
threshold value for this zone (subzone). Then, depending on
the selected zone (subzone), the weighting factor is deter-
mined, which varies from 0+1.

Thus, our approach makes it possible to determine the
ES status zone of the entire system of formed indicators.
However, it should be noted that when calculating indicators
and their threshold values, the time criterion is an important
factor, therefore, for each such time segment, it is necessary
to enter a sliding limit value of the indicator.

We have considered stages in the procedure regarding
the determination of the general integral indicator of the
degree of crisis of ES at an energy enterprise.



Table 1

Selection of criteria for the construction of a system of energy safety indicators

No. Criterion Indicator Parameter
{ Energy consumption per capita of the I E,u -10° E,uy — energy consumption, kWh; N, — population of the region,
region, kWh/person m N, thousand persons
9 The share of own sources in the bal- .= L. 100% Eye. — EE production during the analysis period, kWh;
. n2 .
ance sheet of the EE region, % E,. E,e. — EE consumption, kWh
The share of own sources in the I.= R, 100 % Ry — own energy resources (ER) in the balance sheet of the energy
3 | balance of fuel and energy resources B=p o ) . ’ ) ion in th bal:
(FER), % e resources, t.0.p.; Ppee — ER consumption in the FER balance, t.o.p.
The share of the dominant ES of own B maX(Pyypg) . P, — the share of coal in the ba_lance of the region’s energy resourc-
4 sources in the balance of FER. % I, P -100% | es t.o.p.; P, — the share of gas in the balance of the region’s energy
’ prer resources, i.e.; Py, — FER in the balance of the region, t.o.p.
5 The share of the installed capacity of I, = b, 100% Py, — capacity of a large power plant in the region, MW,
the largest ES in the region, % " P, P,y — installed capacity of the region’s power plants, MW
The share of the available ES power max ( P ) P, — capacity of a powerful power transmission line in the region
6 to the maximum electrical load of o =——"22-100% with neighboring regions, MW; Py.x — maximum electric load of
consumers in the region, % P consumers in the region, MW
7 Investment Ievgl of regional facili- I, = Wy 100% Wi, — volume of investmenFs in objects, UAH; Wy, — annual pro-
ties, % eop duction of EE, USD
8 The amounts of emissions into the atmo- I = Ve V. — volume of emissions of harmful substances from EE facilities
sphere from facilities per unit area, t/km? ws,, near the region, tons; S, — Territory area, km?
Specific volume of emissions of harm- 103 V,es — volume of emissions of harmful substances, tons; E,, — volume of
vV, -10
9 | ful substances from TPP facilities near I= EM7 EE generation at TPPs, kWh; Qs — volume of thermal energy produc-
the region per unit area, t/kW-h o ¥ Qs tion (TE) at TPPs, Geal; a;,s — TE conversion factor, MWh,/Gcal
The share of net profit to the volume B, ) .
I, =-2100% - SV
10 of EE production, % i 2 o Py — net profit of the UES, UAH; V,,, — annual EE production, kWh
Energy intensity 9f the gross product o= Q,,10° Quen — the amount of energy consumed, t.0.5.p.; V;,, — volume of
11| in comparable prices for the produc- "y ross regional product in comparable prices, USD
tion of EE, t.u.p./USD o 8 stonal p p prices,
Bmax — the maximum degree of depreciation of the OPF produced
19 The degree of wear of the OFP of the .= Bunax —Buin by EE for the accounting period, %; Bmin — minimum degree of
EE industry, % s n—-1 depreciation of the OPF produced by EE for the accounting peri-
od, %; n — number of years, year
3 The share of overdue payables of ob- I, = Sk 100% Sk, — overdue accounts payable of the EE iject for the period, USD;
jects to the annual volume of EE, % e Veer — annual EE production, kWh
Table 2
Determining the status zone of the level of energy safety at an industrial enterprise
No. Energy safety state zone Correlation of the current values of the indicator with the threshold criterion
1 Normal Xi<Xuk,i
2 Pre-crisis KXo i =X <Xk,
3 Crisis X=X i

The following expression (1) is proposed to determine
the general integrated indicator of the state of ES at an ener-
gy enterprise:

21
L=, 1
z=Ty ®
where Iy is the general integrated indicator of the degree of
crisis of ES; I; — quantitative assessment of the degree of crisis
of the situation based on significant indicators; 7 is the num-
ber of indicators used to determine the crisis degree of ES;
N is the number of objects of the ES state analysis.
After determining the general integrated indicator of the
degree of crisis degree of ES at an energy company, the value

of the indicator is compared with the value ranges of quanti-
tative estimates of the degree of crisis, which correspond to
one or another situation with ES. After determining whether
the general integrated indicator Iy belongs to one or another
range of point estimates, a conclusion is made about the level
of crisis of the situation, and, therefore, an assessment of the
level of ES is performed.

Thus, the built system of indicators, as well as their
calculation and comparison with the threshold criteria
for determining the overall integrated indicator, allows
taking into account the hierarchical structure of the IEE
ES at the macro- and meso- levels. This makes it possible
to enable the integration of these indicators as primary
information for the selection and calculation of indicators
in the comprehensive methodology for assessing the level



of the energy company’s ES at the macro- and meso- levels
of the economy.

We have considered approaches to the implementation of
the management decision-making stage for a comprehensive
methodology for assessing the level of ES at an industrial
energy enterprise.

According to the generalized results and a comprehen-
sive assessment of the level of ES, the stage of making a man-
agement decision is being implemented, which is necessary
for a timely response to the emerging threats to ES.

To this end, it is necessary to take the following measures:

—to build and implement a system of operational and
long-term measures to prevent and neutralize internal and
external threats;

— todevise a set of measures to block and eliminate threats;

— to use energy safety indicators;

— to design a system of continuous monitoring and con-
trol of the dynamics of indicator indices, under an automated
real-time mode.

Here, the coordination of the state variables of ES at an
energy enterprise can take place. If the variables are outside
the acceptable threshold values, control actions are required
to return the variables to a safe state. From which it follows
that under the mode of normal functioning of an energy
enterprise, the norm of acceptable risk must be ensured, and
in the event of an abnormal situation (threats), the task of
minimizing risk values arises.

Hence, it follows that for an objective and comprehen-
sive study and analysis of ES, it is necessary to carry out
continuous monitoring and control, which makes it possible
to constantly monitor the state of crisis of the sit-
uation and identify threats. This makes it possible
to determine directions and devise measures to
counter these threats, to prevent material damage
and economic losses.

to provide information about the past and present state of the
object of observation, which allows predicting all extraordi-
nary changes in its parameters. Since a distinctive feature
of energy enterprises is that the processes of generation,
transmission, distribution, and consumption of electric and
thermal energy occur simultaneously, continuous monitor-
ing must be carried out under an automated real-time mode.
At the same time, it is necessary to use such information and
measurement systems as ATPCS of the power unit of power
plants and ACS for control and accounting of electric energy.
It is proposed to carry out constant monitoring of the dyna-
mics of changes in the primary information on the technolo-
gical parameters of the processes of generation, transmission,
distribution, and consumption of thermal and electric energy
for the quantitative determination of the values of the indi-
cators-indices for ES. Carrying out continuous monitoring
of factors that cause ES threats when using indicators and
threshold values makes it possible to detect the probability
of crisis situations at the facilities of energy enterprises and
to prevent possible material damages and economic losses.
Also, our analysis showed that these indicators and their
threshold values have a dynamic state, therefore, for their
operational calculation, it is necessary to obtain initial pri-
mary data under an automated real-time mode.

A computational algorithm was developed and proposed
for the implementation of the stages in the construction of
an integrated methodology for assessing the level of ES at
an industrial energy enterprise and the collection and pro-
cessing of primary information about indicators for their
calculation (Fig. 2).

(_ Beginning )=

Formation of an array of input primary data
WN,n d h Rt gTP)

Such an operational information and analytical
system for monitoring the dynamics of ES indicators
is of particular importance for such generation faci-
lities as power units at power plants. In addition, at

Formation of a system of indicators
I & ) and their threshold values (%)

reak

these generation facilities, for research and analysis
of the state of ES, it is necessary to obtain primary
information and monitor its changes in real time.

reak
v

Determination of actual values and dynamics of
indicator changes

5. 3. Development of a computational algo-
rithm for the practical implementation of a com-
prehensive methodology for assessing the level of

v

Comparison of threshold values with actual
indicator values

energy safety of an energy enterprise

An important element in a comprehensive meth-
odology for assessing the level of energy safety at an
industrial energy enterprise is the selection of pri-
mary information for the calculation of indicators
and their threshold criteria based on the organiza-
tion of a continuous monitoring system. Collection
and provision of reliable information of the required
quantity and quality, necessary for solving the task
of analysis and research of ES of energy enterprise

Determination of the ES zone
of each indicator

Determination of the generalized integral indicator of

the elevation of the degree of the state of the ES NR

objects, which reflects the actual state of the object
under investigation, must be carried out using
continuous monitoring. Monitoring, as a system of
regular long-term observations in space and time,
allows for operational control over the current
parameters of the technological processes of genera-
tion, transmission, distribution, and consumption of
electric and thermal energy. This makes it possible

Fig. 2. Algorithm of an integrated methodology for assessing the level

of energy safety at an industrial energy enterprise



The algorithm, based on the definition of a generalized
integrated indicator, makes it possible to select the state zone of
ES, and in the case of a pre-crisis or crisis state, produce a ma-
nagement decision on the operational influence and regulation
of the selected indicators. This helps reduce the influence or
eliminate the identified threats to ES in real time. For the prac-
tical implementation of the computing algorithm, in relation to
defining the stages in the construction of an integrated metho-
dology for assessing the level of the industrial energy enterprise
under an automated mode, a structural and functional scheme
of the computing complex was built and proposed (Fig. 3).

Computing module of the algorithm

ATPCS OF THE NPP POWER UNIT

SOFTWARE AND COMPUTING COMPLEX OF THE

real-time mode and thus to calculate a generalized integrat-
ed indicator for determining the state of ES.

In order to implement a computational algorithm for
continuous monitoring and control of indicators and their
threshold values for the study of energy safety, it is proposed
to include the following elements in the software-computing
system (SCS) in ATPCS:

—an information module that performs operations for
collection, processing, and storage of current values of tech-
nological parameters, which will be used as primary infor-
mation to calculate indicators in real time;

— a database containing statistical norma-
lized values of technological parameters for
the technological process of energy production
under various modes of operation of generation
facilities;

PRIMARY INFORMATION

— calculation module, in which the values of

Current data on Database
technological parameters

of normalized values of
technological parameters

indicators and their threshold criteria are cal-

culated based on computational models, taking

into account their current dynamic state;
—amodule for calculating a generalized indi-

=

=

cator for the purpose of assessing the level of ES;

INFORMATION MODULE

— the module for selecting the ES state zone

and determining the assessment of the ES level,

INDICATOR SYSTEM CALCULATION MODULE

—a module for forecasting changes in the

/

dynamics of indicators and their threshold

Indicator calculation models

criteria

| Models for calculating threshold

criteria for the analysis of the generalized indi-
cator of the assessment of the ES state;

—amodule for building scenarios for model-
ing controlling influences or possible threats,

| The model for calculating the generalized integral indicator

of threats, to assess the real state of the ES of

Software application:

* Economic and financial
* Ecological
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* Social

’ A model for calculating scenarios K:
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I Forecasting module
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choosing an energy
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P

generation facilities;

— software applications that contain com-
ponents of economic, financial, environmental,
personnel, and social security, and significantly
affect the state of ES.

Thus, the proposed computational algo-
rithm allows for the following:

— to implement the stages in forming a com-
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prehensive methodology for assessing the level of
energy safety at an industrial energy enterprise;

SECURITY

— to enable continuous monitoring and con-
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trol of indicators and their threshold values in
real time;
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—on the basis of the received assessment

The module for developing a management solution to reduce the impact
of external threats to the energy security of an industrial enterprise
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gement decision to reduce the impact or com-
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Fig. 3. Structural-functional scheme of the software-computing system
in the automated technological process control system at the industrial

enterprise’s generation facility

As can be seen from the diagram (Fig. 3), the computing
module of the algorithm for assessing the level of energy safety
of an energy enterprise is included in the software and com-
puting system within ATPCS of the power plant power unit.
Data on the current values of technological parameters (more
than 50,000 technological parameters at NPP), as well as from
the database of the ATPCS of the power plant [25] are used
as primary information for calculating the selected indicators.

This allows for continuous monitoring and control of
indicators and their threshold values under an automated

3. 4. Investigating the results of practical
application of the comprehensive methodolo-
gy for assessing the level of energy safety at
the Zaporizhzhia nuclear power plant

It was proposed to consider the practical application of
the integrated methodology for assessing the level of energy
safety at an industrial energy enterprise using the example
of a generation facility — the Zaporizhzhia Nuclear Power
Plant (ZNPP).

Taking into account the specificity of the study, which
is directly related to generating sources of electric power
generation, the reliability of the operation of the technolo-
gical equipment of the power plant becomes the dominant
component of ES.



For the practical application of the comprehensive metho-
dology for assessing the level of ES at an industrial energy
enterprise at the microeconomic level, it was proposed to
choose the generation object — the power unit at ZNPP as a sep-
arate object of research and analysis of the state of ES of IEE.

Since each of the power units, as an object of ES analysis,
can be considered a complex multi-parameter object, separate
technological processes, functions, and individual quantitative
parameters can be considered the objects of ES assessment.

Thus, in accordance with the requirements established
by the TAEA, during the operation of the nuclear reactor at
ZNPP, it is necessary to fulfill safety criteria that depend
on the number of damaged or destroyed heat-emitting ele-
ments (TVEL) at the nuclear reactor of ZNPP [26].

At the nuclear power plant, as a safe operation, in the
assessment of damage to the element of the nuclear reactor,
the values of the technological parameters that affect the
processes of ES, both of the nuclear reactor and of the entire
nuclear power plant in general, are taken.

In this regard, according to the devised comprehensive
methodology for assessing the level of ES of the energy
company for researching the ES state of the ZNPP reactor,
a selection of the main indicators and their threshold criteria
was carried out (Table 3). They can also be used to calculate
the generalized integrated indicator for evaluating the level
of ES at the nuclear reactor of ZNPP.

It should be noted that the results of the selection and
definition of the system of indicators for the study of the
state of ES at the ZNPP nuclear reactor showed that they
have the same weighting factor from 0 to 1. At the same
time, any of them can significantly influence the generalized

integrated indicator, on the basis of which the assessment is
made of ES of the entire nuclear reactor at ZNPP.

In accordance with the requirements for the devised
comprehensive methodology for assessing the level of energy
safety at an industrial energy enterprise, zones of the ES
state were selected to determine the state of the ES level at a
nuclear reactor.

They may include the current values of the indicators
after the determination (calculation) of the comparison with
the threshold values, as shown in Table 4.

Table 4 demonstrates that the determination of the ES
state zone is carried out according to the selected indicator,
which is determined by the specified number of depressur-
ized elements of the nuclear reactor (N3+N10).

At the same time, their complete depressurization is
determined by the threshold criteria for each zone of the
state of energy safety from Table 3.

Thus, a comprehensive methodology for assessing the
level of ES at an industrial energy enterprise has been
devised, which allows one particularly important indicator
(the number of depressurized TVELSs) to determine the zone
of energy safety.

This makes it possible to assess the level of energy safety
of the nuclear reactor at ZNPP in real time.

In the process of research, based on the implementation
of the computing module as part of ATPCS SCS of the pow-
er unit, a number of results were obtained, some of which
are given in Table 5. The primary information was used on
the basis of the database of ATPCS power units at ZNPP,
as well as the report of TAEA experts for 2022-2023, in the
assessment of ES of nuclear reactors at ZNPP.

Table 3
Selection of the main indicators and their threshold criteria for assessing the state of energy safety
of the nuclear reactor at a nuclear power plant
No. Indicator State Threshold
Norm Pre-crisis Crisis value x
1 | I, — Number of fuel rods with cladding defects (direct contact), % | 0<x<0.05 0.05<x<0.1 0.1<x n=10 units
2 I?, — number of fuel rods with cladding defects (no contact), % 0<x<0.5 0.5<x<1.0 1.0<x n=100 units
3 Fuel rod cladding defect size, % 0<x<20 20<x<100 100<x d=50 um
4 Increase in the geometric length of the fuel cladding structure, % 0<x<0.2 0.2<x<0.4 0.4<x h=16.0 mm
5 Local deformation of fuel rod cladding shape, % 0<x<10.0 10.0<x<20.0 20.0<x R=1.83 mm
6 Radius of curvature of fuel rod cladding, % 0<x<0.25 0.25<x<0.5 0.5<x r=0.39 mm
7 Maximum T of fuel rod shell, % 100.0=x 100.0<x<200.0 200.0<x T=1,200 °C
8 Maximum local depth of fuel rod oxidation, % 0<x<5.0 5.0<x<18.0 18.0<x g=0.124 pm
9 Heat-carrier temperature, % 100.0=x 100.0<x<200.0 200.0<x T=640 °C
10 Heat-carrier pressure, % 100.0=x 100.0<x<200.0 200.0<x P=160 bar
Table 4
Determining the status zone of energy safety level at a nuclear reactor

No. ES state zone Criticality index T et e ot 1 Yoo
1 Normal N at Npor=3 Fuel Element 0<N3<Xpk1 0.0
2 Pre-crisis (initial) PK-1 at Npor=4 Fuel Element Xpk1<Ns<Xpio 0.14
3 Pre-crisis (developing) PK-2 at Npor=>5 Fuel Element Xpro<N5<Xpxs3 0.28
4 Pre-crisis (critical) PK-3 at Npor=6 Fuel Element Xprs<Ne<Xkri1 0.44
5 Crisis (unstable) KR-1 at Npor=7 Fuel Element Xxri<N7<Xkpro 0.58
6 Crisis (threatening) KR-2 at Npor=8 Fuel Element Xgro<Ns<Xkr3 0.72
7 Crisis (critical) KR-3 at Npor=9 Fuel Element Xkr3<No<Xkpa 0.86
8 Crisis (emergency) KR-4 at Npor=>10 Fuel Element Nio>Xkr4 1.0




Table 5

Results of a computational experiment on energy safety assessment at the Zaporizhzhia NPP

Facility No. NPP Energy safety state zone
NR N PK-1 PK-2 PK-3 KR-1 KR-2 KR-3 KR-4 YNR | INPP
Criterion <0.25 0.25 0.375 0.5 0.625 0.75 0.825 1.0 - -
NR 1 X X X X X X X 0.91
NR 2 X X X X X X X 0.96
Crisis
NR 3 X X X X X X X 0.87
0.81 threat
NR 4 X X X X X X X 0.94 state
NR 5 X X X X X X 0.76 X
NR 6 X X X X X 0.68 X X

The results of the computational experiment showed that
the six nuclear reactors at the Zaporizhzhia NPP are in the
following zones of the ES state:

— nuclear reactors No. 1-4 in the critical emergency zone;

— nuclear reactor No. 5 in the critical crisis zone;

— nuclear reactor No. 6 in the critical threat zone.

In general, the generalized integrated indicator of the
level of ES of all reactors, and therefore of the entire ZNPP,
was determined from formula (18) and was 0.81, which cor-
responds to the crisis-threatening state of ES at ZNPP.

On the basis of the obtained assessment of the state of
the ZNPP ES, when making management decisions, special
attention should be paid to the following facts:

— the emergence of threats in the form of emergencies,
the consequence of which may be damage to equipment,
disruption of energy supply to consumers or further devel-
opment of the accident, it is necessary to carry out urgent
management (mostly discrete) operations;

— ensuringthesafety of equipment, localization of theacci-
dent, minimization of material damage and economic losses.

Depending on the specific reasons that caused the emer-
gency, it may be necessary to completely stop the power
unit (economic losses amount to USD 150,000), turn off
units, reduce the load of the power unit, which prevent the
development of the accident [27]. It is necessary to develop
ES management algorithms under emergency modes, which
will reduce the impact of threats on technological equip-
ment under non-staff modes of the power unit, including
threats typical of terrorist acts and military conflicts. All
these tasks, from the implementation of management deci-
sions, are entrusted to the operator of the automated work-
place (AMP) of the ATPCS at the power plant unit [28].

On the basis of detected threats in the form of indicator
deviations, the operator of the power plant sends control
commands to the executive mechanisms and thus the process
of reducing the impact of the threat on the state of energy
safety of the power plant is carried out. Thus, for nuclear
reactors No. 5 and No. 6 at ZNPP, in order to prevent them
from entering the emergency crisis zone, it is recommended
to carry out continuous monitoring of fuel elements with the
use of the shell tightness control system.

This algorithm makes it possible to shorten the fuel
element restart period and free up the maintenance staff at
ZNPP, which leads to a reduction in economic losses in the
amount of USD 300,000 and, in general, increases the ES of
ZNPP by 15 %.

In general, due to the presence of nuclear reactors No. 1-4
in the crisis emergency zone, the ES at ZNPP decreased by
80+85 %, which led to the shutdown of 4 power units.

According to the experts from the international organi-
zation IAEA, economic losses due to the cessation of electri-
city generation amounted in 2022 to 1.7 billion US dollars;
in 2023 — more than 3.1 billion US dollars. At the same time,
material losses due to damage to technological equipment
amounted to at least USD 3.0 billion.

6. Discussion of results related to devising
a comprehensive methodology for assessing the level
of energy safety at an industrial energy enterprise

A feature of the proposed comprehensive methodol-
ogy for assessing the level of ES at an industrial energy
enterprise is that the objects of generation, transmission,
distribution, and consumption of energy were considered as
objects of research at the micro level. They are characterized
by dynamic processes of a production and technological
nature, in which negative factors of threats can form. This
significantly affects the ES of the energy company and can
also lead to material damages and economic losses. It should
be noted that the objects of estimation of the ES of the ener-
gy company are very dependent on the technical equipment
and technological production of energy, and therefore the
technological parameters in the form of primary information
change in real time. This also contributes to the addition and
removal of indicators, which is why it becomes impossible
to achieve a high level of ES of an energy enterprise, using
existing ES research methods.

In contrast to [4], in which the level of energy safety at an
industrial enterprise is not taken into account, the devised
comprehensive methodology for assessing the level of ES at
an industrial energy enterprise makes it possible to flexibly
respond to changes in the state of the objects of the energy
enterprise due to threats. It also allows for real-time simula-
tion of new indicators that require changesin threshold values.

The system of indicators, formed taking into account the
selected criteria, makes it possible to examine the state of ES
of the energy company’s objects under a dynamic real-time
mode, taking into account the combined method of conti-
nuous monitoring.

Control over primary information on the processes of ener-
gy generation, transmission, distribution, for the calculation
of indicators and indices, and the determination of genera-
lized integrated indicators for assessing the level of ES, taking
into account external and internal threats, was carried out.

This approach to the construction of a integrated metho-
dology for assessing the level of ES at an industrial energy
enterprise allows solving the problem of ensuring the com-



plexity and determining the influence of factor indicators on
the result, which allows determining the safety of individual
objects of energy enterprises. An important feature of the pro-
posed system of indicators is that the results of calculating the
indicators according to the formulas in Table 1 could be used
as primary information in the comprehensive methodology
for assessing the level of ES at an industrial energy enterprise.

The result of the practical application of the compu-
tational algorithm (Fig.2) as part of SCS (Fig. 3) within
ATPCS of generation facilities and in the ACS of control and
accounting of electricity is the implementation of an inte-
grated methodology for assessing the level of ES. It is also
provided for the development and construction of a manage-
ment decision to reduce the impact or eliminate external
and internal threats to the ES. On the basis of the proposed
comprehensive methodology for assessing the level of energy
safety at an industrial energy enterprise, an assessment of
the state of ES at ZNPP was carried out and analyzed, where
nuclear reactors No. 1+6 were chosen as research objects.
A study of the state of their ES was conducted on them based
on monitoring and control of the number of depressurized
fuel elements at a threshold value of N<10 fuel elements.
On the basis of the implementation of the algorithm of the
comprehensive methodology for assessing the level of energy
safety of the industrial energy enterprise, the results of the
state of ES of each nuclear power plant were obtained sepa-
rately, as shown in Table 5:

— NR No. 1-4 — emergency crisis zone;

— NR No. 5 — critical crisis zone;

—NR No. 6 and ZNPP in general are in a dangerous
crisis zone.

Our results were used to produce a management solution,
which should be implemented using the influence of techni-
cal means (as executive mechanisms) to reduce the impact of
identified threats.

The result of the application of the computational algo-
rithm for the estimation of the ES at ZNPP showed that it
makes it possible to determine the number of fuel elements
even on one integrated indicator. This shows that an internal
threat affects the ES of NPP and puts the NPP power unit
into shutdown mode, resulting in economic losses in the
amount of more than USD 150,000.

The practical application of the proposed comprehensive
methodology for assessing the level of ES at an industrial
energy enterprise will make it possible to solve the prob-
lem of prevention and minimization of losses of production
resources in a timely manner and thereby reduce material
losses and increase the amount of economic profit. As a pros-
pect for conducting research, it is also expedient to further
advance the methodical provision for information support to
decision-making, regarding directions for strengthening the
ES of industrial energy enterprises based on the proposed
methodical approach.

The limitations inherent in this study are the definition
of threats through the application of the concept of «risk» — a
threat to approaching a «safe state». The identification of
threats by comparing the actual parameters of the indicators
with the target parameters should not be considered as a rea-
sonable condition for the identification of critical threats to
the energy safety of energy enterprises. This research method
allows the researcher to be oriented to a more detailed analysis
of this parameter and the determination of all the factors caus-
ing the corresponding deviation from the target values (the
target state of the energy safety system of energy enterprises).

As a shortcoming of this study, the lack of a single soft-
ware-computing system for connecting automation systems
when assessing the level of ES of objects of generation,
transmission, distribution, and consumption of electric and
thermal energy can be noted. In the future, to eliminate this
shortcoming, it is necessary to design an integrated automa-
ted system for monitoring external and internal threats to
the energy safety of energy enterprises at the macro-, meso-,
and micro-levels, for evaluating ES in real time.

The development of this research implies that the classifi-
cation of threats can also be carried out in view of the «detail-
ing» of the analysis of the energy safety system of the energy
enterprise. In some cases, it is advisable to take a closer look at
individual components of an energy company’s energy safety
system and identify threats to these components (elements,
connections, functions, processes). In particular, there is
a theoretical and practical need to analyze risks to vital
energy systems that provide the process of providing the
objective function/service. In the course of the research,
difficulties of an experimental nature may arise, which
require a simultaneous assessment of threats in the power
supply sector, which reveals the need to distinguish between
internal and external threats to the energy company at the
macro-, meso-, and micro-levels.

7. Conclusions

1. The main stages in the construction of a com-
prehensive methodology for assessing the level of ener-
gy safety at an industrial energy enterprise have been
devised and researched. The main principle of building
stages in the construction of an integrated methodolo-
gy for assessing the level of ES at an industrial energy
enterprise was the accounting of such objects of ener-
gy safety research as objects of generation, transmission,
distribution, and consumption of electric and thermal
energy. The designed stages allowed for the following:

— to determine specific objects of energy safety research,
in which there may be negative factors in the form of exter-
nal and internal threats, affecting the change in the state of
ES of the energy enterprise and its objects;

— to solve the problem of forming a system of indicator indi-
ces taking into account the primary information of both static
and dynamic state, which made it possible to assess the level of
the crisis state of ES at the energy enterprise in real time;

—to implement a mechanism for producing a manage-
ment solution to reduce the impact or eliminate external
and internal threats to the energy company’s ES, based on
continuous monitoring of ES indicators under an automated
real-time mode.

2. It has been shown that the basis for the construction
of a system of indicators and their threshold indicators is
the selection of ES research objects and ES criteria, which
characterize the properties and functions of the selected
research objects. It is shown that the indicators have a
dynamic nature, which requires their continuous monitor-
ing and control under an automated real-time mode. It is
proposed to use the results of the calculation of the indicator
indices in the ES estimation procedures as primary informa-
tion at the macro- and meso-levels of the economy.

3. A computing algorithm was developed as part of the
software-computing system within an energy enterprise’s
ACS, which allowed us to implement under an automated



mode the stages of forming the integrated methodology for
assessing the level of ES at an industrial energy enterprise.
The peculiarity of this computational algorithm is that it
made it possible to quickly, in real time, compare the actual
current values of indicators with their threshold values for
determining the criticality zone of ES at an energy company.
A distinctive feature of the computational algorithm is its
implementation on the basis of a computational module as
part of the software-computational complex in the ACS of
generation facilities, which made it possible to quickly devel-
op a controlling influence on the reduction of ES threats.
The computing module of the algorithm made it possible to
collect, process, and store the current values of 5,000 tech-
nological parameters, which are used as primary information
to calculate indicators in real time. This made it possible to
monitor the dynamics of changes in the values of the main
and auxiliary indicators and their threshold values for the
calculation of the generalized integrated indicator, in order
to assess the level of ES of the energy enterprise at the micro-
economic level.

The developed algorithm, based on the definition of a gen-
eralized integrated indicator, made it possible to select the
state zone of ES, and in the case of a pre-crisis or crisis state,
produce a management decision on the operational impact
and regulation of the selected indicators. This contributed,
in real time, to the reduction of the influence or elimination
of the identified threats to the ES of the industrial energy
enterprise.

4. The practical implementation of the integrated metho-
dology for assessing the level of energy safety at an indus-

trial energy enterprise was carried out using the example
of ZNPP. It was found that the ES level at ZNPP depends
on the ES state of each nuclear reactor and is equal to 0.81
based on the generalized integrated index. Thus, the level of
ES at ZNPP is assessed as a critical threatening state.
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