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The development of data trans-
mission systems based on wire-
less radio communication channels
allowed the construction of funda-
mentally new networks — mesh net-
works, which are used not only in
smart technologies, but are the basis
Jfor the construction of cyber-physi-
cal and socio-cyber-physical systems
(objects of critical infrastructure).
The object is the process of ensur-
ing reliable and secure data trans-
mission based on the use of wire-
less radio communication channels.
A mathematical model of information
resources protection system function-
ing is proposed to ensure the signs of
immunity and security of the auto-
mated data transmission system. To
identify threats, a unified classifier
and flow state estimation technique
are used, which take into account
the hybridity and synergy of tar-
geted (mixed) attacks on communi-
cation channels. The critical points
of the infrastructure elements, as
well as the information that circu-
lates and/or is stored, are deter-
mined. The assessment of compliance
with the regulators’ requirements,
both international and state regula-
tory acts, and the presence and abil-
ity of the security system elements
to ensure the required level of infra-
structure elements protection is taken
into account. The proposed approach
allows to determine: coefficients of
information and internal availabili-
ty of a wireless radio communication
channel, the vector potential of the
lagging magnetic field as a result of
data transmission work. When eval-
uating the coefficient of a wireless
radio communication channel inter-
nal availability, it is proposed to take
into account coherent reception of the
signal. At the same time, the immuni-
ty factor of the wireless radio com-
munication channel is much higher
than 1, which provides sufficient pro-
tection of information. A technical
solution is proposed that will allow
the level of confidentiality, integrity,
authenticity and reliability of a wire-
less radio communication channel to
approach 100 %
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1. Introduction

through wireless communication channels for assessing the

level of information protection use the basic concepts of “re-

Known methods of mathematical modeling of the func-  liability of systems with wireless communication channels”
tioning process of an automated data transmission system  and “efficiency of radio monitoring” [1,2]. The reliability




of wireless radio communication channels is a complex of
technical and organizational measures aimed at improving
the quality of data transmission and timely detection of
information leakage channels for their closure [3]. By the
effectiveness of radio monitoring, it is possible to understand
the assessment of the degree of achievement of the goal of
functioning of the automated data transmission system
under the given conditions with the required reliability.
Therefore, the purpose of the operation of radio monitoring
means is to solve the main problem - uncovering the real
state, composition, position, capabilities of radio communica-
tion channels by intercepting and analyzing electromagnetic
radiation [3, 4]. The collection of information on the operation
of wireless radio communication channels is carried out by ac-
cumulating and systematizing data on the interception of in-
formation transmitted by wireless communication channels.
Modeling of such processes is used during the construction of
mathematical models that allow evaluating the protection of
radio communication channels of the data transmission sys-
tem [5]. In addition, the impact of targeted (mixed) attacks on
data transmission systems allows not only to predict adequate
preventive security measures, but also to determine the crit-
ical points of the automated data transmission system itself.

Thus, an urgent scientific task is the development of the
functioning principles for an automated data transmission
system through wireless communication channels to ensure
information protection in the conditions of targeted (mixed)
attacks with signs of synergy and hybridity.

2. Analysis of literature data and problem statement

The analysis of the work [6] showed that secure broad-
band radio communication is becoming more and more im-
portant for high-speed connectivity in radio access net-
works, playing a crucial role in both mobile information
systems and wireless information and computing technolo-
gy (I0T) connections. The authors propose a two-channel
chaos-based digital radio communication system that uses
fiber-optic radio transmission technology. The system con-
sists of two radio channels operating at speeds up to 1 Gbit/s
using amplitude-shift keying (ASK) modulation followed by
random-sequence modulation before conversion to the opti-
cal domain using an optical frequency thinning modula-
tor (Mach-Zehnder Modulator MZM). To compensate for
fiber losses, the system uses an erbium-doped fiber amplifi-
er (EDFA) and uses optical channels over ITU-G.655 stan-
dard optical fibers. The presented results demonstrate the
effective operation of the system on two channels with a fiber
transmission range of up to 110 km, keeping the bit error rate
below 10-9. This feature ensures reliable operation of high-
speed radio links, especially in applications such as front-end
networks in cloud radio access and connectivity to wireless
sensor networks. But this does not take into account possible
targeted attacks on the infrastructure elements of the auto-
mated data transmission system (ASPD). In [7], the authors
propose the use of cognitive radio (CR) and the concept of
wireless sensor networks (WSN), which is used as an intel-
ligent wireless communication technology that has unique
capabilities for monitoring spectrum bands. This allows de-
tection of available channels for use of statically allocated
spectrum. In addition, by dynamically adjusting its operat-
ing parameters, the channel can use the available channels
and attack the future problem of spectrum reduction. But

such a concept does not ensure the construction of multi-cir-
cuit protection systems taking into account the infrastruc-
ture of socio-cyber-physical systems. In the work [8], the
authors analyze the current state of radio and podcasting,
using specific case studies to analyze the interaction of
sound media with art. This makes it possible to identify the
main means of community formation, together with nation-
al, transnational and alternative identities, as a subject of
academic and critical research. But at the same time, the
authors do not take into account the possibility of combining
targeted (APT) attacks with social engineering methods.
In [9], the prerequisites for the revolution of modern autono-
mous driving are considered, based on the rapid development
of 5G networks, which offer high-speed wireless broadband
networks. To meet data traffic requirements, the forward
link Intensity Modulation-Direct Detection (IM-DD)
bandwidth connecting the Remote Radio Unit (RRU) and
the Baseband Unit (BBU) has been scaled from
25 Gbps (NRZ) up to 50 Gbit/s (PAM4) for the advanced
5G network and 100 Gbit/s (PAM4) for the 6G network. In
addition, radio access networks are undergoing a transition
from distributed radio access networks (D-RAN) to central-
ized radio access networks (C-RAN). To ensure immunity, a
multi-channel dispersion compensation scheme is proposed
for IM-DD multi-channel long-distance transmission. On-
chip losses are about 4 dB for both channels, which provides
20 ps/nm and —28 ps/nm dispersion compensation in each
band. But at the same time, the authors do not consider cyber
threats to the elements of the scheme, and the possibility of
implementing exploits in the software and hardware part.
In [10], the authors analyze possible losses of reliable radio
communication in fire extinguishing systems due to the use
of reinforced concrete in modern buildings, which reflect,
refract and diffract radio waves. As such, they are the biggest
obstacles to transmission and reception. To compensate for
this aspect, it is proposed to install leaky coaxial cables and
antennas to ensure stable radio communication between fire
departments. But this approach takes into account active
APT attacks on the elements of the data transmission sys-
tem, their hybridity and synergism. In [11], the authors pro-
pose a wireless multiple access system with frequency divi-
sion channels with one carrier frequency of the Single
Carrier Frequency Division Multiple Access (SC-FDMA)
type as an accepted communication standard. It presents a
robust image transmission framework via SC-FDMA that
includes digital image watermarking and encryption to en-
hance image security while maintaining high image recon-
struction quality at the receiver side. The proposed frame-
work allows image watermarking based on Discrete Cosine
Transform (DCT) combined with Singular Value Decompo-
sition (SVD) in the so-called DCT-SVD watermarking.
However, cyber-threats to elements of the image transmis-
sion structure itself via SC-FDMA are not taken into ac-
count. In the work [12], the authors investigate that the de-
centralized network becomes not just a tool for emergency
communication, but a symbol of resistance against censor-
ship. Drawing parallels with events in the real world, the
authors offer a comprehensive analysis of the technical, so-
cial and ethical aspects of radio amateurs. This highlights
the importance of decentralized communication systems to
support freedom of information, especially in scenarios
where central systems are compromised. However, possible
scenarios of compromising the decentralized system due to
the combination of cyber attacks with social engineering



methods are not taken into account. In [13], the authors pro-
pose the use of chaotic encryption to ensure the security of data
transmission through communication channels. Through com-
prehensive analysis, it evaluates the performance of chaotic en-
cryption algorithms in terms of encryption strength, computa-
tional efficiency, and resistance to attacks. In addition, the
research explores the integration of chaotic encryption with
conventional cryptographic protocols to create hybrid encryp-
tion schemes capable of providing multi-layer protection. But
the authors do not take into account the need to ensure efficien-
cy and reliability in data transmission, as well as the possibility
of building multi-contour security systems in the post-quan-
tum period. In [14], a prototype of the transmitter and receiver
was created, and the data was encoded using the technique of
digital-to-analog modulation with two sidebands and carrier
suppression (BPSK) and sent at different transmission rates:
4800,9600, 19200, 76800 and 11500 bits in second (bit/s). The
error rate was measured to evaluate the performance of the de-
vice, defined as the ratio between the number of bits transmit-
ted and the number of bits received. As a result, a minimum
error rate of 58 % at a speed of 4800 bps and a maximum of
61.25 % at 115200 bps was obtained; the system also allowed
sending images up to 256 pixels in size. But the authors did not
take into account the possible hacking of the data transmission
system due to the use of ART attacks. In [15], a cognitive radio
system based on energy spectrum detection (ED-SS) is imple-
mented, which can analyze spectrum energy. Different fading
channels such as additive white Gaussian noise (AWGN),
Rayleigh and Nakagami noise are analyzed and compared using
the ED-SS technique. Experimental results show that detect-
ing the presence of the user’s primary signal using the proposed
ED-SS technique is easier with low computational complexity
in cognitive radio (CR) networks. However, the issues of classi-
fication of cyber threats and their impact on immunity are not
considered. In [16], the authors propose a geometry-based
non-stationary stochastic channel model for communication
channels of electric vertical take-off and landing (eVTOL) air-
craft. The proposed eVTOL channel model framework takes
into account the time-domain non-stationarity and arbitrary
eVTOL trajectory and is general enough to support a variety of
ranges. One of the critical challenges for eVTOL is the fast
vertical take-off and landing patterns that affect the conven-
tional propagation communication channel. In addition, a new
method is presented to estimate the SNR on a non-stationary
fast time-varying eVTOL dynamic channel using an adaptive
sliding window filtering technique. Furthermore, let’s present
an information-theoretic approach to characterize the end-to-
end transmission delay over an eV TOL channel and prove that
the optimal transmission scheme strongly depends on the con-
figuration of the eV TOL link. However, the authors do not take
into account the possibility of ensuring security in the model.
In [17], it was determined that among the available frequency
ranges, the terahertz (0.1-10 THz) range was determined to be
the most promising for overcoming the spectrum deficit and
bandwidth limitations of current wireless systems. In addition,
the unique properties of THz wave propagation provide new
sensing and localization capabilities. Since wireless channels
are the basis for wireless communication system development in
new spectrum and new environments, it is necessary to study
THz radio propagation channels for future 6G wireless commu-
nication. However, the authors do not take into account the
absence of special security mechanisms other than authenti-
cation. But the Radius and Diameter authentication protocols
are broken, which makes it impossible to provide the required

level of service, and the provision of confidentiality and integri-
ty services is practically non-existent. In [18], the authors pro-
posed an algorithm for determining rational radio exchange
routes with low intellectual availability in an automated mili-
tary radio communication system, which is the basis for solving
the problem of multipath routing and takes into account, in
addition to known limitations, limitations on the permissible
intelligence availability of information flow routes. A mathe-
matical model of the functioning of the automated military ra-
dio communication system has been developed, which for the
first time takes into account the process of protecting it from
radio intelligence by means of radio exchange along rational
routes with low intelligence availability. This approach is based
on the tensor dependences of the intelligence readiness coeffi-
cients of individual direct radio communication lines on the
quality indicators of information exchange with their further
transformation into tensor dependences of the coefficients.
However, the authors also do not take into account the need to
implement multi-circuit protection systems for data transmis-
sion systems based on the use of post-quantum algorithms with
minimal capacity. Work [19] presents a refined mathematical
model for evaluating the quality of mobile radio channels in
cyber-physical systems using topological transformation of
stochastic networks. The operation of the radio channel is
conceptualized as a stochastic network, which allows obtain-
ing critical indicators, such as the equivalent function, math-
ematical expectation, variance, and the time distribution
function of the implemented processes. The model uses the
gamma distribution for initial distribution functions of ran-
dom variables, increasing its analytical accuracy. A signifi-
cant advance of this research is the development of a compre-
hensive model that describes the data transfer process
through the phases of connection establishment, informa-
tion transfer, and connection maintenance. But the model
does not take into account the possibility of APT threats
with signs of hybridity and synergism. In [20], the authors
proposed consideration of spatial simultaneity (SSF) over time
division multiple access (TDMA) in joint communication and
sensing (JCAS) scenarios for improved resource utilization and
interference reduction. SSF enables simultaneous operation of
communication systems and sensors, increasing flexibility and
efficiency, especially in dynamic environments. The authors
proposed joint communication and sensing design scenarios for
JCAS single-input single-output (SISO) and multiple-input
multiple-output (MIMO) receivers. A MIMO-JCAS base sta-
tion (BS) is proposed to process downlink communication sig-
nals and echo signals from targets simultaneously using in-
terference cancellation techniques. In addition, a deep neural
network (DNN)-based approach for channel estimation and
signal detection in JCAS systems is presented. DNN outper-
forms traditional methods in bit error rate (BER) and signal-to-
noise ratio (SNR) curves by leveraging its ability to autono-
mously learn complex patterns. The DNN learning process
tunes performance based on specific problem characteristics,
capturing the nuances of relationships in the data and adapting
to different signal-to-noise ratio (SNR) conditions for consis-
tently better performance compared to traditional approaches.
However, the authors do not take into account cyber threats,
which do not allow to ensure the necessary level of security.
Thus, it is justified to carry out a study on the devel-
opment of a mathematical model of an automated data
transmission system functioning through wireless commu-
nication channels to ensure information protection, taking
into account targeted (mixed) cyber attacks with signs of



synergism and hybridity. In addition, in order to increase the
level of protection and assess its current state, it is necessary
to determine the general classification of threats, the possi-
bility of hacking security services, and to assess the presence
of the necessary special mechanisms for the protection of the
data transmission system infrastructure elements.

3. The aim and objectives of the study

The aim of the study is to develop functioning principles
for the automated data transmission system through wire-
less communication channels to ensure information protec-
tion. The developed principles make it possible to ensure the
required level of security of information transmission via
wireless communication channels.

To achieve the goal of the work, it is necessary to solve
the following tasks:

—to obtain analytical relations for the coefficients of
information and internal availability of a wireless radio com-
munication channel;

—to obtain analytical relations for the vector potential
of the delayed magnetic field as a result of work on data
transmission by a radio communication channel and the
conduction current density vector in the emitters of a digital
antenna array of a wireless radio communication channel for
different modes of operation;

—to assess the impact of obstacles on the reliability of
data transmission;

— to develop a methodology for evaluating
the current state of an automated data trans-
mission system through wireless communica-

development of the principles of operation of the automated
data transmission system through wireless communication
channels.

The following software were used during the computer
modeling of the obtained results of the development of the
methodological foundations of the functioning of the automat-
ed data transmission system through wireless communication
channels. The research hardware includes a computer (based
on an Intel core i7 processor) with installed software.

According to the results of calculations in the environment
of Excel spreadsheets, numerical values were obtained, on the
basis of which the corresponding dependencies were built.

The initial data for the calculations are the operat-
ing parameters of the most common Wi-Fi network of the
802.11 b/g/n wireless standard. Such a network operates at a
frequency of 2.4 GHz, has a fairly significant number of sub-
scribers, a client base of devices, and provides a wide coverage
area. At the same time, the 2.4 GHz radio band is sensitive to
interference and is characterized by a decrease in the speed
of information transmission due to congestion. Wi-Fi net-
works created by routers of other subscribers can interfere
with a 2.4 GHz Wi-Fi network. In addition, the LTE cellular
frequency band (900 MHz, 1800 MHz and 2600 MHz) can
also interfere with the operation of a Wi-Fi network. This
is due to the significant power of the radio communication
signal of the cellular network (from 1 W to 2 W) compared
to the power of the radio communication signal of the Wi-Fi
network (0.1 W). The initial data for calculations are given
in the Table 1. The scheme of the research is shown in Fig. 1.

Table 1
The initial data for calculations
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ing process of the automated data transmis-

sion system through wireless communication
channels while ensuring the required level of
information protection.

The research hypothesis is as follows. The mathe-
matical model of the functioning of the automated data
transmission system through wireless communication
channels consists of two coefficients and the potential
of the magnetic field, which is formed during the oper-
ation of the wireless radio communication channel. The
coefficient of information availability of a wireless radio
communication channel characterizes the energy spec-
trum of the data transmission signal. The coefficient of
the radio communication channel internal availability
is characterized by the reliability of data transmission —
the absence (presence) of information leakage and data
transmission without loss of information. The lagging
vector potential of the magnetic field characterizes
data transmission over a wireless radio communication
channel. The current density in the emitter of the digi-
tal antenna array of the wireless radio communication
channel was chosen as the indicator for evaluating the
vector potential of the magnetic field.

The theory of radio engineering systems and the
theory of propagation of electromagnetic waves (the-
ory of the electromagnetic field) were used in the
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Fig. 1 shows that the calculation solves the problem
of providing two subscribers (personal computers) with a
reliable connection (Wi-Fi router) to transmit information
at the required speed (at least 150 MBit/s). The speed of
information transmission decreases with a decrease in the
set value of the signal/interference ratio in the receiving
channel to the subscriber (Table 1). Five Wi-Fi routers are
used (creating five Wi-Fi networks), while each subscriber is
configured to receive information from only one Wi-Fi net-
work (router). The quality of receiving information by each
of the subscribers is affected by cellular networks (three)
and Wi-Fi networks (four), which are not informative for
the subscriber. Thus, the interferences are three cellular net-
works and four Wi-Fi networks with parameters according
to Table 1. The wireless communication channel (according to
the conditions of the task, the radio communication channel
of the Wi-Fi network) provides information protection during
data transmission at the set values signal/interference ratio
in the receiving channel to the subscriber (Table 1). Based
on the results of the study, it is necessary to assess the im-
pact of obstacles on the reliability of data transmission to
subscribers.

In this study, a limitation on the accepted condition of
technical serviceability of a wireless radio communication
channel is introduced. When evaluating the impact of inter-
ference on the reliability of data transmission, an assumption
was made about the absence of internal interference during
data transmission through the information channel of auto-
mated data transmission. In addition, an assumption is made
about the absence of intentional interference (the work of
suppliers of interference is not considered in this study).

When assessing cyber threats, a universal classifier is
used, which is implemented on the basis of the framework.

The proposed principles are based on a mathematical
model of the functioning of an automated data transmission
system over wireless communication channels to ensure
information protection and a methodology for assessing the
current state of an automated data transmission system over
wireless communication channels. The proposed model is
based on the definition of theoretical provisions for modeling
the processes of detecting the fact of information leakage,
which allow evaluating the protection of radio communica-
tion channels of the data transmission system. The
assessment methodology for assessing the current
state of the automated data transmission system
through wireless communication channels is based

tool was used as the receiver of the useful signal during data
transmission via the radio communication channel.

Radio monitoring tools work in conditions of a priori
uncertainty, when a number of parameters of useful signals
of radio communication channels are unknown a priori. In
the worst case for radio monitoring, all parameters of useful
signals may be unknown. That is, for radio monitoring devic-
es, the signal of a wireless radio communication channel is
stochastic. Consider the additive mixture of the useful signal
and the internal fluctuation noise (IFN) of the radio moni-
toring receiver. From the theory of statistical radio engineer-
ing, the optimal selection rule for the presence of a useful
signal of a radio communication channel at the output of the
receiver in such an additive mixture is determined [21, 22]:

S 7\’10 -1 2 S
279% >2lnc+Y InA,, ¢))
w=1 w0 w=1

where W — the sample size of the implementation of the sto-
chastic additive mixture of the useful signal and the IFN at
the output of the receiver of the radio monitoring tool during
the observation period Typ;

x, — uncorrelated coordinates of the stochastic additive
mixture of the useful signal and the IFN, which are observed
at the output of the receiver of the radio monitoring tool
during the interval (0; T,ps);

A — unnormalized eigenvalues of a linear integral equa-
tion with a symmetric kernel in the form of a correlation
function of a stochastic fluctuation received by a radio re-
connaissance device:

TlfBﬂ(t—y)(p(y)dy:(?y—ﬂT:r By (t=y)o(y)dy

att<T, (B.(t-y),

signal correlation function, Bjpy(t—y) — IFN correlation
function);

¢ — the constant of the quality criterion for choosing a
decision regarding the presence of a useful signal of a radio
communication device at the output of the receiver, which is
selected from the Table 1 [6].

Table 2

The constant of the quality criterion for making a decision about the

presence of a useful signal at the output of the receiver
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an automated data transmission system
The mathematical model of the functioning of the
automated data transmission system through wire-

Neumann-Pearson

From the equation Fiy(c)=1-a,
where Fio(c) — integral function of the likelihood ratio
under the hypothesis Hy;
a — the probability of an error of the first kind

less communication channels was developed based
on the evaluation of the useful signal at the receiver.

Minimax
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For this purpose, the receiver of the radio monitoring



The right-hand side of the inequality (1) represents the
threshold, the exceeding of which indicates the presence of
a useful signal of the radio communication channel at the
output of the receiver. Therefore, it is proposed to choose
the following coefficient as an indicator of the information
availability of a radio communication channel RD:

W _
RD= ZL;; 1xj,. (2)
w=1

w

When the radio communication channel is operating in
the non-broadband signal (BBS) mode, eigennumbers A, can
be considered to be equal [7, 8]:

2 2
— GC +GIFN
©w = 2 ’

GIFN

A

where o — dispersion of the signal of a wireless radio com-
munication channel, 6%, - dispersion of the IFN of the
receiver of the radio monitoring tool.

Then the coefficient of information availability of the
radio communication channel in the non-BBS mode can be
estimated using the following formula:

W
RDm)n BBS — Gc zxi}' (3)

Using the known ratio for an approximate estimate of the
variance, it is possible to write that:

S (E-EL)
o= @

where |E | | 2|E| — average value of the modulus of the

electric fleld 1nten51ty vector on the interval (0; T,) (V/m);
|E|,— uncorrelated coordinates of the realization of the
stochastic additive mixture of the modulus of the vector of
the electric field strength of the useful signal and the IFN,
which are observed at the output of the receiver of the radio
monitoring device at the interval (0; Ty) (V/m).

The classical approach of electromagnetic field theory is
applied and an auxiliary function is introduced as the lagging
vector potential of the magnetic field, A (Tl/m)[23-26],
which is determined through the magnetic induction by the
ratio B=rotA (TI). Then, taking into account one of the basic

Maxwell equations rotE = —%—I:, the electric field strength
vector can be given as E= —aa—? (if the gradient of the scalar

potential is neglected), and relation (4) is written as follows:

o’ ©)
where:

A1 gpA

o| W&o,

Taking into account the accepted assumption that the
energy spectrum of the IFN receiver of the radio monitoring

device is uniformly distributed in the F band (where F is
the width of the spectrum of the signal emitted by the radio
communication device (Hz)), and therefore its dispersion
can be given as [22, 27]:

D, -DF
G?NI: b L( 17: ) , (6)

where kT (D, —1)=N,, - spectral power density of the
IFN receiver of the radio monitoring device;
ky=1,38x10"23— Boltzmann’s constant, J/°K;

T,=293° — effective temperature, °K;

D,.. — noise coefficient of the radio monitoring device
receiver (dB).

Then the coefficient of information availability of a radio
communication channel operating in a non-BBS mode can
be written in a general form as:

2
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When operating a wireless radio communication channel
in the BBS mode, eigennumbers A, can be considered to be
equal [1]:

N

14+ —,
NIFN

where N, — spectral density of the signal power of the radio
communication device (W/Hz); Niry — spectral power densi-
ty of the IFN receiver of the radio monitoring device (W/Hz).

Therefore, the coefficient of information availability of a
wireless radio communication channel in the BBS mode is
estimated as follows:

w
RD™ = e Y 2. 8)

N, +N,m —

The power spectral density of the signal generated by
the radio communication channel at the location of the radio
monitoring device can be obtained as follows. If the value of
the rate of change of the energy of the electromagnetic field,
i.e. its power, is known, then the power at this place in the
general case is described by the expression [28]:

wH efE]
dt-[[ 2 2 dv, )

where V — the volume of the receiving antenna of the radio
monitoring device;

H - magnetic field strength vector (A/m).

For wireless radio communication channels with anten-
na arrays, this integral can be replaced by the sum:

&(uH] | efE
dt;[ 2 2

The following relation is obtained:

(10)



d & |rotA|2 JAl
N =—— e tE|— 11
¢ 2thn2::‘ u +E‘ ot an

Thus, the coefficient of information availability of a ra-
dio monitoring tool operating in the BBS mode is generally
written as follows:

RDBBS —
d & |rotA|2 oAl
2Fdt = n ot oo
= . Yl (12)
(oAl foAr kT (D 1)
2Fdt S| ot o (R

Calculation of the general expression for the coefficient
of internal availability of a wireless radio communication
channel. In this case, the signal of the radio communication
channel is assumed to be deterministic, that is, it is about
coherent reception, and the rule for detecting such a signal
by the receiving channel of the radio monitoring tool has the
form [29]:

W
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w=1
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oAl 13
Yy (13)
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That is, if inequality (13) is fulfilled, then a decision is
made that the observed process is stationary, normal with
zero mean. If inequality (13) is not fulfilled, then this pro-
cess is also normal, but with an average value that changes

according to a precisely known law _0A .

ot
Therefore, it is proposed to use the following coefficient
as an indicator of the internal availability of a wireless radio
communication channel:

W
VD= me‘—%—‘? (14)

Considering that the reception is coherent, it is possible
to apply the coefficient of internal availability of the radio
communication channel in the same form, both for BBS and
non-BSS modes of operation.

5. 2. Obtaining analytical relations for the vector po-
tential of the magnetic field

The vector potential of the lagging magnetic field as a re-
sult of work on data transmission of the radio communication
channel is considered. Each of the wireless radio communi-
cation channels of the automated data transmission system
will create an electromagnetic field in some space (network)
during transmission. The dimensions of such an area are de-
termined by the medium of propagation of electromagnetic
waves. The properties of this field are characterized with suf-
ficient completeness by the lagging vector 3-potential of the
magnetic field, A=(A,, A, A,). That is why, when obtaining
mathematical dependencies for the coefficients of informa-
tion (7), (12) and internal availability (14) of wireless radio
communication channels, their relationship with this vector
3-potential is shown as a model of the result of work on data
transmission of a radio communication channel “link”.

When modeling, first of all, the vector 3-potential in the
locations of other radio communication channels of the data

transmission system is of interest (x, y, z;) and at known (or
those that are predicted) locations of radio monitoring
equipment (Xy, Yq 2¢)- According to the theory of the elec-
tromagnetic field [30, 31], the vector 3-potential of a lagging
magnetic field generally has the following vector notation:

A(t)="= 18(t—r)dv, (5)

4dmsr (4

where p — magnetic permeability of the operating area,
as a medium for the propagation of electromagnetic
waves (gn/m);

8=(8x, 8, ,) — conduction current density vector in the
transmission antenna (A/m?, relative to the bulk antenna);

V — transmission antenna volume (m?);

r — distance from the radio communication channel to
the observation point (m);

v — propagation speed of electromagnetic waves (in/s).

In the case of antenna arrays, according to [25, 29], for-
mula (15) will take the following form:

(16)

where N — the number of emitters in a digital antenna array
of a wireless radio communication channel.

Previously, phased antenna arrays were used exclusively in
large stationary radars. But modern advances in the methods
of designing and manufacturing phased antenna arrays make
it possible to reduce their overall dimensions and use them in
various radio engineering systems and complexes. The princi-
ple of operation of a phased antenna array is presented on the
example of a linear phased antenna array (Fig. 2).

nd sina /g
d | da | d

<]
¥
¥
¥

Receiving
device
Receiving
device
Receiving
device
Receiving
device

S P

Fig. 2. The principle of operation of a linear phased
antenna array

It should be taken into account that the emitters of the
digital antenna array of the wireless radio communication
channel can represent information leakage channels. There-
fore, the conduction current density vector in the emitters
of the digital antenna array of the wireless radio communi-
cation channel for different operating modes is considered.
It can be seen from formulas (15), (16) that the vector 3-po-
tential of the magnetic field is determined by the vector of
the conduction current density in the transmitting antenna
of the radio communication channel. Mathematical expres-
sions for this vector during operation of the radio communi-
cation channel in modes [3, 25] were obtained:



— amplitude modulation (AM);

— frequency modulation (FM;

— phase modulation (PM);

— pseudo-random sequence (PRS) discrete-frequency
modulation (DFM);

— continuous phase modulation (CFM) PRS,

— frequency-phase modulation (FPM) PRS;

— pseudo-random tuning of the operating frequen-
cy (PTOF).

When working in the AM mode, the conduction current
density vector in the emitter of the digital antenna array of
the radio communication device over time is determined as
follows:

AT/y

3 (¢)= gﬁ(mt)g(t)sin(rﬁono), 17)

where A — intensity of the information flow transmitted by
the radio communication channel (bit/s);

x — bit rate of the digital-to-analog converter of the dig-
ital antenna array;

8 (iAt) — amplitude of the current density vector (A/m?,
for a volumetric antenna);

At — period of discretization of information message (s);

g — the pulse envelope of the information message,
which takes the value 0 or 1;

wg — carrier frequency of the wireless radio communica-
tion channel (Hz);

yo — the initial phase of the carrier oscillation of a wire-
less radio communication channel.

When operating in the FM mode, the current density
vector in the emitter of the digital antenna array of the radio
communication channel during time T will look like this:

AT/x

37 (¢)=Y. g(¢)sin((®, +iAm) +v, ),

i=1

(18)

where A®, — frequency deviation in the emitter of the digi-
tal antenna array of the radio communication channel of the
data transmission system.

The current density vector in the emitter of the digital
antenna array of the radio communication channel during
time T when operating in the PM mode will be as follows:

AT/x

8™ (1) = ; g(t)sin(wot+WJ

When operating in the PRS DFM mode, the current den-
sity vector in the emitter of the digital antenna array of the
radio communication device during time T can be given as:

SPRS DFM (t) —

AT/%

where g — the number of PRS elements per bit of the infor-
mation message;

(19)

M=

S(itt)ult—(k—1)r, |sin((®, +B,A®) +y, ), (20)
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— single jump function;
1, — the duration of the PRS element;
Br€{0, 1} — PRS.

The current density vector in the emitter of the digital
antenna array of the radio communication channel over time
when operating in the CFM PRS mode can be presented as:

§CPM PRS (t) —
AT/x K
k=

= 2 > d(int)ult—(k—1)r, Jsin (@t +y, +o1),

i=1

21

where a;€{0, 1} - PRS.

When operating in the FPM PRS mode, the current den-
sity vector in the emitter of the digital antenna array of the ra-
dio communication channel for the period T can be written as:

SFPM PRS (t) —

SYRRNENN[E (k1) Jsin(( o . )0 . L)@

i=1 k=t

The current density vector in the emitter of the digital
antenna array of the radio communication channel during
time T when operating in the PTOF mode can be given as:

SPTOF (t) —

AMT/x K
b=

= 2 ZS(iAT)u[t_(k_1)1e]3in((mo +BkAm)t+WPTOF )v (23)

i=1

where ., — random phase uniformly distributed over

the range [0,21].

5. 3. Evaluation of the impact of interference on data
transmission reliability

The most negative for blocking radio communication
channels is the case when the interference spectrum over-
laps with the spectrum of the information signal emitted
by the antenna [32—37]. That is, this is the case when part
of the interference spectrum falls into the region of the
main maximum of the spectrum of the information signal.

Three possible options for imposing interference to block
a wireless radio communication channel are considered.
Nominating through AQ the width of the interference
spectrum G, and the frequency of the main maximum of
the information signal of the wireless radio communication
channel — wy, the following options for the influence of in-
terference on data transmission by an informational radio
communication signal are considered:

— broadband interference (AQ>>w,);

— narrowband interference (AQ<<wy);

— the interference is narrowband and its center frequen-
cy is close to the frequency wy.

Broadband interference (AQ>>w).

Let the interference spectrum be in the area of the main
maximum of the spectrum of the information signal of the
wireless radio communication channel §/8m2 (Fig. 3).

In Fig. 3 dependence G() represents a useful Wi-Fi
network information transmission signal, dependency §/8™4% —
broadband interference, for example, which is due to the influ-
ence of radio technical signals of radio transmitting and radio
receiving systems. The frequency of the useful signal of the Wi-
Fi network (2.4 GHz) in Fig. 3 matches the value Q=0.

In the area of the main maximum, the interference
spectrum can be considered approximately constant, then
the interference immunity coefficient k, is calculated as
follows [21]:



(24)

Narrowband interference (AQ<<wg), and the center
frequency of the interference spectrum Q satisfies the con-
dition Q, #o (Fig. 4).

In Fig. 4 dependence G(Q) represents a useful Wi-Fi
network information transmission signal, dependency
§/8ma — narrowband interference, for example, caused
by the influence of the cellular network (frequen-
cy 2600 MHz). The frequency of the useful signal of
the Wi-Fi network (2.4 GHz) in Fig.4 matches the

value Q=0. Value Q=0,5 corresponds to a frequency
of 2600 MHz.

In this case, in the region of the main maximum, the
interference spectrum partially affects the spectrum of the
useful signal, and the interference immunity coefficient &, is
calculated as follows [21]:

nZ

(25)

3

"8,

Narrowband interference (AQ<<w), and the center fre-
quency Q is near the frequencies wg or Qo=wy (Fig. 5).
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1.5

components (cyber security, information security,
security of information). The sign of synergism of
targeted (mixed) attacks means the impact of an
attack on one component of security (cyber security,
information security, security of information), but at
the same time on all services at the same time (C, I,
Ac, Aut, Ut).

In [39], it is possible to analytically assess the flow
state of any transmission and/or circulation system
(storage, etc.) of the level of security of both informa-
tion resources and infrastructure elements.

At the same time for information resources is
taken into account, the degree of their “confidenti-
ality” — B; — metric of the ratio of time and the de-
gree of confidentiality of information (critical — 1.0;
high — 0.75; medium — 0.5; low — 0.25; very low —
0.01)), and also to assess the level of possibility
of protection mechanisms based on the proposed
methodology. The main stages of the technique are

In Fig.5 dependence G(Q) represents a
useful Wi-Fi network information transmis-
sion signal, dependency /8™ — narrowband
interference, for example, which is due to the
influence of another subscriber’s Wi-Fi net-
work (2.4 GHz frequency). Lo

For such a case, the immunity factor &), is ofthe threat
calculated by the formula [21]:

n2

i
C(hreal -
vector

2

‘security
component
ety (26)
4 |X (o, )| 3
‘security

where wi~wy.

Thus, formulas (24)—(26) can be used to
calculate the reliability of data transmission
through wireless communication channels.
Reliability of data transmission depends on
the immunity factor.

4
the nature of

L?hrea( impact
level

5. 4. Development of a methodology for
assessing the current state of an automated
data transmission system through wireless
communication channels

The assessment of target threats to au-
tomated data transmission systems with
signs of hybridity and synergism, as well
as the possibility of their integration with

6
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presented in Fig. 7.

component

k

- integrity, 02 - confidentiality, 03 - availability,

- authenticity, 05 - involvement

E {
01 - physical level, 02 - network level,

03 - OS level, 04 - DBMS level,

05 - applications and services level, 06 - [oT level,

07 - IPS level

01 - system hack, 02 - system compromise,

01 - engineering-technical, 02 - organizational,

ki

03 - legal and regulatory

03 - data compromise,
04 - finding critical points of the system,
05 - information gathering

|

- internal, 02 - external,

social engineering methods, is proposed to
be carried out based on the classification of
threats by a unified classifier based on the
proposed framework [38, 39]. In Fig. 6 shows the math-
ematical formalization of the unified classifier, which
allows forming tuples-classifiers of cyberthreats taking
into account not only the signs of their hybridity and
synergism, integration with social engineering methods,
as well as their focus on other cloud platforms of socio-cy-
berphysical systems. At the same time, it is proposed to
divide their infrastructure into three platforms: a physical
systems platform, a management platform (as a rule, locat-
ed in the cloud) and a social network platform.

At the same time, the sign of hybridity of targeted
(mixed) attacks means the impact of an attack on one of
the security services (C, I, Ac, Aut, Ut) on all security

Fig. 6. Mathematical formalization of the unified classifier

Stage 7 is separately defined, which allows assessing
the capabilities of special mechanisms for providing se-
curity services for automated data transmission systems
and socio-cyber-physical systems. For this, the following
components of the proposed algorithm are defined:

1 step. Determination of the assessment of possible APT
attacks on infrastructure elements as:

*

S malefactors/ISO =

"S 150,

where p — type of attecker.
At the same time, the type of intruder is determined as
in [40] and shown in Fig. 8.

)



Stage. 1. Formation of tuples of cyber threats based on expert assessment. Forming a
matrix of cyber threat metrics:

5

S S

sthreats = ||Ssthreats . ||» Where i — security services; j — cyberthreats
s s p

N N N N

Stage. 2. Formation of a matrix of relationships between information resources and
necessary security services

*
Sint =

St ) “ ,where [ — information resource

N N N N

Stage. 3. Formation of a matrix of relationships of information resources and
infrastructure elements:

* . .
S50 = HS 150, H, where k& — presence and type of communication

N N N N

Stage. 4. Formation of a matrix of relationships between information resources and
cyber threats: .
Y S =s

inf/sthreats inf

N N N

Stage. 5. Formation of a matrix of interrelationships between cyber threats and

infrastructure elements: S* _|s
sthreats/ ISO — sthreats/ISOk/

7 7 7

Stage. 6. Forming an assessment of the security of the cyber-physical system based
on the analysis of stages 2 and 3. Assessment of the interrelationships of information
resources, their confidentiality measures, the need to provide security services and
infrastructure elements

e 2 N N

Stage. 7. Assessment of the availability of a special mechanism for the
implementation of security services and cyber threats:

S* _ SCPS
sthreats/protection system safety mechanism

N N N N

Stage. 8. Assessment of compliance with the requirements of international regulators
and legislative acts to ensure the necessary level of security of information resources

Stage. 9. Assessment of the current state of the level of security of infrastructure
elements and information resources:

1S —Z Ssem,

- ix]

serv_abs —

nlel

Fig. 7. Stages of assessment of the current state of the security level of cyber-physical systems

2 step. Assessment of attackers’ capabilities (finan-
cial, computational, human). Let’s determine the weight
coefficient of the “danger” of the attacker using the
formula:

1 N
Pratiucors =37 2B (26)
i=1

SCPS _ ) SCPS SCPS SCPS _ sy
Where Bi - omputing r]Qﬁuancial thuman the CoefﬁCIent Of
resources resources resources
. , .. SCPS SCPS SCPS
the violator’s opportunities, Qeomputingr Linancial » Lhuman  €{1 —

resources resources resources

unlimited resources of cyber terrorists, 0.75 — resources of
the state (special services), 0.5 — resources of cybercrim-

inals, 0.25 — resources of criminals, competitors, hackers,
0.001 — resources of vandals}.

3 step. The estimation of the probability of implementa-
tion of APT-attacks taking into account the coefficient of
“danger” of the attacker is defined as:

SCPS

||Q]||: pmalefactors/ XP(i’
where j — threat, a — cyberthreat appearance probability,
P’ {1 — the threat is realized every day, 0.75 — the threat
is realized within a week, 0.5 — the threat is realized within

a month, 0.25 — the threat is realized within a year, 0.001 —
unlimited time }.
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[ |
1. SCPS management 4. Persons who are not

workers  with access to employees of SCPS 5. External attackers
information of a confidential| | have access to information of] ersons who. in particular
nature within the scope of| |a confidential nature on the p ) lp f
official duties basis of contractual relations, are  mot employees o
legal | requiremﬁnts (fo(i S%}I:S’_t do n?t have the
]| example, state authorities) an authority o access
Affect the DBMS Tevel (04),| (or) a court decisions (,,4)) information, but have
and the level  of] direct physical access to
technological  applications the premises for processing
and services (05), with the information (ps)
aim of stealing information, || Affect all levels to disable
self-affirmation Ori 11 SCPS. At the same time, they
accidentally (p;) use all means of attacks.|—=— -
Possible ~ conspiracy ~ with yber terrorists (ps.1)
—| Authorities CPS (py,) | criminals of 2 and 5 categories Special services (ps.)

Hackers (ps3) |—

information when solving tasks| Cybercriminals (ps4) l—
| Personnel "at risk" (p; ) related to the operation and/or| Competitors (pss) l_

| 2. Operational staff

—| Officials CPS (p1,) persons who have access to

| administration of the SCPS —
information infrastructure (p,) Criminals (ps.) |_
Vandals (ps;) |—

3. Technical and support staff
persons who are not employees of]

the SCPS service, who do not have Influence at all levels, with
the authority to access information, They affect all levels. At the _ the aim of Stealin%

but have physical access to the same time, they use all means information, as well as
premises (p3) of attacks. Possible with the aim of disabling

) ; Al the SCPS. They use
conspiracy with criminals of 3 methods and means of

Influence at all levels, with the aim of and 5 categories active influence
stealing information, as well as disabling
the SCPS. Possible conspiracy with
criminals of 2 and 5 categories

Fig. 8. Categories of users of socio-cyberphysical systems

4 step. The assessment of the availability of special Thus, the presented mathematical apparatus makes
mechanisms for providing security services is determined in it possible to increase the level of objectivity in assess-
accordance with the Table 3 [41-44]: ing “possible” targeted (mixed) attacks on SCPS infra-

sCPS structure elements of both the first (physical systems)

P[],

safety mechanism j i platform and the second (control systems) platform. In
where i — special security (trust) mechanism, j — threat. addition, a timely assessment of the current level of “ca-

5 step. The assessment of preventive measures against  pability” of the information protection system to resist
APT attacks is determined: (assessment of the presence of special mechanisms) tar-

geted attacks on elements of the SCPS infrastructure is
- ) — |l scps ) ﬂ"Q" .
sthreats / protection system || safety mechanism gl pI‘()V]dCd,
Table 3

Weighting coefficients ¥;of special mechanisms availability for providing security services and reliability of the data
transmission system

Special mechanisms that provide:

Mechanism Detection Signaling Blocking
type Level of resistance Level of resistance Level of resistance
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
IDS + + + + + + + + + + - - . - -
1PS + + + + + + + + + +
SIEM + + + + + + + + + +
Mechanisms that provide the service:
Mechanism Confidentiality Integrity Authenticity Accessibility
type (bit) Level of resistance Level of resistance Level of resistance Level of resistance
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
1 2 3 4 5 6 7 8 9 10 1 12 | 13 | 14 15 16 | 17 | 18 | 19 | 20 | 21




Continuation of Table 3

1 2] 3| 4| 5] 6 |7 |so]totn|n2]n]a[15]16[17]18]19]20]21]2
Symmetric block ciphers (BSC)
BSC with
key 128 " - - - - N - - - B - - - - - - - - - -
MAC+BSC
withkey2s6 | “ | | ~ |~ ~ |00
BSC with
key 256 | o+ + - - + + |+ | = - + |+ |+ - - == =1=1-=
MAC+BSC
with key 256 | o+ + + - + + |+ |+ - + |+ |+ + - - =--=-1-1-
BSC with
key 256 | o+ + + + + + |+ |+ + + |+ |+ + - == =1=1-=
Symmetric stream ciphers (SSC)
Uniform
movement of | + + + - - + + + - - + + + - - + + + - -
registers
Uneven
movement of + + + + — + + + + — + + + + — + + + + —
registers
Asymmetric algorithms
Digital
signature (DS) * * * B - * * * B B * * * B - - B B B B
on EC + + + + — |+ |+ |+ |+ - + |+ |+ + - - - =-1-1-
Post-quantum algorithms
DS + + + + + o T I I o I S S I + + | - - =-1-1-
HCCC
on MEC + + + + + + |+ |+ ]+ + + |+ ]+ ]+
CCC(EIE:I)V[EC + + + + - o T S I R B S + S I o I R IS
ccc
on LDPC + + + - - FO R S R R R B - I e e I e

Note: Wie{1 level — 0.1, 2 level — 0.25, 3 level — 0.5, 4 level — 0.75, 5 level — 1}, BSC — block-symmetric cipher, SSC — stream symmetric cipher,
DS - digital signature, EC — asymmetric algorithms on elliptic curves, HCCC — hybrid crypto-code constructions, CCC — crypto-code constructions
(McEliece, Niederreiter), CCC on MEC (EC) — CCC on modified (shortened, lengthened) elliptical codes (EC).

6. Discussion of the results of the development of a
mathematical model of an automated data
transmission system

The proposed mathematical model of the functioning of
the automated data transmission system by wireless com-
munication channels allows to evaluate the reliability of the
transmission of information signals.

According to formula (24), for broadband interference,
for which the condition is fulfilled AQ>>w, the immunity
factor is k,>>1. So, in this case, there is high immunity. This
is ensured by a sharp narrowing of the effective (useful) band
of the information signal and a filtering function §/8™2%, The
data conclusion does not contradict the graphic representa-
tion of the process (Fig. 3). Broadband interference cannot
completely cover the spectrum of the useful signal if the
narrowly directed beam of the useful signal dominates the
power of the interference. To create high-power broadband
interference, it is necessary to create a large antenna and
have a powerful power system, which limits the creation of
such blocking systems.

It can be seen from formula (25) that for this narrow-
band interference, the interference immunity coefficient
is k,>>1. So, in this case, the automated data transmission
system has a high level of immunity. This conclusion does
not contradict the obtained graphic implementation (Fig. 4).

From the relation (26), it follows that the interference
immunity factor can be approximately written as k,~1.
Therefore, with narrowband interference of sufficient pow-
er, the central frequency of which is close to the frequency
®,, there is practically no interference protection of the
wireless radio communication channel. This conclusion
corresponds to the graphical implementation of the case
shown in Fig. 5.

The resulting formulas (24)—(26) and the data in Ta-
ble 3 show that to increase the level of immunity when
narrowband interference is detected, it is suggested to use
hybrid crypto-code designs. This will protect information
from possible leakage due to interference. At the same time,
the possibility of automatic reconfiguration of the main fre-
quency of the wireless radio communication channel should
be provided. Such a technical solution, together with the
use of hybrid crypto-code structures, will allow the level of
confidentiality, integrity, authenticity and reliability of the
wireless radio communication channel to approach 100 %.

Thus, the obtained analytical relations (24)—(26) gen-
erally do not contradict the graphical implementation of the
given cases (according to Fig. 3—5) and the physical content
of the propagation of electromagnetic waves in space. This
confirms the adequacy of the developed mathematical model
of the functioning of the automated system of data transmis-
sion through wireless communication channels.



The limitations of this study are the accepted condition
of the serviceability of the data transmission channel. There-
fore, during the technical implementation of the developed
model, in order to improve the quality of modeling, it is nec-
essary to provide for the condition of control of the technical
condition of the system (or its component blocks, elements).

The disadvantage of this study is the assumption that
there are no obstacles in the transmission of data through the
information channel. The presence of interference, especially
caused by the electromagnetic field, can affect the reliability
of data transmission. And this can create prerequisites for
the leakage of information or its loss during transmission.

The development of this research consists in the process
of developing methods of protecting automated data trans-
mission systems from information leakage and substantiat-
ing the most appropriate options for the functioning of this
system.

7. Conclusions

1. The study presents the theoretical foundations of the
functioning principles of the automated data transmission
system through wireless communication channels in the
process of its protection from radio monitoring devices. The
obtained model allows to determine:

— coefficients of information and internal availability of
a wireless radio communication channel;

— vector potential of the delayed magnetic field as a
result of operation for data transmission by a wireless radio
communication channel and vector of conduction current
density in the emitters of a digital antenna array of a wire-
less radio communication channel for different modes of
operation.

The spectral power density of the signal generated by
a wireless radio communication channel is proposed to be
estimated by the value of the rate of change of the energy of
the electromagnetic field. When evaluating the coefficient
of internal availability of a wireless radio communication
channel, it is necessary to take into account the coherent
reception of the signal. At the same time, the coefficient of
internal availability of the radio communication channel
does not differ for broadband and non-broadband signals.

2.1t is shown that the emitters of the digital antenna
array of the wireless radio communication channel can
represent information leakage channels. Therefore, the con-
duction current density vector in the emitters of the digital
antenna array of the radio communication channel for differ-
ent operating modes is considered. For this purpose, mathe-
matical expressions were obtained for this vector during the
operation of a wireless radio communication channel in the
modes of amplitude, frequency, phase, discrete-frequency,
continuous phase, frequency-phase modulation and pseu-
do-random tuning of the operating frequency. Such expres-
sions were obtained on the basis of vector calculations of the

conductivity current density in the emitter of the digital
antenna array of the radio communication channel.

3. The obtained analytical ratios for the immunity factor
of the wireless radio communication channel generally do
not contradict the graphical implementation of the given
cases and the physical content of the propagation of elec-
tromagnetic waves in space. This confirms the adequacy of
the developed mathematical model of the functioning of the
automated system of data transmission through wireless
communication channels.

4. The proposed technique for assessing the flow state
of an automated system of data transmission via wireless
communication channels provides an increase in the level
of objectivity in assessing not only targeted attacks (taking
into account the financial, computing and human capabili-
ties of the attacker). In addition, an analysis of critical points
(points of possible unauthorized penetration into the infra-
structure) is provided, as well as the possibility of counter-
ing cyber attacks based on special mechanisms, taking into
account the security levels that are defined.

The computer implementation of the proposed method
made it possible to substantiate that for the assessment of the
coefficient of internal availability of a wireless radio com-
munication channel, it is proposed to take into account the
coherent reception of the signal. At the same time, the value
of the interference immunity coefficient of the wireless radio
communication channel is much greater than 1, which indi-
cates the provision of sufficient protection of information.
A technical solution is proposed that will allow the level of
confidentiality, integrity, authenticity and reliability of a
wireless radio communication channel to approach 100 %.
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