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Most information systems, especially on the Internet, have a dis-
tributed architecture with remote access and an insecure communica-
tion channel. In such systems, the tasks of permanent authorization mean 
implementing time intervals of user work without re-authentication are 
especially actual. The problem is that repeatedly sending a password 
increases the likelihood of it corruption. One solution is to use zero-knowl-
edge protocols. In these protocols, passwords are not transmitted over the 
channel but are included in the algorithms as parameters. However, the 
computational complexity, as well as the finite number of passwords, limit 
their use, ensuring the relevance of further research. Focusing on object of 
the exchange protocols security, the use of algebraic fractal sets has been 
proposed as a potentially infinite source of data for passwords. In this 
work, algorithms were developed, implemented, and tested, which proved 
the higher reliability of fractal protocols in comparison with the reference 
generator of random bits (with an error probability of 0.5). It was also 
noted that the calculation operations have an insignificant influence on 
the overall time complexity of the exchange protocol as a whole. Practical 
recommendations for the use of fractals with a Hausdorff dimensionally of 
about 1.6 on the boundary of the Mandelbrot set are given. The paper also 
highlights the advantages of including color information in fractal sets, 
which gives about 3 times improving of confidential security indicators of 
communication protocol. The proposed algorithms do not require special-
ized software and can be implemented in the majority of network informa-
tion systems as an additional module

Keywords: information security, network technologies, confidence, 
authentication, zero knowledge protocol, fractal

UDC 004.056
DOI: 10.15587/1729-4061.2024.313471

How to Cite: Samoilenko, D. (2024). Determining optimal parameters of algebraic fractals in zero-knowl-

edge authentication protocols. Eastern-European Journal of Enterprise Technologies, 5 (9 (131)), 79–87. 

https://doi.org/10.15587/1729-4061.2024.313471

Received date 05.08.2024

Accepted date 15.10.2024

Published date 23.10.2024

1. Introduction

The principles of self-similar symmetry, the use of re-
duced copies of a large object within the same object, known 
as fractal principles, have been used by humankind in archi-
tecture and household art since ancient times. It should be 
emphasized that fractals are often found in nature, and in its 
various manifestations. However, the scientific study of frac-
tals as independent objects began relatively recently, from 
the middle of the 20th century, due to the relative complex-
ity of the mathematical apparatus for their description, the 
need to operate with fractional dimensionalities of figures. 
Moreover, it began precisely with the description of natural 
objects – calculating the length of countries’ coastlines.

With the development of the computing power of electron-
ic devices, mathematical complexity ceased to be an obstacle 
for the generation of fractals, their visualization and practical 
analysis or research. Manifestation of fractal features was 
found in less noticeable natural phenomena – signals, process-
es, etc. Fractal mathematics has shown multiple advantages of 
its algorithms in many areas of science and technology.

The complexity of fractals played a positive role in infor-
mation security tasks. If one imagines protection as a certain 
digital “seal”, then the complexity of its forgery will be greater, 
the more complex the structure of this seal. And here fractals 
show themselves as best as possible. Having potentially infinite 
detail, they provide high reliability, which does not lose its rele-
vance with the development of technology. The deeper one can 
penetrate owing to new technologies, the smaller details one is 
able to study, the more the fractal details will reveal their infini-
ty. Instead of switching to new protection technologies, one can 
simply calculate in more detail those that one already has. This 

proves the promise of introducing fractal objects into various 
information security tasks and a long period of their use, as well 
as the relevance of researching the security tasks themselves for 
the possibility of using fractals in them.

One of the tasks that require large sets of unique data for 
their work is the task of providing a security service “privacy 
in exchange”. According to the regulatory documentation, this 
service is responsible for ensuring that requests are processed 
only if they come from administrators or users who have been 
granted the appropriate authority. The corresponding confir-
mation should preferably be updated with each request in order 
to prevent interception and reuse of previous data. Moreover, 
for the purpose of confirming the user’s activity, requests can 
be forcibly sent with a certain frequency. At the same time, con-
firmation of confidentiality should have a single source – the 
user’s password. This additionally testifies to the relevance of 
searching for sources with a large, potentially infinite capacity 
at constant values of the structural parameters.

On the other hand, repeated use of the same parameters 
can worsen the resistance of protocols to direct cryptanalytic 
attacks with the accumulation of long sequences of inter-
cepted data. A reverse engineering resistance requirement 
is added to the sources of this data. The potential infinity of 
fractals in this problem can become a sufficient solution, once 
again confirming the promise of researching the possibility of 
using fractals in security tasks related to exchange protocols.

2. Literature review and problem statement

In [1], a detailed analysis of the possibility of general 
synchronization of systems with chaotic behavior using 
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tion. However, the work did not affect the reliability of color 
information of fractals, as well as their dimensionalities.

ISO 24165 standards provide for the use of digital token 
identifiers (DTI – Digital token identifier). According to the 
Internet standard RFC 8693, they are recommended for im-
plementation in protocols in the form of digital media (Bear-
er) or in the form of JSON web tokens (JWT). However, the 
requirement to verify tokens for uniqueness (clause 6.2 of 
ISO 24165-1) significantly complicates their use for tasks of 
permanent authorization, which requires a large number of 
intermediate requests. Also, the need to store a large number 
of tokens, especially in JWT format, which will be received 
in the background, can become a complication.

All this gives reason to assert that it is expedient to con-
duct a study aimed at defining optimal parameters of fractal 
transformations for the task of maintaining permanent au-
thorization in network exchange protocols.

3. The aim and objectives of the study

The aim of this study is to improve exchange network 
protocols with zero-knowledge by implementing algorithms 
based on algebraic fractals in order to determine the optimal 
parameters of these algorithms. This will provide an oppor-
tunity to implement permanent user authorization during a 
network session, resistant to intercepted data reuse attacks 
common in networks with an open data link.

To achieve the goal, the following tasks were set:
– to implement mechanisms for generating fractals (in 

the sense of algebraic fractal sets), to implement tools for 
comparing fractals;

– to introduce the color of the fractal point as a parame-
ter, investigate the effect of color information on the general 
characteristics of the protocols, evaluate the effectiveness 
of its implementation with an obvious increase in the total 
number of parameters of the mathematical transformation;

– to investigate the influence of accuracy of parameters 
of fractal transformations on the magnitude of changes they 
cause in fractal sets and, as a result, on the assessment of the 
reliability of network protocols;

– to estimate the time complexity of the algorithms and 
the possibility of their implementation for typical performers 
such as personal computer browsers.

4. The study materials and methods

The object of this study is the security service “confi-
dentiality during exchange” for communication processes 
taking place in computer networks with an unsecured com-
munication channel. Algorithms based on protocols without 
disclosure are chosen as the subject of research.

The main hypothesis assumes that algebraic fractal sets 
in the complex number plane can be chosen for the source of 
confidential data of protocols that should not be repeated. 
The potential infinity of fractal detail is expected to resolve 
the conflict between multiple data generation and the suc-
cess of direct cryptanalysis attacks. This hypothesis requires 
verification, as it can be assumed that slight differences of 
infinitely close points can lead to slight changes in the re-
sults of the fractal transformation. This can formally nullify 
the advantages of infinite detail, making the sets discrete 
within the permissible error of localization of their points.

cryptographic transformations was carried out. It is shown 
that the transfer of personal data has a significant limitation, 
in particular, conclusions have been drawn regarding the 
refusal to transfer data in the form of audio recordings or sig-
nals. The work focuses on the predominance of the text type of 
data transmitted by the protocol, these conclusions are taken 
into account in the present paper. But the issues related to the 
user authentication itself, which precedes the issues of data 
transfer and synchronization, as well as the influence of the 
parameters of the fractal transformation on the reliability of 
the protocol, remained unresolved. The reason for this may be 
the adoption of the authentication process itself as a one-time, 
rather than a permanent, process similar to signaling.

Analysis of transformation parameters was considered 
in [2], in particular, conclusions were drawn regarding the 
optimal correlation at the level of 0.0511 for the used spher-
ical fractal transformation when transmitting color images. 
Cryptographic transformations were also used during trans-
mission. At the same time, the work is focused on images and 
issues of data transmission of other types were not consid-
ered. This may be related to the fundamentally different way 
of representing textual and graphic data and the difficulties 
in devising a unified approach to their description. However, 
the conclusion about the low data correlation coefficient is 
the basis for finding “sparse” fractal sets for protocol secu-
rity problems.

Attempts to generalize approaches to fundamentally dif-
ferent processes and the data accompanying them are report-
ed in [3, 4] in different ways. In particular, analogies were 
made between neural and network structures [3], and natu-
ral and anthropogenic factors [4]. Generalizations are based 
on bi-orthogonal decompositions of signals and also lead to 
conclusions about low correlation or fractional dimensional-
ity of fractals. The results show the success of extrapolation 
of data obtained in one field of knowledge to another while 
preserving the fractal nature of their description. But at 
the same time, issues regarding security indicators during 
the transfer of relevant data between different consumers 
remained unresolved.

Work [5] focuses on solving the issue of safety and 
reliability. A mechanism for generating fragile digital wa-
termarks (DWAs) for images using fractals was shown, 
with additional emphasis on self-similarity properties. The 
fragility of fractals is noted as the main sign of reliability. 
This conclusion can be easily transferred to arbitrary ex-
change protocols. Nevertheless, methods for introducing 
such “fragile” information into systems other than images 
were not considered in the work. The reason for this may be 
the low storage capacity of other containers, in particular, 
text containers.

Also, the promise of using fractal transformations is 
disclosed in [6]. The possibility of generating long numerical 
sequences for information security problems was shown. A 
long sequence length is a very similar characteristic to a 
set of password parameters. The results of the work can be 
adapted to exchange protocols with a large number of com-
munications; however, such adaptation is not given in the 
work itself. The work also uses fields of integers, which have 
a lower power than fractional numbers.

Paper [7] shows the potential of using fractal sets as part 
of exchange protocols in order to improve the security of 
authorization data. The technology is based on the high sen-
sitivity of the image of the fractal set to minor changes in the 
numerical parameters of the iterative transformation func-
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Outlining the subject of the research, I note that pro-
tocols without disclosure (protocols with zero-knowledge, 
zero-knowledge protocol, PNR) are widely used in the tasks 
of authorization and authentication [8]. In accordance with 
PNR, the participant who authorizes themselves must prove 
that they have certain knowledge (password), while the 
knowledge itself is not disclosed – it is not transmitted in 
the communication channel either in an open or in a trans-
formed form.

The authentication process involves performing a ques-
tion-answer operation several times, based on the results of 
which a decision is made regarding the presence of knowl-
edge of the participant of the protocol, that is, its authen-
ticity. Externally, the process of implementing the protocol 
resembles the process of knowledge assessment, which is 
carried out by an automated distance learning system.

PNRs make it possible to balance the inconvenience that 
will arise when constantly asking the user for a password, 
and the potential vulnerability that occurs when providing 
long-term access with a single password entry. This is espe-
cially relevant for remote systems (web technologies), where 
there is no alternative control of operator change through 
video surveillance or physical access control.

PNRs are built on mathematical problems in a com-
plicated inverse solution, that is, with the absence of fast 
algorithms for setting initial parameters based on a known 
problem solution. Such problems include, for example, the 
problem of factorization [9] or isomorphism of graphs [10].

Fractal mathematics problems can be an alternative to 
the common problems used in PNR. The circumstance that 
makes it possible to verify the correctness of the knowledge 
(password) in the object of authorization will look like 
checking whether the point with the given coordinates be-
longs to the fractal. It is obvious that without information 
about the parameters of the fractal construction, it is impos-
sible to guarantee the results and check them.

Mathematical algorithms that allow unambiguously re-
storing the initial parameters of the fractal transformation 
based on several known points of the fractal image do 
not exist at present. At the same time, the complexity of 
the mathematical analysis of fractals requires additional 
research to assess the reliability of PNRs built on fractal 
transformations.

The general scheme of user interaction with the network 
information resource (NIR) can be simplified by the follow-
ing scheme (Fig. 1).

The user enters the network address (URL) of the re-
source, the server generates a response in the form of a WEB 
page, which forms the client part of NIR, which is displayed 
by the browser. The provision of the confidentiality service 

during the exchange is offered in the form of a separate, 
self-sufficient part, outlined in Fig. 1 line “AJAX authenti-
cation”. The following principle of its operation is proposed:

– user enters password information. This information 
is not transferred to the server, remaining exclusively on 
the client’s side. After that, a periodic exchange process is 
launched;

– the server generates a random point of the complex 
space from the area of existence of the fractal and transmits 
its coordinates to the client;

– active codes of the client part calculate the member-
ship of the point to the fractal set taking into account the 
entered password information, the calculation results are 
sent to the server as a response;

– the process is repeated with the necessary time inter-
val until the communication channel is closed;

– if during the exchange of data it turns out that the 
client provided an incorrect calculation result, the exchange 
is terminated, a security incident is recorded, further work is 
regulated by the internal security policy, the purpose of the 
protocol is to detect privacy violations.

In the given form, the privacy algorithm can be imple-
mented as a software module that does not require coordi-
nation with other communication processes. It also does not 
envisage an impact on the data transmitted by the channel 
during the main work of NIR. Therefore, it has a universal 
character and can be integrated into arbitrary network 
systems.

The described scheme was implemented experimental-
ly. Apache HTTP Server version 2.4, server programming 
language PHP version 7 was used as the server. The client 
part is implemented in JavaScript without using additional 
frameworks or libraries. AJAX technology is implemented 
using the “window.fetch()” method, the implementation of 
“XMLHttpRequest” was not investigated separately since 
the basis of the algorithm is a mathematical calculation, and 
not a data transmission technique.

Experiments were conducted under two modes: local and 
network. Under the local mode, the server and client sides 
were deployed on the same physical computer, which made 
it possible to achieve a higher density of requests per unit 
of time. Under a network mode, the sides were spread over 
different computers on a local computer network. Measure-
ments were repeated both within one local domain and in 
different local domains. It is assumed that the quantitative 
results obtained in different schemes will be averaged.

5. Results of research on the optimality of 
fractal parameters

5. 1. Generation and comparison of fractals
It should be noted that the term “fractal” does 

not have a single, generally accepted, clear defi-
nition. As a rule, fractals are a figure that has the 
properties of self-similarity or non-triviality or has 
a fractional dimensionality [11]. On the other hand, 
fractals can be algebraic sets with properties simi-
lar to those listed. Their typical representatives are 
the Mandelbrot set or the Julia set.

The fractional dimensionality of a fractal, the self-simi-
larity of parts and the whole, as well as the non-triviality of 
its structure are related properties. It should be remembered 
that the Hausdorff dimensionality, which is used in this con-

… 
Fractal membership 

Point coordinate 
Password 

 

AJAX authentication 

WEB-download page 
pageсторінка

URL-request 
Server side User 

Client side 

Fig. 1. Scheme of user interaction with a network information resource
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text, is the power of a function that characterizes the filling 
of a certain space by an object. It represents the asymptote 
of the ratio of the number of grid cells crossed (filled) by the 
object, depending on the inverse size of this grid. According-
ly, the smaller the grid cell, the larger the number of cells the 
object fills, and the extent of this growth (within the limit) 
is the dimensionality of the object.

It is obvious that a finite (in terms of shape) object 
cannot have a fractional dimensionality. At a certain level 
of detail (grid size), the object will be described completely, 
that is, it will occupy a fixed volume (area or length). After 
that, its dimensionality will stop changing, settling on the 
whole value. Typical dimensionalities for objects are 1, 2, or 
3, depending on whether the object is a line, plane, or solid 
figure. So, the form of an object of fractional dimensionality 
requires infinite detailing, the disclosure of smaller and 
smaller details of the structure upon “closer” examination, 
which, in fact, means the non-triviality of the structure.

Infinite detailing of the object is possible under two con-
ditions: either an infinite amount of information is embedded 
in the object, or some information block is repeated an in-
finite number of times, possibly undergoing transformation 
during repetitions. It is clear that objects with an infinite 
content of information cannot be built in a finite time. 
Therefore, in order to fulfill the requirement of non-trivial-
ity, the same structure with a finite amount of information 
must be endlessly repeated in the object. The latter makes 
the object self-similar – each of its parts contains many 
similar parts.

The only thing that should be noted is the possibility 
of an entire dimensionality even for objects of a non-trivial 
shape. A typical example is a “thread ball” in which a one-di-
mensional thread creates a three-dimensional structure. The 
dimensionality of such a tangle is exactly 2. To account for 
such exceptions, the requirement of differences in the topo-
logical and fractal (Hausdorff) dimensionalities of objects 
is added.

The infinity of the fractal form can serve as a source of 
a large number of non-repeating numerical (vector, matrix, 
etc.) values. If the coordinates of the point of the fractal are 
given with high accuracy, the question of belonging (or not 
belonging) of the point to the fractal requires establishing 
its boundary with no worse accuracy. At the same time, two 
points that are very close in distance can have different be-
longing to the fractal.

The reliability of authentication protocols is determined 
by the probability of successful intrusion or tampering at-
tacks, which are carried out randomly or from the analysis 
of intercepted data. Accurate determination of the specified 
probabilities for fractal objects is complicated due to the 
peculiarities of their structure. Nevertheless, separate esti-
mates based on general approaches can be given.

An intrusion attack, from the point of view of images, 
can be imagined as the probability of a point falling into the 
area of intersection of figures built on exact and approximate 
password information. As an estimate, I shall use informa-
tion about the fractal dimensionality of Julia sets, which 
form the basis of protocols under consideration.

It can be argued that the area of intersection (the number 
of common points) of fractal sets is greater, the greater their 
fractal dimensionality. In analogy with the Euclidean di-
mensionality, an example can be given – the area of intersec-
tion of two lines versus the area of intersection of flat figures. 
Lines with arbitrarily close parameters of their equations 

still have one point of intersection (the case of parallel lines 
is an exception). At the same time, the intersection of plane 
figures is also a figure, that is, a set of points commensurate 
with the figure itself. In other words, the smaller the fractal 
dimensionality, the more robust it is to intrusion attacks.

On the other hand, objects with small dimensionalities are 
less resistant to substitution attacks based on the analysis of 
several intercepted messages. If it is known that the dimen-
sionality of the figure is one, then it is enough to intercept N 
messages to completely restore the line, which is a polynomial 
of power N–1. In this sense, the restoration of a flat figure 
requires the interception of a much larger number of messages.

Fractals, as objects of fractional dimensionalities, make 
it possible to reach a certain balance for security indicators, 
which additionally proves in favor of their use as protective 
solutions. The study of various Julia sets made it possible to 
establish the limits of changing their dimensionalities from 
1.2 to 2 [11] (for a quadratic form) and the possibility of ob-
taining intermediate values in the specified range.

From a practical point of view, monochrome fractals 
provide for checking whether a point of the complex space 
(reX, imX) belongs to its own set according to a single cri-
terion – the absence of divergence of the iterative sequence 
during a given number of iterations. Classically, the follow-
ing sequence is used for Julia sets:

1 ,N
k kz z C+ = + 					     (1)

where C is a certain complex constant, N is the degree of 
transformation. The specific values of C and N determine 
the form of a specific set and play the role of a numerical 
password in information security problems.

The mathematical apparatus of the study is the gener-
alization of Julia sets, which assumes an arbitrary complex 
function in the form of a polynomial power N in the right-
hand side of expression (1):

+
=

= ∑1
0

.
N

n
k n k

n

z C z 					     (2)

The coefficients Cn in these polynomials, as well as the 
value of N, form the set of password information of users. In 
other words, the password is a set of values {N, CN, CN-1, … C0}, 
which can be more powerful in a limited bitwise representa-
tion of numbers than the classic set {N, C} in expression (1). 
From a practical point of view, the increased set of param-
eters provides wider opportunities for studying their influ-
ence on the overall efficiency of the algorithm.

One should also note the practical possibility of eval-
uating the divergence of sequence (2). Obviously, it is im-
possible to calculate an infinite number of iterations, and 
the search for periodicity does not guarantee its detection 
on a fixed length of the sequence. However, this situation is 
solved by introducing the concept of “color” of the fractal.

By the color of a point on the {N, CN, CN-1, … C0} plane, 
I mean the number of iterations during which the sequence 
does not diverge. A practical criterion for divergence at a 
finite number of iterations kmax is a certain limiting value for 
the modulus of a complex number:

max ,kz R> 					     (3)

where Rmax is a real number that guarantees further diver-
gence of the sequence (greater than 2 ). Since the practical 
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calculation of the modulus of a complex number requires a 
relatively complex calculation of the square root, the discrep-
ancy condition can be replaced by a simpler one from the 
point of view of software implementation:

maxRe Im ,k kz z x y r+ = + > 			   (4)

where rmax is a number at least twice than Rmax. The specific 
values of kmax and rmax can also be attributed to the algo-
rithm implementation parameters.

The specified features make it possible to specify the 
broad term “fractal” for a narrower use in this work. Hereaf-
ter, the fractal is understood as the set of all points z=(x, y) 
of the complex plane for which the numerical value of “color” 
equal to the number of transformations k, during which 
transformation (2) remains within the limits of condition (3) 
or (4) in depending on the specific implementation.

If the sequence does not diverge in kmax steps, then the 
color of the point is considered “black” and is equal to the 
kmax value, which can be considered the “depth” of the color 
for the fractal. Monochrome fractals shall be understood as 
fractals whose color belongs to the set {0, 1} depending on 
whether transformation (2) converges or diverges during 
kmax iterations.

For the practical generation of fractals in the above 
sense, the following JavaScript code was used:

n=0;
while(n<255 && Math.abs(reX)+Math.abs(imX) <3) {
x=reX*reX-imX*imX+reC; // Opening the square in 

complex numbers
y=2*reX*imX+imC; // reC and imC – components of 

constant С
reX=x;
imX=y;
n++;
}
if(n==255){
Point (reX, imX) belongs to a fractal
}.

The given code generates a monochrome fractal accord-
ing to transformation (1) and illustrates the general ap-
proach to their generation. The parameters of the algorithm 
are N=2, kmax=255, rmax=3. For fractals with other parame-
ters, the corresponding numbers should be changed, as well 
as the rules for transforming the variables x and y. For ex-
ample, for N=5, the expression will take the following form:

x=reZ**5–10*reZ**3*imZ**2+5*reZ*imZ**4+reC;

y=5*reZ**4*imZ–10*reZ**2*imZ**3+imZ**5+imC.

Monochrome fractals are useful in cases where the data 
involved in the exchange should be minimized, since the 
result is a single bit. For example, this is relevant in the case 
of using steganographic means to hide authentication data 
among other information transmitted in the protocol.

It is the monochrome images that make it possible to 
determine the dimensionality of the fractal set since the 
belonging of the point to the image is established unam-
biguously. At the stage of choosing the optimal fractal set 
in terms of safety indicators, one should start with mono-
chrome fractals (Fig. 2).

a                               b                                c 

Fig. 2. Images from the Julia set with the following 
dimensionalities: a – 1.2, C=(0, 1); b – 1.6, C=(0.37, 0.37); 

c – 2.0, C=(0.25, 0.25)

Fractals with dimensionality 2 are obtained for con-
stants C, which are the interior points of the Mandel-
brot set. As C approaches the boundary of the Man-
delbrot set, the fractal acquires “sparseness”, which is 
accompanied by a decrease in its dimensionality. Also, 
at the same time, there is an increased sensitivity of 
the fractal to the selection of the maximum number of  
iterations.

From the images shown in Fig. 2, several conclusions can 
be drawn regarding the suitability of fractals for the given 
privacy problems:

– fractals with a dimensionality close to 1 (Fig. 2, a) 
contain a small number of points, occupying a small per-
centage of the total definition space. This is not acceptable 
for practical use;

– with dimensionality 2 (Fig. 2, c), the area of the fractal 
is close to half of the total definition space, which is positive. 
But such fractals are very predictable: the probability that 
points adjacent to a fractal point also belong to the fractal 
is very high. Ambiguous conclusion only for the border 
points of the fractal. It also makes practical use of such sets 
impossible.

Choosing an intermediate dimensionality (between 1 
and 2) is a balance between the number of points and the 
predictability of its neighboring points. The best results 
were observed for dimensionality 1.6, the image of which is 
shown in Fig. 2, b.

5. 2. Influence of color information on the general 
characteristics of protocols

Additional security enhancements provide information 
about the color of the fractal points. To obtain them, they 
store information about the number of iterations after which 
the sequence diverges. This number of iterations is translat-
ed into a color gamut and applied to the drawing, forming a 
color image of a fractal.

Information about color complicates the understanding 
of the dimensionality of the set since in fact all points of 
space are formally related to the fractal. As already noted, in 
order to assess the dimensionality, which is conjugated with 
safety indicators, a monochrome image of the set should be 
constructed.

At the same time, color information complicates the 
process of discrediting the authentication protocol by in-
creasing the set of possible answer values for a particular 
point. The probability of a random guess is the smaller, the 
greater the discreteness of the color information.

The conclusions obtained for monochrome fractals are 
also valid for colored ones. The maximum sensitivity to 
changing password parameters is observed for the limit 
points of the Mandelbrot set (Fig. 3).

while(n<255 && Math.abs(reX)+Math.abs(imX) <3) { 
x=reX*reX-imX*imX+reC; // Opening the square in complex numbers 
y=2*reX*imX+imC; // reC and imC – components of constant С 
reX=x; 
imX=y; 
n++; 
} 
if(n==255){ 

Point (reX, imX) belongs to a fractal 
}. 
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a                               b                               c

Fig. 3. Images of colored fractals for power N=5 and the 
following values of constants: a – С=(0.24493, 0.69915);  

b – С=(0.24494, 0.69915); c – С=(0.24493, 0.69916)

The following conversion of the color gamut was used 
when constructing the drawing:

if(n<20){r=g=b=255–n;}
else if(n<100){r=255-n+20;g=b=255–n–5;}
else if(n<200){g=255-n+20;r=b=255–n–5;}
else{b=255–n–3;g=r=255;},

where r, g, and b are the red, green, and blue components of 
the fractal color; n is the number of iterations until the diver-
gence of the sequence from the code listing in chapter 5. 1.

As can be seen in Fig. 3, the difference of components 
C in the fifth sign after the comma leads to changes notice-
able even “to the eye”. At the same time, it should be noted 
that the central part of the fractal undergoes the greatest 
metamorphosis, while the changes on the periphery are less 
noticeable (less detailed). This testifies to the expediency of 
using a limited space containing the most sensitive to chang-
es in the parameters of the fractal area in security tasks. 
Depending on other parameters of the fractal, these may not 
only be central areas.

Moreover, the general symmetry observed due to the 
peripheral areas of the image, as well as the direction of its 
“twisting” can provide information about the password data. 
Thus, the presence of five symmetrical branches indicates the 
power of transformation (N=5), their complete similarity indi-
cates the absence of other powers in the transformation, and the 
direction of spiral rotation (counter-clockwise) determines the 
positive value of the imaginary part of the constant C.

In order to complicate such an analysis of fractal images, 
one should, firstly, avoid involving areas with obvious sym-
metry in the area of consideration and, secondly, use iterative 
transformations with combined powers (2) and, as a result, 
without clearly expressed symmetry of images.

Fig. 4 shows the fractal image by transformation (2) with 
the following coefficients:

4
1 0.3 0.523 0.411 .k k kz z z i+ = + + +  

As can be seen from Fig. 4, the axial symmetry of the 
fractal image is not observed. However, there remains a 
certain possibility to establish the greatest degree of trans-
formation due to the presence of four peripheral branches. In 
order to hide this information, only the central part of the 
fractal space can be used.

The view of the central part (Fig. 4, b), at the same time, 
does not provide unambiguous information about symmetry. 
Moreover, the clearly visible pole of the fractal in the lower 
left part of the figure has 8-ray symmetry, which can be 
mistakenly interpreted as the power of transformation N=8.

Differences in the color scheme between Fig. 3, 4 cor-
respond to different values of iterations that occur before 
sequence divergence.

It should be noted that reducing the size of the space does 
not reduce the potential of using fractals in authentication 
protocols. On the one hand, the fractal detail is infinite for 
any area. On the other hand, data representation in com-
puter technology involves the separation of the mantissa of 
a number and its exponent, that is, operation with numbers 
of a smaller range does not lead to loss of accuracy or dis-
cretization.

5. 3. Assessment of protocol reliability
A local information resource was compiled for the practi-

cal determination of the potential of permanent background 
authentication based on a protocol with zero-knowledge and 
using fractal sets. The server side is implemented in the PHP 
language, the client side is implemented in HTML/JavaScript.

The interaction algorithm implements Fig. 1. The se-
quence iteration program codes of both parts are completely 
identical. On the server side, the password data is entered 
as program constants, on the client side fields are provided 
for entering the corresponding values. The authorization 
process is repeated 10,000 times for each entry. As a result, 
the number of correct and incorrect answers of the client 
regarding the belonging of the point with the coordinates 
transmitted by the server to the given fractal and the fre-
quency of errors are determined. The results of the tests of 
the authentication protocol are summarized in Table 1.

To form Table 1, fractals were used, the images of which 
are shown above in Fig. 2–4. To take into account the cen-
tral part of the fractal, in some cases, the range of random 
numbers used in the server protocol was limited. Informa-
tion about the range, if it was limited, is indicated in Table 1 
separately. The color of the fractal (in the corresponding 
protocol) was set in the range [0, 255].

It should also be noted that the experiments conducted 
under different communication schemes (the same and dif-
ferent network nodes) showed absolutely identical results 
regarding the specific number of errors. The difference was 
only in the speed of movement of requests and responses, but 
this was not among the characteristics under investigation. 
The data in Table 1 correspond to all schemes of experiments.

The specific number of authorization errors p with dif-
ferences in password data better characterizes the protocol, 
the greater its value. Accordingly, preference should be given 
to those data from the table for which the maximum p is 
observed.

a                                             b 

Fig. 4. The image of a fractal with the transformation formula 
4

1 0.3 0.523 0.411 :k k kz z z i+ = + + +  a – full space; 	
b – central part
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From analysis of the data in Table 1, the following con-
clusions can be drawn.

Color fractals show significantly better performance 
(pK) than monochrome ones (pM). The difference is deter-
mined by the ratio (pK/pM) from about 3 times (for rows of 
Tables 4, 6, 8) to about 1000 (for rows 5, 9).

The higher the power of conversion (2), the better the 
indicators that protocol demonstrates. The average values 
of errors in a series of powers N=2, 4, and 5 (throughout 
the table) are 5, 17, and 65, respectively. At the same time, 
for N=5, the average error probability exceeds 0.5 (specific 
value – 50 %), which makes this option the first better than 
the random bit generator. It can be argued that the choice of 
power N=5 is optimal as a balance between the number of 
calculations of a polynomial of power N and the reliability of 
the protocol it provides.

Limiting the area to the central part of the fractal also 
shows better performance. Thus, in a series with a space reduc-
tion factor of 1, 1/3, 1/4 at N=5 and the constancy of the rest 
of the parameters (lines 4, 6, 8 of the table), p runs through 
values of 33, 75, 84, respectively. Similarly, for N=4, it is 14, 23, 
28 (rows 5, 7, 9, respectively). This proves greater sensitivity 
to changes in the parameters of the central part of the fractals, 
and the improvement in the given series is no less than 2 times.

From the received data on the specific number of errors, 
it is possible to calculate the probability of success of an 
attack on a common protocol. A numerical estimate of the 
probability of a privacy attack can be represented by the 
formula for the probability of independent events:

( )1 ,
R

RP p= − 				    (5)

where R is the number of repeated authorization rounds,  
p is the probability of authorization rejection, the value of 

which corresponds to the frequency of errors in-
dicated in Table 1. Expression (1–p) corresponds 
to the probability of a successful attack for one 
round of authentication. Assuming constant pass-
word data used for all rounds, this probability will 
characterize each round, remaining constant and 
forming the end result (5).

The inverse problem of determining the number 
of authentication rounds will have a solution in the 
form of:

( )1

ln
log .

ln 1
R

p R

P
R P

p−= =
−

		 (6)

Table 2 gives results from calculating the num-
ber of authorization rounds R required to achieve 
a typical value of the probability of a successful au-
thentication attack at the PR=2–128 level, depending 
on the probability of a single authorization error p.

Table 2

Number of authorization rounds R with the 
probability of errors p

p 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

R 843 398 249 174 128 97 74 56 39

From the analysis of the results in Table 2, a 
number of conclusions can also be drawn.

Changes in the number of rounds are non-lin-
ear. Although it is obvious from formula (5), the 

table makes it possible to give a numerical estimate. On 
the range [0.1, 0.9], when the error probability changes by 
9 times, the number of rounds changes by almost 22 times 
(inversely proportional). This indicates the expediency of 
measures to influence the frequency of single errors in com-
parison with an increase in the number of rounds.

For better estimates of the values of the specific errors 
given in Table 1 (about 70–80 %) the number of rounds can 
be estimated in the range of 56–74. The gain in the number of 
repetitions compared to the random bit generator (probability 
0.5, number of rounds 128) will be about 2 times. This also 
proves the greater efficiency of algorithms with fractal sets.

The findings inform further research on increasing the 
probability of error for a single round of the protocol. In 
particular, this can be achieved by choosing the power of 
fractal transformation, the dimensionality of the fractal 
set, the localization of the random coordinates generation 
area, as well as the depth of the color information of fractal 
points.

5. 4. Estimating the time complexity of the algorithm
In order to assess the possibility of implementing the 

developed algorithms in standard devices (personal com-
puters, smartphones, tablets, etc.), I shall calculate their 
computational complexity. For better safety indicators, from 
Table 1 (row No. 8), the percentage of errors with colored 
fractals is 84 %, which corresponds to p=0.84. The number 
of authorization rounds R needed to ensure this probability 
was determined from formula (6). For practical use, the re-
sult was rounded to a larger integer:

( )
128ln 2

48.41 49.
ln 1 0.84

R
−

= = ≈
−

Table 1

Specific number of authorization errors (p) of the client-server 
authentication protocol using monochrome (M) and color (K) fractals 

with different password data on the client and server

No. Server: С0, N Client: С0, N
p, %

М K

1 (0, 1), 2
(0, 1.001), 2 <0.01 2

(0.001, 1), 2 <0.01 2

2 (0.37, 0.37), 2

(0.3701, 0.37), 2 0.02 14

(0.37, 0.3701), 2 0.04 17

(0.37001, 0.37), 2 0.04 7

(0.37, 0.37001), 2 0.04 8

3 (0.25, 0.25), 2
(0.2501, 0.25), 2 0.02 0.2

(0.25, 0.2501), 2 0.02 0.2

4 (0.24493, 0.69915), 5
(0.24494, 0.69915), 5 12 33

(0.24493, 0.69916), 5 14 34

5 (0.532, 0.419), 4
(0.53201, 0.419), 4 0.01 15

(0.532, 0.41901), 4 0.01 14

6
(0.24493, 0.69915), 5 

range of random numbers [0,1/3]
(0.24494, 0.69915), 5 27 75

(0.24493, 0.69916), 5 27 76

7
(0.532, 0.419), 4 

range of random numbers [0.1/3]
(0.53201, 0.419), 4 0.03 22

(0.532, 0.41901), 4 0.03 24

8
(0.24493, 0.69915), 5 

range of random numbers [0.1/4]
(0.24494, 0.69915), 5 26 84

(0.24493, 0.69916), 5 32 84

9
(0.532, 0.419), 4 

range of random numbers [0.1/4]
(0.53201, 0.419), 4 0.03 28

(0.532, 0.41901), 4 0.03 28
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The resulting value R=49 makes it possible to estimate 
the average number of iterations of sequence (1) at the lev-
el Nc=128. This corresponds to half of the built-in color limit 
of 255 different values. At each iteration, 2N(N+1) multi-
plication operations are performed (expansion of binomial 
power N in complex space). Accordingly, for N=5, which 
corresponds to the selected fractal, the total number of mul-
tiplication operations for the entire authorization protocol 
will be 2RNcN(N+1)=376320. At a typical computer speed 
of 1 GFLOPS (109 floating-point operations per second), 
the time spent on the authorization protocol will be approx-
imately 0.38 ms.

The following factors may affect the assessment. Inter-
preted languages such as JavaScript, typical of browsers, 
may not fully utilize the computing power of the processor. 
This will overestimate the time. On the other hand, most 
modern computers are faster than 1 GFLOPS. This factor, 
on the contrary, will reduce the time estimate. Limiting 
oneself to the fact that it is enough to note the order of 
magnitude for the evaluation, one can round off the given 
numerical value to 1 ms. At the same time, one can be guided 
by the fact that this is an upper estimate of the time and the 
real values of the execution time of the algorithm would be 
somewhat less than the given value.

6. Discussion of results regarding the optimality of 
fractal parameters

Having chosen the security service “confidentiality 
during exchange” as the main characteristic of the protocol, 
it should be noted that the overall evaluation of the protocol 
will be the better, the more authentication errors will occur 
with small deviations of password data among exchange 
participants. In other words, if the password (password pa-
rameters) are selected, but not with absolute accuracy, then 
this will lead to the fact that some point color calculations 
will coincide, even with different parameters. The reason for 
this is the limited number of iterations of expression (2) and 
the finite set of values for the point color. But some points 
will show differences in results. And the more such points 
there are at random selection of their coordinates, the bet-
ter one shall consider the fractal transformation (2) for the 
given problem.

From the analysis of results summarized in Tables 1, 2, a 
number of statements can be made. Owing to the introduc-
tion of color information into fractals, the protocols began 
to demonstrate better reliability indicators, compared to 
monochrome ones. The ratio of the number of rejected re-
quests varies from about 3 (with high error probabilities) to 
1000 (with small ones) in favor of color schemes. According-
ly, the implementation of protocols on monochrome fractals 
is not recommended if there are no fundamental restrictions 
for the implementation of color ones.

As expected, fractals with a marginal dimensionality 
close to 1 (No. 1 in Table 1, Fig. 2, a) and close to 2 (No. 3 
in Table 1, Fig. 2, c) demonstrate worse reliability indicators 
than fractals with an intermediate dimensionality – close to 
1.6. This testifies to the expediency of preliminary analysis of 
password data for the corresponding Hausdorff dimensional-
ity of the fractal image. Using randomly generated password 
data without additional verification is not recommended.

Fractals with intermediate dimensionalities correspond 
to the limit points of the Mandelbrot set. When moving 

away from its boundary, the fractals “thin out” and lose 
large values for colors (the divergence of the sequence (2) 
is observed at small k). As a result, the monochrome image 
of the fractal becomes inconspicuous since all colors smaller 
than the threshold are considered “white”. This corresponds 
to a significant loss of protocol reliability when switching 
to monochrome mode (No. 5 in Table 1). This additionally 
proves the advantages of color schemes and the need for pre-
liminary analysis of password data for reliability indicators.

Limiting the range of random coordinates of a point 
in the fractal space in order to use only the central part of 
the fractal improves reliability indicators by 1.5–2.5 times 
(series No. 4-6-8 and No. 5-7-9 in Table 1). For practical use, 
the specified limitation should be applied.

The value of the power of fractal transformation (2) also 
affects the quality indicators of the protocol. The higher the 
power, the more sensitive the zk sequence is to password data 
changes and the better the reliability of the protocol. This 
conclusion can be confirmed by evaluating the binomial 
expansion (1+x)N≈1+Nx for small x. In this case, x is respon-
sible for the deviation of the password parameters, and the 
estimate shows an approximately linear dependence of the 
sensitivity to changes on the power of the polynomial.

Individual values of the specific number of authorization 
errors are greater than that of the random bit generator 
with a probability of 0.5 (No. 6 and No. 8 in Table 1). This 
indicates better security properties of the protocol than the 
one with an ideal source of random binary sequence. The 
specified frequencies are observed for transformations with 
power N=5, for smaller degrees the indicators are worse. 
This observation makes it possible to formulate a recommen-
dation for the use of transformations of type (2) with powers 
not less than 5.

At the same time, the evaluation of the protocol’s oper-
ating time with the specified parameters for a typical per-
former (at a level of no more than 1 ms) allows me to assert 
that it is sufficiently effective. This time is comparable to the 
typical client-server connection establishment time (triple 
handshake) of 1 ms, that is, it will not affect the noticeable 
increase in the time of information exchange. For full-
fledged computers and, even more so, servers, the time es-
timation result can be reduced by 2–3 orders of magnitude, 
which significantly strengthens the conclusion.

It should be noted that the above calculations of com-
putational complexity were carried out under the condition 
of deviation of the password data in the fifth digit for one of 
the components of a complex number when the parameters 
(power) of the iterative transformation (1) match. For a 
situation with a worse initial approximation, the reliability 
measures will show better results.

However, it is possible to point out certain shortcomings 
of the developed implementation of the algorithm. It uses 
basic representations of fractional numbers with a dimen-
sionality of 64 bits. This is quite sufficient for human user au-
thorization tasks but may not be enough for fully automated 
work. The mathematical statement of the algorithm does not 
contain restrictions, which allows the use of numbers of ar-
bitrary size. However, there were no practical tests for them.

As prospects for further research, it is possible to in-
dicate its practical adaptation to work with numbers of 
increased dimensionality (more than 64 bits). This could 
significantly increase the set of password parameters and 
make the protocol cryptographically reliable. Studies of 
various polynomials (2) with different powers and coeffi-
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cients are also considered promising. Potentially, this could 
produce practical sets of best parameters or algorithms for 
generating them.

7. Conclusions 

1. Authentication protocols with zero-knowledge have been 
successfully tested using algebraic fractal sets in their composi-
tion. An authentication algorithm based on polynomial fractal 
transformation has been proposed and implemented. It is shown 
that sufficient safety indicators are achieved for polynomials of 
power 4–5. At power 5, the indicators exceed the random bit 
generator. It is recommended to use asymmetric transformation 
formulas with a choice for practical use of the central part of the 
fractal with a power of polynomial not lower than 5.

2. Taking into account color information makes it pos-
sible to improve the reliability of protocols by at least 3 
times compared to monochrome ones. The use of the latter 
is appropriate only if it is impossible to transmit color data 
as part of the protocol. Nevertheless, achieving high reli-
ability of protocols requires preliminary testing of password 
parameters. It is highly not recommended to choose them at 
random. The greatest reliability is demonstrated by fractals 
belonging to the boundary points of the Mandelbrot set with 
a Hausdorff dimensionality close to 1.6.

3. It has been confirmed that the infinite detailing of the 
fractal set structure allows password data to be used for a 
long time without updating. The revealed high sensitivity 
to changes in password parameters, as well as their variable 
number, provide high reliability indicators against intrusion 
attacks. Reliability can be set at an arbitrary level; this is 
achieved by repeating the algorithm several times.

4. The estimated time complexity of the implemented 
algorithm with the limitation of the probability of an intru-

sion attack at the level of 2-128 does not exceed the value of 
1 ms for the speed inherent in typical mobile devices and 
is comparable to the time of establishing a client-server 
connection using the HTTP protocol. This indicates the 
insignificant impact of the protocol on the total time of 
the communication session and the possibility of its free 
practical implementation in the form of an independent 
additional module.
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