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Security information systems constitute a significant 
application domain for the concept of situational aware-
ness. The object of this study is security information sys-
tems for residential complexes. The task addressed involved 
devsigning an efficient, flexible, and adaptive structure to 
ensure situational awareness in security information sys-
tems. Unlike existing systems, this structure is based on the 
integration of intelligent agents, server services, and a cen-
tral unit that interacts with the Internet of Things (IoT) 
network. The proposed system ensures the autonomy of 
intelligent agents, which perform specialized tasks using 
integrated intelligent sensors, while server services handle 
basic computational tasks such as machine learning, pat-
tern matching, and model construction. The central unit 
aggregates information, implements reasoning procedures, 
and identifies situations for the entire system.

An architecture has been proposed that includes three 
main subsystems: video surveillance, access control, and 
operator service management. The essence of the results is 
the development of a flexible architecture that effectively 
combines IoT technologies with the situational awareness 
approach.

The research results were achieved by integrating inno-
vative approaches such as the use of intelligent agents, 
machine learning, and situational analysis, enabling a 
flexible distribution of functions among system components 
depending on the specific task requirements. The distinctive 
features of this architecture facilitate the implementation of 
the situational awareness principle and support continuous 
system learning processes.

Given its modular architecture, the proposed system 
could be applied in extensive residential networks serviced 
by Internet providers, as well as in associations of co-own-
ers of multi-apartment buildings. The formalization of 
architectural elements simplifies the process of designing 
and deploying systems, making them accessible for a wide 
range of applications in residential complexes by Internet 
service providers
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1. Introduction

Ensuring the safety of residential complexes is one of the 
key challenges of modern high-tech society. With the increase 
in urbanization and complications of housing infrastructure, 
the need to implement effective decisions for the protection of 
residents and their property increases. Conventional security 
systems do not fully meet the requirements of time, which 
creates the need for innovative approaches to the implemen-
tation of protection functions. Safety information systems, 
based on the Internet of Things (IOT) technologies, artificial 
intelligence methods and tools. They offer new opportunities 
to ensure reliable and comprehensive protection of residen-
tial complexes, apartment buildings in modern cities.

One of the key concepts that becomes rapidly relevant 
is the safety of residents of residential complexes. It is the 
information systems of situational awareness that can under-
stand the context of the environment, identify threats, adapt 
to changes, and automatically respond to danger. The use 
of Internet of Things technologies in such systems greatly 

expands their capabilities, providing the collection and pro-
cessing of large amounts of data in a real time.

2. Literature review and problem statement

The basic trend of development of modern information 
technologies is the introduction of methods and means of 
artificial intelligence (AI) in all domains of life and develop-
ment of systems with situational awareness. Paper [1] pro-
vides an overview of publications that analyze methods and 
technologies that contribute to the development of situational 
awareness methodology. The areas in which this methodolo-
gy is most commonly used from the collection of intelligence 
information to autonomous vehicles is defined, preferring to 
use situational awareness systems in the military industry. 
However, on the basis of the review, the researchers note 
the urgent need to design new tools for assessing situational 
awareness, on the basis of which further improvements could 
be made depending on the requirements of situational aware-
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dinated proximal policy. The task of multi-agent patrolling is 
modeled as a distributed partially observed semi-Markovsky 
decision-making process with limited time. By accurately eval-
uating the contribution of the selected actions of each agent, 
this function helps improve coordination between agents. 
However, the problem of training and self-learning of intelli-
gent agents and the formation of a knowledge base remained 
insufficiently studied. These aspects are important for design-
ing information systems with situational awareness.

The concept of autonomous intelligent agents of cyber de-
fense is outlined in [9]. Researchers analyze several scenarios 
that look at the types of threats that such agents may face and 
what actions will be potentially useful when forming a response. 
These agents are shown to be deployed in scenarios such as 
unmanned automated systems, power grids, communication 
networks in space and large-scale computing environments. 
This approach shows the expediency of using an intelligent 
agent capable of cooperating, sharing information, and adapt-
ing to a changing environment, which makes it a valuable tool 
for improving the level of safety and observation capabilities in 
systems with various settings. But there are unresolved issues 
related to the protection of housing since the proposed concepts 
are global and researchers do not present the possibility of their 
adaptation to the security environment of urban infrastructure.

The architecture of the information system “Smart House”, 
proposed in work [10], has a typical sensory (perception) and 
applied level, but the proposed solution is at an intermediate 
level. The author highlights the problem of the great variety of 
users, changing situations and instability of the intelligent home 
environment and notes that this problem cannot be solved in 
conventional service-oriented systems. The authors propose to 
use systems based on the use of artificial intelligence methods 
and tools based on the rules for choosing the appropriate set of 
services. However, the study does not propose a combination 
of methods and means of artificial intelligence with a situa-
tion-awareness approach, which would undoubtedly increase 
the efficiency of the information system and its safety.

The integration of IoT information technologies with cloud 
services was analyzed in [11]. Centralized cloud architecture 
tends to consolidate computing resources and store data in 
several large centers of their processing. The increase in the 
number of IoT connected devices inevitably leads to excessive 
load on the network and delays in providing through services. 
The authors gave a mathematical model of distribution of ser-
vices in cloud Internet networks as a problem of mixed flow 
with minimal cost, which could be effectively solved using 
linear programming methods. Such a globalized approach to 
the storage and processing of data is original but appropriate 
for cloud services and is difficult for use in local information 
systems. This very approach is used by the authors of work [12]. 
It is shown that approaches to identifying events in the “smart 
home” environment requires the use of a variety of sensors. It is 
noted that it is extremely important to use effective algorithms 
that could recognize new types of events, which facilitates 
the processes of data processing using uncontrolled training 
methods to identify base data models. The proposed processes 
of event recognition and forecasting make it possible to respond 
appropriately to user actions. However, researchers do not out-
line the possibility of scaling the information system and using 
it not only for individual homes.

Paper [13] presents the architecture of the information 
system “Smart House”, which integrates contextual aware-
ness. The proposed architecture of the information system 
has a five-level structure. The data collection level is respon-

ness for a particular area of application. However, the paper only 
outlines the problem, emphasizes its complexity, and does not 
provide ways to solve it. Study [2] formally defines situational 
awareness as “the perception of elements in the environment 
within time and space, understanding of their value and projec-
tion of their status in the near future.” Work [3] emphasizes that 
information systems, taking into account the situation, focusing 
on the ability to understand, interpret and respond to difficult 
situations from the real world. These systems are shown be-
yond basic data processing procedures and decision making, 
facilitating a deeper and more accurate understanding of the 
context. This enables them to act more reasonably in dynamic 
and unpredictable situations. Systems of this type are designed 
to better understand the situation that arise in the environment 
and the ability to respond to them in real time. This approach 
makes them convenient in use, including autonomous vehicles, 
smart cities, robotic complexes, and more. But the issues related 
to the peculiarities of architectural decisions of such systems 
remained out of the attention of researchers. The reason for this 
may be the complexity of the formation and architecture of such 
systems, which requires separate research.

A number of studies analyze the set of interrelated func-
tions that must be implemented in the information system 
of the residential complex and note the complexity of such a 
system. Thus, the concept of architecture of the intellectual 
system in work [4] is defined as the structure of the system, 
its components and how they function together. It is noted 
that it combines hardware, software, databases, network, and 
other components. It is noted that one of the common ways of 
representing the architecture of the information system is a 
hierarchical structure, with three basic types of architecture 
of information systems: integrated, distributed, and mixed. 
However, the concept of “structure” and differences between 
the concepts “Structure” and “Architecture” is not outlined.

Paper [5] analyzes changes in the development of reasonable 
sensors, considers the evolution of these devices, and discuss the 
preconditions for the introduction of new highly effective sen-
sors. Researchers have described the structure, characteristics, 
and functions of intelligent sensors with integrated intelligent 
capacity, in particular the features of the functioning of a typical 
intelligent sensor with distributed measurement nodes. This 
gave reason to choose the classes of new highly efficient sensors 
in the development of an information system of a residential 
complex as components of architectural solutions.

Some aspects of data processing in information systems 
based on IOT are analyzed in work [6]. The results of the 
study are very narrowly directed, do not take into account the 
features of specific environments and the need to interpret 
data for safety analysis. Paper [7] proposes a method of pro-
tection of information based on a zero trust strategy, which 
provides access only after verifying and identifying infor-
mation and distributing information according to the target 
orientation. This approach is universal to some extent, but for 
information systems with situational awareness requires a 
significant expansion of information security methods.

Work [8] reports the results of research on intelligent agents 
that play a significant role in solving real security problems. It 
is noted that in multi-agent systems of action the agent direct-
ly influence those with whom it interacts. It is emphasized 
that conventional multi-agent security methods are based on 
reinforcement training. It is shown that they do not take into 
account the role of these localized interactions in coordination 
between agents. To solve this problem, the study presents an 
approach to safety based on optimization of structured coor-
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sible for obtaining data from various devices and means 
of users, sensors, drives, and databases. The level of data 
management makes it easier to submit the required data to 
the level of context through the data collection component. 
All data collected on the first level are transmitted to the 
centralized server, where they are used for further analysis, 
visualization, and presentation. The level of context formu-
lation synthesizes data from numerous sensors to achieve 
a complete understanding of the dominant situation. In 
addition, this level proposes the functions of aggregation, 
transformation, interpretation, filtration, and segmentation 
for improved data processing. The level of service generation 
generates relevant services that correspond to the context for-
mulated at the previous level and/or any or reasoned context. 
The conclusion mechanism is based on access control proto-
cols to ensure efficient safety. The level of service manage-
ment is responsible for the supervision and administration 
of all components included in the system. This approach is 
quite original but cumbersome; at the same time, the problem 
of loss of information when moving from level to level is not 
covered.

Our review of the literature has identified a number of 
local problems related to the construction of residential safety 
systems. Key problems cover such aspects as the adaptability 
and scalability of systems [12], the effective use of Internet of 
Things technologies [11], cybersecurity [9], protection of pri-
vacy [7], as well as process automation in multicomponent in-
telligent systems [13]. Despite the significant successes in the 
development of individual technologies and modules, the task 
of building a holistic architecture of the information system 
that would integrate all these elements into a single compre-
hensive solution remains unresolved. The complexity of the 
integration of components, as intelligent agents, IoT-sensors, 
central data processing blocks and server services are often 
considered as separate elements that complicates integrated 
management, synchronization, and adaptation to living com-
plexes. The scalability and adaptability are not inherent in 
most existing solutions that do not allow the system to scale 
according to the needs of large residential complexes, where 
the number of connected devices and the volume of data are 
constantly increasing. This creates significant challenges 
for the security system, which should be flexible and could 
adapt to changes in real time. Cybersecurity and protection 
of privacy are problematic with the increase in the number 
of connected devices, as the likelihood of cyber threats and 
leakage of confidential information increases. Most available 
systems are not sufficiently protected from modern threats, 
and the issues of protecting personal data of residents remain 
relevant. Process automation and situational awareness are 
important characteristics since security systems require 
high level of automation to reduce manual intervention 
and increase the speed of response to threats. However, 
existing solutions do not integrate the concept of situational 
awareness, which limits their ability to effectively respond to 
complex threats. Optimization of resources and productivity 
of intelligent security systems require improvement as they 
must perform complex computing procedures. In particular, 
machine learning and recognition requires considerable 
computing resources. However, not all systems could provide 
optimal load distribution, which could significantly affect the 
performance of their operation.

Based on the systematization of the above local problems, 
we shall state a general task – the need to design the integrat-
ed structure and architecture of the information system for 

the residential complex. The structure provides integration of 
intelligent agents, internal software service, central manage-
ment unit, sensors, and knowledge bases into a single system. 
Architecture should be adaptive, scalable, and capable to 
respond effectively to real-time threats, maintain situational 
awareness, protect privacy and cybersecurity, as well as use 
computing resources optimally. Designing an integrated 
structure is critical for residential complexes. Modern secu-
rity challenges require information systems for flexibility, 
stability, and efficient use of available technologies to ensure 
the safety of residents and protect their data.

All this suggests that it is advisable to conduct a study 
aimed at designing a security information system with sit-
uational awareness based on the technology of the Internet 
of Things.

3. The aim and objectives of the study

The purpose of our study is to design the integrated struc-
ture and architecture of information systems for residential 
complexes.

To achieve the goal, it is necessary to solve the following 
research tasks:

– to design a structure of a system that would include 
intelligent agents, internal software services, central control 
unit, sensors, knowledge bases, and IoT network;

– to investigate the features of the use of intelligent 
agents, internal software service, the central control unit in 
security systems;

– to design an architecture of a system that would include 
information system subsystems such as video surveillance, 
access control, and operator services;

– to analyze the functional features of subsystems in the 
information system of safety, which are set by separate groups 
of elements in subsystems and sets of relations given on them.

4. The study materials and methods

The object of our research is information systems for res-
idential complexes security.

The research hypothesis assumes that the integrated struc-
ture and architecture of the information security system with 
situational awareness for residential complexes, based on the 
integration of IoT technologies, intelligent agents, and modern 
analytical methods, would increase the level of safety, ensure 
prompt response to threats, as well as flexibility of the system 
by optimally distributing functions among its components.

The need to build a security information system with 
situational awareness on the basis of IoT technology for a res-
idential complex, not a separate apartment, is due to the scale 
of tasks and requirements for comprehensive safety of a large 
number of residents and infrastructure. Security systems for 
individual apartments have limited functionality and are not 
capable of providing effective coordination and centralized 
control at the level of an entire residential complex.

In the residential complex it is necessary to control ac-
cess to joint areas (entrances, elevators, parking), ensure the 
integrity of the perimeter, respond to real-time anomalies, 
and manage infrastructure resources such as lighting, ener-
gy consumption, and emergency systems. The system must 
provide seamless integration between video surveillance 
subsystems, access control, alarm modules, and analytics.
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The use of networks, laid by an Internet service provid-
er, which systematically serves and meets the information 
needs of residents-members of the association of co-owners 
of apartment buildings (ACABs), avoids additional costs for 
the construction of a separate infrastructure for transmis-
sion and processing of data. This makes the implementa-
tion of the system appropriate, providing high capacity and 
reliability. With the use of information technologies of the 
Internet of Things, the system makes it possible to automate 
control, predict the emergence of potential threats based 
on data analysis, and ensure timely response to security 
incidents.

In addition, a security information system at the level 
of the whole complex allows ACAB executives to exercise 
centralized control, to provide access to analytics on re-
source consumption and safety status, as well as to ensure 
integration with residents oriented services. In turn, resi-
dents have benefits in the form of personalized services, 
such as remote access to surveillance cameras, ordering 
services in ACAB through mobile applications, or using 
web interfaces.

We design the residential complex security system using 
the infrastructure and software-technological platform by 
Astra company, which is the largest regional Internet service 
provider in the city of Lviv and provides for the formation 
of requirements, tasks, and technological specifications. 
Currently, there is a phase of experimental operation of the 
first stage of the specified system under actual conditions of 
several ACABs in the city of Lviv. The structure integrates in-
telligent agents, IoT devices, server services, and the central 
module of data processing into a single adaptive and scalable 
system. The architecture takes into account the functional 
features of each of the subsystems.

Restrictions could be described by several categories, in-
cluding technical, integration, data safety, legislative. Tech-
nical restrictions relate to a network throughput that should 
be sufficient to transmit data from sensors and cameras in 
real time. The limited energy efficiency of IoT devices must 
be taken into account. Some autonomous devices have a 
limited battery time. The maximum number of simultane-
ously processed events may not exceed 150 events/minute. 
Integration restrictions imply compatibility between IoT de-
vices, server components and cloud services, as well as com-
pliance with safety protocols when transmitting data. Data 
safety involves encryption of data transmission channels, 
system access control (authenticating and authorization of 
users). Legislative restrictions determine compliance with 
personal data protection standards (GDPR, local regula-
tions), compliance with video surveillance requirements in 
public and private places.

Assumptions relate to infrastructure, user behavior, and 
system parameters. The infrastructure promotes the system 
in a network environment with sufficient throughput, while 
all IoT devices are correctly configured and function in the 
set parameters. System users have basic skills in software in-
terfaces, notifications are obtained and processed by persons 
with appropriate skills without delay. System parameters de-
termine the regular updating of machine learning algorithms 
that provide accurate identification of situations, self-recov-
ery of the system after short-term failures.

Assumptions relate to technological, operational, ana-
lytical aspects. Technological aspects suggest that all IoT 
devices support interaction standards (BLE, Wi-Fi, Zig-

Bee, Z-Wave), cloud services provide sufficient computing 
power for real-time data processing. Operational aspects 
determine that the technical staff provides regular main-
tenance of the system, and in the case of peak loads, users 
could prioritize the process of processing critical events. 
Analytical aspects suggest that data analysis algorithms 
provide accuracy of threat identification in 95 % of cases, 
and typical scenarios of events meet the needs of residen-
tial complexes.

These data make it possible to formulate additional as-
sumptions to improve the system. Subsystems must operate 
in real time with a uniform event flow. The data being pro-
cessed must have the same difficulty for each event. Equip-
ment (in particular, server components) should be used with 
average computing performance. These data and the assump-
tions formed will be used as a base to improve the system.

To investigate the structure and architecture of informa-
tion systems for residential complex security, tools and meth-
ods are used to provide a comprehensive approach to the de-
velopment of adaptive, scalable, and safe architecture. In the 
first stage of our study, we reviewed scientific publications on 
the results of research into the subject of information systems 
of security, technologies of the Internet of Things. situational 
awareness, as well as architectural solutions. To build the 
architecture of the information system, system analysis 
methods were used, which allowed us to evaluate the basic 
requirements for the system, determine the components, 
functions, and relationships between them. This made it 
possible to comprehensively study the complex information 
system, analyze their structure, functionality, relationships 
between components, as well as identify and formalize the 
requirements for the system. To build information system 
architecture, system analysis is fundamental because it 
provides a multidimensional approach to simulation. Struc-
tural modeling is used to design the overall structure of the 
system, which determines the interactions between intel-
ligent agents, server services, the central module of data 
processing, and IoT network. Simulation is performed using 
notations in a unified modeling language (UML) and bock 
diagrams, which made it possible to visualize the structure 
and architecture of the system and its components. At the 
final stage, an empirical analysis of the work of the informa-
tion system was performed, this provided the final adjust-
ment of the architecture and the distribution of computing 
tasks among subsystems. The mathematical apparatus used 
in the study to describe concepts is based on the model of 
formalization of concepts interaction with the environment, 
data analysis, and decision making. It provides structured 
and unified representation of the components of the infor-
mation system, their interconnections and functionality. 
The use of a set of orderly tuple elements is convenient for 
representing complex systems, in particular, those contain-
ing intelligent agents, as it makes it possible to take into 
account several interdependent aspects. The use of a tuple 
to represent concepts of the security information system 
makes it possible to organize all components in a single 
model, to represent both static and dynamic characteristics 
of the components of the structure and architecture of the 
system, formalize the interaction between components, 
build the basis for their software implementation. Thus, the 
use of a tuple to formalize concepts makes it possible to ac-
curately describe all aspects of the system functioning and 
ensure its effective implementation. 
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The software used in the design of the residential com-
plex information system is analyzed in detail in work [14]. 
Hardware includes intelligent devices and sensors, network 
equipment, server infrastructure, aggregation devices, client 
equipment. The category of intelligent devices and sensors 
includes CCTV cameras, traffic sensors, biometric devices. 
Dome, cylindrical, panoramic and pan, tilt and zoom sur-
veillance cameras with resolution (Full HD, 4K), night vision 
support, IP66 for outdoor use are used. The information sys-
tem contains different types of sensors. Movement sensors 
ensure the detection of activity in the observation zone and 
initiate video or alarm. Environmental sensors contribute 
to monitoring the state of the environment, in particular 
measure temperature, humidity, air quality. Access sensors 
integrate with door magnetic sensors or smart locks to con-
trol input/exit. Biometric devices, including fingerprints or 
face recognition scanners, monitor access to living quarters 
and general areas.

The network equipment includes the central router, 
switches, access network points. The central router performs 
the function of routing between the local networks of the 
residential complex and the Internet services provider. The 
router also provides balancing of load and quality of service 
to maintain the stability of the system. Switches are used to 
connect a large number of sensors, cameras, and intelligent 
devices through Ethernet. These are VLAN support switches, 
which make it possible to distinguish between areas of re-
sponsibility and ensure safety. Access networks are provided 
by IoT devices such as cameras and sensors, and support Wi-
Fi 6 standards for high data transmission speed. The server 
infrastructure includes central server and cloud integration. 
The central server performs the functions of coordination of 
all components, processing, storage, and data analytics. The 
central server is characterized by high computational power, 
virtualization support to start multiple services and the use 
of RAID massifs to ensure data reliability. Cloud integration 
ensures the use of cloud services for backup, analytics, and 
scalability.

Among the aggregation devices, the leading role be-
longs to the central hub IoT as a physical device that 
performs the functions of data integration from hetero-
geneous sensors and devices. It provides the processing 
and routing of data from connected sensors and devices to 
other components of the system, such as servers or cloud 
services. The central hub is equipped with devices for con-
necting devices, such as Ethernet, USB, ZigBee, Z-Wave, 
built-in wireless modules, including Wi-Fi, Bluetooth, 
LoRaWAN, as well as a local data storage for temporary 
storage of information. Customer equipment includes var-
ious residents and security devices.

A hybrid infrastructure, which combines local servers, 
cloud services and developed network architecture, was 
used to deploy the security information system with situ-
ational awareness in the residential complex. Involvement 
of an ACAB internet service provider makes it possible to 
effectively use the existing infrastructure, minimizing the 
cost of implementing and maintaining the information 
system.

The use of these methods and research tools made it 
possible to design the integrated structure and architecture 
of the information system for a residential complex security, 
which is adaptive to changes, resistant to cyber threats, and 
capable of providing continuous monitoring of the safety 
state.

5. Results of investigating a security information 
system for a residential complex

5. 1. Structure of the residential complex security 
information system

Information systems in which situations are taken into 
account are a significant progress in the development of 
methods and means of artificial intelligence. Designing an 
information system that could identify and analyze situations 
is a rather difficult task. Such systems, in fact, should realize 
cognitive functions similar to those inherent in a person. This 
involves the use of contextual knowledge, learning processes, 
purposeful behavior, decision-making procedures, etc. The 
security information system must have the qualities of this 
nature, so it contains the functions of situational awareness 
under the conditions of uncertainty and unpredictability. 
It would function in a limited area, solve a limited number 
of tasks, and could implement an outlined set of situations 
for response, but would constantly learn by generating new 
situations.

Designing the structure of an intelligent security infor-
mation system involves making decisions on the optimal dis-
tribution of intelligent sensors, computing capacity, location 
of decision-making centers. In doing so, the requirements 
for resources needed to perform various tasks, the need to 
respond under a real time mode are taken into account. A 
comparative analysis of information systems implemented 
on the principles of generative AI with intelligent systems has 
been carried out, which take into account real situations and 
scenarios (Table 1).

It should be noted that data collection could be per-
formed from sensors, including video cameras, micro-
phones, and sensors monitoring of environmental param-
eters. They could also pre-process data, filtering noise, 
improving the quality of the signal and detecting appropri-
ate functions (such as movement, sound templates, etc.). 
Real-time data flows could be monitored to detect anom-
alies or suspicious actions, such as unauthorized access, 
unusual behavior, or the presence of objects where they 
should not be. In the event of a threat, agents could autono-
mously perform predetermined actions, such as closing the 
door, activating alarm, or redirecting camcorders to focus 
on a certain area of interest. For example, in response to 
a fire detected, an agent may unlock emergency exits and 
start a fire extinguishing system. Agents could analyze 
behaviors over time to determine potential safety threats. 
This may include tracking people in space or monitoring 
behavioral models that deviate from the norm. Agents 
could control and coordinate resources such as camcord-
ers, unmanned aerial vehicles, or robotic patrols to opti-
mize reach and provide effective monitoring of all areas. 
They could communicate and cooperate with each other to 
exchange information, coordinate actions, and make col-
lective decisions. For example, if one agent identifies a po-
tential threat, he or she may notify the nearest agents that 
they focus their sensors in a particular zone and exchange 
data to confirm the nature and scale of the threat. They 
could serve as intermediaries between the system and the 
operators, submitting data in a clear format and offering 
the appropriate actions. Thus, the use of intelligent agents 
in video surveillance systems generates significant advan-
tages, in particular, in improving the level of efficiency of 
the system, its scalability, adaptability and efficiency of 
real-time response. 
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Table 1

Comparison of the characteristics of systems implemented 
on the principles of generative AI with AI systems that take 

into account real situations and scenarios

No. 
of 

entry
Generative AI Situational AI

1

Focuses primarily on gener-
ating content (text, images, 
etc.) based on patterns gen-
erated from large datasets. 

While these models can 
produce impressive  

results, they often lack a deep 
understanding of context 

or the ability to intelligently 
interact with the real world

Goes beyond generating content 
by understanding 

 real-world context and  
making decisions or taking ac-

tions based on that understand-
ing. This means the transition 
from the generation of passive 
perception to active interaction 

with the environment

2

Operate mainly in the digi-
tal sphere, processing and  
generating messages based 

on textual data

Designed for interaction with 
the physical world, integration of 

sensor data and  
decision-making in real time. 

This includes not only un-
derstanding text, but also 

interpreting visual, audio, and 
environmental data to plan and 
implement appropriate actions

3

Although endowed with the 
ability to produce creative 

results, it lacks autonomy in 
decision-making procedures 
or in adapting his behavior 
to changing circumstances

Includes systems that can auton-
omously adapt their behavior, 
make real-time decisions, and 

interact with their environment 
in meaningful ways, demonstrat-
ing a significantly higher level of 

intelligence

4

Despite their complexity, 
large language models mainly 
deal with language and pat-

tern recognition in structured 
or semi-structured data

In the systems of this class, a 
multidisciplinary approach is 

implemented, which integrates 
modern achievements in the 

fields of robotics, sensor technol-
ogies, peripheral computing and 
methods and means of artificial 

intelligence to create systems that 
are able to act autonomously in 

real situations and scenarios

One of the first steps towards the productive implemen-
tation of this kind of systems is the design of the structure 
of the information system, which determines how intelli-
gent functions, the corresponding functional components 
are distributed, and their interaction is realized. The 
original paper aims to provide the structure of the secu-
rity information system in a large modern city residential 
complex, providing the organization of processes of selec-
tion, storage, and processing of data, basic provisions and 
principles of work.

The peculiarity of the implementation of this kind of sys-
tems is that it is focused on the development and support of the 
Internet service provider operating in large home networks and 
maintenance of ACAB. The residential complex (RC) means 
the formation that is isolated from the living environment as 
a self-sufficient structural unit, which includes interconnected 
residential and non-residential objects and objects of engineering  
infrastructure.

The structure of the information security system 
is formed on the basis of relevant tasks. These include 
real-time monitoring of the state of the territory, video 
recording of events in the environment of a smart residen-

tial complex and storage of video materials, detection and 
analysis of suspicious activity, notification of residents 
about detected threats, maintenance of two-way commu-
nication between users and visitors, control of access to 
facilities and premises of the residential complex.

In order to complete the tasks set, it is necessary to 
comprehensively cover the territory with video surveil-
lance, registration, and storage of video, detection of traffic 
and analytics. At the same time, it is necessary to provide 
remote access to the premises of the residential complex 
and the ability to manage them, resistance to external 
factors and protection against vandalism, round-the-clock 
control over access and urgent response to problematic 
situations.

Our analysis of the basic principles of construction of the 
intelligent information system for residential complex securi-
ty revealed the following:

– it is implemented as a system with situational aware-
ness, as it must ensure timely recognition of safety threats 
and response to them;

– the decision is made using knowledge of past situa-
tions, and the system will predict to act proactively and re-
flect on the possible development of the current situation;

– there is a constant updating of knowledge and coordi-
nation on the basis of analysis of data obtained from a large 
number of different types of sensors;

– it supports both local analysis and decision-making and 
analysis of the overall situation, coordinating the actions of 
components;

– requirements for computing resources are taken into 
account for various tasks and combinations of foggy, local, 
peripheral, and cloud computing will be used.

Before analyzing the structure of the proposed infor-
mation system for residential complex security, we formu-
lated the definitions of this concept and the tasks that it 
should fulfill.

Usually, a structure is understood as a pair consisting 
of a set of elements of a certain nature (components), as 
well as an order relation set on this set. We shall consider 
the structure of the information system to be an organized 
set of interrelated components that systematically interact, 
implement the processes of selection, registration, storage, 
transmission, processing, representation, and protection 
of information.

In the context of this study, the structure of an in-
telligent situation-aware security information system is 
understood to mean an organized set of components. They 
provide intelligent environmental monitoring procedures, 
data analysis and real -time safety control based on sit-
uational awareness. It includes intelligent agents, inter-
nal software services, central control unit, sensors, and 
knowledge bases.

The structure of a residential complex security informa-
tion system (Fig. 1) contains the following components:

– intelligent autonomous agents – task-oriented autono-
mous devices integrated with intelligent sensors; 

– internal software services, implemented as cloud ser-
vices that perform resource-intensive calculations and are 
built in accordance with the requirements of service-oriented 
architecture;

– the central control unit that forms and analyzes the 
overall picture of the security situation, using information 
provided by sensors and services, as well as the knowledge 
provided in the knowledge bases.
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5. 2. Features of using structure components in se-
curity information systems

Intelligent autonomous agents. Intelligent autonomous 
agents are software or hardware entities capable of acting 
autonomously in the environment, making decisions based 
on the data obtained and performing tasks without human 
intervention (Fig. 2).

Such an agent is endowed with signs of artificial intelli-
gence, which enables it to analyze situations, learn from expe-
rience, respond to changes in the environment, and cooperate 
with other agents or systems to achieve the goals. Intelligent 
agents analyze the situation in the environment based on data 

obtained from a sensor or group of sensors, interpreting them 
as parameters of objects in ontology. Sometimes it could im-
plement functions related to automated actions under difficult 
or dynamic conditions. They usually interact with the envi-
ronment and sensors and make decisions based on local data.

The concept of an “intelligent autonomous agent” is rep-
resented in the form of a tuple:

( )= , , , , , , , ,IA S E D P F Act G AF 	 (1)

where S is the set of sensors used by the 
agent to obtain information from the me-
dium S={s1, s2, …, sk}, E is the environment, 
or the set of environments in which agents 
function E={e1,e2,…,em}, D is a set of data 
collected by the agent from environments 
for analysis and decision-making D={d1, 
d2, …, dn}, P is a function of perception 
that determines how the agent receives 
information from the environment. The 
set of perception functions P={p1,p2,…
,pn} corresponds to the set of data D, F is 
the decision-making function, Act is a set 
of possible actions that the agent could 
perform. Act={act1,act2,…,actq}, G is a set 
of goals that the agent strives to accom-
plish G={g1, g2, …, gr}, AF is a function 
of choosing actions that determines what 
action the agent performs to achieve a 
goal based on data analysis.

The perception function P trans-
forms the specific environment param-
eters (E) into data (D) that could be used 
by the agent for further analysis. Thus, 
each element of the medium e∈E is con-

verted to the corresponding data element d∈D. Formally, 
this is represented as P:E→D, where function P establishes a 
clear correspondence between environmental states and the 
data obtained. F is a decision-making function that directly 
converts input (D) into specific actions (Act). Each element of 
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the set D is analyzed by the function F, and on the basis of the 
analysis selects the action from the set of possible actions Act. 
Formally, this is represented as F:D→Act, where the function 
F establishes a correspondence between each element d∈D 
and the action act∈Act. The AF action choice function takes 
as incoming data the data processed by the decision-making 
function F and determines the specific action from the set of 
possible actions Act that the agent has to perform. AF:D→Act, 
where D is the data used for analysis and Act is a chosen action.

Sensors (S) collect data (D) about the medium (E). The 
perception function (P) converts information (Fig. 2) ob-
tained from medium into data that the agent could use by 
treating them as parameters of ontology objects. The deci-
sion-making function (F) analyzes this data and determines 
the optimal actions (Act). The action selection function (AF) 
ensures that actions are taken to achieve goals (G).

The agent, using the function P, receives information 
from the environment E, which is transformed into data D. 
Based on the received data D, the agent uses the function F 
to determine the appropriate actions to be performed. The 
AF function enables the agent to choose and perform an 
appropriate action from a set of possible Act actions aimed at 
achieving a certain goal G. This representation describes the 
main elements of an autonomous intelligent agent, its func-
tions and processes of interaction with the environment to 
achieve the set goals without human intervention. Intelligent 
agents are designed to perform such tasks as data collection, 
pre-processing, recognition, and interpretation of informa-
tion about objects, detection of local anomalies, autonomous 
decision-making, mobility, and adaptability.

Agents are responsible for receiving data from their 
specific sensors (e. g., video cameras, microphones, thermal 
sensors). They can pre-process the data (e. g., filter, de-noise) to 
reduce the load on central systems. Agents also recognize and 
classify objects using information received from sensors and 
their common ontology. For example, agents distinguish people 
from pets or machines as different kinds of ontological indi-
viduals and populate the values of their properties using data 
from the corresponding sensors. Performing initial analysis to 
detect anomalies or events using peripheral computing reduces 
the need for constant communication with a central control 
unit. In critical situations (such as the detection of a fire or 
unauthorized entry), agents can implement immediate actions, 
such as sounding an alarm or locking a door. Autonomous deci-
sion-making presupposes the agent’s ability to be goal-oriented, 
anticipate and prioritize actions. If the agents are mobile (e. g., 
drones, robots), they can adjust their position or focus based on 
detected events or changes in the environment. For example, 
an unmanned aerial vehicle equipped with a video camera and 
infrared sensors can patrol an object. It detects unusual heat sig-
natures that may indicate a fire and sends an immediate alert, 
moving closer to the problem object for more detailed images.

Autonomous intelligent agents have considerable poten-
tial to perform local or peripheral computing, which makes 
it possible to reduce the load on central servers and increase 
the efficiency of the information system on a real time. Thus, 
they could use pre-trained models of artificial neural net-
works, created in the process of machine training in cloud 
services to identify anomalies and make decisions in specific 
contexts related to the specialization of this agent. They also 
send the data collected to the cloud services.

Another type of intelligent agents is specialized software 
agents using intelligent cloud services. Such services could 
identify objects, look for photographs of famous criminals in da-

tabases, or search the Internet information needed to make de-
cisions. The main possibilities of such agents are to implement 
calculations on the periphery, increase the speed of processing 
and reduce delay, distribute data processing, confidentiality and 
data security, energy efficiency and resource optimization, self-
study and adaptation. Autonomous agents are able to calculate 
directly on the devices or near the data collection, which reduces 
the dependence on cloud servers and network connection. This 
makes it possible to respond more promptly to local events, for 
example, in video surveillance systems or access control, where 
you want to immediately process the data obtained, such as 
cameras or identification, for immediate response to the situ-
ation. Due to the ability to calculate locally, agents reduce the 
delay in data processing, which is important for applications 
that require rapid response. This makes it possible to make 
real-time decisions, regardless of the speed of connection with 
central servers. Autonomous intelligent agents provide capacity 
for distribution of computing loads between several devices, 
which ensures the scalability of the system and reduces the 
risk of overloading the central node. This is especially useful 
in cases where many devices generate large amounts of data at 
the same time. Local computing makes it possible to maintain 
the confidentiality of the data because they are not transmitted 
to the cloud for processing. This reduces the risk of leakage or 
unauthorized access to sensitive information, which is import-
ant for health care or finance. Autonomous agents are capable of 
calculating, optimizing the use of energy resources. They could 
adapt the intensity of calculations depending on the available 
resources, which makes it possible to save energy and continue 
work even in limited capacity. Thanks to the built-in machine 
learning algorithms, autonomous agents could adapt to changes 
in the environment and improve their decision-making models 
based on the data collected. This is especially useful in situa-
tions where the conditions change rapidly and need to take into 
account local features (for example, changes in the network 
environment or user behavior). Autonomous agents analyze 
video and sensory data to identify threats, suspicious activity, 
and immediate threats.

Autonomous intelligent agents are an effective tool for 
local and peripheral computing due to the ability to make 
rapid decision-making, reduce delays, improve safety and 
scale. They open up new opportunities to create more reliable 
and independent systems, especially in cases where speed, 
confidentiality and autonomy of data processing are import-
ant. Thus, intelligent agents perform local tasks such as data 
collection, preliminary analysis, and prompt response. They 
act as components of the system that analyze events on a real 
time and transmit important data to higher levels.

Software services are important components of the intelli-
gent security information system. Their use is due to the fact 
that some tasks in the system require considerable computa-
tional power, which could only be provided by the selected 
data centers. The internal software service as an element of 
the structure of the residential complex information system is a 
set of software components that work to ensure its safety. This 
service is responsible for managing subsystems, such as video 
surveillance, access control, and communication between 
different elements of the security system. It processes internal 
requests, controls resources, monitoring and automating secu-
rity processes and interacts with the user interfaces to provide 
the necessary data to residents and administrators.

The structure of the concept of internal software service 
as an element of a more general structure of the information 
system for residential complex security (Fig. 3).
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The formal recording of the concept of “internal software 
service” as an element of the structure of the information 
system for residential complex security is given by the tuple:

( )= , , , , ,SVP N F R M V 	 (2)

where N is a set of services 
implemented as cloud comput-
ing and providing resources for 
the system, ensuring the fulfill-
ment of tasks related to security 
N={n1,n2,…,nm}, F – a set of 
functions performed by the ser-
vice, determine how the service 
implements data processing 
and perform complex calcula-
tions to ensure the required se-
curity functions. F={f1,f2,…,fm}, 
R – a set of resources used 
by the functions (computing, 
memory, etc.), include the in-
frastructure required for ser-
vice. R={r1,r2,…,rp}, M is a set 
of data processed and stored by 
the security and decision-mak-
ing service. M={m1,m2,…,mq}, 
V is a set of procedures and 
protocols, rules that ensure 
the proper functioning of the 
service within the information 
system. V={v1,v2,…,vr}.

In-house software services 
are modular, composable, mostly using cloud resources and 
computing. They provide specialized functions in the sys-
tem. Services interact with both agents and a central control 
unit, often managing more complex data processing tasks. 

Software services perform such tasks 
as data aggregation and fusion; creation 
of machine learning models; ensuring 
communication and coordination; re-
al-time data streaming and storage; sit-
uation detection and notification man-
agement. Combining data from multiple 
agents helps create a holistic picture 
of the monitored environment. Hosting 
and running models provides pattern 
recognition, behavior analysis. Commu-
nication management between different 
agents ensures that they work together 
efficiently (e. g., task distribution, load 
balancing). Data streaming and storage 
management ensures important data 
is preserved and accessible for further 
analysis. Analysis of notifications from 
agents provides the ability to determine 
whether they require further action. 
Internal software services collect data 
from various video cameras and motion 
sensors. They run a deep learning model 
to detect suspicious behavior and gener-
ate alerts about potential threats. These 
services act as specialized processing 
units, taking on tasks that require more 
processing power, use complex algo-
rithms, or integrate between multiple 

agents. They ensure the correct understanding of data in 
context and provide alerts or take appropriate action.

The central control unit is the core of the system, which 
is responsible for general control, decision-making, and in-
depth analysis (Fig. 4).

The concept of “Central control unit” is represented by 
the tuple:

( )= , , , , ,� ,CBU MC DN A W G Cmd 			   (3)
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where MC is a set of components of the central unit that 
implement the main system control functions, provide hard-
ware and software infrastructure for performing control pro-
cedures MC={mc1, mc2, …, mcr}, DN is a set of data coming 
from sensors, intelligent agents and services of internal soft-
ware, which are used for analysis with the purpose of forming 
general situational awareness DN={dn1, dn2, …, dnp}, А is a set 
of processes performed for situation analysis, in particular data 
processing and anomaly detection, including in-depth analysis 
and threat detection. A associates each command with a spe-
cific component or subsystem that must perform an action 
A={a1, a2, …, am}, W is a set of rules that determine the logic 
of decision-making based on data analysis W={w1,w2,…,wq},  
G is a set of goals or strategies that the system 
tries to achieve to ensure security, which deter-
mine the overall goal of the system, in particu-
lar, ensuring the safety of residents and respond-
ing to potential threats G={g1, g2,…, gq}, Cmd – a 
set of commands issued to perform actions that 
are determined as a result of analysis and deci-
sion-making Cmd={cmd1,cmd2,…,cmdk}.

The formal representation of the concept 
contains a characteristic of the processes of 
functioning of the central control unit, which 
performs the functions of collecting, data 
analysis, and decision-making to maintain 
the safety of the residential complex.

The interaction of the constituent elements 
of the concept involves the collection and anal-
ysis of data. The central control unit collects 
DN data from various subsystems. With the 
help of analysis procedures A, the central unit 
analyzes the collected data, identifies anoma-
lies, threats, or other important events. Based 
on the analysis, using the W rules, the central 
unit decides on further actions. It forms com-
mands Cmd and sends them to the appropri-
ate components or subsystems. The presented 
formal model describes the structure of the 
central control unit, its interaction with other 
system components, and the decision-making 
process based on deep data analysis to sup-
port the overall security and efficiency of the 
system. In many cases, this concept includes 
human-machine interfaces for operators.

The functions of such a unit include global data analysis, 
decision-making support, policy management and strategy, 
centralized registration and reporting, resource allocation. The 
central control unit performs an in-depth analysis of the collect-
ed data, the integration of input from all agents and services to 
identify complex models or trends. The module provides support 
in the decision-making processes by operators, by synthesizing 
data and representing them in a convenient format, often with 
the help of information panels or intuitive-understandable 
visualizations. It implements and corrects policies, rules, and 
strategies of tracking on the basis of new requirements or ideas, 
conducts full journals and creation of audit reports and long-
term analysis. The central control unit conducts a dynamic dis-
tribution of resources (corrects throughput, computing capacity) 
and coordinates tasks between agents and services to optimize 
productivity. The specified module receives a notification of 
unusual behavior revealed by the agent. It analyzes the event in 
context with other data (for example, recent security violations, 
current levels of threat) and decides whether to send to the scene 

of the security staff, or to send notifications to residents. The 
central control unit is the main module of decision-making at 
the highest level, supports the surveillance function and coordi-
nates the overall strategy. It is it that makes the final decision in 
difficult situations that require a deep analysis of data or interac-
tion with people. In the security information system, data flow 
from intelligent agents to internal software services, and then to 
the central control unit, where they are analyzed and processed. 
The central control unit sends corrective commands to agents 
and services, optimizing their work based on the analysis of 
new information. The degree of autonomy and centralization 
could be regulated depending on the specific situation and the 
required rate of response to threats.

The structure of an intelligent situation-aware security 
information system is shown in Fig. 5:

= , , , , � ,C IA SVP CBU SD KB 		  (4)

where C is the structure of a situation-aware security infor-
mation system, IA is intelligent agents, a set of autonomous 
devices focused on performing certain tasks and using data 
received from sensors IA={ia1,ia2,…,iap}, SVP – internal 
software services provision implemented as cloud services 
that perform resource-intensive calculations in accordance 
with the requirements of the service-oriented architecture 
SVP={svp1,svp2,…,svpm}, CBU – central control unit responsi-
ble for forming an overall picture of the situation and analyz-
ing information received from sensors, agents and services 
CBU={cb1,cb2,…,cbn}, SD – a set of sensors integrated with 
intelligent agents and providing data on the current situation 
SD={sd1,sd2,…,sdn}, KB – knowledge base used by the central 
control unit as expert knowledge to analyze the situation and 
make appropriate decisions KB={kb1,kb2,…,kbq}.
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The relations available in the system among the compo-
nents of a security information system are given as follows. 
Relationships between sensors and agents (RIA_SD) consist of 
selecting data from sensors with intelligent agents:

⊆ ×_ ,IA S DR IA SD 				    (5)

where IA is an intelligent agent, SD is a set of sensors.
The interaction between agents and the set of sensors 

(RIA_SD) is defined as a set of pairs in which each agent (IA) 
transmits the sensor data (SD) to the service to perform the 
calculations. The interaction between services and agents 
(RSVP_IA) is determined primarily by the implementation of 
the internal software service of the calculations based on the 
data formed by the relevant agents:

= ×⊆_ ,SVP IAR SVP IA 			   (6)

where SVP is an internal software service, IA is an intelligent 
agent.

Interaction between internal software services and intel-
ligent agents (RSVP_IA) is defined as a ratio in which the inter-
nal software service (SVP) receives data from the intelligent 
agent (IA) and performs the corresponding calculations.

The interaction between the central module and other 
components (RCBU) implies that the central control unit 
interacts with intelligent agents, internal software services, 
and knowledge base for the implementation of the situation 
analysis processes:

( )= × ∪ ∪⊆ ,CBUR CBU IA SVP KB 	 (7)

where CBU is the central control unit that provides data analysis 
and decision-making, IA is intelligent agents that collect and 
transmit data, SVP – internal software services that perform cal-
culations, KB – knowledge base that provides storage and access 
to the information required to analyze the situation. Intelligent 
agents (IA) collect data from sensors (SD) and transfer them 
to internal software services (SVP) for further processing. In-
ternal software services (SVP), implemented as cloud services, 
perform resource-intensive calculations, and the results are 
transferred to the central control unit (CBU). The central control 
unit (CBU) uses information from agents, services, and knowl-
edge of knowledge base (KB) to form a general picture of the se-
curity situation and decision making. This model describes the 
structure of the safety system components, their relationships 
that ensure effective security management.

5. 3. Architecture of security information systems 
with situational awareness

Unlike an individual “smart” building intended for living 
mainly individual families, large residential complexes, focused 
on the location of communities and numerous diverse groups 
of residents, face many specific problems. This requires the 
installation and maintenance of more complex and reliable 
infrastructures.

The architecture of a security information system means 
the conceptual model of an information system, which deter-
mines the components and their interaction, functions, as well 
as methods and means of integration with the external envi-
ronment. The architecture specifies as the components of the 
system interact as they integrate with other systems and how the 
functions of ease of use, scalability, safety, and efficiency of the 
integral information system are implemented (Fig. 6).

The architecture of a residential complex security informa-
tion system contains a number of components (Fig. 7). They pro-
vide compliance with such requirements as scalability, the avail-
ability of multiple access points, video surveillance coverage of 
common spaces, the processing of large volumes of data and 
managing them, exterior response to problematic situations. 
The architectural solutions for a security information system 
should be scaled to adapt to the growing number of residents, 
devices, new buildings in the respective residential complexes.

It is assumed that the system can process the growing 
data traffic, increase the number of simultaneous connec-
tions. Unlike a detached house with limited entry points, 
an apartment complex has multiple access points, including 
gates, lobbies, garages, and individual units, etc. Effective 
security solutions must include the management and con-
trol of these points. Common areas such as gyms, swim-
ming pools, and parking lots require additional security 
measures. This includes surveillance and access control 
to prevent unauthorized entry and ensure the safety of 
residents in common areas. Managing data from numerous 
devices and sensors in a large community is significantly 
more difficult than in a single house intended for one fami-
ly. Coordinating emergency response in a large community 
is more complex, requiring robust communication systems 
and protocols to ensure rapid and effective response to inci-
dents. In addition, security systems in residential complexes 
must be integrated with the systems of local law enforce-
ment and emergency services.

Formally, the architecture of a security information sys-
tem of the residential complex is represented by a tuple of sets 
specifying individual groups of elements in the subsystems 
and sets of relations set on them:

( )= , , , ,IS VS AC MS PR 				    (8)

where VS (Video Surveillance) – video surveillance subsystem

( )= , , , , , ,VSVS C M S A V R 		 (9)
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  Fig. 7. Architecture of an intelligent situation-aware information system

where C is video cameras, M – microphones, S – sensors,  
A – analytical algorithms (detection of movement, face recog-
nition), V – video streams, RVS – rules of interaction with the 
central module.

CCTV subsystem (VS) collects data with cameras, pro-
cesses them with analytical algorithms, and interacts with 
other subsystems through the central module.

AC (Access Control) – access control subsystem:

( )= , , , , ,ACAC ID B L P R 				    (10)

where ID – identification data (cards, biometry), B – database, 
L – log files, P – access control rules, RAC – response to events 
(locking).

The access control subsystem (AC) regulates access to 
premises, stores events, and could automatically block access 
in the case of threat.

MS (Management Services) – subsystem of service man-
agement:

( )= , , , , ,MSMS U B T N R 			   (11)

where U – users, B – billing system, T – technical support, 
N – messages, RMS –service management rules.

The operator’s service management subsystem (MS) imple-
ments the processes of managing users, their subscriptions, ser-
vice, and provides information services, in particular messages.

PR – general rules of integration and interaction between 
subsystems:

{ }= , , ,VS AC MSPR PR PR PR 		  (12)

where RPVS, RPAC, RPMS are the rules of integration and inter-
action of each of уthe subsystems.

These rules define how subsystems interact with each 
other and with the central control unit. Formalism com-
prehensively represents the main components of architec-
ture and determines how they interact with the purpose of 
proper implementation and maintenance of security func-
tions in the residential complex. This, in turn, makes it 
possible to clearly describe the components of the system, 
their functions, inter-component relationships, as well as 
record the main restrictions, which forms the reliable basis 
for the implementation of the processes of analysis, design, 

and practical implementation 
of the laid functionality.

5. 4. Functional features 
of subsystems in a security 
information system

The architecture of a resi-
dential complex security infor-
mation system includes three 
key subsystems, namely video 
surveillance, access control, 
and operator services.

The CCTV subsystem is 
based on a real-time video re-
cording cameras that are stored 
on a local DVR or in a cloud 
storage. The access control sub-
system includes access control 
points that record input and 
exit, access information that is 
transmitted to the database for 
further analysis and monitoring.

The operator’s services man-
agement subsystem provides in-
tegration with suppliers (Inter-
net, security), control by user 
interface (mobile or web). A de-
scription of the main elements of 
the architecture of a CCTV sub-
system (Fig. 8) is shown below.

The camera is responsible for 
capturing video from different 
places (inputs, exits, parking, 
common areas), connects to the 
DVR and video analytics proce-

dures. The DVR stores the image locally or in the cloud over a cer-
tain period and has a channel of transmission of messages from 
the video camera. The video analytics system processes videos to 
detect traffic, face recognition, and detect suspicious actions and 
connect to a DVR to implement access to video materials.

The notification system sends a message to the central 
control system or user, based on the results of analytical pro-
cedures, and is connected to the video analytics system to ob-
tain the results of the analysis. Interface component provides 
users with access to streaming videos and recorded videos on 
a real time, it is connected to both a DVR and a video analyt-
ics function to implement video interaction with video data.

The central control unit integrates with other subsystems 
(access control and control system, alarm) for rapid response to 
incidents. Receives messages from the notification system and 
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integrates with other components to quickly respond to threats 
and challenges.

The cameras capture the video 
flow and transfer it to the DVR. The 
video analytics system receives video 
for processing and reveals suspicious 
actions and transmits the result to the 
notification system. Users could view 
the real-time videos or pre-recorded 
and preserved materials.

The main elements of architec-
ture of the access control subsystem 
are shown in Fig. 9.

Access control points are physi-
cal or electronic devices, in particu-
lar card readers, biometric scanners, 
keyboards for entering personal iden-
tification numbers (PINs), low-power 
Bluetooth labels (BLe) and more. At 
the same time, these devices are re-
sponsible for identifying users before 
accessing a particular area (entrance 
to the building, elevator, parking, 
etc.). The access control server con-
tains a central database that stores 
information about users, their identi-
fiers, access rights and entry/exit en-
tries. The database receives requests 
from access control points, checks 
the user’s identification data (card, bi-
ometry, PIN) and provides or rejects 
access. From access control points, 
data on users’ identification to the 
access control server are transmit-
ted where they are checked. If the 
identification is successful, the server 
provides access, and the event infor-
mation is recorded in the event log. 
The event log contains records of all 
inputs and exits, including the time, 
place, and identification of users. It 
is connected to the access control 
server to record information about 
all access events. The administrator 
interface is designed to manage us-
ers access, adjust the access rules, 
views of events, etc. It interacts with 
the access control server to manage 
settings and monitoring. The user in-
terface provides access through a mo-
bile application or web interface and 
connected to the access control serv-
er to provide users with appropriate 
features. The system may transmit 
user entry information to the CCTV 
subsystem to record video event or 
module access in case of threats. The 
administrator interface ensures the 
function of the subsystem adminis-
tration, allowing one to change ac-
cess rules, view events, and analyze 
information. The user interface gives 
users a convenient way to access their 
entrances/exits, as well as the ability 

to control access. Integration with other subsystems makes it 
possible to transmit information on access to CCTV subsystem 
or activate alarm in the event of a threat.
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  Fig. 8. CCTV subsystem architecture

 

Locations

Entrances Exits

Elevators Parking spaces

...

Data

Commands

...

R
eq

ue
st

Access control points

Access control 
server

R
es

po
ns

e

Data

Commands

M
es

sa
ge

s

C
om

m
an

ds

Data

Журнал 
подій

Central
database

Verification of 
identification data

Interfaces

Administrator 
interface

User interface

Card readers Biometric 
scanners

Keyboards

...

BLE tags

...

Central control
unit

 
  

Fig. 9. Access control subsystem architecture



19

Information and controlling system

The Services Management Subsystem provides resi-
dents with the services of a residential complex, such as 
Internet services, protection, maintenance of a residential 
complex, payment of services, and others (Fig. 10).

The basic elements of the architecture of the Services Man-
agement subsystem have been analyzed. Service operators are 
companies and organizations that provide services to residents: 
Internet servicemen, security firms, intercom service compa-
nies, management companies, associations of co-owners of an 
apartment building (ACAB). Each operator has its own infra-
structure, such as billing systems, the software required for the 
management of relationships with customers (CRM-systems), 
technical support services. The billing system is responsible for 
payment management and accounting for services rendered. 
Provides interaction with users through an integrated interface 
for payments. Connected to service operators and interacts with 
payment gateways to pay for services. The CRM system is used 
to manage customer relationships, providing access to user in-
formation, their subscriptions to services, the history of appeals 
and technical support. Integrated with other subsystems to sup-
port and manage applications from users. The payment gateway 
is responsible for working out online payments through mobile 
applications or web interfaces. Connected to the billing system 
to process payments for residents. Information board is a notifi-
cation and communication system that informs residents about 
important events, reports from service operators, residential 
news, etc. Connected to service operators to automatically send 
messages through mobile applications or web interfaces.

The user interface includes mobile applications or web in-
terfaces through which users could manage services, pay ac-
counts, receive support, view information about the status of 
service and receive messages from operators. Integrated with 

the billing system, CRM, 
and payment gateways to 
provide comprehensive 
service to residents. The 
technical support system 
provides support for users 
on technical issues. Resi-
dents could apply for mobile 
appliances or with a web 
interface. Integrated with 
CRM for managing applica-
tions and communications 
with users.

System integration of 
subsystems. CCTV subsys-
tems, access control and ser-
vices could work in a single 
ecosystem using the central 
control unit that synchro-
nizes their operation. Fig. 11 
depicts the integrated repre-
sentation of components of a 
security system.

This makes it possible 
to respond promptly to in-
cidents, automatically con-
trol access, and maintain 
high efficiency of the se-
curity information system. 
Subsystems could be in-
tegrated into a single no-
tification system. For ex-
ample, incidents detected 
by CCTV subsystem could 
automatically activate ad-
ditional functions in the 

access control subsystem or call maintenance services 
through the Services Management Subsystem. With the 
interaction of subsystems, one could automate a number of 
processes, including opening doors after successful iden-
tification using video analytics or automatic creation of 
technical applications based on cameras and sensors. The 
simulation modeling of the subsystems has been carried out 
to evaluate their effectiveness.

The input data of a security information system could be 
classified as follows: data from IoT devices (video streams 
from cameras, data from motion sensors, temperature, 
sound, signals from access control devices (RFID cards, 
biometric devices), information about the state of infrastruc-
ture (e. g., for example, doors, windows), system reaction 
time, bandwidth, types of events (detection of traffic, access 
to controlled zones, activation of alarm, change of device sta-
tus (on/off). Output could be outlined in the following way – 
notifications for users and personnel (anxieties, statuses), 
storage of records in the database, generation of analytical 
reports, commands for performing actions (opening of doors, 
switch on).

The results obtained have been successfully implemented 
in the “Astra. Safe RC” software, which is at the stage of im-
plementation and experimental operation. 
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  Fig. 10. Architecture of a services management subsystem
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The specified subsystems are part of the architecture 
for a security information system. They provide the func-
tionality that is needed to achieve a wide range of system 
goals. Integration of CCTV subsystems, access control, 
and service management is a key factor in designing an ef-
fective and reliable residential quarter information system.

A hybrid infrastructure, which combines local servers, 
cloud services, and developed network architecture, was 
used to deploy the information system with situational 
awareness in the residential complex. Involvement of an 
ACAB internet service provider makes it possible to effec-
tively use existing infrastructure, minimizing the cost of 
implementing and maintaining the information system. 
Implementation of the information system for residential 
complex security on the functional field of the largest Lviv 
regional Internet service provider Astra has added to it 
the following advantages: the use of the provider’s cable 
infrastructure in RC for fast and rational deployment, the 
use of server infrastructure for the DevOps methodology 
for monitoring, protecting from cyberattacks, and opera-
tional scaling.

This will formalize approaches to designing the struc-
ture and architecture of an information system and 
to providing a comprehensive approach to information 
protection and management of security processes within 
residential complexes.

6. Discussion of results based on constructing the 
structure and architecture of a security information 

system

On the basis of our analysis, it was found that most ex-
isting security systems have some restrictions on providing 
comprehensive situational awareness, adaptability, and inte-
gration with the technologies of the Internet of Things.

The proposed system has been designed taking into 
account the benefits of systems of this type for the purpose 
of better analysis and response to situations that arise in 
residential complexes, in real time (Table 1). Unlike a model 
of situational awareness, given in work [1], intelligent agents 
have been used to support decision-making and analysis of 
situations. They are able to act autonomously in the envi-
ronment, making decisions based on the data obtained and 
performing the task without human intervention. Intelligent 
agents track object parameters based on data obtained from 
a sensor or group of sensors, interpreting them as parameters 
of ontology objects.

It is established that conventional residential safety sys-
tems often do not provide effective exchange of data between 
different components, which complicates centralized con-
trol and reduces the speed of response to potential threats. 
In order to avoid this, the main components that must be 
integrated into a complex system are intelligent agents, 
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Fig. 11. Integrated representation of components in an information system for residential complex security
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the central control unit, internal software, and IT network 
services (Fig. 5). It is the formalization (1) of the systemic 
combination of these components that helps improve the 
implementation of monitoring, control, and automated data 
processing functions in the system, as opposed to previous 
studies [11, 12].

The structure of the designed system includes the integra-
tion of intelligent agents, server services, the central control 
unit, sensors, and knowledge bases (Fig. 1). This allows the 
system to interact effectively with all the components and to 
ensure the processing of information in real time. Intelligent 
agents (1) and internal software services (2) implement the 
functions of automated decision making and data processing, 
and the central control unit (3) controls all processes and 
performs centralized monitoring. Thanks to the structure 
that combines these components, the information system is 
able to respond promptly to threats and effectively manage 
security functions, which increases the overall level of safety 
of the residential complex.

The role of intelligent agents (Fig. 1) in the information 
system is to perform autonomous functions of collecting 
and analyzing data from sensors, which makes it possible to 
provide situational awareness at the local level, which dis-
tinguishes the designed structure from previous work [13]. 
Internal software services (Fig. 2) perform computing tasks, 
such as templates and machine learning, which allows the 
system to increase the accuracy of threats. The central con-
trol unit (Fig. 3) aggregates data from agents and internal 
services, which makes it possible to create a general picture 
of the situation in the complex and respond to potential 
threats in a timely manner. This structure (4) increases the 
level of situational awareness and allows the system to adapt 
to changes in the environment through the interaction of 
elements (5)–(7).

The designed architecture (Fig. 7) includes the main 
subsystems: video surveillance, access control, and oper-
ator services, unlike a five-level one [13]. Formally, the 
architecture of the residential complex security informa-
tion system is represented with a tuple (8). The CCTV 
subsystem (9) provides the collection and processing of 
video data, which makes it possible to identify abnormal 
events and ensure the safety of the perimeter. The access 
control subsystem (10) is responsible for identifying and 
checking the persons who are included and out of the 
residential complex. The operator’s services management 
subsystem (11) provides communication between the in-
formation system and operators to respond to real-time 
events. This architecture makes it possible to construct a 
single security management system with clearly separated 
functions and powers (Fig. 6), unlike [4].

The system as a whole (Fig. 6) and each of the subsystems 
has its own functional features that form individual groups 
of elements and connections between them. CCTV subsys-
tem (Fig. 8) performs real-time monitoring functions and 
provides video archives. The access control subsystem (Fig. 9) 
provides automated access and accounting of visits, and the 
operator’s services management subsystem (Fig. 10) per-
forms requests and responds to the incident reports. It is es-
tablished that the effective functioning of the system depends 
on the coordinated operation of these subsystems, and the 
distribution of their functions and interconnections ensure 
the flexibility and adaptability of the system to the specific 
tasks of the residential complex (12).

The formalization of structure (4) and architecture (8) 
of the residential complex information system provides a 
comprehensive approach to the formation of these concepts 
and provides their characteristic features. The integration of 
intelligent agents, internal services, the central control unit, 
and IoT networks allows the system to perform the basic 
functions of protection, monitoring, analysis, and response 
to real-time threats.

The success of our research is due to the development of a 
security information system based on situational awareness, 
using innovative approaches. The security information sys-
tem achieves high levels of flexibility, adaptability, through-
put, and integration of subsystems into a single vast IoT 
network. It has a number of significant advantages, among 
which the following should be noted the possibility of com-
bining and flexible distribution of considerations between 
intelligent agents and server services, adapting to diverse 
computing needs when performing a wide range of tasks.

In practice, the results of our work will create an effec-
tive intelligent security system. It could respond promptly 
to threats, provide automated access control, real-time mon-
itoring, and processing data on events to maintain a safe 
environment.

The restriction of the application of the proposed solutions 
relate to the need to constantly replenish the knowledge base 
with the descriptions of situations used for comparative anal-
ysis and decision-making in the face of a threat in real time.

Continuation of scientific research is the area of forming 
a methodological basis for designing a spectrum of security 
information systems using the concept of situational aware-
ness. They are intended for use in multi-apartment buildings, 
residential complexes, quarters, micro-districts, neighbor-
hoods, and cities in general. At the same time, a significant 
expansion of the spectrum of types of situational awareness 
in security information systems is expected, which would 
cover a significantly larger set of security profiles, which 
could make it possible to scale the designed information sys-
tem to the wider environment indicated above.

7. Conclusions 

1. The structure of a security information system has 
been designed, which combines key components into a sin-
gle adaptive network, and its basis is an IoT network that 
provides integration of sensors and other devices with the 
central control unit. Intelligent agents on the basis of knowl-
edge base implement the processes of analysis, autonomy 
of decision-making. They make it possible to perform local 
data processing and interact with other nodes of the system 
autonomously. The proposed structure takes into account the 
possibility of dynamic scaling and updating of the IoT net-
work components. The uniqueness of the developed structure 
is the integration of intelligent agents with the central control 
unit, which provides not only centralized but also decentral-
ized process management. The system works using situation-
al-oriented conceptual models of specific situations that are 
obtained from the knowledge base using the similarity factor 
of contexts. Thanks to this approach, information system 
with situational awareness is able to model and analyze the 
state of the environment in a real time, identify situations, 
make decisions, and act according to them. The system 
maintains a continuous learning process of reconciling the 
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projected data with sensors. This result is predetermined by 
the need to increase the autonomy of the system and ensure 
its scalability for use in various residential complexes.

2. It has been revealed that intelligent agents effectively 
reduce the load on the central control unit, performing the 
primary analysis of data and making decisions in real time. 
These elements of the structure make it possible to combine 
different types of tasks in the information system, taking into 
account the situation and dynamically distributing the com-
puting load between agents and services. Internal software 
services contribute to the integration of all components and 
automation of security processes. Centralized solutions are 
executed faster thanks to the pre-filtration by these agents. 
Internal software makes it possible to flexibly adjust the be-
havior of subsystems. In most known security systems, the 
focus is only on centralized management, while the designed 
information system combines the benefits of centralized and 
decentralized approaches. This is explained by the need to 
reduce delays in decision making and increase the resistance 
of the system to the failures of its individual components.

3. An architecture has been proposed that combines video 
surveillance subsystems, access control, and operator services 
using a single data processing center. The architecture takes 
into account the compatibility of subsystems and their integra-
tion into the IoT network. The priority of processing critical 
events is ensured, which reduces the response time. Such in-
tegration of subsystems makes it possible to fully and system-
atically reflect a holistic picture of the security situation to the 
operator. At the same time, the designed architecture makes 
it possible to simultaneously manage subsystems in real time, 
which was not always implemented in known systems because 
of their compatibility restrictions. The result has been achieved 
by standardizing data transmission protocols and IoT-network 
integration with appropriate control algorithms.

4. Classification of subsystems elements has been per-
formed and existing relationships between them have 
been analyzed. The use of analytical algorithms and cloud 
services provides opportunities to provide operational con-

trol, monitoring, threat analysis, and prompt response to 
potential incidents. The evaluation of efficiency of the sub-
systems work reported that the average subsystem reaction 
time was 0.7 seconds, and their throughput included the 
ability to process up to 100 events per minute. An approach 
to determining critical relationships between elements has 
been devised, which makes it possible to optimize the work 
of the entire system. Most approaches known at present do 
not take into account the variants of sets of relationships, fo-
cusing solely on individual aspects. Our result is explained 
by the use of a systematic approach to modeling processes 
that cover full sets of options for interaction of functional 
subsystems.
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