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The object of this research is the secu-
rity of communication networks, partic-
ularly in decentralized, multi-user envi-
ronments where robust data protection
and integrity are critical. The issue under
discussion is the rising ovulnerability of
conventional cryptography systems result-
ing from ever complex cyberattacks and
the expected risks presented by quantum
computing possibilities. The development
of a QKD protocol employing quantum
superposition to improve data security and
resilience against both present and future
quantum-based cyber-attacks is demon-
strated by the achieved results of this
work. Achieving scalability and autono-
mous eavesdropping detection, this pro-
tocol lets several communication nodes
securely exchange randomly produced
keys without centralized management. A
quick analysis of the results reveals that
main elements influencing the great dura-
bility, security, and adaptability of the
protocol are quantum superposition and
its distributed character. Without cen-
tralized authority, the characteristics of
the obtained results — especially the use of
optical components, detectors, and quan-
tum sources in conjunction with classical
communication channels — solve the prob-
lem of ensuring data confidentiality and
integrity in a multi-user environment. This
protocol’s practical reach covers safe com-
munication applications in both public and
private sectors, therefore addressing sit-
uations calling for strong data protection
against modern cyberattacks. Conditions
Jfor practical application include settings
like government, financial, or health-re-
lated interactions when safe information
flow is crucial. This QKD system offers a
future-ready security solution for high-
stakes environments and represents nota-
ble advancement toward protecting data
from quantum and conventional attacks
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1. Introduction

Data security issues are becoming more critical in mod-
ern society since digital technologies have permeated every
part of our life. The incidence of cyber-attacks, particularly
those employing cutting-edge technologies, rises daily. Ac-
cording to [1] cyberattacks are expected to keep increasing
in 2024, and in the first months of the year, many data
leaks have impacted thousands of companies globally. This
demonstrates that information security becomes a major
issue for businesses of all kinds.

Traditionally, asymmetric cryptography has been relied
upon in conventional security solutions, including SSL/TLS
protocols and Public Key Infrastructure (PKI), to protect
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private data. While SSL/TLS protocols create a secure link
between a client and a server, thereby preserving data during
transmission, PKI consists of generating, administering, and
using digital certificates that offer authentication and data
encryption. Still, cryptographers face difficulties, especially
as the number and value of transmitted data have surged to
402.74 million terabytes daily, with an expected annual data
volume of 147 zettabytes. As stated in [2], such increasing
data demands require stronger cryptographic measures to
handle potential weaknesses and threats.

To maintain data integrity, confidentiality, and authen-
ticity in the modern digital landscape ahead of adversaries,
cryptographers must continue developing new information
security techniques. Cryptographic science helps to partial-




ly assure the CIA triad — confidentiality, integrity, availabil-
ity — relevant to information systems security. The difficulty
of factoring large numbers prevents unauthorized access,
hence preserving the integrity of traditional cryptographic
methods. The RSA algorithm forms the basis of security in
these systems. It has been shown in [3] that breaking SHA-3
or compromising an RSA encryption key could require pro-
tracted brute-force attacks over several years. For example,
running the 10%° operations required to break an RSA-2048
key by brute force would take over 19.8 quadrillion years,
well beyond the age of the universe (13.8 billion years). This
explains why RSA-2048 remains secure against brute force
attacks using conventional computers.

However, quantum technology could fundamentally
change this security paradigm. The paper [4] presents
that Peter Shor developed an algorithm based on quantum
computing that can effectively factor large integers, thus
supporting cryptosystems like RSA. It is shown that Shor’s
approach significantly decreases the time required for crypt-
analysis, potentially reducing it from quadrillions of years
to mere hours or minutes with quantum computers. This
breakthrough led to the development of post-quantum cryp-
tography, which aims to create cryptographic techniques
resistant to quantum computer attacks, as presented in [5].
Conversely, quantum cryptography based on quantum me-
chanics offers data transfer methods naturally safe against
hacking and interception.

Quantum physics, utilizing qubits, offers substantial
advantages over conventional data processing techniques.
Quantum computers can process exponentially more infor-
mation than classical bit-based computers, as qubits can re-
side in a superposition state, concurrently representing both
0 and 1. By employing properties like light polarization and
photon pulses, approaches can solve challenging problems
and create new opportunities in various domains.

A highly promising application of quantum technologies
is secure data transmission. The paper [6, 7] present that
quantum cryptography, introduced in 1979, uses quantum
mechanics to generate secret keys that can be securely
shared between two parties. Shown that this method pro-
vides an unmatched level of data protection compared to
traditional encryption, which relies on computational com-
plexity. Through quantum superposition and the Heisen-
berg uncertainty principle, the Quantum Key Distribu-
tion (QKD) protocol offers enhanced security. Any attempt
to intercept and measure qubits is quickly detected since the
change in the qubits’ state indicates an intrusion.

Safe key exchange is facilitated by several QKD proto-
cols like BB84 and E91. The paper [8] shows that the BB84
protocol, introduced in 1984, employs four different photon
polarization states for information transmission, while
the paper [9] presents that the E91 protocol, introduced
in 1991, relies on quantum entanglement to detect interfer-
ence. Based on quantum physics, QKD theoretically pro-
vides absolute security, and it has been shown in [10] that
the security of the QKD technique has been demonstrated
in multiple studies. Two primary approaches for imple-
menting QKD are discrete variables (DV), which encode
information in the quantum state of an individual photon,
and continuous variables (CV), which use coherent states
of weak light pulses. Shown that CV-based systems provide
benefits such as rapid key transfer over short distances, cost
efficiency, and compatibility with current telecommunica-
tions technology.

The development of quantum technologies and networks
depends on their fit for current communication infrastruc-
tures. With a high level of protection against interception
and the use of quantum states of photons for information
transfer, quantum networks present a promising route for
improving data security and transmission efficiency. The
transition from classical to quantum networks requires
hybrid systems that integrate the advantages of both para-
digms, thereby enabling incremental integration of quantum
technologies and reducing the risks and expenses associated
with infrastructure upgrades.

Thus, as it aims to improve data security and adaptability in
contemporary multi-user network contexts, research devoted
to the development of distributed quantum key distribution
protocols based on superposition is highly relevant [11-14].

2. Literature review and problem statement

Early in the 2000s, studies started extending ideas of
quantum key distribution (QKD) to multiparty environ-
ments. Research conducted in 2007 [15] introduced a tech-
nique that allowed three parties to create a shared secret bit
sequence without obfuscation, guaranteeing security even
against potentially limitless computing capacity of attack-
ers. Based on CSS (Calderbank-Shor-Steane) codes, this
protocol demonstrated the viability of multi-party QKD
without entangled states, thereby enabling practical imple-
mentation. Nevertheless, this method was limited to point-
to-point networks, and applying it to larger, more complex
networks remains an unsolved challenge.

In 2012, significant advancements were made, as not-
ed in [16], which contributed to the development of more
effective multilateral QKD systems. This work explored
techniques such as CDMA and TDMA in passive star net-
works to improve QKD efficiency and security in networked
environments. Moreover, a listen-before-send protocol was
also implemented to enhance key generation efficiency and
support scalable network topologies using standard telecom-
munications components. However, the complexity of man-
aging key distribution grows significantly with network size,
despite these improvements, indicating a need for further
advancements to scale these systems for larger networks.

Further research into N-particle entanglement contin-
ued by 2017 [17], with a focus on hypothetically increasing
QKD speeds in networks. It was shown that multilateral en-
tangled states could improve security thresholds and distri-
bution rates. However, the technical hurdles associated with
maintaining and synchronizing entanglement across multi-
ple nodes pose significant challenges to applying N-particle
entanglement in practical networks.

In the same year, researchers [18] developed a semi-quan-
tum key distribution (MSQKD) and secret exchange system
utilizing GHZ-like states to enable communication between
quantum and classical entities. This protocol proved to be
adaptable and efficient for multilateral quantum communi-
cations and permitted conversions between MSQKD and
MSQSS. However, the protocol’s reliance on specialized
states and dedicated communication channels restricts its
application in larger, more heterogeneous networks, making
further investigation into its scalability necessary.

The study conducted in 2018 [19] presented multi-level
QKD methods involving multi-dimensional and multi-sided
entanglement. These approaches optimized the use of quan-



tum channels, allowing them to be adapted for intricate net-
work topologies, thereby significantly improving exchange
efficiency. Nonetheless, the practical viability of multi-di-
mensional entanglement is limited by the complexity of its
control, especially in real-world scenarios where stability
remains a key issue.

Another approach, introduced in 2019 [20], proposed a
multi-party QKD system using phase shift manipulation to
encode key sequences in EPR pairs, thus providing a simpler
implementation strategy. Although this method simplifies key
distribution, its real-world deployment is hindered by increased
sensitivity to phase stability and environmental factors. This
finding highlights the necessity of developing solutions capable
of maintaining robustness under varied conditions.

In 2020, a confirmed multiparty QKD agreement based
on two-dimensional Poisson was presented [21]. This ap-
proach highlighted the potential of hybrid systems that
combine quantum and classical techniques to facilitate key
distribution among multiple participants. However, com-
bining quantum and classical methods introduces computa-
tional overhead, which can hamper real-time performance,
particularly as network sizes grow.

The research in [22] described a multi-user QKD strate-
gy employing a Bell state encoding approach, using unitary
operations and custom algorithms to generate secure session
keys among multiple users. While the system increased secu-
rity, the paper also highlighted that operational complexity
and resource constraints might hinder its adoption in larger
networks, suggesting that further optimization is essential
to enhance scalability.

In the same year, a blind multiparty quantum com-
puting protocol featuring mutual authentication was es-
tablished [23], using MDI-QKD to support secure key
distribution. This work aimed to improve the reliability of
quantum computing in networked environments. Despite
these contributions, broader applicability remains hindered
by synchronization and standardization challenges across
different network infrastructures.

A novel methodology for generating shared secret keys
across separate quantum channels was introduced in 2023 [24].
The proposed system underscored the potential for scalable
QKD in practical settings, emphasizing low hardware re-
quirements for intermediate nodes and utilizing abstract cryp-
tographic frameworks to ensure high security. However, scal-
ability for larger networks is significantly impeded by hardware
limitations, which necessitates the creation of innovative solu-
tions to minimize the reliance on specialized components.

Recently, researchers [25] introduced a hybrid QKD
framework for multi-user networks, enhancing conventional
QKD using twin-field algorithms that provide both scal-
ability and improved security over more extensive networks.
While this approach maintained high-security standards and
reduced resource consumption, it was concluded that further
enhancements are needed to ensure real-time adaptability and
consistent performance in large-scale quantum networks.

From theoretical advancements to practical applications,
each step forward has built upon prior contributions and
introduced new methodologies and technology. However,
current methods continue to face considerable challenges in
terms of scalability, complexity, and integration with exist-
ing communication infrastructure. Addressing these gaps is
crucial to ensure that QKD systems can meet the demands
for secure, reliable communication in the modern digital en-
vironment. Therefore, additional research is essential to ad-

dress these issues and develop robust, scalable QKD systems
for secure quantum communication in today’s digital world.

3. The aim and objectives of the study

The aim of the study is to develop a decentralized, scal-
able quantum key distribution (QKD) protocol that enhanc-
es data security in multi-user network settings by utilizing
principles of quantum superposition.

To achieve the aim, the following objectives are accom-
plished:

—to develop a key negotiation process for legitimate
nodes in a full mesh decentralized network;

—to develop qubit processing with quantum superposi-
tion and qubit state rotation;

—to develop a key extraction process for each side of a
legitimate connection.

4. Materials and methods

4. 1. Object and hypothesis of the study

The object of this study is the security of communication
networks, particularly in decentralized, multi-user environ-
ments, where robust data protection, confidentiality, and
integrity are critical. The hypothesis of this research is that
a distributed Quantum Key Distribution (QKD) protocol
based on quantum superposition can significantly improve
the resilience, scalability, and security of communication
networks, making them robust against both classical and
quantum cyber threats.

Several assumptions were made during the study. It is
assumed that the communication channels between nodes
include secure quantum channels and classical communi-
cation links. The principles of quantum mechanics, partic-
ularly quantum superposition, are considered reliable for
secure key exchange. Additionally, all nodes in the network
are assumed to be equipped with the necessary quantum and
classical hardware, such as optical components, quantum
detectors, and quantum sources.

To simplify the analysis, noise in the quantum channels
and potential losses are not modeled and are assumed to be
minimal under ideal conditions. Synchronization and time
delay issues between nodes are also considered negligible for
the scope of this protocol. Furthermore, any eavesdropping
attempts are assumed to cause detectable perturbations in
the quantum states, enabling the detection of intrusions.

4.2. Protocol design

The decentralized Quantum Key Distribution (QKD)
protocol functions on the principles of quantum superposition,
specifically engineered for safe key exchange inside a multi-
node network using a full-mesh architecture. Every node in this
topology can create a simple, secure communication link with
all other nodes, ensuring resilience against eavesdropping and
improving data security throughout the network.

The protocol’s security is based on quantum mechan-
ics principles, wherein any effort at eavesdropping results
in observable perturbations in the quantum states of the
transmitted qubits. This intrinsic characteristic enables
the detection and prevention of unwanted access. Encoding
essential information in qubits that exist in superposition
ensures the security of any communication channel, as any



effort to measure or monitor the qubits disturbs their states,
indicating the presence of an intruder.

In this full-mesh architecture (Fig. 1), each node must
create distinct keys with every other node, resulting in ex-
ponential increases in the number of connections as the net-
work enlarges. This method necessitates meticulous design
and optimization to manage the escalating complexity, as the
quantity of connections increases with each additional node.
The protocol’s design incorporates methods to ensure and
uphold high scalability, facilitating safe communication and
efficient key distribution in large network contexts.
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Fig. 1. Network depiction of the protocol with annotated connections among the nodes

This arrangement offers a scalable answer for networks as
well as enhances the security of communication. The protocol
improves the resilience of the network against external attacks
by allowing every node to create direct and safe channels with
all other nodes, therefore guaranteeing effective and safe key dis-
tribution even as the network increases in size and complexity.

4. 3. Protocol implementation

The execution of this QKD protocol adheres to a system-
atic procedure encompassing the generation and manipula-
tion of qubits, the rotation of their states, and the extraction
of a secure key between each pair of nodes in a fully inter-
connected network. The procedures are outlined as follows:

1. Key Length Generation: The protocol initiates by pro-
ducing a random key length for each inter-node connection.
The length is established by a pseudorandom number genera-
tor (PRNG) on the one hand, which initiates the interaction,
which guarantees variety in key size of each connection.

2. Qubit Initialization: Each node randomly establishes
an initial array of qubit states corresponding to the specified
key length. These states are arbitrarily selected to exist in
one of two configurations: |-) or |+). The starting configura-
tions are characterized as superpositions (2):

) =5 000+ = 10)-11). 0

The initial superpositions create the foundation for sub-
sequent operations that will incorporate greater randomness
into the qubit states.

3. Qubit Generation and Rotation: After the initial con-
figuration, each qubit is subjected to a rotation determined
by a randomly assigned angle, 6, produced by the PRNG.

I(A E’ I(B E’KC E’KD,E]

H
lm Kap KopKepKpe]

The rotation transformation Rx(8) is executed on each qubit
state to alter its probability amplitudes. The rotation matrix
Rx(0) is defined as (2):

R.(0)= Cxp(—ig){)= cos(g)l - sin(g)X,

In this context, Rx(8) denotes the rotation operator
by an angle 6 about the X-axis, X represents the Pauli
operator, and [ signifies the identity matrix. Each user
randomly chooses a rotation angle between 0 and 2.

4. Qubit Transmission and Mea-
surement: The rotating qubits are sub-
sequently communicated over secure
quantum channels between nodes. Upon
arrival at the receiving node, the state
of each qubit collapses into a classical
bit value of |0) or [1) upon measurement.
The likelihood of each occurrence is
dictated by the amplitude values derived
from the rotating state (3):

P(10)) =[af" P(|1) =[el"

where a and b represent the coefficients
from the rotated state. This measurement
phase produces a discrete bit value deter-
mined by the probability of each outcome.

5. Key Extraction: To determine the
final shared key, nodes compare their pro-
cessed qubit states and utilize a Boolean
XOR function to derive a unique key bit for each qubit pair. The
XOR operation is characterized as key bit=p1_bit@p2_bit. In
this context, p1_bit and p2_bit denote the classical bit values
obtained from the probability amplitudes of the qubit measure-
ments at each node. The XOR technique guarantees that each
pair of nodes produces a corresponding key bit alone when their
measurements coincide, so establishing a shared, secure key for
that connection.

6. Full-Mesh Network Exchange: This protocol operates
within a full-mesh network setup, wherein each node estab-
lishes a distinct key with every other node in the network.
For every node pair, the protocol produces, spins, and mea-
sures qubits, subsequently applying the XOR operation to
produce a unique key for that connection. This guarantees
that each node-to-node link is independently secured, and
the ultimate collection of keys enables secure communica-
tion between every node in the network.

By adhering to these procedures, the QKD protocol creates
aresilient and decentralized network in which each connection
is safeguarded by a distinct, randomly generated key, hence en-
suring security throughout the whole communication network.

Quantum channel

Classic channel

5. Results of the study of a superposition-based
quantum key distribution protocol in decentralized full
mesh networks

5. 1. Key negotiation process for legitimate nodes in
full mesh decentralized network

The pseudo randomly generated angles for each qubit in
the links between Alice and her nodes are specified as follows.
The angles introduce randomization into qubit states through
rotations, ensuring that measurement outcomes vary across



connections, resulting in distinct key bits. Details of the ran- Table 4
dom bit generation for each connection are provided in Table 1. Results of Alice’s qubit preparation process in connection
Table 1 with Charlie
Results of the random bit generation for each node Bit z X 6 | Result state )=yl 0) +Bunl 1)
S : 0 0) | ) | 249 | |wa)——0.9833/0)+0.1822]1)
Connection PRNG for Alice’s bit PRNG for N’s bit 0 ‘0) ‘+) 674 |¢a2)=09272|0)+03746‘1)

: sequence sequence 0 0y Y | 394 | [Was)=—0.4695/0)—0.8829]1)
Connectz.onAB 1011010 0000010 0 0) ) 161 W)~ 0.5807/0)+0.81411)
Connect?onAB 0000101 1011010 1 1) ) 145 Wr.0)=—0.4617/0)—0.8870|1)
ConnectzonAB 0101011 1100000 O ‘0) H) 14 |¢02):06157|O)+07880‘1)
ConnectionAB 1101101 0000100 1 1y ) 21 [Wa2)=0.5664/0)—0.82411)
The rotation angles determine the modifications execut- Table 5

ed on each qubit prior to measurement, leading to diverse Results of Charlie’s qubit preparation process in connection
probability distributions for outcomes. with Alice
For every linl;, Ali.ce andhher .corresponding.node pro- Bit 7 X 0 | Result state [Wm)—oml0)* Bl 1)
duce a sequence o qublts, eac dgmgnated a certain rotation 1 n =) 299 o1)=—0.9367/0)-0.3502]1)
angle. Upon executing the rotation, the qubit is depicted in —
. . \ u : 0 0) b | 59 W01)=0.2672/0)+0.96361)
a terminal state determined by its probability amplitudes for —

1 1) 5 | 350 | wa)=—0.766000)+0.6428]1)
the |0) and [1) results. Presented below are the comprehen- n i) Y 160 | [or)—0.57360)_0.8192]1)
sive tables of qubit states pertaining to Alice’s interactions 0 0 n o | L _70'9100‘0 70'4147“
with Bob, Charlie, Dave, and Elise. ) ) Wbe)==0. )-0. )

1 1) 5y | 121 | )=-0.26720)+0.9636]1)

5. 2. Qubit processing with quantum superposition 0 0) +) 269 [We1)=—0.9913/0)-0.0087|1)
and qubit state rotation Table 6

This section delineates the results of the Quantum Key Results of Alice’s qubit preparation process in connection
Distribution (QKD) protocol between Alice and her asso- ! qu aitE Dave P
ciated nodes: Bob, Charlie, Dave, and Elise. The following
tables (Tables 2—9) provide specific details of Alice’s qubit Bit Z X 8 | Result state [W,,)=0t,,10)+ Bl 1)
preparation and processing in relation to each of these nodes. 0 0y [+) 536 [W,3)=0.6820]0)—0.7314|1)
Alige’s qul?its are initially generated in either state |0) or.|1) 1 Iy -) 466 Wr3)=0.1392/0)+0.9903]1)
durlngh this process. S.u.bsequently, they endure a rotation 0 0y [+) 197 [W43)=—0.8039]0)+0.5948|1)
to gchleve a superposition stgte. This guarantees that Fhe 1 ) ) 654 ,5)~0.97810)—0.2079]1)
qubits are adequately randomized, and any attempts to in- —

: 0 0y | ) | 246 | [wa)——0.9781/0)+0.2079]1)

tercept them would result in detectable changes.

1 My | 5 | 301 | [wa)=—0.9636/0)-0.2672/1)

Table 2 1 1) ) 289 [Wa3)=—0.9863]0)-0.1650]1)
Results of Alice’s qubit preparation process in connection Table 7
with Bob , . . . .
Results of Dave’s qubit preparation process in connection
Bit Z X 0 Result state [{5,,)=0t,;10)+B,,11) with Alice
T A8 T TR o ) R =TT N
1 \1) \ ! 231 \¢a1)—_0.9426\0)_0.3338\1) ! 1) ) | 656 11)=0.974400)-0.225011)
) o) Wa1)= 0. )-0. ) 1 1) I-) 517 [Wa1)=0.5519]0)+0.8339|1)
1 1 | > | 143 | We)=—0.4462]0)-0.8949]1) 0 0 | 1 | 628 | [wa)=0.99980)-0.0175]1)
0 0y | [+ | 706 [Wa1)=0.7880/0)+0.6157|1) 0 0) [+) | 313 | [wa)=—0.9304/0)-0.3665/1)
1 iy | | 526 [$r1)=0.6157/0)+0.7880|1) 0 0) ) | 339 | |wa)=—0.8241]0)-0.5664/1)
5 0 | o | 494 ) —037460)-092721) 0 0) Fy | 332 | [wa)=—0.85720)-0.5150]1)
0 0y by | 717 Wr41)=0.725410)+0.6884]1)
Table 3
, . X . ] Table 8
Results of Bob’s qubit preparation process in connection L, . . . .
with Alice Results of Alice’s qubit preparation process in connection
with Elise
Bit V4 X 0 Result state [,,,)=00,10)+B,,11) y
1 n) ) 635 051)=0.9990/0)—0.0436/1) Bit Z X 0 | Result state |,,)=0t,l0)+P,,l1)
0 | |0 | 1 | 341 | lw)=—081410)—05807]1) ! D | ) | 58 | Wa)=0.27560)-09613]1)
1 1) I-) 231 [r1)=—0.9426/0y—0.3338]1) 1 1) ) 145 | |Was)=—0.4617]0)—0.8870]1)
) o 1 b | 43 rs1)——0.446200)0.8949]1) 0 10) )y | 610 | [war)=0.9848/0)-0.17361)
0 0 + 706 =0.7880/0)+0.6157|1 ! D ) 162 |  |Was)=—0.5878]0)-0.8090]1)

N ) [021)=0.788000)+0.6157]1) 1 ) -y | 407 | [.)=—0.3665/0)+0.9304]1)

1 1) -y | 526 Wr31)=0.6157|0)+0.7880[1) 0 0y vy | 513 [Was)=0.5225/0)—0.8526]1)
0 0 | [ | 494 [0,1)=0.3746/0)—0.9272|1) 1 ) ) 97 | [Wa)=—0.0610/0)—0.9981|1)




Table 9
Results of Elise’s qubit preparation process in connection
with Alice

Bit z X 0 Result state [Y,,)=06,,10)+B,,l1)

0 |0y [+) 656 [We1)=0.9744]0)+0.2250|1)

0 0) [+) 546 [W,1)=0.7431]0)—0.6691|1)

0 |0y [+) 110 [We1)=—0.1736/0)+0.9848|1)

0 [0) )y | 189 [Wet)=—0.7604/0)+0.6494|1)

1 1) [-) 157 [We1)=—0.5519]0)—0.8339|1)

0 |0y [y | 118 [Wer)=—0.2419]0)+0.9703|1)

0 [0) ) | 659 W.1)=0.9681/0)+0.2504]1)

The results in these tables confirm the effectiveness of
quantum superposition and rotation in generating unpre-
dictable and secure qubit states for key distribution. The
QKD process’s resilience against potential surveillance
attempts is illustrated by the variations in angles and final
qubit states that are present in each node interaction.

3. 3. Key extraction process for each side of a legiti-
mate connection

Once the qubits are processed and exchanged between
Alice and her associated nodes, the next phase involves
extracting secure keys from the shared quantum states.
Each legitimate connection between Alice and the other
nodes yields a unique key based on the comparison of
their measured qubit states. Table 10 below provides the
generated keys for each connection in the network rep-
resentation, ensuring that only Alice and her intended
partner share a secret key, while any interception would
be immediately evident due to changes in the quantum
state.

Table 10

Generated keys of all connected edges in the network
representation of the protocol

Connection Generated key
Alice and Bob 1001101
Alice and Charlie 0110101
Alice and Dave 1000000
Alice and Elise 1111001
The QKD protocol’s successful implementation

is demonstrated by the generated keys, which generate
unique, secure keys for each connection between Alice and
the other nodes. The QKD protocol’s scalability in a decen-
tralized full mesh network is confirmed by the established
keys, which guarantee that each pairwise connection can
establish a secure communication channel independently
of the others.

This information shows how well the protocol generates
original keys for every connection in the network, thereby
guaranteeing that all nodes may interact securely without
running key overlap or reuse risk. Since every connection
has a unique isolated cryptographic sequence, the approach
enhances protection against eavesdropping by producing
separate keys. In multi-user quantum networks, where pre-
serving data integrity and secrecy across all connections
depends on individual key creation, this structure is very
beneficial.

6. Discussion of the outcomes of the QKD protocol based
on superposition

The practical applications of the developed protocol
include secure communication in critical sectors such as
healthcare, government, and finance. The protocol is par-
ticularly effective in scenarios requiring decentralized and
scalable security solutions against quantum and convention-
al cyber threats. For instance, it can be deployed to protect
electronic health records or secure interbank financial trans-
actions.

In order to improve the security and scalability of
multi-user networks, a distributed quantum key based on su-
perposition was designed in this work. Leveraging quantum
mechanics ideas to prevent eavesdropping, the proposed pro-
tocol guarantees the safe exchange of keys between several
nodes in a full mesh network. The results show how well the
QKD system can independently create safe keys across sev-
eral nodes, hence guaranteeing resilience without depending
on centralized control.

The efficiency of the qubit preparation process empha-
sizes the robustness of quantum superposition and rotation
in reaching secure communications: this is seen in the in-
teraction between Alice and her corresponding nodes (Bob,
Charlie, Dave, and Elise). Tables 2—9 show the special states
produced during qubit preparation and rotation, therefore
enabling the detection of any interception attempt by means
of state perturbation. This helps to stop efforts at illegal
access and ensures the integrity of the key exchange system.

The suggested technology offers many advantages in
relation to current centralized QKD systems and conven-
tional cryptography techniques. This protocol’s distributed
character improves resilience and dependability unlike cen-
tralized systems, which sometimes include a single point of
failure. For example, although centralized methods depend-
ing on a single authority to control important distribution
are prone to targeted attacks [26], our distributed approach
lets each node in the network create safe keys independently,
therefore removing this important vulnerability. Post-quan-
tum encryption techniques such as upgraded SSL/TLS pro-
tocols also clearly show similar issues whereby centralized
components could become points of failure [27].

Moreover, our efforts help to address security issues,
especially the weaknesses related to centralized key manage-
ment and the challenges presented to conventional encryp-
tion methods by quantum computing. The main distribution
mechanism of the suggested protocol is naturally resistant to
both classical and quantum assaults, therefore improving the
general security of data communication on the network. As
security studies of cyber-physical systems [28] emphasize,
the dependence on quantum superposition and state rotation
essentially closes the holes found in the centralized models.

Though it has benefits, the research turned up certain
limits. The fundamental constraint is the technological com-
plexity required to keep exact synchronization across many
of nodes. High-quality quantum hardware is necessary for
precise qubit state preparation and rotation; this limits the
current usability of the protocol in large-scale practical en-
vironments. Furthermore, this study was carried out under
ideal circumstances for quantum state transmission, which
might not fairly represent the noise and disturbances usually
found in practical quantum channels.

Furthermore, lacking in the suggested protocol are some
shortcomings. The primary shortfall is from the pragmat-



ic difficulties preserving entanglement at long distances,
which might limit system scalability. Furthermore, lacking
strong error correcting systems, which are essential in
noisy surroundings to enhance important generating effi-
ciency, is the existing implementation. Unless significant
technological developments are made, these shortcomings
could restrict the viability of implementing the protocol in
high-volume communication contexts.

Still, the results of the carried out pragmatic tests
highlighted the importance of the suggested distributed
network. These tests showed, even under demanding cir-
cumstances, distributed key generation utilizing quantum
superposition can securely encrypt communications in a
multi-user network. The focus on resource economy while
preserving security reveals the possible relevance of the pro-
tocol in practical situations.

Further research directions include:

— developing a sophisticated synchronization mechanism
to enhance coherence and efficiency in full mesh networks;

— implementing robust error correction protocols to im-
prove reliability in noisy quantum channels;

— investigating alternative quantum states, such as en-
tangled states, to enhance key generation and distribution,
which could address the challenges related to maintaining
entanglement over extended distances.

7. Conclusions

1. A key negotiation process for legitimate nodes in a
full mesh decentralized network was successfully developed,
demonstrating that secure key exchange can be established
autonomously between nodes. The successful implementa-
tion of this decentralized approach across multiple network
configurations has ensured that each node can independent-
ly generate keys without centralized management, thereby
enhancing network resilience by eliminating reliance on a
central authority.

2. Qubit processing that involved the rotation of qubit
states and quantum superposition was effectively executed.
The resulting data demonstrated that the unpredictability of

qubit states was effectively guaranteed by quantum superpo-
sition and random rotations, thereby substantially reducing
the risk of eavesdropping.

3. A key extraction process was developed and validated
for each side of a legitimate connection, resulting in suc-
cessful generation of shared secret keys between connected
nodes. The experimental results indicated that the proposed
key extraction mechanism yielded consistent and depend-
able results, with all generated keys matching on both sides
of the connection. This discovery confirms that the protocol
that was devised effectively facilitates secure and efficient
key exchange in a multi-user network environment.
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