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This study focuses on refining conceptual approach-
es to ensuring state economic security, taking into
account the trigger points of influence within the infor-
mation component amid rapid digital development. The
research addresses the pressing need for safeguarding
the national economy’s information security, resilience,
and adaptability to digital risks and threats.

The findings indicate that risks and threats within
the information space cause substantial financial loss-
es to national economic systems, estimated at over USD
4 billion annually. Given this context, the study substan-
tiates the necessity of a two-tiered proactive approach
to economic security at the national level, with a strong
emphasis on cybersecurity. The results demonstrate a
significant direct correlation between the level of eco-
nomic digitalization and cybersecurity, with approxi-
mately 49.1 % of the variation in a country’s cybersecuri-
ty level attributable to differences in digital development.
The study reveals that some countries prioritize cyberse-
curity even at early stages of digitalization, while oth-
ers first advance digital technologies and subsequent-
ly focus on securing them. The study identifies trigger
points at which information security influences state
economic security. The research proves that integrating
security aspects of economic and information processes
requires the formation of a security-oriented informa-
tion environment for the national economy to proactive-
ly ensure state economic security. The practical value of
research results is their potential application for reform-
ing state economic policy in the context of digitalization
and ensuring economic security at all levels of the social
hierarchy (state, business, individual, society)
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1. Introduction

According to various estimates, the growth of the digital
economy is more than half of the world’s GDP. It includes
not only the IT sector but also all economic activity that is
ensured by the use of information and communication and
other digital technologies, electronic commerce, online ser-
vices, and the results of activities of digitalized enterprises.
The undeniable advantages of using digital technologies are
primarily associated with significant potential for innova-
tion, increased labor productivity, and acceleration of busi-
ness processes in all sectors of the national economy. All this,
as well as accelerating and facilitating access to information
as a key resource of the digital economy, definitely stimulates
economic growth. However, rapid digital transformation,
despite numerous advantages, makes the national economy
vulnerable to hacker attacks, and the destruction of digital in-
frastructure or its analog components could cause significant
damage to the national economy and the economic security
of the state.

The total digitalization of socio-economic relations gener-
ates a number of challenges, risks, and threats to the econom-
ic security of the state, related to ensuring the confidentiality
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and security of data. The stability, sustainability, and devel-
opment of the national economy, financial support to the
digital transition, and the economic security of financial in-
stitutions primarily depend on the reliability of information
protection systems. In addition, the regulatory effectiveness
of proactive state management of the processes of ensuring
economic security at the macro, meso, micro, and nano levels
plays an important role. The complexity of implementing the
outlined tasks is due to the synergistic effect of traditional
and digital threats, the latter of which are mostly beyond
the control or monitoring of state institutions. At the same
time, for the national economy of Ukraine with a significant
number of systemic disproportions, the challenges of digitali-
zation are catalysts of real threats to economic security. They
could cause significant damage and create obstacles to the
development of the digital economy and the implementation
of national economic interests.

The conceptual basis of the safe development of the
national economy under the conditions of Industry 4.0 and
Industry 5.0 is information security at all levels of the social
hierarchy. The integration of security aspects of economic
and information processes requires the transition of the sys-
tem of security-oriented management of the national econo-




my to a qualitatively new level. This will make it possible to
build a reliable digital economy ecosystem and in practice
minimize the destructive impact of digital risks and threats.
The dominant influence of destructive security factors in the
digital domain actualizes the need for an in-depth study of
information and economic security under the conditions of
digital transformation.

2. Literature review and problem statement

Our bibliometric review of related studies (using
VOSViewer, SciVal tools) has demonstrated that the prob-
lems of ensuring economic and information security and
minimizing digital threats are the subject of increased at-
tention by scientists. In work [1], the problem of ensuring
the economic security of the state under the conditions of
global challenges is investigated. A model of reintegration
of the economic order is proposed, taking into account the
requirements of national security. But the issues of informa-
tion security of the national economy under the conditions of
digital transformation of socio-economic relations remained
unresolved. In contrast, study [2] determined the place of
economic cyber security in the national security system but
did not take into account the trigger points of digitalization.
Paper [3], based on the results of the study of cyber attacks
and other digital threats proved that, taking into account
the rapid dynamics of modern transformational processes, a
complex set of countermeasures with an emphasis on the key
factors of influence is necessary. However, the work does not
take into account the principles of economic security for the
formation of conceptual approaches to its provision in accor-
dance with modern security requirements.

In general, the task of ensuring the information security
of the national economy against risks and threats under the
conditions of digital transformation acquires special impor-
tance in connection with the growth of geopolitical contra-
dictions under the conditions of Industry 4.0 and 5.0. Thus,
in work [4] it is noted that cyber security goes beyond tradi-
tional information security, including the protection of not
only information resources but also other assets, including
the person under conditions of total digitalization. However,
the authors of the work do not investigate the hybrid tools of
the destructive impact of digitalization. Instead, the author
of work [5] proves that cyber attacks in the digitalized world
have turned into tools of hybrid wars and are an integral part
of geopolitical confrontations. But the question of forming ef-
fective mechanisms for countering such digital threats in the
aspect of ensuring economic security remains unresolved.
This is the approach used in work [6], in which the problem
of using information vulnerabilities of the national socio-eco-
nomic system as a basis for information wars, which became
particularly acute with the full-scale invasion of Russia into
Ukraine, is actualized. However, the authors of the work do
not consider the institutional foundations of strengthening
economic security. In continuation of the previous study,
the authors of work [7] substantiate the priority of ensuring
cyber security under the conditions of hyper securitization
and technicalization. However, scientists focus exclusively on
technical means for information protection, without consid-
ering the broader context of cyber security at the macro level.

Thus, current studies investigate only certain aspects of
digitalization of the economy in certain countries and the
formation of technical means of information protection;

their impact on ensuring the economic security of the state is
understudied. Therefore, it is absolutely necessary to improve
conceptual approaches to ensure the economic security of
the state, taking into account the priority impact of digitali-
zation, given the lack of thorough scientific research on this
issue and the strengthening of relevant global threats.

3. The aim and objectives of the study

The purpose of our study is to improve conceptual ap-
proaches to ensuring the economic security of the state under
the conditions of growing digitalization. This will make it pos-
sible to ensure the information security of the national econ-
omy, its stability and adaptability to digital risks and threats.

To achieve the goal, the following tasks were set:

- to investigate the current risks and threats to the eco-
nomic security of the state in the information domain caused
by the processes of total digitalization;

- to carry out an assessment of the relationship and inter-
dependence of the level of digital development and the level
of cyber security at the macro level;

- to determine the trigger points of the influence of digi-
talization on the economic security of the state;

- to substantiate the institutional foundations for
strengthening the economic security of the state in view of
modern security challenges.

4. The study materials and methods

The object of our study is information security of the
state and factors that affect the economic security of the
state due to vulnerabilities in the information domain. The
main hypothesis of the study assumes that the higher the
level of digitization of the country, the higher the level of
cyber security it should have. Research methodology is based
on general scientific and empirical methods of analysis and
scientific knowledge, including observation, classification,
scientific abstraction, statistical analysis, systematization,
and generalization.

In the process of solving the tasks, the method of system-
atization and generalization was used to study modern risks
and threats in the information domain and to form a concep-
tual scheme of the impact of digitalization on the economic
security of the state. Comparative analysis and statistical
hypothesis testing (t-test) were used to assess the relationship
between the level of digital development (DDL) and the level of
cyber security (NCSI) of 154 countries. These initial indicators
were calculated by experts from the World Bank [8] and e-Gov-
ernance Academy [9] based on data from legislative acts, offi-
cial documents, and official government websites of countries.
These include e-Government Development Indicators (EGDI),
Network Readiness Indicators (NRI), and countries’ readiness
to prevent cyber threats and manage cyber incidents. A graph-
ical method was used to analyze the gap between DDL and
NCSI. Using the method of correlation-regression analysis,
the dependence assessment and modeling of the linear rela-
tionship between the cyber security index and the digitization
index at the macro level were carried out. With the help of
systematization and generalization, conceptual approaches to
strengthening the economic security of the state are substanti-
ated in view of modern security challenges, risks, and threats
caused by digitalization.



All calculations were carried out using EXSTAT software
for statistical analysis and data processing. One-sample t-test
function was used to test hypotheses, Pearson Correlation - to
measure the strength and direction of the linear relationship
between two quantitative variables, and Linear regression - to
estimate the linear relationship between dependent and inde-
pendent variables.

5. Results of research into the key determinants of
ensuring the economic security of the state under
conditions of digitalization

5.1. Modern risks and threats to the economic secu-
rity of the state in the information domain caused by
digitalization processes

Modern global trends in the transformation of the nation-
al economy are primarily determined by the digitalization of
economic relations within the framework of the concept of
the information society [10]. World Bank experts note that
digitalization of the economy at the global level not only
stimulates economic growth but also significantly accelerates
its pace, is a driver of innovation, and allows for the creation
of new jobs [11]. Together with undeniable advantages and
additional opportunities, digitalization is a catalyst for new
challenges, risks, and threats [12], which are imperative con-
cepts of security.

The multifaceted nature of the concept of “security” pre-
supposes the multiplicity of its interpretation and application.
In the interdisciplinary scientific discourse, security should
be considered as a basic characteristic of any socio-econom-
ic system, which ensures its stability, integrity, and ability
to effectively resist internal and external threats [12]. The
highest level in the state security system is national security,
which is characterized primarily by the state of the economy,
especially in periods of socio-economic instability, economic
decline, and crises. At the state level, security is the ability of
state institutions to protect sovereignty, ensure stability, and
create conditions for the well-being of citizens. Based on the
conflict and defense approaches, we maintain the position
that the economic security of the state should be considered
as the state of the national economy, characterized by stabil-
ity, economic independence, and the ability for self-develop-
ment and progress [13].

Under the conditions of total digitalization of the econo-
my, the vector of economic security at all levels of the social
hierarchy (individual, society, business, region, state) has
changed. A key factor in the development of the national
economy on a security basis under the conditions of Indus-
try 4.0 is cyber security, which is considered as the protection
of digital data, critical infrastructure, and information sys-
tems from cyber threats [2].

As a hierarchical multi-component system, cyber security
must be ensured at the macro, meso, and micro levels, taking
into account the specificity of the objects of protection, sub-
jects of responsibility, and types of cyber threats. Thus, at the
macro level, cyber security involves ensuring the resilience
of the socio-economic system to global cyber threats through
the formation of a reliable national digital infrastructure and
mechanisms for ensuring cyber protection of state information
systems, critical infrastructure objects, and state finances [4].
At the meso level, cyber security includes the protection of
regional information networks, local authorities, as well as
sectors of the economy that are important for regional devel-

opment, from cyber attacks and technical failures. And at the
micro level, cyber security is considered as a process of ensur-
ing data confidentiality, protection against fraud and preserva-
tion of operational activities of enterprises, organizations, and
individuals [3]. Therefore, there are reasons to assert that en-
suring the economic security of the state under the conditions
of digitalization requires coordination of efforts at all levels to
form a comprehensive system for countering modern digital
challenges. Without an appropriate legal framework and an
effective institutional environment, digitalization could cause
significant damage and create obstacles to the development of
the digital economy and ensuring the economic security of the
state, regions, enterprises, and individual citizens [13]. In this
context, it is also important to develop the skills of mastering
modern information and communication technologies [14], to
improve the quality of training of specialists, and to stimulate
lifelong learning.

Under the conditions of growing turbulence of socio-eco-
nomic relations, the need of the hour is to monitor the
growing number of challenges and threats. At the global
level, it has been conducted on a systematic basis for the last
two decades by experts from the World Economic Forum to
identify and forecast negative security factors. The Global
Risk Perception Survey (GRPS) is the main source of original
data on global risks and forms the basis of the Global Risks
Report 2024 [15]. According to the latest research results,
risks in the information domain, namely misinformation
and disinformation, are considered the most dangerous glob-
al risks in the next two years. This is due to technological
changes associated with the rapid development of artificial
intelligence technologies, with a simultaneous high level of
economic uncertainty and geopolitical tensions. Along with
this, cyber attacks and cyber security threats are also among
the top five most dangerous risks in the short term. Thus,
the exchange of data in real time, the development and use
of artificial intelligence and other benefits of digitalization
generate global socio-economic risks.

Cybersecurity Ventures estimates that global cybercrime
losses exceeded USD 8 trillion in 2023, and this figure is
expected to reach USD 10.5 trillion by 2025 [16]. The United
States is one of the most affected countries, in which the cost
of losses from cyber attacks is about 4 billion dollars per year.
European countries are also suffering significant losses due
to attacks on business and government infrastructures. In
order to minimize these losses, conceptual approaches to
ensuring the economic security of the state under conditions
of multiple digital risks must be revised.

5.2. Assessment of the relationship and interdepen-
dence of the level of digital development and the level
of cyber security at the macro level

Given the vulnerability of countries to cyberattacks,
under today’s conditions, cyber security and cyber defense
play a special role in ensuring the economic security of the
national economy [17]. At the global level, cyber security is
assessed using a number of indices that include the readiness
of countries to prevent cyber threats and manage cyber inci-
dents, the most significant of which are the National Cyber
Security Index (NCSI), the Global Cybersecurity Index (GCI),
and the Cybersecurity Exposure Index (CEI). The values of
these indices for individual countries are given in Table 1.

In 2024, countries with the highest levels of cybersecurity
include Finland, Norway, and Denmark, which performed
best with effective defense infrastructure and proactive cyber-



security measures. Finland tops the global rankings with an
overall cybersecurity index of 92.81, while Norway and Den-
mark also have similarly high security scores. Other countries
with high levels of cyber security include Australia, the UK,
and Sweden, which continue to invest in cyber security [19].
The growing number of fundamentally new threats asso-
ciated with the rapid digital development of most countries
of the world dictates the objective necessity of forming a se-
curity-oriented information environment and reliable infor-

mation protection systems as the most important asset today.
Therefore, it is possible to put forward a hypothesis that the
higher the level of digitalization of a country, the higher the
level of cyber security it should have. To test this hypothesis,
we shall use a set of statistical research methods.

At the first stage, we shall conduct a comparative analysis
of the level of digital development and the level of cyber se-
curity of countries (Table 2) in 2023 using the National Cyber
Security Index calculated by the e-Governance Academy [9].

Table 1
The level of cyber security of countries
No. Country Natiopal Cyber Cybersecurity Global Cybersecurity | Cyber Resilience Final Cyber
Security Index Exposure Index Index Index Safety Score
1 Finland 85.71 89 95.78 93.64 92.81
2 Norway 67.53 86.6 96.89 94.39 92.63
3 Denmark 84.42 88.3 92.6 96.44 92.45
4 Australia 66.23 86.9 97.47 85.61 89.99
5 Great Britain 89.61 79.3 99.54 90.40 89.75
6 Sweden 84.42 79 94.55 95.10 89.55
7 Austria 85.71 83.8 93.89 90.95 89.55
8 Japan 63.64 86.2 97.82 82.29 88.77
9 USA 64.94 85.5 100 80.31 88.60
10 Canada 70.13 79.3 97.67 88.01 88.33
Source: compiled by Authors based on data from [18].
Table 2
Comparative analysis of digital development level (DDL) and cyber security index (NCSI) of countries
Country DDL NCSI GAP (NCSI-DDL) Country DDL NCSI GAP (NCSI-DDL)
Switzerland 82.93 75.32 -7.61 Portugal 68.46 89.61 21.15
Denmark 82.68 84.42 1.74 Lithuania 67.34 93.51 26.17
Korea 68.83 82.23 -13.4 Italy 67.26 79.22 11.96
Netherlands 81.86 83.12 1.26 Latvia 66.23 75.32 9.09
Sweden 81.51 84.42 2.91 Slovakia 65.44 83.12 17.68
USA 81.05 64.94 -16.11 Russian Federation 65.12 71.43 6.31
Norway 80.19 67.53 -12.66 Poland 65.03 87.01 21.98
Germany 80.01 90.91 10.9 Croatia 64.63 83.12 18.49
Great Britain 79.96 89.61 9.65 Hungary 64.25 67.53 3.28
Singapore 79.93 71.43 -8.5 Greece 64.02 89.61 25.59
Japan 78.69 63.64 -15.05 Saudi Arabia 63.89 84.42 20.53
Iceland 78.64 55.84 -22.8 China 62.41 51.95 -10.46
Luxembourg 78.4 66.23 =127/ Belarus 62.33 53.25 -9.08
Finland 78.35 85.71 7.36 Malaysia 62.19 79.22 17.03
Australia 77.61 66.23 -11.38 Bulgaria 62.06 74.03 11.97
France 77.29 84.42 7.13 Kazakhstan 60.18 48.05 -12.13
New Zealand 76.81 51.95 -24.86 Romania 59.84 89.61 29.77
Canada 75.96 70.13 -5.83 Serbia 59.81 80.52 20.71
Austria 75.76 85.71 9.95 Turkey 58.29 61.04 2.75
Estonia 75.59 93.51 17.92 Moldova 56.79 57.14 0.35
Israel 75.5 67.53 -7.97 Ukraine 55.96 75.32 19.36
Ireland 75.18 75.32 0.14 Azerbaijan 63.64 54.78 8.86
Belgium 74.07 94.81 20.74 Georgia 53.5 64.94 11.44
Spain 72.21 88.31 16.1 Egypt 46.93 57.14 10.21
Malta 71.74 50.65 -21.09 Libya 41.1 10.39 -30.71
Czech Republic 69.21 90.91 21.7 India 40.02 67.53 27.51
UAE 68.87 40.26 -28.61 Nepal 30.58 28.57 -2.01
- the level of cyber security is higher than the - the level of cyber security is lower than the
level of digital development level of digital development

Source: compiled by Authors according to the e-Governance Academy [9].



The top ten according to NCSI include European coun-
tries, the USA, and Canada. Ukraine has the fastest growth
rate of NCSI, which as of 04/30/2024 according to this indi-
cator, it rose to 11th place among all countries of the world.
According to the results of the comparison, it was found that
a significant number of countries with a high level of digital
development have an insufficient level of cyber security, such
as New Zealand, the USA, Japan, and Norway. On the other
hand, in Lithuania, Belgium, the Czech Republic, Romania,
Portugal, Poland, and Ukraine, the level of cyber security is
growing even faster than the level of penetration of digital
technologies. To check whether the average value of the
sample (the level of cyber security for countries with a high
level of digitalization) is significantly different from the given
or expected average value, we use the one-sample ¢-test. The
null hypothesis (H,) is accepted, according to which the aver-

age level of cyber security for countries with a high level of
digitalization is equal to the average for all countries. The
alternative hypothesis (H;) implied that the average level of
cyber security for countries with a high level of digitalization
is higher than the average value.

After performing the t-test using EXSTAT, our results are
given in Table 3.

Since the obtained p-value<0.05, it could be concluded
that the level of cyber security in highly digitized countries is
statistically significantly different and higher than the overall
average. The hypothesis was confirmed, so the gap between
the Digital Development Level and the National Cyber Secu-
rity Index was analyzed at the next stage. For this purpose,
the graphic method was used shown in Fig. 1, where the
countries are ranked from left to right as the amount of dig-
itization decreases.

Table 3

T-test of the hypothesis that countries with a high level of digitalization should have a higher level of cyber security

Indicator Number of countries under observation | Minimum value | Maximum value | Average value | Standard deviation
NCSI 154 3.900 94.810 46.450 26.137
DDL 154 11.300 82.680 51.006 18.242
Hypothesis T-test results for NCSI
Normality test: One-sample t-test/Two-tailed test (NCSI):
Shapiro-Wilk test (NCSI): t (Observed value) 22,054
w 0,950 |t| (Critical value) 1.976
p-value (Two-tailed) <0,0001 p-value (Two-tailed) <0.0001
alpha 0,05 alpha 0.05
Hypothesis T-test results for DDL
Normality test: One-sample t-test/Two-tailed test (DDL):
Shapiro-Wilk test (DDL): t (Observed value) 34,698
w 0,970 |t| (Critical value) 1.976
p-value (Two-tailed) 0,002 p-value (Two-tailed) <0.0001
alpha 0,05 alpha 0.05
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Fig. 1. Analysis of the gap between the level of digitalization and the level of cyber security of countries




Using the graphic method, the uneven development of
cyber security and digitalization in the vast majority of coun-
tries was revealed. Thus, in countries with a high level of the
National Cyber Security Index, its value significantly exceeds
the level of digitization. Whereas in countries with a lower
level of cyber security, the digital society is more developed
than the national domain of cyber security.

High levels of cyber security in countries with lower dig-
ital penetration may indicate a conscious investment in cyber
security to keep data and digital infrastructure secure and
policies in place to prevent cyber threats at an early stage.
That is, these countries choose a proactive strategy, seeking
to protect even relatively low levels of the digital economy.
Ukraine belongs to this group of countries. Undoubtedly, this
policy is strategically justified under the conditions of the in-
formation war unleashed by Russia against Ukraine and the
increased level of cyber risks. Investing in security in advance
and forming a security-oriented information environment for
the digital economy at the stage of its formation is the basis of
a proactive approach to ensuring the economic security of the
state. According to it, even the initial small volume of the dig-
ital economy should be well protected to avoid large losses in
the future. Countries that choose this approach may be more
prepared to expand their digital infrastructure in the future,
as having strong cybersecurity mechanisms allows new digital
technologies to be adopted with less risk.

Instead, countries with a low level of cyber security but
high digitalization are characterized by a focus on the rapid
development of digital technologies without due attention to
their protection, which increases the risk of cyber threats.

Higher cyber security and

lower digitization
100 +

Such countries pay more attention to the implementation
of digital technologies, leaving the issue of cyber security
secondary. However, a lack of adequate investment in cy-
bersecurity could lead to vulnerabilities in key areas such as
financial systems, government institutions, and private user
data. In general, a high level of digital technology means a
greater number of vulnerabilities that could be exploited by
cybercriminals [20], thus creating potential challenges for the
stable functioning of digital infrastructure, especially in the
event of serious cyber attacks.

A schematic representation of data on the cyber power
of countries and their chosen policy of ensuring economic
security in the digital age is shown in Fig. 2.

Most countries are expanding digital services and the size
of the digital economy but not all of them have a high level
of cyber security [21]. This is often explained by the fact that
many of these countries are committed to improving their
cyber security, but have a significant deficit in cyber capabil-
ities, limited resources, personnel, access to equipment and
stable funding [22]. However, it is worth noting that countries
that prioritize the initial development of digital technologies
over the integration of cybersecurity risk a more dangerous
and less resilient cyberspace.

Comparing the NGSI indicators with the general devel-
opment of information and communication technologies,
it should be noted that certain countries, realizing the im-
portance of cyber risks, are actively engaged in cyber secu-
rity, while having a relatively low rate of digitalization. This
means they are well positioned to create a safe and secure
cyberspace.

Higher cyber security and
higher digitization
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It is preliminarily determined that the level of cyber secu-
rity in countries with high digitization is statistically signifi-
cantly different and higher than the overall average. There-
fore, it is advisable to analyze in more detail the relationship
and interdependence of the level of digital development and
the level of cyber security using the correlation-regression
analysis method.

For this purpose, the Pearson correlation coefficient (r) (1)
was used:

r(DDL;NCSI ) =
ny DDL-NCSI-Y DDLY NCSI

\/(nZDDLZ —(ZDDL)Z).(nZNCSIz ‘(ZNCSI)Z)

>

where DDL is Digital Development Level; NCSI - National
Cyber Security Index; n is the number of pairs of val-
ues (sample).

Based on the results of calculations using the EXSTAT
software, it was determined that » (DDL; NCSI)=0.701,
which indicates a moderately strong
positive linear relationship between
the level of digital development and 140 +
cyber security. This means that as
countries accelerate their digital
transformation, their level of cy-
ber security tends to increase as
well. The identified relationship 80 +
between digitization and cyber se-
curity is statistically significant at
a high level of confidence and is
not the result of random fluctua-
tions, as indicated by the obtained 20 +
p-values (Pearson)<0.0001. In other

120 +

100 +

NCSI

40 +

in the level of digital development. This is quite a high in-
dicator for socio-economic data, which indicates that digi-
talization is a significant factor influencing cyber security.
Among other factors that determine the remaining 50.9 %
of the variation, it is possible to highlight the features of
the state security regulation policy, investments in cyber
protection, the level of education in the field of cyber secu-
rity, legislative initiatives, etc.

To model the linear relationship between digitalization
and cyber security indices, a regression analysis was
conducted using EXSTAT software. The results are giv-
en in Table 4 and Fig. 3.

(1 Regression analysis reveals a strong positive rela-

tionship between the level of digitization and cyber

security. Countries with higher levels of digital technol-

ogy tend to better protect their infrastructure, although
there are other factors that could also affect cybersecurity.
On average, with an increase in the digitization index
by 1 unit, the cyber security index increases by 0.70 units.
At the same time, the level of digitization is the main factor
affecting cyber security.

Regression of NCSI by DDL (R?*=0,490)

words, there is a very low proba-
bility (less than 0.01 %) that such a
connection occurred by chance.
The value of the calculated Co- 40 L
efficients of determination (Pear-
son) R?=0.491 means that approxi-
mately 49.1 % of the variation in the
level of cyber security of countries
could be explained by the variation

—— Model

DDL
Conf. interval (Mean 95%)

——— Conlf. interval (Obs 95%)

Fig. 3. Modeling the linear relationship between the level of digitalization and the level

of cyber security of countries in 2023

Table 4

Results of the regression analysis between the level of digitalization (DDL) and the level of cyber security

Stage Regression analysis parameters
Source DF |Sum of squares|Mean squares Pr>F Designation codes p-values
Model | 1.000 50,485.016 50,485.016 |146.078 <0.0001 ok
Analysis of Error |152.000| 52,531.717 345.603 - -
varianee Ca‘;;rggid 153.000/ 103,016.73 - - -

Calculated from the model Y=Mean(Y); Designation codes: 0<***<0.001 <**<0.01<*<0.05<.<0.1<°<1

Source | Value |Standard Error t Pr>|t| |Lower limit (95 %)|Upper limit (95 %)| Designation codes p-values
Intercept | -4.283 4.447 -0.963 0.337 -13.069 4.503 °
MOdzlteprzram' DDL | 0.991 0.082 12.086  [<0.0001 0.829 1.153 ok
Designation codes: 0<***<0.001 <**<0.01<*<0.05<.<0.1<°<1
Model equations: 94.81=-4.28342977727939+0.991061274368306*74.07
) Source | Value |Standard Error t Pr>|t| |Lower limit (95 %)|Upper limit (95 %)| Designation codes p-values
Séig?gfif;d DDL | 0.700 0.058 12.086 | <0.0001 0.586 0.814 ek

Designation codes: 0<***<0.001 <**<0.01<*<0.05<.<0.1<°<1




5.3. Determining trigger points of influence of digi-
talization on the economic security of the state

Our research and generalization of the features of the mani-
festation of destructive factors of economic security in the infor-
mation domain [3, 11-13, 15, 23] make it possible to determine
the trigger points of the influence of information security on the
economic in the countries of the world. These include economic
losses as a result of cyberattacks on the critical infrastructure
of the national economy, financial losses due to leakage of data
and confidential information, as well as losses from cybercrime.

The biggest economic losses could be caused by cyber-at-
tacks on energy systems, transport, or financial networks. An
example is the attack on the Ukrainian energy system during
the Russian Federation’s large-scale invasion of Ukraine,
which affected the supply of electricity to millions of peo-
ple and caused significant damage to the economy. As for
financial losses due to data leaks, they could cost companies
hundreds of millions of dollars, through fines, compensation
to customers, and security enhancement costs [23].

Cybercrime losses suffered by financial institutions and
public authorities due to fraud, identity theft, and cyber-attacks
could disrupt normal business processes and hinder or make
impossible the activities of public and commercial enterprises,
institutions, and institutions. For example, attacks using spe-
cial programs (ransomware) have become a serious problem
for business in the world, especially in the USA and European
countries, causing billions of dollars in damage to companies
every year.

Considering the genesis of destructive security factors, dig-
italization risks could have a low, medium, or high probability
of adverse events. Based on the results of systematization and
generalization, it is possible to build a conceptual diagram of

7 .

the impact of digitalization risks on the economic security of
the state (Fig. 4).

The level of risk depends on its nature; however, it may not
be realized at all depending on the conditions of the information
environment of the national economic system. In the informa-
tion environment, mechanisms should be formed to prevent
the transformation of risk into a threat. In the opposite case, in
case of an insufficient level of cyber protection, risks turn into
threats. Among the most dangerous threats of digitalization
worth highlighting are leakage, violation of integrity, blocking of
information, damage to critical infrastructure objects using digi-
tal technologies, as well as interference with the activities of state
and commercial enterprises, institutions, and organizations [24].
The consequences of their implementation could be acceptable,
critical, or catastrophic in case of ineffectiveness or inefficiency
of the system of ensuring the economic security of the state.

In the existing approach to the management and detection
of threats to the economic security of Ukraine, their classifica-
tion is used only according to the criterion of source into inter-
nal and external. At a time when a broader scientific discourse
exposes threats to the economic security of the state to a broader
classification: by directions of influence on financial activity,
degree of danger, possibility, and scope of action, by its duration,
nature of influence, etc. This indicates that Ukrainian laws and
reforms are lagging behind international scientific opinion in
the field of economic security, which significantly complicates
the process of identifying threats to the economic security of
Ukraine, prevents them from building a clear hierarchy and
passporting threats. The latter is the basis for the formation of
preventive measures to prevent the transformation of existing
risks into threats that destabilize the activities of state institu-
tions and businesses.

Probability of an adverse event Conditions for the

transformation of

low

average | high ‘ risks into threats
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1
1
1
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1
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Fig. 4. Conceptual diagram of the influence of digitalization on the economic security of the state



5. 4. Substantiation of the institutional foundations
for strengthening the economic security of the state in
view of modern security challenges

State management of processes for preventing risks and
threats to economic security in the information domain is
based on a number of tools [25] used in different countries to
protect against cyber threats. The vast majority of them are
based on special legislation and regulatory acts on the regula-
tion of cyberspace. For example, the General Data Protection
Regulation (GDPR) in the EU [26] establishes strict rules for
the protection of personal data, and in the USA, there are laws
on the protection of critical infrastructure, which are aimed at
protecting energy, transport, and financial systems from cyber
attacks. The vast majority of countries with high cyber security
index values implement national cyber security strategies to
coordinate the actions of public and private entities. For ex-
ample, the UK Cyber Security Strategy 2022-2030 [27] defines
the priorities of the state in the protection of the information
space and includes a comprehensive system of prevention and
response to cyber attacks.

From an institutional point of view, ensuring the econom-
ic security of the state in the face of multiple digital risks and
threats in most countries of the world with a high level of the
cyber security index occurs through the functioning of spe-
cialized cyber security agencies. They monitor and prevent
cyber threats. Examples include the US Cybersecurity and
Infrastructure Security Agency (CISA) [28] and the EU Cy-
bersecurity Agency (ENISA) [29] which provide guidelines,
standards, and respond to cyber attacks.

Taking into account the international experience under
the conditions of multiple digital risks, the need of the hour is
the implementation of a two-stage proactive approach to en-
suring the economic security of the state. At the first stage, a
security-oriented information environment should be formed
to prevent the transformation of cyber risks into threats. At
the second stage, an effective system of ensuring economic
security at all levels of the social hierarchy (state, business,
individual, society) should be created, aimed at preventing
the realization of the threat or minimizing its consequences.

Organizationally, to ensure information and economic se-
curity, cooperation between the state and private companies is
important [30, 31], which makes it possible to exchange infor-
mation and jointly respond to cyber threats [32]. For example,
in the USA there are programs like InfraGard, which unite
the government and the private sector to jointly protect the
infrastructure [33]. In addition, countries around the world are
investing in improving the skills of cyber security specialists
through educational programs and trainings. Initiatives such
as CyberCorps [34] in the US provide training for new person-
nel to protect public and private networks from cyber threats.

The above tools help the governments of the countries of
the world to effectively face risks and threats to the economic
security of the state in the field of information security, cre-
ating integrated protection systems at the national level. In
the absence of proactive provision of economic security, dig-
italization risks are transformed into challenges and threats
to the economic security of the state. The most dangerous of
them are a decrease in the competitiveness of the national
economy due to the loss of prospects for innovative develop-
ment, an insufficient level of personnel support for accelerat-
ed economic growth based on digitization. It is also possible
to have institutional deformations with the emergence of new
business processes, such as corruption in government bodies
at both the macro and meso levels, and others.

6. Discussion of results based on improving conceptual
approaches to ensuring economic security under the
conditions of digitalization

Our research results confirm the need for a two-stage
implementation of a proactive approach to ensuring the
economic security of the state through the formation of a se-
curity-oriented information environment and counteracting
negative security factors at all levels of the social hierarchy.
This is explained by the growing impact of digital risks
and threats according to the Global Risk Perception Sur-
vey (GRPS) [15] and Cybersecurity Ventures estimates [16],
confirmed in the course of the study by the close connection
and interdependence between the level of digitalization and
the level of cyber security (Tables 3, 4, Fig. 1-3), as well as
identified trigger points of the impact of digitalization on the
economic security of the state based on [11, 15, 23].

The need for comprehensive monitoring of digital threats
to the economic security of the state is justified because dig-
ital transformation has currently covered all domains of so-
cio-economic relations. This significantly distinguishes our
results from [10], in which attention is focused on the advan-
tages and additional opportunities from the implementation
of digital technologies, and from [13, 14], in which individual
digital risks and threats are analyzed. This becomes possible
thanks to the analysis of digital transformation processes and
the level of cyber security at the national level for a signifi-
cant number of countries, in contrast [21] and using previous
research results [4]. The identification of the trigger points of
the influence of digitalization on the economic security of the
state, in contrast to [3], largely solves the problem of forming
digital economy strategies in accordance with modern secu-
rity requirements.

The introduction of a fundamentally new approach to
ensuring the economic security of the state in view of modern
security challenges makes it possible to increase the nation-
al stability of countries under the conditions of the digital
transition. This is an advantage of this study in comparison
with similar known ones [6, 20, 24] and it makes it possible
to apply a broader context of cyber security at the macro level,
which goes beyond the scope of exclusively technical means
of protection.

Delays in providing data on the level of digital develop-
ment of different countries, as well as the lack of a single
methodology for assessing the level of economic security of
the state for all countries, are significant limiting factors for
conducting research. This makes it much more difficult to
identify the trigger points of digitalization risks. Therefore,
the main drawback of the study is the impossibility of com-
paring the level of digitalization and cyber security with the
level of economic security of the state. It is in this direction
that further research could be developed to devise a unified
methodology for assessing economic security for different
countries of the world.

Prospects for further research on the outlined issues re-
late to analysis of factors that affect the level of cyber security
as determinants of the economic security of the state. Worth
investigating is the level of investments in cyber security,
legislative regulation, training programs on cyber security,
challenges related to the rapid development of artificial intel-
ligence and its integration into all domains of the economy.
It is also important to carry out scientific substantiation of
mechanisms for increasing national resilience to digital risks
and threats.



7. Conclusions

1. The increasing level of digitization of the economy
makes it vulnerable to digital risks and threats. The par-
adigm and theory of economic and information security,
which worked well in a relatively stable world, cannot be
combined with new, unpredictable global threats. The for-
mation of a security-oriented information environment is an
important prerequisite for maintaining the stability of the
functioning of the national economy, reducing social tension
in society under conditions of uncertainty, ensuring econom-
ic growth and the well-being of the population.

2. It has been proven that the level of digitalization and
cyber security have a close linear relationship: countries with
more developed digital technologies usually demonstrate a
higher level of cyber security. The more a country’s digital
infrastructure develops, the more attention is paid to data
protection and cyber security. Digital development is one of
the key factors influencing the level of cyber security and
economic security under the conditions of Industry 4.0.
Countries with high levels of cyber security but relatively
low digitization may have better prospects and potential for
further digital development with fewer risks. These countries
could safely implement new digital tools by having robust
safeguards in place. On the other hand, countries with high
digitalization and low levels of cyber security may experience
greater losses from cyber threats, and insufficient informa-
tion security may slow down the pace of digital progress due
to potential threats arising from unprotected infrastructure.
Ideally, countries should strive for a balance between the
level of digitization and the level of cybersecurity to ensure
the safe and sustainable development of the digital economy.

3. The identified trigger points of the impact of informa-
tion security on the economy indicate that cyber security
issues could have a significant impact on the economy of any
country. They could cause not only direct financial losses but
also a loss of trust in international institutions and a decrease
in the investment attractiveness of national economies. Thus,
in the context of ensuring the economic security of the state
under the conditions of total digitalization, information se-
curity is the need of the hour. However, as evidenced by our
research results, quite often insufficient attention is paid to the
formation of a security-oriented information environment at
the macro level. Focusing efforts only on countering threats
that have already materialized, leaving certain digital risks
outside the existing stabilization policy and economic reforms,

does not make it possible to ensure the stability of the national
economy under conditions of digitalization. That is why new
research indicates the critical obsolescence of traditional ap-
proach to both solving problems and identifying them.

4.To ensure economic security within Industry 5.0, it
is necessary to form a security-oriented information en-
vironment of the national economy, to make significant
investments in data protection, and to form institutional
mechanisms for its provision, taking into account the chal-
lenges of digitalization. Effective countermeasures against
threats to the economic security of the state and risk control
depend on a national monitoring system capable of timely
responding to changes and reflecting the real situation in the
system. Updating and expanding the normative-methodical
approach, as well as ensuring the dynamic development of
analytical capacities, are priorities in the system for ensuring
the economic security of the state under the conditions of
digitalization.
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