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1. Introduction 

Economic efficiency (EcEf) in the implementation of 
investment projects (InPrs) in the energy sector is a critically 
important aspect for ensuring the stability and development 
of industrial enterprises.

Under current conditions, when energy security (EnS) 
issues are becoming more and more urgent, investments in 
energy infrastructure not only increase the competitiveness 
of enterprises but also ensure the reliability of the supply of 

energy resources. However, existing approaches to the as-
sessment of EcEf often do not take into account the specific 
requirements and risks associated with EnS, which can lead 
to significant economic losses.

Studies show that conventional methods for evaluat-
ing the energy efficiency of investments usually focus on 
financial indicators, leaving out of consideration more 
complex aspects, such as the consequences of the process-
es of generation, transmission, distribution, and energy 
consumption.
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The subject of this study is the process of 
assessing the economic efficiency of imple-
menting an investment project aimed at ensur-
ing the energy security of enterprises within the 
power sector at the microeconomic level. 

The task considered was to devise a com-
prehensive and adaptive approach to assess-
ing the economic efficiency of investments, 
enabling effective planning, implementation, 
and adjustment of the investment project for 
ensuring energy security at enterprises under 
uncertainty.

The research revealed that conventional 
approaches, such as cost-benefit analysis, do 
not adequately account for risks and potential 
threats that arise during the implementation of 
investment projects.

An improved comprehensive method for 
assessing economic efficiency has been pro-
posed, consisting of eight key stages that are 
interconnected based on calculations and 
analysis of the economic efficiency indicators 
of the investment project for the enterprise.

A distinctive feature of this method is the 
integration of quantitative and qualitative 
indicators of investment projects, which allows 
for evaluating their effectiveness and ensuring 
real-time adaptation to justify management 
decisions under uncertainty.

The choice of criteria for evaluating invest-
ment objects for forming a system of energy 
security indicators for enterprises has been 
substantiated.

A computational algorithm was developed 
to monitor the dynamics of indicator changes, 
which helps make timely management decisions 
to minimize energy security risks.

The practical significance of this study is that 
it provides enterprises with methodological foun-
dations for optimizing investment strategies.

It has been shown that maximum energy 
security and financial benefits for enterpris-
es are achieved through the complete preven-
tion of accidents, ensuring profitability at the 
level of 41 %
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The lack of an integrated approach to evaluation can lead 
to an underestimation of the impact of investments on the 
level of enterprise’s EnS. This emphasizes the need to devise 
new methods that would allow for an adequate assessment 
of EcEf of investments taking into account all the factors 
affecting EnS.

The relevance of this topic relates to the need for a com-
prehensive analysis of investment projects that contribute to 
the provision of EnS of enterprises at the microeconomic level.

Devising a methodology that includes organizational and 
economic aspects will allow enterprises not only to increase 
the efficiency of resource use but also to reduce the risks as-
sociated with energy threats.

Taking into account these aspects is essential for the for-
mation of an effective investment policy under the conditions 
of a constantly changing energy landscape.

Also, modern methods for evaluating the energy efficien-
cy of investment projects do not always take into account the 
specificity of the processes of generation, transmission, dis-
tribution, and consumption of energy at the level of industrial 
enterprises. This leads to an underestimation of the real risks 
and opportunities associated with the provision of EnS at the 
microeconomic level, which is critically important for the 
stability and development of the economy as a whole.

Thus, research into this area expands the theoretical 
understanding of investment activity in the energy sector 
and contributes to the practical solution of current problems 
of energy security at the macro-, meso-, and micro-levels of 
the economy.

2. Literature review and problem statement

In order to improve the accuracy of calculation of EcEf 
in investment projects, in [1] a decision-making method is 
proposed for investment optimization for multiple projects of 
construction of electrical networks of complex construction 
under a certain investment scale. This investment decision 
model is based on a combination approach and makes it pos-
sible to prevent investment risks. As a drawback of the model, 
one should note the limitation of data, which determines the 
dependence of the model on the quality and quantity of avail-
able data, which can affect the accuracy of risk assessments 
and EcEf in investment projects.

Paper [2] proposed an integrated model for evaluating the 
EcEf of wind energy investment projects, taking into account 
the knowledge and experience of experts. The main advan-
tages of the proposed model are to provide comprehensive 
identification of risks in energy investment projects using a 
modified fuzzy model to improve the risk assessment pro-
cess taking into account the competence of experts in energy 
projects. The disadvantage of the model is that the level of 
expertise varies, and the estimation of EcEf, without taking 
into account the competence of experts, can lead to distorted 
results and does not take into account the uncertainty in all 
parameters of the cash flow.

In [3], a flexible model for evaluating the EcEf of invest-
ment projects is proposed, which can help companies evaluate 
their own investment projects for the development of energy 
resources with various characteristics of the corresponding 
technological process. A disadvantage of the model is that it 
does not take into account changes in market conditions, such 
as fluctuations in oil prices, which can quickly affect the re-
sults of the model, making long-term planning difficult.

Work [4] proposed a model that can be adapted for dif-
ferent types of innovative projects and industrial enterprises, 
which makes it applicable in different contexts and increases 
the chances of EcEf. As a drawback worth noting is the 
implementation of the proposed model, which may require 
significant resources, time, and expertise, which might be 
problematic for companies and reduce their EcEf.

In work [5], a study was conducted on devising a meth-
odology for the assessment of EcEf and the interaction of 
enterprises in the innovation cluster for the further planning 
of measures to improve its functioning. To achieve this goal, 
the following methods of scientific research were used: the 
method of comparison and synthesis; econometric method; 
abstract logical method; graphical method. Such a technique 
should be used in forming directions for the development of 
new members of the cluster, in adjusting the existing strategy 
of existing clusters of enterprises, and in the development of 
measures aimed at increasing the efficiency of their inter-
action. The disadvantage of this approach is the complexity 
of its implementation since the development of the method-
ology for evaluating EcEf may require significant time and 
resource costs, as well as the availability of reliable and up-
to-date data.

Paper [6] proposed a method for evaluating the EcEf of 
an investment project, which consists in collecting data for 
a business case within the framework of production using 
digital information technologies, intelligent technical sys-
tems, and smart devices. A disadvantage of this approach 
worth noting is that the business case is only a support for 
decision-making and, therefore, does not provide immediate 
benefits, which may limit its practical use under the condi-
tions of a changing market.

In work [7], a method for estimating EcEf based on a mul-
tiple linear regression model was developed, which provides 
an average quadrature payback error of 0.48 years and allows 
determining EcEf using dimensionless parameters. The 
disadvantage of the model is that for an accurate estimation 
of EcEf, it is necessary to have reliable and up-to-date data, 
which can be difficult to provide.

In paper [8], a comprehensive methodology for evaluating 
EcEf is proposed, emphasizing the interdependence between 
economic, social, and environmental aspects. The integration 
of the assessment methodology for the collection and moni-
toring of data on energy consumption and emissions allows 
for the development of an intelligent management model 
aimed at optimizing resources and increasing the efficiency 
of processes. The shortcoming of the methodology is that for 
an accurate estimate of the energy efficiency, it is necessary 
to take into account the total amount of electricity at energy 
enterprises, as well as the energy efficiency of green energy.

In works [9, 10], the model of convergence of the dom-
inant forms of the investment project depending on the 
stages of industrial development is considered. It is indicated 
that one of the indicators characterizing the efficiency of 
investment projects is its mobility or immobility, which is 
influenced by a number of macroeconomic factors. Consid-
ering the structure of direct foreign investments, the main 
directions of their use are indicated. The need for forecasting: 
investment projects often depend on forecasts of market, 
technology, and economic conditions, which may turn out 
to be incorrect. The disadvantage of the model is that it re-
quires forecasting because investment projects often depend 
on forecasts of market, technology, and economic conditions, 
which may turn out to be wrong.
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In [11, 12], a model for estimating the cost of products 
is proposed, but it is not specified which specific goods are 
considered. An assessment of the innovative and investment 
security component of the development of industrial enter-
prises was also carried out, but it was not specified with 
which methods the assessment was carried out, as well as 
there is no information about the results obtained and recom-
mendations for improving the security mechanism.

In work [13, 14], the algorithm for optimizing the influ-
ence of risk factors on the potential management system of 
enterprises is considered, but it is not indicated by which 
methods the effectiveness of the organizational and econom-
ic mechanism of their activity was evaluated, and there is no 
specific information about the evaluation results.

Thus, our review of the literature [1–14] demonstrates 
that there is a part of the unsolved problem of evaluating the 
energy efficiency of the implementation of investment proj-
ects, in relation to the provision of environmental protection 
of an industrial enterprise, namely:

– lack of uniform methodical approaches to the evalua-
tion of EcEf implementation of investment projects, regard-
ing the provision of EnS of the industrial enterprise;

– opacity of investment management processes (for exam-
ple, it is often unclear how investment decisions are made, 
which leads to risks and costs);

– insufficient adaptation to the specificity of the industry, 
i.e., existing methods do not always take into account the 
peculiarities of the levels of the electric power system (macro, 
meso, and micro level), which can reduce their effectiveness;

– failure to take into account the specificity of energy 
processes, such as generation, transmission, distribution, 
and consumption of energy, which leads to difficulties in the 
formation of objective criteria for evaluating the effectiveness 
of investments;

– limited use of modern technologies, i.e., not all studies 
include the latest technologies for monitoring and evaluation 
of EcEf;

– incompleteness of current and detailed information to 
justify the indicators of EcEf of investment projects;

– failure to take into account the integrated indicators of 
EcEf of investment projects;

– the specific risks associated with the implementation of 
investment projects are not taken into account, which may 
lead to an underestimation of the threats to the enterprise’s 
safety and security.

These factors underline the need for further research 
aimed at improving the methods for evaluating the economic 
efficiency of investment projects in the energy sector.

Thus, the problem of EcEf in the implementation of invest-
ment projects, regarding the provision of EnS of enterprises is 
multifaceted and requires a comprehensive approach.

First, energy security becomes an integral component 
of strategic management of enterprises, as its level directly 
affects the stability of their activities and competitiveness. In-
vestment projects aimed at increasing EnS require significant 
financial resources, and their EcEf is often uncertain due to 
unpredictable changes in market conditions.

Secondly, there is a problem of insufficient integration of 
economic, ecological, and social aspects in the implementa-
tion of investment projects. Many businesses focus on short-
term economic benefits, ignoring the potential environmen-
tal and social consequences that can affect their EcEf.

Thirdly, the methodological approaches to the evaluation 
of EcEf of investments in EnS remain insufficiently developed.

Fourthly, the organizational and economic aspect of the 
implementation of investment projects also requires a sepa-
rate analysis. Effective organization of management process-
es and rational use of resources are key factors for achieving 
set goals. Non-transparency in decision-making, lack of clear 
procedures, and insufficient coordination between various 
structural divisions of enterprises can significantly reduce 
the EcEf of investments.

Thus, the problem of EcEf in the implementation of in-
vestment projects in terms of ensuring the EnS of enterprises 
is multifaceted and requires a comprehensive approach to 
its solution. To achieve sustainability and competitiveness 
of enterprises, it is necessary to take into account not only 
economic indicators but also environmental and social con-
sequences, as well as improve organizational structures and 
management methodologies. This will allow for a more in-
depth and objective assessment of the economic efficiency of 
investments in the field of energy security.

3. The aim and objectives of the study

The purpose of our study is to devise a methodology 
for assessing the economic efficiency of implementing an 
investment project aimed at ensuring the energy security of 
industrial enterprises, with an emphasis on the organization-
al-economic aspect. This will make it possible to identify and 
take into account threats and risks that affect the economic 
efficiency of investments, for the timely development of man-
agement decisions and the development of recommendations 
for increasing the level of energy security of enterprises.

To achieve this goal, the following tasks were set:
– to define stages of a comprehensive methodology for 

assessing the energy efficiency of investment projects based 
on determining the criteria and indicators for evaluating 
the energy efficiency of investments in the context of energy 
security, taking into account the impact of external and inter-
nal threats to energy security;

– to develop a computational algorithm that integrates the 
devised methodology for evaluating the energy efficiency in 
the software-computing systems (SCS) for the technological 
process automated control systems (TP ACS) to automate the 
energy efficiency assessment process of an investment project;

– to investigate results of the practical application of the 
proposed EcEf assessment methodology on the example of 
an investment project, regarding the implementation of an 
accident prevention module (APM) as part of TP ACS at the 
Zaporizhzhia Nuclear Power Plant (ZNPP) power unit.

4. The study materials and methods

The object of our study is the process of evaluating the 
economic efficiency of implementing an investment project 
aimed at ensuring the energy security of electric power sys-
tem enterprises at the microeconomic level.

The hypothesis of the study assumes that if the selection 
and calculation of the indicators of the evaluation of energy 
efficiency of investment projects are carried out on the basis 
of an integrated methodology using the computational algo-
rithm of TP ACS of the power unit, then this will allow for 
the following:

– to quickly identify external (internal) threats and ener-
gy security risks;
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– to improve the economic efficiency of the investment 
project.

The following methods of economic efficiency assessment, 
which have scientific justification and practical application, 
were chosen for the study of economic efficiency assessment of 
investment projects in the field of energy security of enterprises:

– net present value (NPV);
– internal rate of return (IRR);
– payback period (Тso).
A combination of EcEf indicators (NPV, IRR, Тso) provides 

a comprehensive assessment of investment projects, allowing 
us to make informed management decisions.

We have considered requirements for the selection of cri-
teria for evaluating economic efficiency:

– project cash flow forecasting;
– selection of an adequate discount rate that reflects proj-

ect risk and alternative costs of capital;
– considering that money is worth more today than in 

the future.
The main criteria for evaluating the economic efficiency 

of investment projects:
– net profit, which reflects the overall profitability of the 

project, showing how much money is left after covering all costs;
– the profitability ratio, which determines how much 

hryvnia of profit accrues for each hryvnia invested, which 
helps to assess how profitable the project is;

– the rate of return on investment, 
which indicates how much profit was re-
ceived from the investment in percentage 
terms, which makes it possible to under-
stand the efficiency of investments.

Together, these criteria make it possible 
to comprehensively assess investment proj-
ects and make informed decisions.

5. Results of devising a comprehensive 
methodology for assessing the economic 

efficiency of investment projects

5. 1. Defining stages in the method-
ology for assessing the economic effi-
ciency of investment projects.

Devising a comprehensive methodology 
for evaluating the EcEf of investment proj-
ects includes several stages (Fig. 1), each of 
which has its specific characteristics:

– stage No. 1: determination of goals and 
objects of evaluation of EcEf of investments 
in the context of EnS (for example, new 
technologies, modernization of equipment, 
management decisions);

– stage No. 2: identification and analysis 
of external and internal threats and risks 
that may affect EcEf (for example, accidents 
during the generation, transmission, distri-
bution, and consumption of electricity);

– stage No. 3: determination of criteria 
for assessing the EcEf of investments, in-
cluding return on investment; net reduced 
income; internal rate of return; payback 
period, as well as a system of indicators: 
energy consumption; CO2 emissions, avail-
ability of reserve capacity;

– stage No. 4: collection of data necessary for the calcu-
lation of the evaluation of investments EcEf (for example, 
financial reports, technical characteristics of technological 
equipment of facilities of generation, transmission, distribu-
tion, and consumption of electricity);

– stage No. 5: carrying out calculations of return on in-
vestment (NPV), net REDUCED income (IRR), and payback 
period (T) with the help of derived calculation formulas to 
determine the indicators of EcEf;

– stage No. 6: evaluation and analysis of the results, by 
comparing the obtained indicators with the initial criteria 
and indicators in order to assess the overall effectiveness of 
the investment;

– stage No. 7: determination of management decisions 
regarding optimization of investment costs; risk reduction; 
increase of EcEf in the use of resources;

– stage No. 8: conducting continuous monitoring of EcEf 
of investment indicators, as well as analyzing the results and 
making corrections to the assessment methodology, based 
on new data and changes in the environment of the energy 
enterprise.

The development of stages in the formation of the assess-
ment of EcEf of the investment project in the context of EnS 
is a systemic process consisting of eight key stages.

Each one fulfills its unique role in the comprehensive 
analysis of economic efficiency, providing a comprehensive 
approach to solving the problem of evaluating the energy ef-
ficiency of an investment project at energy enterprises.

Fig. 1. Block diagram of stages in the methodology for assessing the economic 
efficiency of investment projects
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Defining the goals and objects of evaluation makes it pos-
sible to focus efforts on the most critical aspects, such as new 
technologies and management decisions.

Identification of risks is a critically important stage, as risks 
can significantly affect the economic indicators of the project. 
This stage helps identify potential problems in the early stages, 
which helps to reduce negative consequences in the future.

Defining evaluation criteria is important for standardiza-
tion of evaluation, provides clear indicators for comparison 
and analysis, which makes it possible to formalize evaluation 
approaches and make them transparent to stakeholders.

The collection of qualitative data ensures the reliability 
and accuracy of calculations and is the basis for further 
analyses, and the effectiveness of the assessment depends on 
their collection.

Calculation of economic indicators is a key stage at which 
the collected data are transformed into quantitative indicators.

This stage demonstrates the economic viability of the 
project and its profitability.

Estimating the overall economic efficiency of investments 
makes it possible to compare the results with predefined indi-
cators, and also makes it possible to identify weak points and 
adjust the strategy in time.

Determination of management decisions – based on the 
analysis, this stage focuses on decision-making, on optimiz-
ing investments, reducing risks, and increasing the efficiency 
of resource use.

Recommendations are also formed here, which can 
significantly affect the success of the investment project.

Monitoring and adjustment ensures the dynamism of 
the EcEf of assessment process, makes it possible to adapt 
the strategy under the conditions of a changing external 
environment, which is especially important in the field of 
energy where risk factors can change quickly.

Thus, these stages are interrelated and provide a ho-
listic view of the process of evaluating EcEf, which allows 
for the formation of a comprehensive methodology for 
evaluating the economic efficiency of investment projects 
in the field of energy security.

5. 2. Development of a computational algorithm 
for calculating the integral indicator of economic 
efficiency

In order to implement a comprehensive methodology 
for evaluating the EcEf of an investment project to ensure 
the level of EcEf of an enterprise, an algorithm for calcu-
lating the integral indicator of EcEf is proposed, which 
combines various aspects of EcEf (Fig. 2):

This algorithm allows for a comprehensive approach 
to assessing the economic efficiency of investment proj-
ects, ensuring consideration of all important factors and 
risks in the field of energy security [15].

The algorithm developed to assess economic efficien-
cy and ensure energy security has several key features:

– the algorithm ensures continuous collection and up-
dating of data on indicators of energy security threats, which 
allows prompt response to changes in the environment, such 
as fluctuations in energy prices, technical failures;

– the algorithm adapts to the detected threats, allowing 
regular adjustment of management decisions, which means 
that when new risks arise, the algorithm automatically sug-
gests changes in the company’s EnS management strategy;

– the algorithm uses statistical and machine learning 
methods to predict possible threats, which makes it possible 

to identify potential problems in advance and take preventive 
measures;

– the algorithm includes a multi-level approach to anal-
ysis, which allows taking into account both internal and 
external factors that affect EnS, and also provides a deeper 
understanding of risks;

– the algorithm is equipped with automated notification 
functions, which makes it possible to quickly inform the 
responsible person about the occurrence of threats or devia-
tions from the norms, and also minimizes the reaction time 
to potential risks;

– the algorithm provides intuitive visualizations of 
current indicators and threats, which simplifies the deci-
sion-making process for experts;

– the algorithm collects data on the results of decisions 
made and their consequences, which allows for constant 
improvement of algorithms for various investment projects;

– the algorithm can be integrated with already existing 
management and automated monitoring systems.

Adding functionality to the algorithm for monitoring 
EcEf indicators to track threats and risks in real time is criti-
cally important for timely decision-making [16].

This algorithm not only optimizes management process-
es but also provides a systematic approach to the analysis of 
risks and threats arising in the dynamic environment of the 
energy sector

The integration of this algorithm in the software-comput-
ing systems of technological process automated control sys-

Fig. 2. Structural diagram of the algorithm for calculating 
indicators of the economic efficiency of an investment project
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tems (TP ACS) at electricity generation facilities is an important 
step for increasing the economic efficiency of investment projects 
that ensure the energy security of electric power enterprises [17].

5. 3. Investigating results of the practical applica-
tion of the comprehensive methodology for assessing 
the economic efficiency of an investment project

An assessment of the economic efficiency of the invest-
ment project was carried out, regarding the implementation 
of the accident prevention module (APM) as part of TP ACS 
at ZNPP power unit.

For this purpose, one can use the following initial data of 
the investment project:

– the average cost of one accident at ZNPP power unit: 
Savar=150,000 USD;

– the frequency of accidents before the introduction of 
APM in TP ACS: Ngod=10 accidents/year;

– the total number of accident prevention variations: 
Npr=0÷10 accidents per year;

– investments regarding the implementation of APM in 
TP ACS: I0=1500000 USD;

– discount rate: r=10 %;
– project term: n=5 years.
In accordance with the comprehensive methodology for 

evaluating EcEf, the selection of indicators for EcEf assess-
ment of the investment project on the implementation of 
APM in TP ACS at ZNPP power unit was carried out. For this 
purpose, a unified calculation of the determination of costs 
before the implementation of APM in TP ACS is considered, 
according to expression (1):

,S S N= ⋅∑ avar avar avar 				    (1)

where ∑Savar is the total economic costs of accidents per 
year (USD);

Savar – average cost of one accident (USD);
Navar – number of accidents per year (accident/year);
We have determined economic costs after the implemen-

tation of APM in TP ACS, according to expression (2):

/ / / ,vn vn vnS S N= ⋅∑ avar avar avar 			   (2)

where ∑Savar/vn – total economic costs of accidents per year 
after the implementation of APM in TP ACS (USD);

Savar/vn – average cost of one accident after the implemen-
tation of APM in TP ACS (USD);

Navar/vn – number of accidents per year after the imple-
mentation of TP ACS APM (accidents/year);

We have determined savings from accident costs after the 
implementation of APM in TP ACS, according to expression (3):

( ) ( )/ / ,vn vn vnE S N S N= ⋅ − ⋅avar avar avar avar 		  (3)

where Evn is an indicator of savings from accident costs after 
the implementation of APM in TP ACS.

The quantitative indicator of net present value was calcu-
lated according to expression (4):
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PNPV is a quantitative indicator of net present value;
r – discount rate;
n is the term of the project.

The return on investment indicator was calculated ac-
cording to expression (5):
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where PROI is the indicator of return on investment;
Iin – investments for the implementation of APM in TP ACS.
The net income indicator can be calculated using formula (6):
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The cost reduction coefficient (K) was calculated according 
to expression (7):
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The profitability index (Ppv) was calculated according to 
expression (8):
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where Pip is the indicator of the project’s profitability index.
Calculation of the payback period (this time required for 

the total savings to cover the cost of implementing APM in TP 
ACS is carried out in accordance with expression (9):

.in
so

vn

I
T

E
= 					      (9)

 

On the basis of analytical expressions (1) to (9), for the cal-
culation of EcEf indicators, it is possible to draw a conclusion 
about how economically beneficial it was to implement APM in 
TP ACS to ensure the power unit’s state of EnS.

The final results of calculations of EcEf indicators, which are 
performed according to expressions (1) to (9), are given in Table 1.

Table 1 shows how indicators of EcEf change depending on 
the number of accidents prevented (note: the data are presented 
in USD at the following exchange rate: USD equals UAH 40.0).

Based on the results of calculating the indicators of 
the economic efficiency of the innovative project (Table 1), 
plots (Fig. 3) of the dependence of these indicators on the num-
ber of accidents prevented (Ngod/vn) were constructed after the 
implementation of APM in TP ACS at ZNPP power unit.

Fig. 3, a shows the plot of dependence of the internal rate 
of return (РIRR) on the number of accidents prevented (Ngod/vn). 
From the plot (Fig. 3, a), it can be seen that the profitability of 
the project begins to decrease sharply after (Ngod/vn=4) acci-
dent prevention and is 5 %, which leads to an increase in losses, 
which means that the project becomes ineffective. 

Fig. 3, b shows the plot of dependence of the net income 
indicator (Рd) on the number of accidents prevented (Ngod/vn), 
where it can be seen that the net income of the project becomes 
positive only when 0 accidents are prevented. In all other cas-
es, it is negative, which indicates that the costs of implement-
ing the module exceed the savings from accident prevention.

Fig. 3, c shows the plot of dependence of the indicator of 
the net indicated value of the project (РNPV) on the number of 
accidents prevented (Ngod/vn). The plot (Fig. 3, c) demonstrates 
that for 43,264<РNPV<289,314 USD, the project becomes inef-
ficient and unprofitable.
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Fig. 3, d shows the plot of dependence of the return on 
investment indicator (PROI) on the number of accidents pre-
vented (Ngod/vn). When Ngod/vn=0, PROI=100 %, which means 
total loss. The rate of return on investment (PROI) becomes 
positive at Ngod/vn=3, which indicates the feasibility of the 

investment. With an increase in the number of accidents 
prevented (Ngod/vn), the РROI increases, reaching 279.12 % 
at Ngod/vn=10, which indicates a high EcEf of the investment 
in the project. Fig. 3, d shows the plot of dependence of the 
profitability index indicator (Ppі) on the number of accidents 

Table 1

Final results of calculating the economic efficiency indicators

Ngod/vn EVvn (UAH/year) Evn (UAH) РROI (%) Pd (UAH) РNPV (UAH) Tso (year) РIRR (%) K Ррі

10 0 1,500,000 279 0.0 2,284,784 1.00 41 % 1.0 3.79
9 150,000 1,350,000 241 –150,000 1,952,206 1.11 35 % 0.9 3.42
8 300,000 1,200,000 203 –300,000 1,619,627 1.25 30 % 0.8 3.03
7 450,000 1,050,000 165 –450,000 1,287,049 1.43 25 % 0.7 2.65
6 600,000 900,000 122 −600,000 954,470 1.67 15 % 0.6 2.28
5 750,000 750,000 89 −750,000 621,892 2.00 10 % 0.5 1.89
4 900,000 600,000 51 −900,000 289,314 2.50 5 % 0.4 1.52
3 1,050,000 450,000 13 −1.05·106 −43,264 3.33 0 % 0.3 0.96
2 1,200,000 300,000 −24 −1.20·106 −375,842 5.00 0 % 0.2 0.76
1 1,350,000 150,000 −62 −1.35·106 −708,421 10.00 0 % 0.1 0.38
0 1,500,000 0 −100 −1.50·106 −1.5·106 ∞ 0 % 0.0 0

Fig. 3. Plots of dependence of economic efficiency indicators on the number of accidents prevented: 	
а – indicator of the internal rate of return (РIRR) on the number of accidents prevented (Ngod/vn); 	

b – indicator of net income (Рd) on the number of accidents prevented (Ngod/vn); c – indicator of the net stated value of the 
project (РNPV) on the number of accidents prevented (Ngod/vn); d – the rate of return on investment (PROI) on the number of 
accidents prevented (Ngod/vn); e – indicator of the profitability index (Ppі) on the number of accidents prevented (Ngod/vn); 	

f – indicator of the payback period (Т) on the number of accidents prevented (Ngod/vn)
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prevented (Ngod/vn). When Ngod/vn=0, the profitability index 
is equal to Ppі=0. When Ngod/vn=3, the index becomes less 
than 1 (Ppі=0.96), which indicates the feasibility and un-
profitability of investments. As the number of accidents pre-
vented increases, the profitability index increases, reaching 
a maximum of 3.79 (Ngod/vn=10 accidents). Dependence of 
the payback period (T) on the number of accidents prevent-
ed (Ngod/vn) is shown by the plot in Fig. 3, f.

Based on the data in Table 1, a diagram of the generalized 
integrated indicator of the economic efficiency of the invest-
ment project was drawn up (Fig. 4), which helps us draw 
several important conclusions:

– the biggest factor that affects the integrated indicator 
of EcEf of the investment project is the accident prevention 
number (Ngod/vn). So, for the value of Ngod/vn<4, the indica-
tor of the net stated value of the project has a negative val-
ue (РNPV=−43,264 USD), therefore, it can be concluded that 
the project becomes inefficient and unprofitable, and also 
indicates the impracticality of investments;

– the possibility of identifying critical points where EcEf be-
gins to noticeably increase or decrease (for example, point 4.4 of 
the year, where the indicator of the net stated value of the project 
sharply drops from РNPV=289,314 to РNPV=−43,264 USD.

In accordance with the devised methodology, an assess-
ment of the overall efficiency of investments was carried out. 
To this end, an analysis of the results of the calculation of the 
energy efficiency indicators of the investment project (Table 1, 
plots in Fig. 3) and their impact on energy security was carried 
out, taking into account the variation of the total number of 
accidents prevented (N=0÷10) at ZNPP power unit:

1. At Ngod/vn=10, the project prevents 100 % of accidents, 
while ensuring maximum energy security and significant fi-
nancial benefits. High economic efficiency was achieved due 
to the profitability of the project equal to 41 %.

2. With Ngod/vn=9, the project reduces the number of acci-
dents by 90 %, and also significantly reduces costs and risks. En-
ergy security remains at a high level. A good EcEf was achieved 
due to the profitability of the project, which is equal to 35 %.

3. At Ngod/vn=8, the project prevents 80 % of accidents, 
which ensures a high level of EnS, but with lower profits. 
EcEf at project profitability equals 30 %.

4. At Ngod/vn=7, the project prevents 70 % of accidents, 
which increases the cost of eliminating risks. Low EcEf, as 
the profitability of the project is equal to 25 %.

5. At Ngod/vn=6, the project reduces the number of acci-
dents by 60 %, which leads to an increase in losses, which 

means that the project becomes ineffective. In addition, it 
leads to an increase in risks and the threat of EnS. Low EcEf, 
as the profitability of the project is 15 %.

6. At Ngod/vn=5, the project reduces the number of acci-
dents by 50 % but becomes unprofitable and ineffective. At 
the same time, the costs and threats of EnS are increasing. 
Low EcEf, as the project’s profitability is 10 %.

7. At Ngod/vn=4, the project reduces the number of ac-
cidents by 40 %, but does not make a profit, and the risk of 
accidents remains high. Critically low economic efficiency, 
as the profitability of the project is 5 %.

8. At Ngod/vn=3, the project reduces the number of acci-
dents by 30 %, but becomes critically inefficient, which cre-
ates serious risks for energy security.

9. At Ngod/vn=2, the project reduces the number of acci-
dents by 20 %, but it is not expedient. Damages are increasing 
and energy security is under threat.

10. When Ngod/vn=1, the project reduces the number of 
accidents by 10 %, the System does not provide sufficient EnS, 
which can lead to serious incidents.

11. When Ngod/vn=0, the project is completely ineffective, as 
it does not provide accident prevention, which leads to serious 
financial losses and threatens energy security.

Thus, the economic efficiency of the in-
vestment project regarding the implemen-
tation of APM in TP ACS, even with the 
prevention of two accidents out of ten, is prof-
itable in five years. This follows from the data 
reported in [18–20], which indicate that the 
average cleanliness of accidents that occur 
at NPP is 2<Ngod/vn<3 per year, which makes 
this project feasible.

6. Discussion of results related to devising 
a comprehensive methodology for 

assessing the level of economic efficiency 
of an industrial energy enterprise

A comprehensive methodology for as-
sessing the level of energy efficiency of an 

investment project of energy enterprises has been devised, 
which, unlike previous studies [21–24], in which the assess-
ment of economic efficiency was reduced to fixed indica-
tors, allows for an adaptive response to changes in energy 
security.

We have developed eight stages of a comprehensive meth-
odology for assessing the economic efficiency of an invest-
ment project, the block diagram of which is shown in Fig. 1. 
These stages are interconnected and allow for the following:

– provide a holistic view of the process of comprehensive 
evaluation of EcEf of investment projects in the field of ener-
gy security of enterprises;

– focus efforts on the most critical aspects, such as man-
agement decisions;

– ensure the reliability and accuracy of calculations of 
economic indicators for the evaluation of EcEf;

– to optimize investments by reducing risks and increas-
ing the efficiency of resource use;

– adapt the strategy under the conditions of a changing 
external environment, which is especially important for ener-
gy companies, where risk factors can change quickly.

In order to implement a comprehensive methodology for 
evaluating EcEf of an investment project and ensuring the 

Fig. 4. Diagram of the integrated indicator of the economic efficiency 	
of an investment project
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level of EnS of the enterprise, an algorithm for calculating the 
integral indicator of EcEf is proposed, the structural block 
diagram of which is shown in Fig. 2.

This algorithm made it possible to ensure:
– continuous collection and updating of data on indica-

tors of energy security threats, which allows prompt response 
to changes in the environment, such as fluctuations in energy 
prices, technical failures;

– monitoring of threats and risks in real time, which is 
critically important for energy security management process-
es of enterprises;

– the integration of this algorithm in software-computing 
systems of the automated system for managing technological 
processes of power generation, transmission, and distribution 
facilities.

In our work, an evaluation of EcEf of the investment 
project was performed, regarding the implementation of an 
accident prevention module as part of TP ACS at ZNPP power 
unit, on the basis of the proposed comprehensive methodol-
ogy for evaluating the investment project’s energy efficiency. 
Based on the results of the calculation of EcEf indicators (Ta-
ble 1), which was performed according to expressions (1) 
to (9), plots (Fig. 3) of the dependence of these indicators on 
the number of accidents prevented were drawn. Analysis of 
the plots revealed that the implementation of the investment 
project is appropriate when the number of accidents decreas-
es from 100 % to 40 %, as costs and risks are significantly 
reduced. With the number of accident prevention Ngod/vn=3, 
the project reduces the number of accidents by 30 %, but be-
comes critically inefficient, which creates serious risks for the 
energy security of enterprises.

With the help of the diagram of the integrated indicator 
EcEf (Fig. 4), it is possible to identify critical points where 
EcEf begins to noticeably increase or decrease (for example, 
point 4.4 of the year, where the РNPV indicator drops sharply).

The assessment of the economic efficiency of an invest-
ment project may be limited by insufficient accuracy of the 
initial data, especially under difficult or unstable market con-
ditions. In addition, the proposed methodology may be some-
what universal, and in some cases may not fully take into 
account the specificity of specific energy enterprises, their 
technological process (for example, generation, transmission, 
and distribution of electricity). Rapid changes can complicate 
the process of adapting strategies and calculating indicators 
of economic efficiency of an investment project.

During the implementation of an investment project, 
problems with initial calculations may arise, due to which 
energy resources may be used inefficiently in the first stages 
of the project, which leads to additional costs. These short-
comings may limit the effectiveness and practical application 
of the proposed methodology under real conditions, and they 
should be taken into account during its implementation and 
further improvements.

As a disadvantage, it is possible to note the difficulty of 
integrating the proposed algorithm into existing ACSs of 
energy companies. Real integration into the software-com-
puting systems of TP ACS at enterprises may require consid-
erable effort and time.

7. Conclusions 

1. Eight stages of a comprehensive methodology for the 
formation of an assessment of the economic efficiency of an 

investment project have been defined, which made it pos-
sible to identify and analyze risks, determine criteria and 
indicators, as well as perform calculations of key economic 
indicators, which made it possible to objectively evaluate 
the investment project. The resulting stages of economic 
efficiency assessment ensure not only the systematization 
of approaches but also form the basis for making manage-
ment decisions. Detection of accidents in real time signifi-
cantly reduces the probability of serious incidents, which, 
in turn, leads to a reduction in financial losses and threats 
to energy security.

2. A computational algorithm has been developed, which 
is integrated into the economic efficiency assessment system, 
by implementing a comprehensive methodology for assessing 
the economic efficiency of the investment project to ensure 
the level of energy security of the enterprise. The algorithm 
adapts to the detected threats, which makes it possible to 
regularly adjust management decisions, optimizing the com-
pany’s energy security management strategies. This not only 
increases the accuracy of performance evaluation but also 
makes the management process more flexible and adaptive. 
This algorithm makes it possible to identify potential prob-
lems in advance and implement preventive measures, which 
increases the overall economic efficiency of the investment 
project. Thus, the algorithm becomes an important tool for 
assessing risks and opportunities arising in the process of 
project implementation.

3. As part of the study of the results of the practical ap-
plication of the comprehensive methodology for evaluating 
EcEf of investment projects regarding the implementation of 
APM in the control system at ZNPP power unit, it was found 
that the level of EcEf directly depends on the frequency of 
power unit accidents. The implementation of APM in TP 
ACS at ZNPP has a significant positive impact on the enter-
prise’s economic indicators. According to our calculations, 
after returning the investment of USD 1,500,000, the profit is 
expected to increase to USD 900,000 per year. This indicates 
a positive financial effect from the implementation of the 
module, which makes the investment worthwhile.
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