The object of this study is the IT project risk management
process.

The study solves the task to improve the accuracy of risk
assessment in IT projects and, in particular, IT projects to
design the information system (IS) "Smart House". Research
into this area is mainly focused on the application of machine
learning (ML) methods to improve the results of conventional
evaluation methods. Issues related to quantitative risk assess-
ment of IT projects to design the "Smart House" IS remain prac-
tically unexplored.

During the study, it was proposed to use ML methods for
preprocessing the raw data. For this purpose, a combined risk
assessment method was devised. In this technique, methods of
Support Vector Machine and Bayesian networks were applied
to process the raw data. The results of their application were
used as input data for Monte Carlo simulations.

During the software implementation of the devised method,
its technological stack was determined. Fragments of the pro-
gram code are given, which describe the implementation of the
basic elements of the combined method.

The devised method and its software implementation were
used to assess the risk of delay in the implementation of the
IT project to design the "Smart House” IS. The evaluation
results determine the expected duration of this IT project at
234.5 days, with a deviation range of 226-244 days (with a 95 %
confidence interval). The results of a comparative analysis of
the obtained estimates with estimates of the same risk obtained
using the conventional Monte Carlo method show that the
devised method provides higher reliability of forecasts.

The application of research findings makes it possible to
improve the quality of managing IT projects by increasing the
accuracy and reliability of their risk assessments
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Given the rapid development of information technolo-
gies (IT) and the growing interest in intelligent automation of
living spaces, IT projects to design information systems (ISs)
"Smart House" are becoming especially relevant. The class
of ISs, which is called "Smart house”, includes complex in-
tegrated automation systems designed to control and man-
age various engineering systems in a modern building [1].
Such engineering systems may include automatic control of
lighting, ventilation, heating, security, and even household
appliances [2].

However, along with the numerous advantages offered by
Smart Home ISs, they also face a number of challenges and
risks. IT project risk means the potential occurrence of an
event or series of events that may negatively affect the success
of the IT project. For IT projects to design the "Smart House"
ISs, risk assessment becomes a critically important task [3].
The complexity of solving this problem is due to a number
of determining factors related to technical, commercial, and

organizational aspects. In addition to these factors, it should
be taken into account that existing approaches mainly focus
on general aspects of risk management. At the same time, the
features that are specific to IT projects to design the "Smart
House" IS are almost not taken into account. In our opinion,
such features should include:

- high competition in the market of "Smart House" ISs and
services for the development, implementation, and mainte-
nance of similar systems;

-the customer has an idea of the cost of the "Smart
House" IS and the functions it will be able to perform, even
before the formation of the technical task for this system;

- the need to maintain a high level of integration of vari-
ous ITs and platforms;

- the need to ensure a high level of system security and
reliability;

- high dynamism of changes that occur during the plan-
ning and execution of an IT project.

The main directions in devising modern approaches,
methods, and technologies of project management in this




segment of the IT industry are optimization of development,
reduction of risks, and improvement of the efficiency of pro-
ject implementation [4]. Based on this, conducting research
on improving the efficiency and quality of risk management
of IT projects to design the "Smart House" ISs is relevant from
both a theoretical and a practical point of view.

2. Literature review and problem statement

Risk assessment refers to the process of identifying and
analyzing events, as well as responding to them. At the same
time, the goal is to maximize the probability of favorable
events and their consequences and to minimize the proba-
bility and consequences of unfavorable ones. However, quite
often they are limited only to work with adverse events [5].

In the IT industry, there are many methods that are recom-
mended for assessing risks in IT projects and, in particular,
in IT projects to design the "Smart House" ISs. Each of these
methods has specific advantages and limitations. The most
common of such methods are the following [6]:

a) SWOT analysis;

b) PEST analysis;

¢) method of expert evaluations;

d) Monte Carlo method;

e) sensitivity analysis method;

f) decision tree method.

But the application of each of these methods for risk
assessment of such a variety of IT projects as IT projects to
design the "Smart House" ISs is associated with significant
problems. Thus, SWOT analysis and PEST analysis are too
general and do not provide an in-depth analysis of the speci-
fic technical risks that are inherent in the "Smart House" ISs.
They may miss the critical technical challenges of integrating
different technologies and platforms. The limitations of these
methods are that both analyses do not provide a quantitative
assessment of risks, which complicates the decision-making
process regarding the allocation of resources to minimize or
avoid risks [7].

Among the known limitations of the method of expert
evaluations, especially worth highlighting is its possible inef-
fectiveness in the case of high complexity of the project and
a large number of integrated systems and components. These
features are characteristic of the "Smart House" ISs [8].

The Monte Carlo method requires large computing re-
sources and high skill of the analyst for proper modeling.
These requirements may not be achievable for small teams or
projects with limited budgets. In addition, the Monte Carlo
method may not take into account new or non-standard risks
that quickly appear in the dynamic technological landscape of
the "Smart House" ISs [9].

To use sensitivity analysis effectively, probability distri-
butions for all key variables must be accurately determined.
This could be difficult without sufficient historical data or
a deep understanding of project processes. In addition, the
use of low-quality or outdated data could lead to incorrect
risk assessments.

Applying the decision tree method to assess the risks of
complex ISs "Smart House" may become an extremely compli-
cated procedure that requires too much time. Also, this method
may not take into account the influence of external factors
that may change suddenly. The use of decision trees could be
limited in projects with a high degree of uncertainty and inno-
vation, where it is difficult to predict all possible scenarios [8].

It should be noted that in the mid-2010s there have been
changes in the description of life cycle processes of systems
and, in particular, IT products. One of the results of these
changes is the creation of a process of system analysis [10],
which is aimed at applying a formal apparatus of system ana-
lysis to solve individual problems within the life cycle of an IT
product. One of the varieties of such tasks is the task of evalu-
ation. The application of the process of system analysis makes
it possible to consider different assessment tasks within the
life cycle of an IT product as variants of a typical assessment
task, which is solved using a limited set of methods.

Such a view allows us to make an assumption about the
possibility of using the same (or similar) methods for solving
such evaluation problems as the problems of evaluating time,
cost, effort, and risks in IT projects. It was this assumption
that formed the basis of modern research in the field of IT
project management.

No less important is the assumption about the expediency
of using modern models and methods of artificial intelli-
gence to solve assessment problems in IT projects. In [11],
the results of a systematic review of the scientific literature
on solving the problems of estimating the effort and cost of
software development are reported. It has been established
that the entire set of methods for solving these problems
could be divided into two classes: methods based on ma-
chine learning (ML methods) and methods that do not use
machine learning (nonML methods). Neural networks are
the leader among first-class methods in terms of the number
of dedicated studies. Ensemble and regression methods took
the second and third places, respectively, in the first class of
methods with a slight lag [11].

Among the methods of the second class, the COCOMO
model takes the first place in terms of the number of dedica-
ted studies by a large margin. The second place is occupied by
the method of functional points (Functional Point Analysis).
The third place was shared by all other methods that are not
based on machine learning [11].

The analysis results Published 21.02.2025in [11] allow us
to draw the following conclusions:

- the COCOMO parametric evaluation model is recog-
nized by the scientific community as the most recommended
model for use when solving the tasks of estimating the effort
and cost of IT projects;

— there is no clear leader among ML methods that would
be recommended in the vast majority of scientific research.

Current studies [12, 13] address the peculiarities of the use
of neural networks for estimating the effort and cost of IT pro-
jects of various purposes. The main reason for the use of neural
networks is the inaccuracy of decisions obtained using existing
evaluation methods [13]. In addition, it is recognized that the
existing methods of assessment are quite strongly dependent
on the individual characteristics of human thinking [12]. But
the neural networks proposed in these publications are of va-
lue mainly to scientists. In [12] it is recognized that the solution
to the problem of applied usefulness of ML-methods and op-
tions for their further development requires further research.

Similar trends are observed in other types of projects. Thus,
modern research in the field of construction project manage-
ment suggests using general regression neural networks to
assess the risk of construction delays [14], and an innovative
approach that combines binary programming with genetic
algorithms to assess risks and their impact on the budget of
a construction project [15]. It should also be noted that the
neural networks proposed in [14] were compared with such



risk assessment and prediction methods as support vector ma-
chines and Tree Boost. However, comparisons of productivity
and accuracy of neural networks with existing risk assessment
methods were not carried out in [14]. Therefore, the question
of the practical feasibility of using ML-methods for solving
evaluation problems in project management remains open.

As for solving the problems of risk assessment in IT pro-
jects, the search for more accurate and practical methods of
solving these problems continues. For example, in [16] it is
proposed to use risk prediction trees and Bayesian network
methods to assess risks in IT projects at the stage of software
development. In [17], the problem of risk management during
software development was formally described as a problem
of linear programming and its solution was proposed, which
makes it possible to minimize the costs of possible risk losses.
But none of these results were compared with ML methods
and nonML methods simultaneously.

The same trend is present in studies on solving the issue of
risk assessment in IT projects to design the "Smart House" ISs.
But the need for practical application of research results
significantly limits the choice of promising risk assessment
methods. For example, in [18] it is proposed to use the FMEA
method and empirical analysis tested in practice to assess
the risks of including intelligent robotics technologies in the
internal logistics systems of "smart houses”. In general, the
issue of risk assessment in IT projects to design the "Smart
House" ISs is associated in modern research mainly with
issues of safety and security of Internet of Things devices as
important components of the system against hacking and un-
authorized access [19]. At the same time, security issues are
considered not only from a technical but also from a financial
perspective (ensuring the security of financial transactions in
the process of re-ordering products with a "smart" refrigera-
tor) [20]. Issues of assessing other groups of risks in IT projects
to design the "Smart House" ISs are almost not considered in
modern research.

Based on the results of our review of modern research, the
following conclusions are drawn:

a) the use of widely used risk assessment methods in IT
projects to design the "Smart House" ISs is limited by the
shortcomings of these methods;

b) modern research does not make it possible to single
out an objective leader from the set of ML-methods, the ap-
plication of which to solve evaluation problems in IT projects
would ensure an increase in accuracy and would be expedient
from an applied point of view;

c) modern research in the field of risk management of
IT projects for the development of the "Smart House" ISs is
mainly focused on the application of conventional methods for
managing the safety and security of Internet of Things devices.

These conclusions, based on the results of modern re-
search, are the consequences of the following reasons:

a) a relatively small number of studies in the field of quan-
titative risk assessment of IT projects and the use of modern
ML models and methods for such assessment;

b) the need to pay the main attention in IT projects to de-
sign the "Smart House" ISs to applied research related to risk
assessment of the most vulnerable part of the system;

¢) lack of available datasets that would allow for a com-
parative analysis of new or improved and conventional risk
assessment methods;

d) unique features of each IT project and difficulties that
arise during the generalization and formalization of their de-
scriptions, current and final results.

As promising areas of research into models and methods
for solving the assessment problem in the field of IT project
management, the following are highlighted in [11]:

a) obtaining models and methods adapted to the analysis
of complex projects (ML models are prone to estimation er-
rors; determining the correct ML models and their application
in software evaluation remains a problem);

b) development of benchmarks for evaluation (non-accep-
tance of benchmarks is a problem that needs to be mitigated
in order to determine a course of action for future research
and obtain a tool for objectively determining the effectiveness
and scalability of models and evaluation methods);

c) elimination of uncertainty of handling (software deve-
lopment by its nature remains uncertain, which must be taken
into account in cost estimation models and methods);

d) data availability (the availability of multi-functional,
complex data sets is a challenge, as many IT companies keep
the data undisclosed for privacy reasons);

e) the quality of research methodology (researchers must
find a balance between the importance of a clear reporting
methodology and the possibility of repeated studies of the
reported results).

Based on the promising areas of research considered
in [11], the task of our study is formulated as the development
of methods adapted to the assessment of risks within a com-
plex IT project to design the "Smart House" IS. Solving this
task could significantly increase the efficiency of resolving the
assessment problem and the accuracy of the results through
a slight increase in the complexity of solving this task.

3. The aim and objectives of the study

The purpose of our study is to improve the Monte Carlo
method for risk assessment of the IT project to design "Smart
House" systems. This improvement makes it possible to increase
the accuracy of solving the problem of IT project risk assessment.

To achieve the goal, the following tasks were set:

— to devise a combined risk assessment method using ML
methods and the Monte Carlo method;

- to determine the features of the applied implementation
of the devised method;

-to conduct an experimental test of the devised risk
assessment method for the "Smart House" IS design project.

4. The study materials and methods

The object of our study is the process of risk management
as one of the processes in the technical management of an IT
project [10]. The subject of the study is methods of risk as-
sessment in IT projects to design the "Smart House" systems.

The main hypothesis of the study assumes that the use of
ML methods not to improve the accuracy of already obtained
risk assessments but to improve the initial data would make it
possible to eliminate the shortcomings of existing risk assess-
ment methods.

As an example of existing risk assessment methods, it is pro-
posed to use the Monte Carlo method. It encompasses the sys-
tematic process of creating random samples to simulate various
scenarios and evaluate the potential outcomes of a project or pro-
cess. This method consists of the following sequence of steps [9]:

Step 1. Determination of input variables affecting project
results. These variables may include the duration of tasks,



availability of resources, market conditions, and other factors
that may introduce uncertainty.

Step 2. For each input variable, probability distributions
representing their possible values and associated probabilities
are determined. Common distribution types used in Monte
Carlo simulations include the normal, uniform, triangular,
and log-normal distributions.

Step 3. Random samples are generated for each input vari-
able based on their probability distribution. This involves ex-
tracting values from a distribution using appropriate random
number generation techniques such as back-transformation
or accept-reject methods.

Step 4. After generating random samples for all input vari-
ables, calculations or simulations are performed using these
values to determine project outcomes. This may include running
computer models, performing mathematical calculations, or
performing simulations specific to the subject area of the project.

Step 5. Monte Carlo simulations are usually repeated
many times to generate a statistically significant number of
scenarios. Each iteration of the simulation involves generat-
ing a new set of random samples for the input variables and
running the computation or simulation again.

Step 6. The results of each simulation iteration are collec-
ted and analyzed to determine the range of possible outcomes.
Statistical analysis methods such as mean, standard deviation,
percentiles, and confidence intervals are used to generalize
and interpret simulation results.

Step 7. The distributions created from the simulation
results give an idea of the probability of different outcomes.
Based on these analyses, the risk and uncertainty associated
with the project could be assessed.

Step 8. Based on the information received, project teams
could refine and optimize their plans, resource allocation, and
risk management strategies. This process enables continuous
improvement.

Two criteria are used to quantify the results: average value
and uncertainty [9]. The average value is one of the main sta-
tistical indicators that makes it possible to get an idea of the
central tendency of the simulation results, determined from
the following formula:

1 N
M:ﬁnzz‘;fn’ €))

where M is the average value; N is the number of experiments;
fn — obtained indicator values.

Uncertainty (coefficient of variation) is calculated from
the following formula:

@)

where € - uncertainty, the dispersion characteristic of the
obtained values; f, — received values of the indicator; M is the
expected value of the random variable f,; N — number of ex-
periments.

The uncertainty shows the degree of variation of the
simulation results around the mean value. The smaller the
coefficient of variation, the more accurately the average value
characterizes the expected value. Uncertainty could also be
considered as an assessment of the risk associated with the
fact that the obtained value of the indicator will deviate from
the expected value of a random variable [9].

The use of the Monte Carlo method for risk assessment pro-
vides the following advantages: objective risk assessment; con-
sideration of uncertainty; visualization of evaluation results;
identification of critical factors. In general, the method makes it
possible to quantitatively assess the risks associated with delays
in the schedule, exceeding the budget and other key indicators
of the project, which is extremely important for complex and
multi-component projects. Due to the use of probability distri-
butions for the input variables, the Monte Carlo method makes
it possible to take into account the uncertainty and variability of
project parameters, which is especially relevant when working
with new or non-standard technologies [21].

As the main disadvantages of the Monte Carlo method,
the significant costs of computing resources and the underes-
timation of new or non-standard risks were indicated above.
Additional disadvantages of this method are complexity in
data preparation; risk of misinterpretation; dependence on
the quality of input data (poor or outdated data could lead to
incorrect risk assessments).

5. Results of devising an ensemble of ML-methods
and the Monte Carlo method for risk assessment of an
IT project to design "Smart House" systems

5.1. Results of devising the combined risk assess-
ment method

To test the main hypothesis of our study, a combined
method of risk assessment was devised, which consists of the
following stages and steps:

Stage 1. Collection and preparation of data for risk as-
sessment.

Stage 2. Construction of machine learning models.

Stage 3. Monte Carlo simulations.

Using machine learning models to determine the inter-
dependence between the task execution time and its charac-
teristics, simulation using the Monte Carlo method evaluates
the impact of possible delays in each task on the final imple-
mentation of the project [22]. Analysis of simulation results
reveals critical tasks that have a significant impact on project
completion. This makes it possible to devise targeted risk re-
duction strategies, focusing on the most influential tasks and
their risks [23].

Stage 1 consists of the following steps:

Step 1. 1. Determination of data requirements.

Step 1. 2. Data collection.

Step 1. 3. Data cleaning.

Step 1. 4. Data transformation.

Step 1. 5. Data integration.

Step 1. 6. Construction of training and testing sets.

Let’s consider the content of these steps in more detail.

Defining data requirements (Step 1. 1) consists of defin-
ing key variables and identifying data sources. Variables that
affect risk in an IT project shall be called key. For a "Smart
House" IS, such variables may include the cost of components,
installation time, supplier reliability, technology compatibili-
ty, etc. Potential data sources include project reports, financial
records, supplier performance data, historical project databases,
and stakeholder interviews [24].

In Step 1. 2, both structured data (for example, numerical
data in databases) and unstructured data (for example, text in
project reports) are collected. External data (market trends,
technological progress, regulatory changes, etc.) that may
affect the project are also collected.



At Step 1.3, a check is performed for the presence of
missing data and, depending on the volume and nature of the
missing data, work is carried out to remove or replace them.
Examples of missing data are empty values of indicators
needed for further analysis or missing values of variables in
datasets. As a procedure for replacing missing data, one could
use, for example, substitution of the average value.

In Step 1. 4, normalization or standardization techniques
are applied to scale the data, making it suitable for machine
learning algorithms that are sensitive to the scale of the input
data. Data normalization is performed, based on [25], using
the formula:

Xx—min (x)
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where x’ is the normalized value; x is the initial value;
min(x) is the minimum value in the data set; max(x) is the
maximum value in the data set. Data standardization, based
on [25], is performed according to the formula:
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where z is a standardized value; x is the initial value; p is the
average value in the data set; o is the standard deviation in the
data set. This step also involves converting the categorical data
into a numeric format, making it interpretable for machine
learning models. For this conversion, it is proposed to use the
Label Encoding and One-Hot Encoding methods [26].

Step 1. 5 integrates data from different sources to build
a comprehensive dataset. This step may include:

- data alignment on a common timeline;

- combining data sets based on common identifiers;

— aggregation of data points to the appropriate level of detail;

- derivation of new variables that could better reflect the
dynamics of project risks.

In Step 1. 6, the data is divided into training and test sets.
It is proposed to use 70 % of the data for training and 30 % of
the data for testing. The data are shuffled randomly to ensure
an even distribution of examples in both samples.

Completing the steps of Stage 1 ensures that the data used
for analysis in the combined risk assessment method are reli-
able and structured in a way that maximizes the effectiveness
of the subsequent modeling and simulation processes.

Stage 2 consists of the following steps:

Step 2. 1. Selection of features.

Step 2. 2. Model training.

Step 2. 3. Model validation.

Let’s consider the content of these steps in more detail.

Feature selection, performed in Step 2.1, is the process
of selecting from the available data set the most relevant at-
tributes (characteristics) that make a significant contribution
to predicting outcomes. The purpose of feature selection is to
improve model performance, reduce overtraining, enhance
generalization, and speed up training processes. Effective fea-
ture selection could also help understand what factors affect
the target variable (the variable that the machine learning
model is trying to predict or explain). To select and assess the
importance of features in Step 2. 1, it is suggested to use the
correlation coefficient or the chi-square test (in the case of
categorical variables).

To train the model (Step 2.2) in the combined method
of risk assessment, it is proposed to use such ML methods as
Support Vector Machines (SVM) and Bayesian networks.

SVMs aim to maximize the difference between different
classes in a dataset, which helps clearly define decision
boundaries. This is particularly useful in risk classifica-
tion tasks where it is important to accurately distinguish
between high and low risk scenarios. SVM could handle
non-linear input spaces by transforming the input data
into a higher dimensional space where a linear separator
could be found. Such flexibility makes it possible for SVM
to model complex relationships between risk factors in
IT projects. Learning from historical data, SVM predicts the
probability of risk events, helping proactively manage po-
tential problems in the implementation of the IT project to
design "Smart House" ISs. By quantifying the probabilistic
effect of one variable on another, Bayesian networks help
determine how changes in one aspect of a project could
spread to other areas.

Step 2. 2 of the model is iterative and may require several
rounds of tuning and evaluation.

At Step 2.3, the expected capability of the analytical
model built on the basis of machine learning is checked, as
well as the compliance with the requirements of the task
being solved. Model validation is performed on an indepen-
dent (i.e., not used for training and testing) validation data
set after model training. Since in Step 2. 2 it was proposed to
use the SVM method, in Step 2. 3 it is proposed to use such
performance indicators as Mean Squared Error (MSE), Mean
Absolute Error (MAE), coefficient of determination. These
indicators make it possible to evaluate the accuracy and re-
liability of the model, as well as to compare its performance
with other models.

The proposed steps of Stage 2 guarantee the improve-
ment of the original data through the use of SVM and Baye-
sian networks. Such an improvement, in turn, is designed
to increase the accuracy of Monte Carlo modeling of the
predictive values of risks of IT projects to design the "Smart
House" IS.

Stage 3 consists of the following steps:

Step 3. 1. Setting the simulation parameters.

Step 3. 2. Integration of machine learning predictions.

Step 3. 3. Starting the simulation.

Step 3. 4. Analysis and aggregation of results.

Step 3. 5. Visualization and reporting.

Let’s consider the content of these steps in more detail.

In Step 3. 1, you need to determine the number of simula-
tion runs of the Monte Carlo method (increasing the number
of runs could lead to more accurate and stable estimates at the
cost of increased computation time). Based on feature selec-
tion and model output, initial conditions and input variables
are adjusted for each simulation run. This includes customiz-
ing probability distributions for each input that have been
refined using machine learning predictions.

In Step 3.2, the results of the application of ML me-
thods (risk probabilities, expected delays, etc.) are determined
as inputs or modifiers in Monte Carlo simulations.

At Step 3.3, Monte Carlo simulation is started, which
involves random sampling from probability distributions of
input data for each iteration and calculation of the obtained
results. For each simulation run, the results, such as the total
cost and time to complete the project, are recorded. These re-
sults are used for further analysis and risk assessment, which
makes it possible to determine the most likely scenarios of
the development of events [27]. The estimate of project dura-
tion using the Monte Carlo method is determined, according
to [28], from the following formula:
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where T; is the total duration of the project for simulation;
T;; is the duration of task i in simulation j, which is random-
ly generated from the probability distribution for the task;
n is the number of tasks.

Step 3. 4 analyzes and aggregates the simulation results to
identify trends, probabilities of different outcomes, and poten-
tial critical risk factors. Statistics such as mean, median, vari-
ance, and confidence intervals for the results are calculated.

Step 3. 5 constructs histograms, scatter plots, and box plots
that illustrate the distribution of simulation results. This rep-
resentation of results helps visually assess risks and their con-
sequences [29]. Also, at this step, the obtained results are com-
bined into a comprehensive report, which provides the reader
with an idea of the most significant risks of the IT project, their
likely consequences, and recommended mitigation strategies.

The result of the application of the devised combined me-
thod of IT project risk assessment is the assessment of time risks
of project delays. This estimate is formed on the basis of the
application of the results of the analysis of the historical data of
the schedule of previous projects to further forecast the possible
completion time of the IT project and its individual tasks.

5.2. Results of applied implementation of the com-
bined risk assessment method

To implement the devised combined method of risk as-
sessment, it was proposed to develop specialized software.
For this product, a set of technologies has been formed that
are used together to develop and support the software of the
service. Such a set of technologies will be referred to hereafter
as a technological stack [30].

import pandas as pd

import numpy as np

import matplotlib.pyplot as plt

import seaborn as sns

import networkx as nx

from sklearn.svm import SVR

from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler

The technological stack of the software implementation
of the combined method of risk assessment consists of the
following elements:

a) Python programming language (it is the main program-
ming language that was used to devise machine learning
models and conduct Monte Carlo simulations);

b) Google Colab cloud service for executing Python co-
des (makes it possible to use free computing resources, sup-
ports collaborative work, and makes it possible to save work
in Google Drive);

c) Scikit-learn machine learning library (contains a wide
range of algorithms for classification, regression, and cluster-
ing, as well as tools for data preparation, model selection, and
assessment of its quality);

d) pgmpy machine learning library (Python library for
building and working with probabilistic graphical models,
including Bayesian networks);

e) Pandas data processing library (Python library designed
for working with structured data);

f) NumPy data processing library (Python library for
working with large multidimensional arrays and matrices, as
well as for performing operations on these arrays);

g) visualization tools Matplotlib and Seaborn (Python lib-
raries for drawing graphs, charts, and other means for visua-
lizing simulation results).

A fragment of the code listing for the preparation of
historical data, training of the SVM model, execution of
forecasting and model evaluation tasks is shown in Fig. 1.
A fragment of the code listing for the preparation of project
data, forecasting the risks of delays, and constructing a graph
of project tasks is shown in Fig. 2. A fragment of the Monte
Carlo simulation code listing and visualization of its results
is shown in Fig. 3.

from sklearn.metrics import mean_squared_error, mean_absolute_error, r2_score

# Loading historical data
historical_data_path = '/content/historical_data.csv'
historical_data = pd.read_csv(historical_data_path)

# Preparing data for training an SVM model
X_hist = historical_datal[['Duration', 'Cost', 'Dependency']]
y_hist = historical_datal['Delay_Risk']
# Splitting data into training and testing sets
X_train_hist, X_test_hist, y_train_hist,

# Scaling data
scaler_hist = StandardScaler()

X_train_hist_scaled = scaler_hist.fit_transform(X_train_hist)

X_test_hist_scaled = scaler_hist.transform(X_test_hist)

# Training an SVM model
svm_model_hist = SVR(kernel='linear"')
svm_model_hist.fit(X_train_hist_scaled, y_train_hist)

# Predicting and evaluating the model
y_pred_svm_hist = svm_model_hist.predict(X_test_hist_scaled)

_test_hist = train_test_split( X_hist, y_hist, test_size=0.2, random_state=42 )

mse_svm_hist = mean_squared_error(y_test_hist, y_pred_svm_hist)
mae_svm_hist = mean_absolute_error(y_test_hist, y_pred_svm_hist)

r2_svm_hist = r2_score(y_test_hist, y_pred_svm_hist)

print(f'Mean Squared Error for SVM (Historical Data): {mse_svm_hist}')
print(f'Mean Absolute Error for SVM (Historical Data): {mae_svm_hist}'

print(f'R*2 for SVM (Historical Data): {r2_svm_hist}"')

Fig. 1. A fragment of the code listing for historical data preparation, SVM model training, forecasting,
and model evaluation tasks



# Loading new project data
project_data_path = '/content/smart_home_project_tasks.csv'

project_data = pd.read_csv(project_data_path)

# Scaling project data
X_new_project = project_datal['Duration', 'Cost', 'Dependency']]
X_new_project_scaled = scaler_hist.transform(X_new_project)

# Predicting delay risks for a new project
predicted_risks_new_project = svm_model_hist.predict(X_new_project_scaled)

# Creating a project task graph
G = nx.DiGraph()
for i, row in project_data.iterrows():
G.add_node(row['Task_ID'], duration=row['Duration'], cost=row['Cost'], dependency=row['Dependency'])
if row['Dependency'] != @:
G.add_edge(row['Dependency'], row['Task_ID'])

# Visualizing the critical path

plt.figure(figsize=(12, 8))

pos = nx.spring_layout(G)

nx.draw(G, pos, with_labels=True, node_size=3000, node_color='skyblue', font_size=10, font_weight='bold', arrowsize=20)
plt.title('Project task graph')

plt.show()

Fig. 2. Listing of the project data preparation code, forecasting the risks of delays, and constructing a graph of project tasks

# Conducting Monte Carlo simulations to estimate project duration
n_simulations = 1000
simulated_durations_new = []

for _ in range(n_simulations):
total_duration = 0
for i, row in project_data.iterrows():
predicted_risk = predicted_risks_new_project[i]
# Applying delay with random deviation
duration_with_delay = row['Duration'] * (1 + np.random.normal(predicted_risk, 0.1))
total_duration += duration_with_delay
simulated_durations_new.append(total_duration)

# Analyzing simulations results

simulated_durations_new = np.array(simulated_durations_new)
mean_duration_new = np.mean(simulated_durations_new)

confidence_interval_new = np.percentile(simulated_durations_new, [2.5, 97.5])

print(f'Simulated Mean Duration (New Project): {mean_duration_new}"')
print(f'95% Confidence Interval (New Project): {confidence_interval_new}"')

# Visualizing simulations results
plt.hist(simulated_durations_new, bins=20, edgecolor='k', alpha=0.7)
plt.axvline(mean_duration_new, color='r', linestyle='dashed', linewidth=2, label=f'Mean Duration: {mean_duration_new:.2f} days"')
plt.axvline(confidence_interval_new[0], color='g', linestyle='dashed', linewidth=2,

label=f'95% Confidence Interval: {confidence_interval_new[@]:.2f} - {confidence_interval_new[1]:.2f} days')
plt.axvline(confidence_interval_new[1], color='g', linestyle='dashed', linewidth=2)
plt.title('Distribution of Project Duration Based on Monte Carlo Simulations')

plt.xlabel('Project Duration (days)')
plt.ylabel('Frequency"')

plt.legend()

plt.show()

Fig. 3. Code listing for Monte Carlo simulations and visualization of their results

5.3. Results of experimental verification of the de-
vised combined risk assessment method

The "Smart House" IS design project includes the develop-
ment of an integrated system that makes it possible for users
to remotely control home systems using an intuitive interface
of a mobile application or a web interface. The devised "Smart
House" system includes modules for lighting, heating, secu-
rity, and access control, but could be expanded with other
modules (modules for power supply management, interactive
systems, water supply, animal and plant care, emergency
control, etc.).

The description of tasks within the IT project to design
a "Smart House" IS is given in Table 1. In particular, this table
contains information about the projected duration of each
task, its cost, and interdependences between tasks (the num-
ber of the task that immediately precedes the task described
in a given line of the table).

Modeling of an IT project to design the "Smart House" IS
was carried out in two ways. First, the devised combined
risk assessment method was applied. During Stage 2 of this

method, a graph of IT project tasks was formed with the help
of the developed application implementation of the method,
presented in Fig. 4. In this figure, IT project tasks that are on
the critical path are highlighted in red.

To assess the stability of the model obtained from the
results of Stage 2 of the combined method, cross-validation
was carried out using 5-fold cross-testing. This method makes
it possible to check how well the model generalizes the data
and avoids overtraining. Cross-validation results showed
consistently low error values on different data subsets, which
confirms the reliability of our model.

The model was tested on a separate test dataset that was
not used during training. The MSE value on the test set was
also low (0.00957), which confirms the high accuracy of our
model predictions.

Analysis of the residuals (differences between actual and
predicted values) revealed that the residuals were randomly
distributed with no significant systematic deviations. This
indicates that the model captures the underlying patterns in
the data well and is not prone to overtraining.



Table 1

List and description of tasks within an IT project to design the "Smart House" information system

Task Task ID Description Responsible Dura- |y | Interde-
number tion pendence
1 Analysis of user requirements Study of user needs, formation of requirements Business analyst 10 1,000 0

for the system
) Compiling a technical task Deve.lopment of specifications based on user Business .analyst, 12 1,500 1
requirements Architect
Devel f hi- . . .
3 evelopment of system archi System architecture design Architect 8 900 1
tecture
4 Development of databases Devising a database schema DBA, Developer 15 2,000 2
5 Creating an AP API development for interaction with the data- Developer 7 300 5
base and external systems
6 Deyelopment of a mobile appli- | Development of a mobile application for system Mobile developer 9 1,100 3
cation management
. i f interface f
7 Web interface development Construction of a web interface for system ‘Web developer 13 1,300 4
management
3 Integration with management Integration with existing smart home manage- Integrator 1 1.200 5
systems ment systems
9 Development of a lighting con- Building a module for lighting control Developer 6 700 5
trol module
10 Development of a heating con- Building a module for heating control Developer 14 1,600 6
trol module
11 Security module development Building a module for security management Developer 10 1,000 7
12 Development of the access con- | Building a module to control access to the Developer 9 950 3
trol module house
13 Functionality testing Testing of all modules for correct operation Tester 7 850 9
14 Integration testing Integration testing between all modules Tester 12 1,400 10
15 Security testing Conducting system security testing Security tester 8 900 11
16 Performance optimization ?X:fg: optimization to ensure high perfor- System engineer 13 1,500 12
17 User documentation Preparation of documentation for end users Technical writer 9 950 13
18 Pilot implementation Pilot implementation of the system in selected Integrator 6 700 14
houses
19 User training Training for system users Coach 11 1,200 15
20 Final implementation Elnal implementation of the system and provi- Integrator 14 1,600 16
sion of support

During Stage 3 of the devised method, 1,000 simulations
were conducted to estimate the total duration of the IT pro-
ject, taking into account delays, using the developed appli-
cation implementation of the method. For each simulation,
the total duration of the project was calculated, taking into
account the predicted risks of delays. Visualization of the
distribution of the duration of the IT project to design the
"Smart House" IS based on the results of Monte Carlo simu-
lations of the devised combined risk assessment method is
shown in Fig. 5, a.

Then, for control, a simulation of the risks of delays in
operations of the same IT project was carried out using the
conventional Monte Carlo method. Visualization of the dis-
tribution of duration of the IT project to design the "Smart
House" IS based on the results of using the conventional
Monte Carlo method is shown in Fig. 5, b.

A comparison of the results from applying the devised
combined method of risk assessment and the conventional
Fig. 4. Visualization of the task graph for an IT project Monte Carlo method for assessing the risks of the mentioned

to design the "Smart House" information system IT project is given in Table 2.
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Fig. 5. Visualization of the distribution of duration of the IT project to design the "Smart House" information system based on
the application results: @ — devised combined risk assessment method; b — conventional Monte Carlo method

Table 2

Comparison of applying the devised combined risk
assessment method and the conventional Monte Carlo method
for risk assessment of the IT project to design
the "Smart House" information system

Projected | 95 % confi-

Method duration | dence inter-
(days) val (days)
Traditional Monte Carlo method 224.5 206-243
Combined method (SVM+Monte Carlo) 234.5 226-244

Comparison of our results shows that the combined me-
thod provides more accurate estimates of project duration
and a narrower confidence interval, which indicates higher
reliability of forecasts.

6. Discussion of results based on devising an
ensemble of ML-methods and the Monte Carlo method
for risk assessment of an IT project to design
"Smart House" systems

In the process of devising an ensemble of ML methods and
the Monte Carlo method, a combined risk assessment method
was developed. The essence of this method is to apply ML
methods such as SVM and Bayesian networks not to process
the results of Monte Carlo simulations but to process the raw
data for that simulation. This use of ML methods was due to
the main hypothesis put forward during the research, accord-
ing to which ML methods in the process of risk assessment are
better used to improve the initial data in order to eliminate the
shortcomings of existing assessment methods. The results of
devising the combined method and its experimental verifica-
tion allow us to assert that this hypothesis has been confirmed.

For this purpose, the features of applied implementation of
the devised method were determined. For the software, which
ensures the implementation of the devised method, the tech-
nological stack was defined, and the fragments of the software
code were given. These fragments describe the implementation
of the following important elements of the devised method:

- preparation of historical data (Fig. 1);

- SVM model training (Fig. 1);

- performance of model forecasting and evaluation tasks

(Fig. 1);

- preparation of project data (Fig. 2);

- forecasting the risks of delays (Fig. 2);

- construction of a graph of project tasks (Fig. 2);

- conducting Monte Carlo simulations (Fig. 3);

- visualization of the simulation results (Fig. 3).

The use in the devised method of the Python programming
language and the libraries specified in the technology stack for
programmatic implementation made it possible to implement
the elements of this method by means that have been repeated-
ly tested in practice when solving similar problems.

The experimental verification of the devised combined
method of risk assessment was carried out on the data of an IT
project to design the "Smart House" IS. According to the eva-
luation results, it was established (Fig. 5, b) that the expected
duration of this IT project is 234.5 days with a possible range of
deviations of 226-244 days (with a 95 % confidence interval).

For comparison, a simulation of the risks of delay in the
implementation of the same IT project was carried out using
the conventional Monte Carlo method. The simulation results
and their comparison with the results of the application of the
devised method are shown in Fig. 5 and in Table 2. The results
of comparative modeling indicate that the combined method
provides more stable and predictable results. In particular, the
devised method more accurately identifies tasks that have a high
probability of delays, which makes it possible to better allocate
resources and focus on critical tasks. This ensures more efficient
project management and reduces the risk of delays. The confi-
dence interval for the combined method was significantly nar-
rower compared to the conventional Monte Carlo method. This
means that the combined method is able to provide more confi-
dent predictions about the duration of the project. A narrower
confidence interval indicates greater accuracy and predictability
of forecasts, which is critical for effective IT project management.

The application of the devised combined method for risk
assessment has another advantage over the results of current
studies [12, 13, 16, 17], which are based on the application of
ML methods mainly for processing the obtained modeling re-
sults. This advantage consists in the absence of time spent on
understanding the results of the application of ML methods
and translating these results from a numerical description
into natural language terms. This method could be used even
by those analysts who have only minor competencies in the
field of applying ML methods and interpreting their results.

A serious limitation of the application of the devised
combined method for risk assessment is the need to build



and constantly update a specialized data warehouse, which
contains historical data about previous IT projects. But such
repositories have become mandatory components of man-
agement systems at IT companies in recent decades and are
increasingly being used for the automated execution of a new
process — the project knowledge management process [10].
Therefore, this limitation should not greatly affect the appli-
cation of the devised method, especially in IT companies that
perform a significant number of IT projects of the same type,
large and medium IT projects.

Among other limitations for applying the devised com-
bined risk assessment method, the following should be noted:

- significant costs of computing resources in connection
with the use of such a method as SVM;

- the need to spend time on the selection of data sets of
previous IT projects analogous to the IT project whose risks
are assessed in the data warehouse;

- possible problems with the integration of implementa-
tion of the devised method into the existing management sys-
tems of IT projects to design the "Smart House" ISs at various
IT companies.

It should be noted that the issue of integration of the
developed software implementation of the combined method
into existing IT project management systems is not considered
in this study. This issue requires a separate study of the most
common IT project management systems for the development
of the Smart House ISs and their external interfaces that pro-
vide communication with other software products. The evalu-
ation results obtained using the developed software implemen-
tation of the combined method are documented by the analyst
and transferred in the form of a paper or electronic document
to the manager for further planning of the IT project.

Further area of our research could involve several fields.
One is a comparative analysis of the accuracy and costs in
applying the proposed combined method and modern assess-
ment methods. Conducting such an analysis would allow us
to determine which combination of ML methods and nonML
methods is the best in terms of increasing accuracy and reduc-
ing costs for solving the evaluation problem. The second direc-
tion is conducting research into existing dependences, which
characterize risks of various nature. Conducting research in
this area makes it possible to replace in the combined method
such an expensive ML method as SVM with simpler methods
for solving the problem of regression analysis and forecasting.
Another direction of research is to study the possibility of ap-
plying the devised method for risk assessment of other types of
IT projects and projects in other fields of activity. Such studies
will make it possible to establish the degree of universality of
the devised method and to compile recommendations for its
application for risk assessment in other types of projects.

Bayesian network methods were used as ML methods.
The essence of the combined method is to apply SVM and
Bayesian networks methods to process raw data about an
IT project and its parameters with the aim of further us-
ing the obtained processing results as raw data for Monte
Carlo simulations. Descriptions of the stages and steps of
the combined method are given, the specifici of each of the
described steps are considered.

2. We have identified features of applied implementation
of the devised method. In particular, the technological stack
of the software implementation of the devised method was
described. Underlying this stack, it is proposed to use the
Python programming language and libraries that extend the
capabilities of this language. A software implementation of
the method was developed using the elements of this tech-
nological stack. Fragments of the program code are given,
which describe the implementation of the main elements of
the devised method.

3. An experimental verification of the devised method
was carried out using an example of the IT project to design
a "Smart House" IS. The results of the evaluation determine
the expected duration of this IT project at 234.5 days, with
a possible deviation range of 226-244 days (at a 95 % confi-
dence interval). For comparative analysis, the delay risk of the
same IT project was assessed using the conventional Monte
Carlo method. As a result of applying the conventional Monte
Carlo method, the expected duration of the IT project was
determined to be 224.5 days with a possible deviation range of
206-243 days (at a 95 % confidence interval). The comparison
of our data shows that the devised combined method provides
higher reliability of forecasts.
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