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The object of this study is the processes of operation-
al control and correction of data errors in non-positional
code structures (NCS). Based on a critical analysis of the
existing data control method based on the use of the projec-
tion of a number in RCS, limited control efficiency and the
ability to detect only single errors have been established.

The study improves methods for rapid control and
data correction of a real-time computer system (CS) oper-
ating in a non-positional number system, in the so-called
residual class system (RCS). A comprehensive approach to
control and eliminate errors in RCS is built on the basis
of non-positional coding, underlying which is the Chinese
residual theorem. This theorem proves that NSC is the next
stage in the development of the theory of information con-
trol using arithmetic control by modulus. The use of the
property of complete arithmetic of NSC has made it pos-
sible to improve the method and increase the efficiency of
data control due to information processing in RCS without
controlling each intermediate result obtained. Comparison
with the most efficient existing method has made it possible
to establish that the devised method provides an increase in
the speed of data control by 1.2-1.3 times.

An effective process of operational and accurate error
detection based on an improved method of data control in
RCS, which is based on the use of the corrective properties
of NCS, has been proposed. Parallel error correction in
NCS increases the efficiency of error correction by 2 times,
due to a decrease in the number of intermediate opera-
tions in the improved method. At the same time, with an
increase in the bit grid of the operands being processed, the
efficiency of the application of the considered error correc-
tion process improves
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1. Introduction

Modern information processing and management sys-
tems are based on computer systems (CSs), in which the
execution time of operations is a critical factor [1]. Increas-
ing the efficiency of their functioning under real-time data
processing conditions is achieved by optimizing such key
characteristics of CS as productivity (speed) and reliability
(reliability and fault tolerance) [2]. The use of the residual
class system (RCS), with its characteristic features such as in-
dependence, equality, and small-bit processing of numerical
values of residues {x,} is a tool for optimizing computational
processes. Due to the non-positional code structure (NCS) of
data formation in the form X=(xi|[x2[|...||Xq-1|[xql|Xq+1l]---||Xp)s
RCS expands the possibilities for high-performance calcu-
lations. It is this structure that makes it possible to effec-
tively perform calculations based on modular arithmetic
operations [3]. The use of RCS demonstrates the greatest
efficiency when executing algorithms that include arithmetic
operations of subtraction, addition, and multiplication [4-6].
However, to guarantee the fault tolerance of CS operating in
RCS, specialized approaches to control, diagnostics, and data
correction are required. This is due to the fact that conven-
tional methods used in binary CSs based on the positional
number system (PNS) are inefficient [7].
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Existing methods of control, diagnostics, and error cor-
rection in RCS are based on positional arithmetic. The
greatest time and technical costs in RCS are associated with
the implementation of arithmetic positional operations. The
long time of the data control and error correction process in
RCS negatively affects the efficiency of using non-positional
coding in general. Thus, the relevance and importance of
research aimed at devising and optimizing fast methods
for monitoring, diagnosing, and correcting data errors in
real-time CSs (RTCSs) operating in RCS is obvious. Under
modern conditions of continuous growth of data volumes in
the information space, increasing the reliability and speed
of processing large data sets through effective methods for
detecting and correcting errors is rightfully considered an
objective necessity [8].

The relevance of the issue of increasing the reliability
and efficiency of data processing, which directly affects the
main indicators of productivity, reliability, and fault toler-
ance of CS, is confirmed by intensive scientific research.
The scientific community is actively working to solve these
problems, emphasizing the importance of continuing such
research under modern conditions. The share of control
(diagnostic) equipment in modern RTCSs is about 18-25 % of
the total equipment. Therefore, devising effective mathemat-
ical (software) control and diagnostic methods for detecting




errors in RTCSs is of strategic importance for enabling stable
and safe operation of data processing systems.

2. Literature review and problem statement

In the context of the constantly growing volumes of data
circulating in information and communication systems, the
need to ensure a high level of efficiency (speed) and reliability
of data processing is an urgent task.

In work [9], the authors analyzed methods and algorithms
of noise-tolerant coding, which provide the ability to detect and
correct errors caused by the influence of interference in infor-
mation transmission channels. The main attention is paid to the
study of the characteristics of nested convolutional codes with
variable rate under the conditions of using adaptive coding and
decoding in information and communication systems. At the
same time, the paper is mainly of a review nature, focusing on
the analysis of existing methods, without making proposals for
their further improvement. The likely reason is objective diffi-
culties associated with the complexity of implementing adaptive
algorithms, the fundamental impossibility of ensuring the uni-
versality of such methods for different types of communication
channels, etc. Accordingly, there is a need to conduct research
on devising new approaches to adaptive noise-tolerant coding.

In [10, 11], the issue of increasing the security of CS is
considered through the use of VPN gateways that provide
protection of transmitted data. The authors analyzed the
parameters of the transmission channel that contribute to
an increase in the level of information security, in particular,
such characteristics as the delay time and throughput of data
packets through the protected channel. However, the studies
did not pay due attention to such important aspects as reli-
ability, robustness, and fault tolerance, which are of critical
importance for a comprehensive assessment of the functional
characteristics of computer systems.

The author of study [12] proposed a scheme for more
secure and faster message transmission over a network
based on DNA cryptography. The experiment conducted in
the work confirmed that the proposed encryption system
provides low computing time regardless of the length of the
characters of the text being encrypted. However, the system
was developed using the MATLAB programming language,
which limits its use. In [13, 14], to ensure the security of the
digital environment and the confidentiality, integrity, authen-
ticity, and availability of data, the authors propose to use DNA
cryptography using a residue class system. The authors’ main
attention is focused on reducing the data encryption time,
which is a key factor in increasing the performance of cryp-
tographic systems. However, issues related to the need to en-
sure the promptness of error detection and correction in RTCS,
which is an important aspect for increasing the reliability and
resilience of systems to failures, remain unresolved. This may
be due to technical problems associated with the adaptation of
error detection methods in the context of DNA cryptography,
as well as the high costs of developing integrated solutions that
combine encryption and error correction. All this suggests the
need for research on improving the error correction process.

In [15], a study was conducted on the procedures for de-
veloping error-correcting codes intended for use in various
telecommunication technologies. The authors’ attention is
focused on the assessment and identification of mechanisms
for introducing redundancy into signal-code structures in
protected information channels. At the same time, the work

does not take into account the specificity of the nature of
information redundancy, which limits the possibilities of
developing optimal solutions to increase the efficiency of
telecommunication systems. The likely reason is objective
difficulties associated with the complexity of formalizing
information redundancy in telecommunication systems, as
well as the lack of unified approaches to its modeling.

The issue of using error-correcting codes to improve the
efficiency of RTCSs is considered in detail in [16, 17]. The
studies report the results of experimental tests, which con-
firm that the algorithms developed by the authors demon-
strate significantly higher performance in the context of
functional error correction, compared to conventional ap-
proaches. The results indicate the prospects of the proposed
solutions for ensuring the reliability of the functioning of
RTCSs. However, the issues related to the adaptation of
these algorithms to work under conditions of high load in-
tensity, which are characteristic of modern RTCSs, remain
unresolved. Therefore, the feasibility of conducting research
aimed at developing effective error correction algorithms that
meet the specificity of RTCS operation under various operat-
ing conditions is objectively justified. The authors of [18, 19]
proposed new error control algorithms for redundant residue
number systems. At the same time, the constantly growing
data sets that need to be processed in real time require the
search for new solutions to increase the level of reliability
and speed of their control, diagnostics, and correction. Con-
sidering the scientific and practical significance of available
research [9-19] on devising effective methods for data pro-
cessing in RTCS, there remain a number of unresolved issues
that require further study. In particular, the aspects related
to increasing the efficiency of control, diagnostics, and error
correction methods in RTCS are relevant. Systems operating
under complex dynamic conditions require adaptation to an
unstable and rapidly changing operating environment [20].
This includes the need to ensure continuous monitoring of
the data state, timely detection and correction of errors.

Optimization of these processes could significantly in-
crease the overall level of reliability of information systems.
Improving methods for monitoring, diagnosing, and correct-
ing data errors in RTCS would increase the reliability and
speed of data processing. In addition, the implementation of
new mathematical and software solutions would contribute
to improving the reliability of systems, reducing the time
for identifying and eliminating vulnerabilities, as well as in-
creasing the overall efficiency of information systems.

This confirms the need for further research aimed at
devising new methods and technologies that could make it
possible to adapt systems to new conditions and enable a high
level of speed and accuracy of data processing circulating in
information and communication systems.

3. The aim and objectives of the study

The purpose of our study is to optimize the speed of im-
plementing data control and correction methods in RTCSs
operating in RCSs. This will make it possible to increase the
level of efficiency in detecting and correcting data errors,
while effectively using the computing resources of RTCS.

To achieve this goal, the following tasks were defined:

- to devise an effective method of data control in RCS,
based on the principle of comparison and provide examples
of the implementation of the method;



- to carry out a critical analysis of the existing method
of data control and diagnostics, based on the use of number
projection in RCS;

- to improve the method of data control and diagnostics,
based on the use of number projection in RCS, and provide
examples of specific implementation of the proposed method;

- to implement the process of data correction in RCS
based on the devised methods.

4. The study materials and methods

The object of our study is the processes of operational
control and data error correction in non-positional code
structures of RCS.

The subject of the study is methods and algorithms of
operational control (diagnostics) and error correction in
non-positional code structures.

The basic hypothesis of the study assumes the introduc-
tion of new methods of control, diagnostics, and error cor-
rection in NCS, based on the principles of parallelism of data
processing and noise-resistant coding, would make it possible
to increase the speed and accuracy of error detection. This
could enable increased reliability and efficiency of data pro-
cessing circulating in RTCS.

Taking into account the hypothesis put forward, the study
is based on the theoretical foundations of arithmetic and correc-
tive properties of NCS, as well as on the key properties of RCS.

It is worth noting that the control methods in RCS are a
further development of numerical or digital methods of mod-
ule control in PSC, using arithmetic AN codes. In the context
of information redundancy [21], NCS in RCS can be consid-
ered as an improved version of the multi-residue arithmetic
codes used in PSC. These codes in PSC are characterized by
a representation in the following form:

X, |1 X, (modw, )| X, (modw,)]|...
X, =[...|| X, (modw,)|... , )
|1 X, (modw, , }|| X, (modw, )

thatis X, = (X, |[x,[|x,]]-..]|x,)-
Where the value of the residual of a number in RCS is
determined as follows [22]:

Xq=Xe-[Xc/wq] wy. ©)]

In this case, the value of X, (modw,) is the residual of

dividing the original number X. by the w, modulus. When
ptl

the conditions [ [w, =X, are met: the set (2) of residues {xq}

c=1,
c#g.

uniquely determines the NCS X n and the numerical value of
X. becomes unnecessary at all. The multi-residue code in PSC
takes the form of NCS X; :(xl [l x, ||...||xp) in RCS, which
makes it possible to implement modular operations on separate
independent paths that work only with residues {x,}. Based on
the use of the independence and equality properties of RCS,
it is possible to design RTCS, in which the processing of all
residues {xq} of the number X=(x]|...||x,l...||[x,) is carried out
independently of each other, but, at the same time, in parallel
in time [23].

The simplified structural diagram of RTCS in RCS (Fig. 1)
is a set of independent computational paths. Each path pro-

cesses data according to its modulus w, and works in parallel
with the others. This organization enables a high level of sys-
tem performance, in particular data processing speed.

Data processing system

o LT
1 o> wi —> 1
1 1
2 o—i—» Wy > 2
Input < q o—i—» Wy —i» q >— Output
' :
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: Control E
i system '

Fig. 1. Simplified block diagram of a real-time computer
system in a residual class system

The given structure of RTCS operating in RCS guarantees
parallelism of data processing at all stages, including control,
diagnostics, comparison operations, etc. In this case, the
computational process is limited to the use of only integers,
and the results of all operations belong to the numerical
interval T, which is defined as the product of the bases of
specific RCS. Such an organization of calculations warrants
the efficiency and accuracy of the system due to the parallel
execution of operations in a certain interval.

5. Results of research on improved methods of data
control and correction in the residual class system

5.1. Data control method in the residual class sys-
tem, based on the principle of comparison

To devise a data control method in RCS, based on the
principle of comparison [24], the results of proving a previ-
ously established scientific fact (SF) are used.

SF 1. It is advisable to introduce RCS with information
{wq}(q:l,p and one control w.=w,,; bases, which is or

dered (wg<wgq1), and the result of the obtained number
X=(x1||x2][.-. [lxg-11xql1xg1ll--- [1Xpllxps1) is correct [23]; respec-

14

tively, the condition X <T|T = qu . is fulfilled. Therefore,
g=1 ~

it is assumed that one of the residuals X, # X, of the number

X= (x1||x2||...||xq71||5cq||xq+l||...||xp||xp+l) has undergone

distortion in the base wy, i.e., the number X is incorrect
(X > T). It should be proved that the residual X isincorrect
(distorted as a result of the operation). The correctness of any

number X is established by comparing it with the value ob
p+l

tained from the relation X <T=T,/w,,| T, =qu [23].

On the other hand, it is evident that the conditions Tgi11/1)p+1<T0/wq
and X<Ty/w, are met for a given RCS within the framework
of the considered SF 1 at g=1,p . It should be noted that the
residual x,=X (modw,) of the number X modulo w,; can only
take the value x,=0,w -1 In accordance with SF 1 that
)”cq EX, and provided that the values of the other residuals



xg(g:l,p+1), q#g of the improper number X do not
change, then in the numerical interval [0, To/w,) the num-
bers X and X cannot be present simultaneously. Since the
number X<Ty/w)p4, is correct, i. e., belongs to the interval [0, T),
respectively, the number X is outside the interval [0, To/wy),
and, as a consequence, also outside the interval [0, T) (Fig. 2, 3).

0 1 2

Wy —2 N

Therefore, the control of NCS is carried out on the basis of
comparing the positional value of the number Xpygs with the
value of the numerical interval T. The considered method of
data control in RCS requires the performance of a positional
comparison operation, which slows down the time of im-
plementation of the control process. However, the proposed

algorithm of data control (Fig. 4) does not

Wper—1 provide for determining additional pa-
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Fig. 2. Bounds of numerical intervals for different modules of the residual
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It is advisable to illustrate the oper-
ation of the data control method using
the example of a single-byte (I=1) CS
represented in RCS. For example, RCS is

w~1 represented by informational w;=3, w,=4,

AN| g AN|
I 1

I
0 Tyw, 2:-Ty/w,

Fig. 3. Bounds of numerical intervals for the value w;=wp4

In this case, the number:

K= (o, 1, 1wl 1%, 1160 D11, 116,00 )

which meets the condition X = T, is distorted.

It is worth focusing on the method of data control in
RCS, based on the results and conclusions of the consid-

ered SF 1. The control procedure is based on
comparing the obtained result X of the opera-
tion with the number T=Ty/wy,; for this pur-
pose, the values X=(xi|[xzl...|[xpllxp+1) and
T must be converted to PNS. In this case, an
effective_approach is to use orthogonal bases
E (q=1, p+1;), which are represented in the form:
Ey=(1[0]]...[[0]]...]|0[|0), ..., Eq=(0[[O]|...|[1]]...]|0]|0),
<oy Ep.n=(0]|0]]....]|O[}....]|O][1) [23].

The structure of orthogonal bases E, for each
RCS is described by the following expression:

Eq:Eq~T0/wq:1(modwq). (©)

The value of weight e of the orthogonal
basis Eg is defined as one of the solutions to
the system of equations:

e =1 1T =p, (modwq),
Eq =2, 2-Tq =p, (modwq),

@
Eq =w, -2, (wq —2).Tq = pwq*Z (modwq),
e=w -1 (w-1T= Pu, 1 (modwq).

The e, value for which condition (3) is
satisfied is determined by establishing possible
values e =1,w -1 using the exhaustive search
algorithm. The value of the number X in PNS is
calculated based on the mathematical expression:

ptl
Xons = (qu AEquod T,. (5)

[=

In general, the algorithm for implementing
the control method in RCS is shown in Fig. 4.

ws=5, wy=7 and control w.=ws=11 bases.
In the context of a single-byte CS, the con-
sidered RCS provides the representation
of nufnbers in the interval [0, T), where

T=qu =420. The limits of the repre
sentation of numbers in RCS are set as follows [0, Ty), where
To=T-w,,,=4620 (Fig. 5).

To illustrate the method of data control in RCS, worth
considering are two examples of its application.

Let the correct (X=400<T=420) T=(1/|0||0]|1||4) number
be given in RCS.

W,

T, w, To/w,=T,

Selection of bases (modules) w, (g =1, p+c) in RCS

1. A setof {w,} possible bases is determined.

2. The set of bases of RCS is being optimized.

Determining interval values 7, (¢ =1, p+c)

Ty =W Wy e Wy W Wy e W W

To=wwy W, W e W

qfl. q p+cfl.‘vp+c’

T,..=Ty/w, =W Wy W, W

ptc

q pre-1°

Determining weights e, (g =1, p+c)of orthogonal bases E,

e, =1, 1T, =p(modw,),

e, =w,-L (w,-1)T = ph,fl(modwq).

Determining orthogonal bases £, in RCS

E,=¢e, T,/w,=¢, T =1(modw,).

) inRCS
1. Determining the value of a number in PNS:

p+l
Xopns =[qu-Eq]modT0.

g=1

Data control X= (x, || x, [|...][ x,..

P
2. Comparison of quantities X, and T = H w,.
g=1

3. If Xpys<T, then the number X is correct.

4. If Xpys 2T, then the number X is incorrect (found in one of the residues

x, (g= 1, p+c) of number X).

Fig. 4. Data control algorithm in the residual class system based on the

comparison principle



0 NN 3 4 | 8 9 10 . is obtained. Then, in accordance with
I T T T T T T U T 1 . . .

the equality of projections, we have
0 420 840 1260 1680 2100 3360 3780 4200 4620 X X X —X X ~ 0On the oth-

Fig. 5. Bounds of complete numerical intervals for =1 (w=ws=11)

Example 1. Determine the correctness of the ob-
tained number X= (()||O||O||1||4), distorted by the base
w,=3 (%,=0).

It is necessary to control this number X. To do this,
convert the number X to PNS and compare it with the value
T=420. The result is the following expression:

p+l 5
X s =(2xq -Eq)modTO =(qu -Eq]mod4,620=

q=1 q=1
1,540-0+3,465-0+3,696- 0+

"1 4+2,640-1+2,520-4
=12,720mod(4,620) = 3,480 > 420.

Jmod 4,620 =

Conclusion. So, it has been established that the value of
the number X is incorrect, and there is an error in one of the
five residuals of the number.

Example 2. Let the number X=(1/|0]|0]|1||4) be undistort-
ed. In this case:

1,540-1+3,465-0+
X s =| +3,696-0+2,640-1+ [mod 4,620 =
+2,520-4
=14,260mod (4,620) = 400 < 420.

Conclusion. The value of the number X is correct; respec-
tively, it is within the numerical interval [0, 420).

From the given examples of application of the proposed
method of control (diagnostics) of data in RCS based on com-
parison, it can be concluded that this method is quite simple
to implement in practice with minimal computational costs
and without restrictions on the multiplicity of errors.

5.2.Analysis of the existing data control method
based on the use of the projection of a number in the
system of residual classes

It is advisable to consider a number of well-known SFs.
The results of their proofs serve as the basis for the data control
methods represented in RCS [3, 23], and on their basis it is legit
to carry out a critical analysis of the considered method. It is
worth noting that subsequently only a single error is assumed
(in one residuex (q=1,p+1), in NCS X=(x|[x,|...|[xp|Ixp+1)
represented in RCS). The existing data control method based
on the use of the projection of a number in RCS is effective
only in the presence of single errors.

The projection of a number X=(x1|[xa||...|xXq-1|1X[[Xg+1]l---
.| [xXpllxp41) is called such an NCS X,=(x[|xy]]...||Xg-1||Xg+l]---
...|[xplxp41) that can represent the number X; when removing
one of the bases wg, the value of X will not change.

SF 2. Let for RCS with ordered RCS bases all possible pro-
jections Xy=(a1| Rl [Xgal gl plps0), X, (q=1p+1
numbers  X=(xy||xz||...||xq-1%q|[Xg41l]---11XplIxp41)  coincide,
then X is a correct number.

Proof of SF 2. It is worth assuming that the number
X=(x1l]xal]-..|[xg-1llxglIXg4ll---|[Xpl|Xp+1) is incorrect due to the
distorted residual x, modulo w,. In the case of replacing the
distorted residual X _ in the number X with the correct x,, the

correct number X =(x, |[x, [|...|[x || X, [|x [[x, []x

q+1 || p+l)*

er hand X (xllllel ||xq l||xq+1|| Axpl1xp41)
and at the same time:

X, = (0, 1 e 12 10 1, D1,

- X, =X . In this case, the following relation must hold
X X X X, X =.=X, = X =X, XP However,
accordlng to the condltlon of SF 2 the projection X, (q#g)
of the number X differs from the projection X, by the value
of the residual X, in the base w,. As a result, Xq;éXg, which
contradicts the condition of the incorrectness of the num-
ber X [23].

SF 3. Under the condition of single errors, if the projec-
tion X, of the number X satisfies the conditions X;>To/wp1,
then it is considered that the residual x, of the number X
modulo wy is not distorted [25].

The existing method of data control and diagnostics,
based on the use of number projection in RCS, is effective
under the condition of single errors [23]. This circumstance
limits the application of this method in real CSs, where the
probability of multiple errors is quite high. At the same time,
the process of determining number projections requires the
involvement of additional computational paths of RCS, which
leads to a decrease in the speed of the control process and an
increase in productive computational costs.

5.3.Improving the method of data control and di-
agnostics based on the use of number projection in the
residual class system

Control and diagnostics of NCS in RCS are also carried
out sequentially in two stages:

Stage I. The values of partial orthogonal bases E, are de-
termined for each partial set of p bases of the full RCS. Partial
sets of working bases are formed by sequentially removing
one of the modules (basis) from the full wy+wp,; RCS. In
this case, the value of the g-th orthogonal basis for the g-th
partial set of RCS modules {w,} (q =1, p+1), (g#g) is denoted
as Eg4g. The code numbers in the gth such sets of RCS bases
belong to the set {X,} of possible projections of the number X.
Thus, g is the number of partial working bases of RCS, which
is given by the (p+1)-th bases (g= 1,p); and q is the number
of possible projections Xq of the number X, represented in
RCS (q=1,p+1).

In this case, if the complete set of bases w|wy]|...
w (Wl wgllwg4all... [[wp|lwp41 in RCS is given, then the scheme
of formation of g (g:l,p+1 sets from q q=1,p) partial
working bases is represented by the expression:

@ _ (p) — (p+1) _
W =W, wyr=w, wy =W,
@ _ (p) — (p+1) _
w,’ =w,, w, =w,, w, =w,,
©6)
1 _ (p) — (p+1) _
Wg —Wgﬂ, Wg —W , Wg —Wg,
@ _ (p) — (p+1) _
woEw wr=w Wi Ew .

Specific sets of partial bases of RCS are given in Table 1.

Stage II. The correctness of each residual x (=1, p+12
of the number X, being checked is s sequentially determine
For this purpose, all projections Xq of the number X. are
calculated. After that, all Xg s> Values are determined using
formula (5) where:




oo
T,=T,/w,=[]w., (Tu=T).
c=1

c# g’.

The general formula for calculating the projections X o PNS
of anumber X in RCS is defined as:

P
z x -E_|modT =
q qg 8

Xg PNS
q=1
g=1,p+1
=(x, B+, E, +..+x,E, JmodT,. @)
Table 1
A set of partial working bases of RCS
q _ _
g 1 2 3 p-2 p-1 p T,
1 w, w3 Wy Wp-1 wy Wpi1 T,
2 wy w3 Wy Wp-1 wy Wpi1 T,
p wy wy w3 Wpo | Wp1 | Wpp Ty
p+1 wy W, w3 Wpa | Wpa wy Tpi1

Then the (p+1)th comparison of values f(q s and
T=Ty/wp4, is performed. In the case when some projections
f( . do not belong to the numerical interval [0, T) (i.e.,
Xq >T ), which contains correct numbers, then the corre-
sponding residues of the number X are considered to be un-
distorted. Errors can occur only among [(p+1)-c] residues of
the number X. Determining the actually distorted residues
requires separate additional studies. Fig. 6 shows an algo-
rithm for implementing the improved method of data control
and diagnostics in RCS based on number projections.

Worth investigating is the method of data control and di-
agnostics in RCS, intended for simultaneous verification of the
correctness (integrity) of a group (two or more) of the residues
of the number X=(x||x2]|...||xg-1l|XqlIXgsll---|[Xp|[Xp41). This is
based on the result obtained from proving the following SF.

SF 4. Let in an ordered RCS with p informational and
Wy control bases NCS X=(x1x2||...|[Xq-1]1xq| [Xq+1ll--- | [Xp | [Xp-+1)
satisfy the condition T,,,<X<T,, where:

In this case, the residues x;, X;,..., X4 are undistorted,
provided that there is a single error (in one residue of the
number X) [23].

To prove the correctness of the residue x, of the number X,
it is advisable to use the method from the opposite. The assump-
tion is accepted about the distortion of the residual x,. Then the
number X will be incorrect, accordingly X>T. The undistorted
residual is defined as x,, a correct number since X<T, while
assuming that the error AX is additive [23]. Then the number X
can be represented as:

= 11, [l 11X, 1%, )+
+(0[]...I1Ax, |]..][0]]0) =
= (3, 1, M1, 11, ),

where Ax q:(x . +fq)mod w,. Due to the additivity of the error,

the quantitative value of the distorted number can be estimat-
ed [22]:

X=X+|:(fq—xq)modwq]-EqATq. 8)

Representation of an ordered (w,<w,,) RCS of a set The largest permissible value of the quan-
w,} (¢ =1p) of bases (modules) tty {[(fq _xq)mOqu]'a{Tq}mOdTo of ex-
L. pression (8) is determined as follows:
w [[wy LNl v, [fw o M-l w, | w,,,,  where the greatest
common divisor is (v|vq,wg =1),q=g max({[(iq —xq)modwq]-eq Tq} mOdTU) =
= -1 -T,.
From the bases {w,} of RCS, determine the partial values of [(Wq )/wq] 0
ptl . ) In fact, the expression (fq —xq)mod w,
I,=T/w,= 1:[ w, (T, =T) in the form: can only take values in the range from 0 to wg_;.
. In this case, max[()? ~x )modw ]:w -1,
q q q q
2. Ti=wW Wy e Wy W W W W and T,=Ty/w,. The relation (8) will be repre-
sented as:
T =W W, oecao W _ W et W oW S
g T W Wyt Wy W et Wy Wi X=x+[(w,-1)/w,] T, ©)
T =T =W Wy W W W e W, In accordance with the condition of SF 4,
| X<T,. In this case, expression (9) can be written
; — ; ; in the form X <T, /w +[(w —1)/w ]-To, or
3 Determine orthogonal E, (¢=1,p+1) bases for a given RCS, in 3 ! ¢ e
" | accordance with relation E ,=¢,-T =1(modw,). X<T, 'I:l fwe+ (Wq _1) / Wq]’ therefore reduc-
| es to the inequality:
Determine  the wvalue of 7, for which the relation X<, (10)
4. | T=Ty/w, =T, ,<X<T .holds. Detect non-distorted residues
X (Z:G) of number X modulo w,. The number X will be correct (X<T),

Fig. 6. Algorithm for implementing the improved method for controlling
non-positional code structures based on number projections in the

residual class system

provided that when adding the value Ax,, this
number will exceed the value Ty. From inequali-
ty (10) it is clear that this cannot be implemented
by correcting the incorrect residual x,, which



does not correspond to the assumption that the residual x, of
the number X is distorted. Thus, the residual x, is not distorted,
and the number X is correct. Since X<Ty, then even more so
X<Ty<Ty-1<T><T, from which the correctness of the residuals
X1, Xp,..., X1 follows. Note that when q=p, i. e., T, <X<T,, the
incorrect residual will be x,4;. The procedure for data control
and diagnostics in RCS is implemented on the basis of the im-
proved method, which is illustrated in Fig. 6.

Example 3. 1t is advisable to consider an example of im-
plementing the process and data diagnostics based on the
application of the improved data control method. Suppose it
is necessary to control and diagnose data represented in the
form of NCS X=(1/|1/|0]|1]|1) in RCS.

Stage I. The correctness of the number X is checked. The
number of values of X in PNS:

p+l
Xons =(2xq~Eq]modTo =

q=1
1-1,540+1-3,465+
"1 +0-3,696+1-2,640+1-2,520
=10,165mod 4,620 = 925.

]mod 4,620 =

The operation of comparing the value of Xpys and the
value of T is performed: Xpns=925>T=420.

Conclusion: the number X being checked is incorrect,
ie, X= X, one of the residuals x (q 1 5) of the numbers

(1||1||0||1||1)1s distorted.

Stage II. Data X = (1||1||0||1||1), diagnostics is per-
formed, i.e., the residuals X4 are determined, in which distor-
tions are possible. The X, =925 location in the following
numerical series is determined:

Ts=420<Ty=660<T;=924<T,=1,155<T1=1,540.
It is evident:

T,= 924 < X, ;= 925<T,=1,155<T,=1,540.

The correct residuals of the number X. are determined.

Accordingly, the residuals x;=1 and x,=1 of the number
X = (1||1 [10]]1]] 1) are reliably undistorted (correct).

Conclusion: the error that led to the distortion of the cor-
rect number is possible only in one of the residuals x3, x4 and
X5 of the incorrect number X.

To check and compare the reliability of the result ob-
tained by the improved method of control and diagnostics
based on projections, it is advisable to carry out the procedure
of control and diagnostics of NCS X = (1 [[1]]0]|1]] 1) by exist-
ing method and compare the results.

Stage 1. All possible projections X (g 1 5) of numbers
X: are compiled:

1]jo[1]]1), X.
)

= =(tjol111),
(L),

(

(

1]1]]0]|1),
)

1|11jo]1).

X,
X,
X, =

Stage 1I. The numerical value of the projection of the
number X :is limited:

lPNS (ZX E ]mOdT‘l =

=(1-385+0-616+1-1,100+1-980)mod 1,540 =
= 925> 420;

X, s (Zx ‘E, )modTZ:

=(1-385+0-213+1-330+1-210)mod 1,155 =
= 925> 420;

3PNS (zx E ]mOdT‘S =

=(1-616+1-693+1-792+1-672)mod 924 =
=1<420;

X, s (Zx ‘E, JmodT4=

=(1-220+1-165+0-336+1-540)mod 660 =
=265<420;

X pns (ZX E JmOde:

=(1-280+1-105+0-336+1-120)mod 420 =
=85<420.

Conclusion. From our calculations it is clear that the re-
siduals x; and x, of the number X are correct, and the residu-
als x3, x4 and x5 can be distorted. This confirms the reliability
of the diagnostics of the non-positional code structure X
based on the improved method.

The results obtained using the two control and diagnos-
tic methods confirm their reliability as they demonstrate a
significant level of convergence. It is especially important to
note that the improved method provides a significant reduc-
tion in the number of calculations. Due to the certainty of the
correctness of the group of residues at the same time the ef-
ficiency of the data control process is significantly increased.
This makes the improved method more attractive for prac-
tical application under conditions of limited computing re-
sources and high requirements for data processing efficiency.

5. 4. Implementation of the data correction process
in the residual class system

A distinctive feature of RCS is the significant manifesta-
tion of the primary information redundancy in NCS only if
the NCS has additional secondary Q(!) information redun-
dancy, due to the use of control bases [26]. It can be demon-
strated that the noise-resistant code in RCS is able to detect
a larger number of errors of higher multiplicity, provided by
the general theory of coding, i.e., the value of dp;, [3, 27].
Let the minimum code value for RCS be determined by the
value of dy;,. It is worth assuming that there are bases in
RCS, the number of which is 1I>d i, while:

Q(l):ﬁwzg <R=T,/T.
g=1

Then the error vector AX=X —X must contain at least
(r-1) zero components. The vector AX is expedient to rep-
resent in the form AX:(0||O||...||AxZ I.110]] Ax, ||...||o).



In PNS, the value of AX is defined as:
AX:EZl X, +...+EZ, X,

Given that EZ’ = Ez, T/ w,, where EZ' is the weight of the
l-orthogonal basis, AX will take the following form:

e T e-T
AX =22 2 %% =R-AR-z. €8))
w

2

X, t..t+
! w

2y K

In [23] it is shown that according to the results of analysis
of detection (11) it can be shown that in some cases in RCS
there is an inequality:

X=X+AX2T. (12)

Inequality (12) shows that the sum of any numbers X and
the number of the corresponding error vector AX cannot belong
to the set T, which indicates the possibility of detecting such an
error. It should be noted that even in cases where Q(I)>R, there
are errors AX that correspond to inequality (12). This possi-
bility is provided by secondary information redundancy. The
features of data representation in RCS allow us to detect errors
in NCS [28]. In some cases, it is even possible to determine the
place of occurrence of the error (diagnose the error) and send
it, limiting ourselves to using one control basis. This cannot be
implemented using existing methods of control, diagnostics,
and error correction in PNS, for example, when controlling by
modulus [29]. In RCS, error correction can be executed for the
value dp,;,=2 either by the projection method or by the concept
of an alternative set of numbers. The study considers the method
of number projections.

Let the error X = (x +Ax )modw in an incorrect
number X:(x1||x2 e 1y X M Il [,y ) X 2T
be reliably contained in the residual x;, modulo w,. Let’s
consider the ratio by which we can correct the error in this
residual X . It is evident that:

X =(X+AX)modT,. 13)

Given that the error can be represented as AX=(0||0]|...
...||0]]4x,4[|0]]...]|0]0), then the correct (X<T) number X can
be defined in the following form:

X:()?—AX)modTO:

RCA A A EAEAME

~(01[0][...||Ax, I...]|0]|0)

=
- [(x1 11, 11...1| (%, ~ Ax, )modw, ||...]| x, ||xp+1)]modTo.
One should perform a quantitative assessment of the value

of X. Since the number X is correct, that is, it is in the numer-
ical interval [0, T), then the following inequality must hold:

X =(X-AX)modT, <T. (14)

Taking into account that AX=Ax,-E,, inequality (14) will
take the following form:

X-E,Ax,-r-T,<T, (r=123..),

X—Eq~qu—r~T0<T0/w

p+1°

X-E,(%,-x,)-rT,<T,/w

p+1’
X+qu(xq—5cq)—r47},<il"0/wp+l,

E,(x,~%,)<T,/w,, —X+rT,

x,~% <(T,/w,,)/ E,~X | E,+r-T,/E,,

15)

x, <%, +(T,/w,, )/ E,~X | E,+r-T,/E,.

Taking into account the fact that the orthogonal basis in
RCS is represented in the form E =e -T,/w,, then expres-
sion (15) will take the form:

x, <xq+(wq+r~wq~wp+l)/eq~wp+l—X/Eq,
or:

xq<xq+wq~(1+r~wp+1)/eq~wpﬂ—X/Eq.

(16)

Since the value of the residual x, is a natural number, the
value of the expression w, (1+r~wp+1)/?q W, —f(/Eq in in-
equality (16) must be an integer. Selecting the integer part of
this expression allows us to derive a formula for correcting
errors in the residual X, of the number X in the form:

x, = (fcq +]wq ~(1+r~wp+1)/5q W, —)?/qu:)modwq, 17)

where the value ] y[ is taken equal to the integer part of the
number y not exceeding the value of y.

Example 4. 1t is advisable to consider an example of data
error correction in NCS RCS. Let during data transmission or
processing the result obtained is represented by NCS of the form
}?:(6||0||0||2||1). Since the numberX'PNS =3,180>T =420is
incorrect, the last residual x,,; according to the control module
w, is always included in the group of residues being checked.
In the example under consideration, this is the residual xs=5
according to the control basis w.=ws=11 of RCS. First, the val-
ue of the residual X, =0 is corrected modulo w;=3 according
to formula (17). The result is the expression:

Wl'(1+"'W,,+1) X

=| x + /- d =
X, =X S : modw,
:[0+‘|3.(1+1.11)—3’180( mod3=
1-11 1,540[

=(0+]3.27-2.06] Jmod3=
= (0+]1.21[)mod3 =(0+1)mod3=1mod3=1.

The r (r=1, 2, 3...) value is chosen so that the result of the
operation in parentheses ]y[ is a positive number. In this
example, r=1. Thus x;=1.

Next, the residual X, =0 is corrected modulo w;=5:

w3~(1+r~wp+l) X

X, = i3+ W—E mOdW3:
fo s
| 41r 3,696

=(0+]1.36-0.86] Jmod 5=
(0+]0.5[ )mod5=(0+0)mod5=0mod5=0.



Thus, we can conclude that the residual X,=X,=0 is
undistorted, which really had to be proven to confirm the
validity of the derived mathematical expression (17).

Next, the residual X, =1 is corrected by the control mod-
ulo w.=ws=11 of this RCS:

w5~(1+r~wp+l) X

x5: 5&5+ W_E mOdWSZ
[ e sasol)
- J 6-11 2,520[ -

=(1+]2-1.26[ )mod11=
= (1+]0.74[)mod11 =(1+0)mod11=1mod11=1.

Thus, we can conclude that the residual x,=Xx =1 is
undistorted, which actually had to be proven.

In accordance with our calculation results, i.e., x;=1,
x3=0 and xs=1, it is worth correcting the distorted re-
sult )2:(6||0||0||2||1) of data processing in the follow-
ing way. It is necessary to replace the residuals of the
numbers modulo wy, wz and ws with the obtained values:
X,=0-x=1 X,=0—-x,=0 and X,=1->x,=1. Itisev-
ident that the corrected NCS X will take the following form:
X=(0]10]|0]]2]|1)— X =(1]|0]|0]|2][1). This is confirmed
by the fact that X=(1]|0|0]|2||1)=Xpns=100<T=420. In this
case, the distorted residual modulo w;=3,i. e.:

%, =(x, +Ax,)modw, =(1+2)mod3 =
=3mod3=0(Ax, =2).

The scheme of the data correction procedure is given
in Table 2.

Based on the improved methods of control and diag-
nostics of data in RCS (Fig. 6), it is advisable to consider an
example of correction of NCS in RCS.

Example 5. Suppose that during data processing in RCS
a number is obtained in the form X:(O||0||6||2||2). It is
necessary to control the number X, and, if necessary, conduct
diagnostics of NCS, find the error (detect the distorted residual
of the number X ) and eliminate it (correct the incorrect residu-
al). The stages of correcting the specified number are as follows:

I. Control of number X =(0/0]|0]|2]|2).

The operation of finding the value X in PNS is performed:

pt+l 5
Xons = [qu -E[,JmodTO = (qu ~Eq]mod4,6zo =

q=1 g=1
0-1,540+0-3,465+
- [+0~3,696+ 2-2,640+2-2,520
=10,320mod 4,620 =1,080 > T = 420.

] mod 4,620 =

Conclusion. Since the value X s = 1,080>T =420, the

number X is incorrect, that is, there is an error in one of the

residuals x,|q=15 of the number X.

_ IL. Diagnostics * of the residuals of the number

X=(o[lo[[0]2]12).
The number X, . =1,080 is determined in a series of

values T, ( g= 1,5) (Table 2):

T,=420<T,=660<T,=924< X =
=1,080<T, =1,150< T, =1,540.

Since the condition T, < X< T,, is met, it is concluded
that the residuals x; and x, of the number X are correct (un-
distorted). An error is possible only in one of the three resid-
uals: x3, x4 and Xs.

Conclusions:

- the residuals x; and x, of the number X =(0]]0]/0]|2|2)
are undistorted (correct);

—an error is possible in one of the residuals x;, x4 and x5
of the number X.

III. Correction of residuals of the number
X =(0]/0]|0]|2]|2). As an example, it is advisable to correct
the residual x, =0 modulo w;=5 in RCS:

w,-(1+r-w X
x,=| %, + S(‘M)—E modw, =

N —
€ Wp+1 3

[5-(1+1-11) 1,080]
J 4-11 3,696[
=(0+]1.36-0.29] Jmod 5=
:(0+]1.07[)mod5: (0+1)mod5=1mod5=1.

mod5=

Thus, the error X,=0—x,=1 in the residual x; mod-
ulo w;=5 of the number X. is corrected. In this case,
the corrected NCS X will take the following form:
X =(0]/0]|0]|2]|2)—> X =(0]|0]|1]|2]|2). The procedure for
correcting the number X = (0||0||6|| 2||2) is schematically
given in Table 3.

Verification:

X=(0]|0]1]|2][2)=Xpns=156<T=420.

The option of using the devised methods of operational
control and data diagnostics (i.e., error detection) for the im-
plementation of an error correction process in real time has
been considered. The method is based on the noise-resistant
functions of NCS and the principle of parallel independent
processing of the residuals of numbers in RCS.

Table 2
Procedure for correcting data X = (6||0||0|| 2||1) in RCS
Residual of number X R@ig?j}:ﬁ(ﬂ?‘;ﬁ;ﬁ?}zeg ’ Vah:;rﬁfq of Results of correcting residuals X, Result Xz&)!?ellc(ﬂlozryl) of RCS
x, = (JEq — qu)modwq,
x=0 X Ax;=2 x, = (%, — Ax, )mod w, = x=1
=(0-2)mod3=1
X=0 - - - %=0
x:=0 X3 Ax3=0 - x3=0
X4=2 - - - X4=2
Xs=1 Xs Axs=0 - Xxs=1




Table 3

Procedure for correcting data )~(=(0||0||(~)||2||2) in RCS

. - Residuals of number X, Results of correcting Result X=(0[|0]|1]|2]2) of
Residual of number X where errors are likely Value Ax, of error residuals x, correction in RCS
X1:0 - - = X1:O
XZZO - - - x2:O
x, = ()Eq - qu)modwq,
X3:0 X3 AX3:4 x, :(323 —Axs)modw3 — X3:1
=(0-4)mod5=1
X4:2 X4 AX4:0 - X4:2
x5=2 X5 AX5=0 - X5=2

6. Discussion of results of investigating the process
of error control and correction in non-positional
code structures

Based on our analysis of the properties of NCS, namely
arithmetic, the suitability of using RCS codes for fast and
reliable data processing has been proven. The structure of
codes in NCS includes specialized control bases that ensure
verification of the integrity of information. The control bases
of NCS play the role of protective mechanisms designed to
detect errors. At the same time, the residuals, by means of
which numbers are represented in NCS according to the
information and control bases, function simultaneously and
autonomously in the data processing process. This circum-
stance is due to the modularity of the structure of CS func-
tioning in NCS (Fig. 1), due to which data processing in NCS
is carried out in parallel in time and independently (each
residue according to its own base).

Control of calculation results in RCS can be implemented
either by step-by-step verification, or upon completion of all
calculations, since the error that occurred in some residual
x4 of the number X=(0x||x|[... ||xg-1][Xq[Xgal .- [|p]|Xp+1),doES

not spread to other residuals x, (g:l, p+1), (g#g) of num

bers X (does not spread to neighboring data processing paths
of CS). Therefore, based on the complete arithmetic of NCS,
the applied bases (modules) are an integrated part of the gen-
eral system of bases (modules) of RCS. The numerical values
of NCS for all both the main and control digits (bases) are
directly involved in all operations. At the same time, the pro-
cessing of the main and additional (control) digits is carried
out absolutely identically, without any difference. As a result,
RCS allows calculations to be performed without constant
verification of intermediate results. The intervals between
checks are set dynamically, based on an assessment of the
probability of errors. The correctness of the operations at
each stage of the calculations can be confirmed by checking
the final result. It should be noted that only one control basis
is an effective means of detecting both any single error and
most double errors.

Based on the consideration and proof of scientific fact 1
and based on the results of mathematical relations (2) to (5),
a method of data control in RCS has been devised, which is
based on the principle of comparison. The use of this control
method is characterized by a minimum number of elemen-
tary operations and control modules of RCS, which leads to
the minimization of computational costs and the absence of
restrictions on the multiplicity of errors. This is in contrast

to [18], which considers a scheme for detecting and correcting
only single errors, and the possibility of localizing multiple
errors after and/or during calculation/transmission under
the condition of redundancy of check modules. Accordingly,
in [18], positive results of the process of control and error cor-
rection for a redundant system of residual classes (Redundant
Residue Number System) were obtained. That is, the achieve-
ment of these results is accompanied by an increase in the
number of computational resources required to increase the
number of modules (implementation of redundancy). This
should be taken into account when designing real systems,
where the cost of hardware and power consumption are
critical factors.

Therefore, the key advantage of the devised control meth-
od is the ability to detect multiple errors without a significant
increase in computational complexity, hardware costs, and
power consumption. This ensures more efficient use of sys-
tem resources. This opens up prospects for the application
of the devised method in real-time CSs. The practical imple-
mentation of the proposed method using examples 1 and 2
has demonstrated its functionality and efficiency.

On the basis of scientific facts 2 and 3, a critical analysis
of the existing data control method based on the projection of
a number in RCS was conducted. The results of our analysis
became the basis for improving the data control method in
RCS in order to eliminate the identified shortcomings. The
essence of the improvement is to use orthogonal bases E,g
of partial sets of bases (modules). Orthogonal bases Eg are

formed from the complete system of bases {wg}, (q =1, p+1),

and their use makes it possible to organize the process of
parallel processing of projections X=(x1|[x2||...||Xg-1|[xg+1]l-.-
xXpllxp4) of the number X=(xi||xa]|...[|xq-1]|XqlIxg4l]---
..|[%pllxp+1) of NCS in RCS. This arrangement reduces
the time for determining the projections of the number and
accordingly improves the efficiency of data control. The re-
sults of our study significantly complement work [23], which
considered a method for diagnosing errors in data represent-
ed by a non-positional code using projections onto orthogonal
bases. However, calculating number projections within the
framework of the method proposed in [23] involves the in-
volvement of additional computational paths of RCS, which
negatively affects the speed of the data control process.

In addition to the efficiency of data control and diagnos-
tics (error detection), an important characteristic of any CS
is the correction of detected errors. To implement the error
correction process, it is necessary that the applied code struc-
ture has certain corrective functions [30]. This is achieved



by introducing a certain information redundancy into the
basic code structure. In NCS in RCS, this is implemented by
introducing additional control ones into the information bas-
es. Based on the theoretical principles of noise-resistant data
coding (11) to (17), a detailed study of corrective capabilities
was conducted. Based on these properties, a procedure for
varying (changing) the corrective capabilities of NCS in the
dynamics of the computational process was implemented.

The proposed method of error correction in NCS makes
it possible, due to parallel error correction, to increase by
2 times the speed of data correction when two residues of
RCS are distorted. That is, the method is able to localize and
correct double errors. At the same time, with an increase in
the bit grid of the operands being processed, the efficiency
of the application of the considered error correction process
increases. This contrasts with [26], where an error correction
scheme is proposed based on residue number arithmetic,
which is designed to correct only a single soft error.

The main limitation of our study is the insignificant time
costs for the operations of converting the controlled number
X from RCS to PSN for comparing the numbers X in PSN
with the value of the time interval T. But this limitation is not
significant since such elementary operations of CS operating
in RCS are performed in one cycle.

Further prospect of our research is to design an effective,
in terms of reliability, system for detecting and correcting
errors in RTCS based on the non-positional number system
in RCS. The presence of effective (operational and reliable)
methods and means of control, diagnostics, and correction of
data in RCS could provide further impetus to this promising
number system since the absence of such methods restrains
the broad potential opportunities for highly reliable and fast
data processing, which are inherent in the properties of RCS.

process in RTCS operating in RCS by minimizing the time for
determining number projections.

3. The improvement of the method of control and diag-
nostics in RCS involves the use of partial orthogonal bases.
Their use provides effective parallel processing of projections
of numbers. This circumstance allows us to increase the
efficiency of data diagnostics in CS. The proposed approach
to data control and diagnostics, based on the use of partial
orthogonal bases, which provides for synchronous analysis
of projections of check numbers, is more efficient in com-
parison with the existing method. A comparative analysis of
examples of the implementation of the existing and improved
methods allows us to conclude that the improvement of the
method has made it possible to increase the efficiency of data
control by 20-30 %. The efficiency of data control depends
on the bit length of the operand (number) processed in CS.
At the same time, the control system in RCS, based on the
improved method, provides high reliability of error detection
(distorted numbers). Examples of the implementation of the
improved method are given to demonstrate its practical use
and the reliability of our data control results (error detection).

4. The process of single error correction in RCS has been
improved, which is based on the analysis of the magnitude
and localization of the error in the residual of the number
and implements parallel error correction of the group of
residuals of the controlled number. This makes it possible to
increase the efficiency of correcting CS errors in RCS. The
improvement of the data correction methodology in RCS is
achieved by integrating mechanisms that use natural and
artificial information redundancy of NCS. This approach
makes it possible to correct single data errors using minimal
code information redundancy by introducing additional con-
trol bases of RCS.

7. Conclusions
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