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The object of the research is the pro-
cess of ensuring the protection of data 
transmission in communication chan-
nels of critical infrastructure objects 
based on mobile and smart technolo-
gies. The development of quantum com-
puting technologies based on Grover 
and Shor algorithms provides practical 
cracking of symmetric and asymmetric 
cryptosystems in polynomial time. The 
emergence of systems based on artificial 
intelligence allows creating hybrid sys-
tems for detecting weaknesses (critical 
points) in security systems not only on 
critical infrastructure objects. In addi-
tion, a full-scale quantum computer 
will open a new era of implementing 
post-quantum cryptography algorithms. 
Among the winners of post-quantum 
algorithms, the crypto-code construc-
tions (CCC) of McEliece and Niederreiter 
are separately highlighted, which allow 
to provide the required level of protec-
tion and the required level of reliability 
of information transmission in an inte-
grated manner. But a significant draw-
back is the possibility of cracking such 
systems on linear codes, as well as the 
need to build them on the Galois field 
210–213, which significantly reduces 
their use in low-capacity systems based 
on smart and mobile technologies. To 
solve this drawback, the work propos-
es the use of a symmetric CCC based on 
the Rao-Nam scheme on algebrogeomet-
ric and flawed codes, which provides 
the possibility of significantly reducing 
the volume of key data (construction of 
CCC over the Galois field 24–26). When 
using the Rao-Nam CCC, a quantum 
symmetric algorithm is formed, which 
ensures the preservation of the level 
of stability and reliability of informa-
tion transmission (safe time 1025–1035). 
This approach provides the possibility 
of forming intelligent information pro-
tection systems (IIPS). The given struc-
tural scheme of the IIPS construction 
ensures timely detection of threats with 
an assessment of the computational 
and financial and human capabilities 
of attackers, as well as the use of the 
necessary CCC/algebraic (flawed) codes 
to ensure the required level of security
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1. Introduction

The development of the computing capabilities of a full-
scale quantum computer, the emergence of new areas of ap-

plication of artificial intelligence, the synthesis of smart tech-
nologies with the Internet of Things forms new, more stringent 
requirements for the construction of information protection 
systems. The most widely used symmetric cryptography algo-

Copyright © 2025, Authors. This is an open access article under the Creative Commons CC BY license
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low-density parity check (EDF–QC–LDPC) codes is proposed. 
A four-dimensional hyperchaotic fractional order system is 
proposed, which provides the formation of a pseudo-random 
sequence. Due to the replacement of error syndromes with a 
pseudo-random sequence and dynamic permutation of the 
encoded message, stability is ensured, but at the same time 
the volume of key sequences increases. In [23], the McEliece 
CCC on modified (shortened and extended) elliptic codes was 
considered, but the volume of key data does not allow their use 
for providing security services of system architectures based 
on smart technologies. In works [24, 25], Niederreiter CCCs on 
elliptic (modified (shortened, extended)) codes were proposed. 
Elliptic (algebrogeometric codes, elliptic codes – EC) provide 
counteraction to the Sidelnikov attack, and the modification of 
the codes provides for the reduction of key data. But the volume 
of key data remains large for smart technologies. In addition, 
the construction of CCCs over the field 210–28 is critical in terms 
of computational capabilities for critical infrastructure objects 
based on mesh networks. In work [26], a polynomial time struc-
tural attack against the McEliece system based on Gopa codes 
from a quadratic finite field extension is presented. This attack 
uses the fact that Gopa codes can be distinguished from random 
codes to calculate some filtering, i.e. a family of nested subcodes 
that will reveal their secret algebraic description. Thus, almost 
all noise-resistant m-linear codes enable the CCC to be hacked. 
In [27, 28], hybrid McEliece and Niederreiter CCCs based on 
modified (shortened, extended) elliptic codes (MEC) with the 
subsequent use of flawed codes are proposed, which allows the 
use of multichannel cryptography. This approach provides a 
reduction in the power of the Galois field (construction of CCC 
over the field 24–26), but the volume of key data and the speed 
of cryptographic transformations are higher than in the Rao-
Nam CCC. In [29], McEliece CCC on low-density quasicyclic 
parity check codes (QC-LDPC) is proposed. This provides both 
security and error correction simultaneously in a specific net-
work coding system. The characteristics of the cryptosystem 
allow it not to require additional reduction of the information 
rate to ensure security. Messages are encoded using QC-LDPC 
and transmitted over the network, where the network coding 
error correction scheme is implemented. However, the stability 
of such systems depends on the number of errors that occur in 
intermediate links and will not exceed the minimum distance of 
QC-LDPC codes. In addition, such systems require an increase 
in the volume of key data along with CCC on the EC. In [30], 
the stability of the McEliece and Niederreiter CCC is analyzed. 
A variant of the McEliece cryptosystem is also proposed, which, 
by replacing the secret permutation matrix with a more general 
transformation matrix, can avoid the public code being the per-
mutation equivalent of the secret code. This allows to prevent 
attacks on classical families of codes, such as GRS (General 
Reference System) codes, and to view them as possible good 
candidates in this framework. The more general transformation 
matrix is already present in the GPT cryptosystem variant that 
uses a column scrambler, but its use leads to an increase in the 
volume of key data and computational resources. In [31], the 
authors propose a new version of the McEliece cryptosystem 
based on the Smith form of convolutional codes. They use the 
Smith form to hide part of the code in a public matrix, while 
keeping the other part secret. The secret part will then be used 
for decryption. They hide this part by left-multiplying it by a 
random matrix, and add a random matrix that has several con-
ditions. Their scheme has a small public key size compared to 
the original McEliece scheme and resists the unique decoding 
attack against the convolutional structure presented in [31] at 

rithms (key length 128–256 bits) can be broken based on the 
quantum Grover algorithm. Cryptosystems based on public-key 
cryptography, including cryptography on elliptic curves, a full-
scale quantum computer can solve (break) using the Shor algo-
rithm [1–3]. Almost all asymmetric cryptography used today 
can be effectively broken by quantum algorithms [4, 5].

On the other hand, symmetric cryptography is able to with-
stand attacks by quantum computers. The best quantum attacks 
on symmetric ciphers and hash functions known to date use 
Grover’s algorithm [5]. To find a 256-bit symmetric key from a set 
of plaintexts and ciphertexts, or to find a preimage for a 256-bit 
hash function, Grover’s algorithm requires approximately 2128 
iterations. In practice, there can be significant overhead due to 
quantum error correction [6, 7]. However, the advent of a full-
scale quantum computer will ensure that current key exchange 
algorithms can be broken [5]. In February 2016, NIST published 
a draft report on post-quantum cryptography, in which it deter-
mined that the creation of a large quantum computer is simply a 
significant engineering challenge [8]. [8, 9] provide estimates of 
the possible hacking of a full-scale RSA-2048 quantum comput-
er in a matter of hours by 2030.

Quantum computers have already successfully factorized 
small integers [10, 11]. Thus, an attacker can store intercepted 
key exchanges and ciphertexts. In addition, they can decrypt 
them when a large-scale quantum computer becomes avail-
able. Depending on when (and if) powerful quantum com-
puters become available, this could render symmetric and 
asymmetric cryptography “unsuitable” for encrypting key 
data and transmitting confidential information.

Particular attention is paid to the construction of cryp-
to-code structures that provide the construction of post-quan-
tum algorithms of asymmetric cryptography (McEliece, Nied-
erreiter CCC) [12, 13]. Symmetric CCC is built on the Rao-Nam 
scheme or a modified scheme [14–16]. Thus, the use of inte-
grated mechanisms to ensure the required level of security and 
reliability services during data transmission is an urgent task.

2. Literature review and problem statement

The analysis conducted in [17, 18] showed that the 
stability of McEliece crypto-code constructions is based 
on the NP-complete problem of decoding a random lin-
ear code. The main idea used in such systems is based 
on the use of masking matrices. The speed of encoding 
(cryptotransformations) is much higher than in pub-
lic-key cryptosystems, but the volume of key data is much 
higher. Thus, on the one hand (the first) is an advantage, 
on the other (the second) is a significant disadvantage. 
In the works [19, 20], the results of studies of the cryp-
to-resistance of public-key CCCs are presented, and an 
effective algorithm for breaking asymmetric McEliece 
cryptosystems based on Reed-Solomon codes is shown. 
Due to the orthogonality of the matrices (generating G 
and checking H, ||G||×||H||T=||0||) algorithm can also 
be applied to Niederreiter CCC, the use of algebrogeo-
metric codes (codes built on elliptic curves) or cascade 
codes is proposed. In [21], McEliece CCC on quasicyclic 
low-density parity check codes is proposed, which allows 
overcoming the main limitations of the original crypto-
system. This allows countering the Sidelnikov attack, but 
increases the volume of key data. In [22], a symmetric 
cryptosystem based on the Rao-Nam scheme with a hyper-
chaotic fractional order system and extended quasicyclic 
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the PQCrypto 2013 conference. In addition, a full search attack 
is impossible for their system. However, using convolutional 
codes significantly increases the size of the key sequence. In 
[32], it is shown that the McEliece cryptosystem over rational 
Gopa codes and the Niederreiter cryptosystem over classical 
Gopa codes resist precisely the attacks to which RSA and El 
Gamal cryptosystems are vulnerable. This eliminates the strong 
Fourier discretization approach on which almost all known ex-
ponential speedups using quantum algorithms are based. 

Thus, the analysis of the use of McEliece and Niederreiter 
CCCs showed that these systems provide the construction 
of asymmetric cryptosystems and integratedly provide an 
increase in the level of probability of obtaining information. 
But the use of noise-resistant codes does not fully provide the 
necessary level of stability in the post-quantum period and 
requires the use of algebro-geometric codes. In addition, a 
significant amount of key data remains, which limits their 
practical use in smart and mobile technologies. Rao-Nam 
CCC allows to “remove” these shortcomings, but their con-
struction on linear codes does not provide the necessary 
resistance to attacks in the quantum period.

3. The aim and objectives of the study

The aim of this study is to develop a Rao-Nam crypto-code 
construction based on EC (modified elliptic codes – MEC) 
and flawed codes. The developed constructions will provide 
a practical possibility of their use in critical infrastructure 
facilities based on smart and mobile technologies.

To achieve the aim of the work, it is necessary to solve the 
following tasks:

‒ to develop a CCC (modified CCC (MCCC) Rao-Nam on 
algebrogeometric codes);

‒ to develop hybrid Rao-Nam CCCs on algebrogeometric 
codes; 

‒ to evaluate the main parameters of the proposed Rao-
Nam CCCs (MCCCs, hybrid CCCs – HCCCs);

– to develop a structural diagram for building an intelli-
gent information protection system using CCC. 

4. Materials and methods

The object of the study is the process of ensuring data 
transmission protection in communication channels of crit-
ical infrastructure facilities based on mobile and smart 
technologies. 

The hypothesis of the study is as follows. To ensure the 
provision of security services: confidentiality, integrity and 
authenticity, it is proposed to use crypto-code constructions 
based on the Rao-Nam scheme. The Rao-Nam CCC is formed 
on the basis of algebrogeometric codes – noise-resistant 
codes, which are built on the basis of algorithms of the the-
ory of noise-resistant coding (Weierstrass matrix) and uses 
the geometric parameters of the points of the corresponding 
curve.

CCCs provide information protection from acciden-
tal and intentional influence and were first proposed 
in [12–15]. The main idea of such schemes is to use algebraic 
block (n, k, d)-code with encoding and decoding algorithms 
that are easy to implement. By masking an algebraic code 
under a random code (a general state code), the decoding 
task can be presented to the attacker as a computationally 

difficult task. Indeed, not knowing the masking rule, the 
attacker is forced to use a complex random code decoder, 
and the entire encoding-decoding process, in this case, is 
equivalent to a one-way cryptographic function [17–19]. 
Thus, the basis of the CCC is the use of the theoretically 
difficult problem of decoding a random code.

The main criterion for choosing an algebraic (n, k, d)-
block code is the complexity of the encoding and decoding 
algorithms. In the general case, codes are chosen with a 
polynomial dependence of the complexity of the encoding 
and decoding algorithms on the length of the algebraic code 
and/or on its correcting ability t=(d–1)/2. Such codes are, for 
example, BCH codes (Bowse-Chhothuri-Hockvingham), RS 
(Reed-Solomon), Gopa codes, algebrogeometric codes, and 
others.

The task of masking an algebraic code is to present it 
to an attacker as a random code (a general state code). The 
complexity of decoding a random code, in the general case, 
increases exponentially with the length of the code and/or its 
correcting ability. The main means of masking an algebraic 
code as a random code in the classical Rao-Nama scheme is 
the generating matrix G, and the error vector, which can be 
used as a session key. 

A cryptogram (codegram) is formed by calculating the 
codeword of a block code. Based on the algorithms for 
constructing a codegram (n, k, d)-code with the addition of 
a random error vector. If the algebraic block (n, k, d)-code 
is given by the generating matrix G, then the formation 
of the cryptogram can be represented by the following 
expression[14, 15]:

c=IGT+e,			    (1)

where I={I1, I2,…, Ik} – information vector (plaintext block), 
e={e1, e2,…, en} – random error vector, weights w(e)≤t, where 
t – correcting ability of a noise-tolerant code.

In the modified Rao-Nam CCC, the cryptogram (co-
degram) is formed by computing the codeword of the 
block code by multiplying the information vector by the 
generating matrix G, adding a random error vector, and 
multiplying by the masking matrix Z. The masking matrix 
Z is of size n×n, and is a permutation matrix (one in each 
column and row) [16]:

c=(IGT+e)×Z. 					    (2)

The main disadvantage of Rao-Nam cryptosystems is 
their resistance to cracking during the period of the emer-
gence of a full-scale quantum computer and the large volume 
of key data, as well as cracking by the “Sidelnikov attack” – 
finding the elements of the generating matrix. Due to the 
orthogonality of the generating and checking matrices, this 
attack allows cracking both the McEliece CCC and the Nied-
erreiter CCC on flawed codes [19, 20].

The combination of geometric parameters of elliptic 
curves (EC) (curve points) with the mathematical appara-
tus of noise-resistant coding (Weierstrass matrix) provides 
the formation of algebrogeometric codes. In addition, 
as an additional initialization vector in addition to the 
elliptic curve points, irreducible coefficients of the curve 
equation are used. This initialization vector allows to 
determine the equation by which the generating and/or 
verification matrix is formed, and can be used as a key  
sequence [24–28].
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To construct, a generating matrix is used, in which the 
elements are projective points Pi(Xi, Yi, Zi). The values of the 
generating functions from the specified points provide the 
formation of the generating matrix of the elliptic code [24–28], 
which is defined by the expression:

( ) ( ) ( )
( ) ( ) ( )

( ) ( ) ( )
( )

0 0 0 1 0 1

1 0 1 1 1 1

,

1 0 1 1 1 1

...
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 
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	  (3)

At the same time, in affine space А2 over the field GF(q) 
the elliptic curve is given by the expression [24–28]:

y2+a1xy+a3y=x3+a2x2+a4x+a6, 		  (4)

or in projective space Р2 [24–28]:

y2z+a1xyz+a3yz2=x3+a2x2z+a4xz+a6z3, 		  (5)

ai∈GF(q), genus of the curve g=1. 
The total number of points on the curve is determined by 

the Hase-Wehl theorem [24–28]:

2 1,N q g q≤ ⋅ + +  				    (6)

where g – genus of the curve, q=pm – Galois fields.
Thus, the Hase-Wehl theorem (limit) determines the 

maximum number of points that can be defined as elements 
of an elliptic code. Algebrogeometric (n, k, d)-code specifies 
the following parameters of the noise-resistant code: k+d≥n, 

2 1,n q q≤ + +  k≥α, d≥n–α, α=3×degF [24–28]. To ensure 
cryptostability, NIST (National Institute of Standards and 
Technology) USA specialists recommend building CCC using 
noise-resistant codes with elements on GF (210–213), which is 
very difficult to implement in practice in smart and mobile 
technologies [1, 2]. Thus, an approach is needed to reduce the 
set of the Galois field while maintaining the level of crypto-
stability of the system as a whole. To reduce the size of the 
key data and the field strength (at a given level of stability), 
in [24–28] it is proposed to use modified elliptic codes (MEC).

Methods for modifying noise-resistant coding provide 
parameters (n, k, d) of linear block code with modifica-
tions [23, 24]. Fig. 1 shows the most common methods of 
modification.

 In this case, to ensure the required level of stability 
among the parameters of the noise-resistant code, it is nec-
essary to fix the parameter d – constructive distance, which 
determines the number of error detection and correction in 
the codeword [23, 24, 33, 34].

Thus, to ensure the required level of stability of the 
Rao-Nam CCC, it is necessary to use modification meth-
ods that do not allow a decrease in the minimum code 
distance [23, 24, 33, 34]. The analysis of Fig. 1 showed 
that d (constructive distance) does not change when us-
ing the parameters of the noise-resistant code when they 
are reduced (the number of symbols in the code word is  
reduced). 

To modify (reduce) elliptic codes, let’s use the reduc-
tion of the set of curve points [23, 24, 33, 34]. To form a 
symmetric cryptosystem based on the Rao-Nam scheme, 
the reduction vector forms an initialization vector (IV1), 
which provides an additional level of entropy and increas-
es the level of uncertainty for the attacker. To construct 
a Rao-Nam CCC on extended MEС, after reducing the 
codeword, it is proposed to use a second initialization vec-
tor (IV2). This approach provides the definition of “places” 
for inserting plaintext symbols, which also provides a level 
of stability, and reduces the field strength (reduces the 
volume of key data).

To further reduce energy costs for software (software and 
hardware implementation) while maintaining the level of 
stability, let’s propose a hybrid Rao-Nam CCCC (HCCC) with 
MEС based on the use of flawed codes.

The CCC formation is based on the reduced loss of 
each symbol (determined by any protocol of signal-code 
structures, for example, ASCII table) [35, 36]. In this case, 
the MV2 reduction algorithm is used, provides a surjective 
mapping of code elements and determines the loss, which is 
formed by a pseudorandom number generator (PRNG) and a 
damaged text (formed after the damage is applied) [34, 35]. 
This approach forms multi-channel cryptography by trans-
mitting the damage and damaged code over two open com-
munication channels, the main theoretical foundations of 
flawed codes and CCC parameters on flawed codes are given 
in [24, 25, 27, 28].

Thus, the proposed methods for constructing noise-re-
sistant codes on algebrogeometric and flawed codes pro-
vide the construction of Rao-Nam CCC, which is capa-
ble of providing the necessary level of security in the 
post-quantum period.
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modifying 

linear block 
(n, k, d) code

Code piercing 
(n-x, k, d2) 

Code dumping 
(n, k-x, d4) 
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(n+x, k+x, d) 

Code increasing

 
 

  
Fig. 1. Methods for modifying block codes
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5. Results of the development of Rao-Nam crypto-
code constructions

5. 1. Development of the CCC (modified 
(MCCC) Rao-Nam on algebrogeometric codes)

To build a symmetric cryptosystem based on the 
Rao-Nam crypto-code construction on EC, lets define:

GEC – elliptic code generating matrix of dimension 
k×n over GF(q) – cryptosystem secret key.

A cryptogram (codegram) is a vector of length n and 
is calculated according to the rule:

* ,ECñ i G e= × +  			   (7)

where the vector c*=i×GEC belongs to (n, k, d)-code, 
i – k-digits information vector, vector e – secret error 
vector of weight ≤ t (the correcting ability of the code). 

The scheme of transmitting a secret message from 
subscriber A to subscriber B in a symmetric cryptosys-
tem based on the Rao-Nam scheme using elliptic codes 
is shown in Fig. 2.

To build a symmetric cryptosystem based on the 
modified Rao-Nam crypto-code construction on EС, 
lets define:

– GEC – the generating matrix of EC dimension k×n 
over GF(q);

– Z – permutation matrix (one unit in each column 
and row) of dimension n×n – masking matrix. 

Matrices GEC and Z – the secret key of the cryptosys-
tem. The cryptogram (codogram) is a vector of length n 
and is defined:

( )* .ECñ i G e Z= × + × 			   (8)

The scheme of transmitting a secret message from 
subscriber A to subscriber B in a symmetric cryptosystem 
based on the modified Rao-Nam scheme on EС is shown 
in Fig. 3.

The proposed approach provides the necessary 
level of stability and reliability through the use of a 
noise-resistant algebrogeometric code. ЕС (n, k, d)-
code over GF(q) sets the following parameters: k+d≥n, 

2 1,n q q≤ + + k≥α, d≥n–α, α=3×degF. The complexi-
ty of the non-systematic coding algorithm is formally 
О(3×degF×n) or О((n–d)×n).

To further reduce the computational capacity and 
the volume of key data, it is proposed to use modified EC 
(MEC) – shortened and extended. This approach provides 
a reduction in the field strength for constructing the Rao-
Nam CCC to GF (26–28). Fig. 4, 5 show the exchange pro-
tocols based on the Rao-Nam symmetric cryptosystem on 
MEC (shortened, extended), Fig. 6, 7 – based on the mod-
ified Rao-Nam scheme on MEC (shortened, extended).

The main properties of MEC and parameters of 
post-quantum cryptosystems based on CCC schemes 
on MEC are given in [24, 25, 27, 28].

Thus, the proposed approach provides the use of 
mathematical apparatus for constructing noise-resistant 
codes on elliptic curves and flawed codes. This approach 
will provide practical implementation of symmetric cryp-
tosystems in mobile applications for providing security 
services. To further reduce the power of the Galois field, 
symmetric cryptosystems based on hybrid CCCs of the 
Rao-Nam scheme are proposed.
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Fig. 3. Information exchange protocol in a symmetric cryptosystem based 

on a modified Rao-Nam crypto-code construction on elliptic codes 
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  Fig. 4. Information exchange protocol in a symmetric cryptosystem 

based on the Rao-Nam crypto-code construction on modified elliptic 
codes (shortened codes)
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For the research, the proposed Rao-Nam CCC on algebro-
geometric codes is implemented in C++. The hardware and 
software implementation of the CCC is implemented on a 
Raspberry Pi3, model B+ (RPI3-MODBP) based on the 
SoC (system-on-a-chip) BCM2837B0. The formation 
over the Galois field GF(24) is used. The standard NIST 
STS 822 package is used to assess the stability, which 
provides a check of the sequence 108 for randomness.

5. 2. Development of a hybrid Rao-Nam cryp-
to-code construction based on algebrogeometric 
codes with damage 

To use the proposed crypto-code constructions over 
Galois fields (24–26), which provides a reduction in the 
volume of key data, it is proposed to use flawed codes that 
build hybrid (complex) cryptosystems. Flawed cryptog-
raphy is multi-channel cryptography, which in this case 
provides additional entropy and cryptographic stability 
of the system as a whole. Cryptographic flawed texts are 
texts obtained by such methods [35–38]:

– approach 1: causing damage to the original text 
followed by encryption of the damaged text and/or its 
damage; 

– approach 2: damaging the ciphertext;
– approach 3: damaging the plaintext and the ci-

phertext of the damaged text.
The analysis of the use of the MV2 algorithm (dam-

age algorithm) showed that the best result is achieved 
when performing the following sequences – starting with 
encryption in the Rao-Nam CCC, then damage to the 
ciphertext (approach 3). Fig. 8, 9 show the information 

exchange protocols in a hybrid symmetric cryptosystem based 
on the CCC, (modified CCC) Rao-Nam on the MEC (shortened 
codes).
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  Fig. 6. Information exchange protocol in a symmetric cryptosystem based on a modified Rao-Nam crypto-code construction on 
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The proposed approach provides the necessary level of 
stability (due to multi-channel cryptography on flawed codes), 
reliability, and significantly reduces the volume of key data. In 
addition, to reduce key data and increase the level of security 
of key data, it is possible to exchange only the coefficients of 
the elliptic curve equation between protocol participants. This 
approach ensures the transfer of not the entire tuple of key data 
vectors, which also reduces the total volume of key information.

5. 3. Evaluation of the main parameters of the pro-
posed Rao-Nam crypto-code constructions

For experimental study of the proposed symmetric cryp-
tosystems based on Rao-Nam CCC on EC(MEC), hybrid sym-
metric cryptosystems, corresponding software layouts were 
implemented. The results of comparative studies of Rao-Nam 
CCC are given in Tables 1, 2. Tables 1, 2 show the abbreviations: 
shortening (sh) – CCC on shortened MEC, elongation (el) – CCC 
on lengthened MES, shh – hybrid symmetric cryptosystems 
with shortened MEC, elh – hybrid symmetric cryptosystems 
with lengthened MEC. The parameters of symmetric (hybrid 
symmetric) cryptosystems were studied over Galois fields: for 
Rao-Nam CCC on EC – GF (210); with shortened/lengthened 
MEC – GF (26); for hybrid cryptosystems – GF (24): 

The complexity of breaking the Rao-Nam CCC on the EC is 
given by the expressions [24, 28]: 

– on ЕС: 

OK+=Ncov×n×r,

where: 
( ) ( )

( )( ) ( )cov

1 ... 1
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– on shortened codes: 

( )cov  2 1 1 2 ;K qO N q k r+ = × + + − × 	 (10) 

– on lengthened codes: 

( )cov 2 1 1 2 1 2 ;K q kO q k rN+ × + + − + ×= 	  (11)

– on shortened MEC with damage:
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the unknown key: 11902 ;z
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Analysis of Tables 1, 2 showed that the use of HCCC on 
flawed codes provides ≈12 times reduction in the number of 
elementary group operations when forming a cryptogram. 
When spreading – about 20 times the number of elementary 
group operations at the receiving side. 

Tables 3, 4 present the results of studies of the depen-
dence of the capacitive characteristic on the power of the 
Galois field for software implementation.
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Fig. 9. Information exchange protocol in a hybrid symmetric cryptosystem based on the Rao-Nam crypto-code construction on 
modified elliptic codes (shortened codes) 
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To assess the stability of the cryptosystem, the NIST STS 
822 package was used, which determines the probability of 
randomness of the initial sequence [39, 40].

Table 5 presents the results of research into the statistical 
properties of the proposed methods based on the NIST STS 
822 package.

Table 5 shows that for a symmetric system based on the 
Rao-Nam CCC and a hybrid symmetric cryptosystem, the 
statistical characteristics are not worse than the indicators of 

the asymmetric McEliece CCC on EC. All symmetric cryp-
tosystems on the Rao-Nam scheme passed 100 % of the tests. 
The best result was shown by the symmetric cryptosystem on 
the Rao-Nam scheme on shortened MEC with flawed codes: 
153 out of 189 tests were passed at the level of 0.99, which is 
80% of the total number of tests.

Thus, the proposed methods provide basic security ser-
vices, the necessary level of resilience, and increased reliabil-
ity in systems based on smart and mobile technologies.

Table 1

Break difficulty results for ЕС (МЕС)

Relative encoding speed, R
lg(ls)

1 2 3 4 5 6 7 8 9 10
0.5 4.75 10.52 18.22 21.42 38.77 54.13 82.14 165.84 358.33 672.37

0.75 12.1 21.76 33.17 51.75 61.09 78.37 83.72 179.13 371.09 684.94
0.5(el) 15.6 32.47 43.75 59.43 68.26 101.72 156.75 223.64 421.97 716.41

0.75(el) 18.23 35.67 51.61 72.81 87.32 112.46 164.72 231.57 428.63 722.26
0.5(sh) 19.12 38.63 56.88 78.92 94.91 120.83 182.39 276.27 459.81 783.46

0.75(sh) 19.82 39.18 58.03 80.52 104.56 128.79 189.74 287.33 476.52 794.28

Table 2

Break difficulty results for МЕС(МЕС+DC)

Relative encoding speed, R
lg(ls)

1 2 3 4 5 6
0.5(el) 15.6 32.47 43.75 59.43 68.26 101.72

0.75(el) 18.23 35.67 51.61 72.81 87.32 112.46
0.5(sh) 19.12 38.63 56.88 78.92 94.91 120.83

0.75(sh) 19.82 39.18 58.03 80.52 104.56 128.79
0.5(elh) 7.21 21.46 31.68 41.72 56.63 72.32

0.75(elh) 9.17 23.72 33.83 42.27 58.91 74.79
0.5(shh) 12.54 27.48 37.38 47.48 62.86 89.5

0.75(shh) 14.56 29.82 38.43 58.23 66.53 97.71

Table 3

Dependence of the software implementation speed on the field strength (number of group operations)

Cryptosystems
GF (qm)

25 26 27 28 29 210

Rao-Nam CCC on ЕС 2,003,608 3,609,614 6,569,429 9,497,957 12,643,116 16,493,579
Rao-Nam CCC on shortened МЕС 2,001,589 3,557,486 5,719,003 8,815,887 12,394,851 15,910,953

Rao-Nam CCC on lengthened МЕС 2,231,228 3,712,246 6,642,142 9,659,422 13,034,338 16,810,267

Table 4

Dependence of the software implementation speed on the field strength (number of group operations)

Cryptosystems GF (24) GF (25) GF (26) GF (27) GF (28) GF (29) GF (210)
Rao-Nam CCC on shortened МЕС 1,658,615 2,001,589 3,557,486 5,719,003 8,815,887 12,394,851 15,910,953

Rao-Nam CCC on lengthened МЕС 1,701,284 2,231,228 3,712,246 6,642,142 9,659,422 13,034,338 16,810,267
Rao-Nam CCC on lengthened МЕС+ flawed codes 1,122,463 1,580,063 2,978,589 5,113,055 8,455,837 11,792,756 15,312,835
Rao-Nam CCC on shortened МЕС+ flawed codes 1,188,525 1,581,051 2,936,482 5,119,003 8,423,265 11,693,629 15,094,953

Table 5

Statistical safety research results

Cryptosystems
Number of tests in which 

more than 99 % of  
sequences passed the test

Number of tests in which 
more than 96 % of  

sequences passed the test

Number of tests in which 
less than 96 % of sequences 

passed the test
McEliece CCC on ЕС 149 (78.3 %) 189 (100 %) 0 (0 %)

Rao-Nam CCC on shortened МЕС 149 (78.8 %) 189 (100 %) 0 (0 %)
Rao-Nam CCC on lengthened МЕС 150 (79.3 %) 189 (100 %) 0 (0 %)

Rao-Nam CCC on lengthened МЕС+ flawed codes 151 (79.9 %) 189 (100 %) 0 (0 %)
Rao-Nam CCC on shortened МЕС+ flawed codes 153 (80 %) 189 (100 %) 0 (0 %)
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5. 4. Development of a structural diagram for build-
ing an intelligent information protection system using 
crypto-code constructions

To provide security services at critical infrastructure fa-
cilities based on smart and mobile technologies, it is proposed 
to create an intelligent information protection system. An 
intelligent information protection system is an interconnect-
ed set of organizational and engineering and technical mea-
sures, means and methods of information protection using 
artificial intelligence systems. The structural diagram of the 
intelligent information protection system is shown in Fig. 10.

To ensure the classification of threats, a threat classifier 
is used, which provides not only the formation of a threat 
tuple, but also allows for the formation of a statistical analy-
sis of threats, the criticality of elements of the infrastructure 
of protected objects, and also determines the flow level of 
security [41]. In [42], a classification of attackers is proposed, 
which provides the ability to assess their computational and 
financial capabilities. Formally, the mathematical model of 
the attackers’ “capabilities” is defined by the expression:

( ) ,cyber cyber
i i i motivpλ = ω × ×ψ 			   (14)

where { }cyber cyber
i iA A∈  – attacker category; cyber

iω – attacker 
opportunity coefficient CPS; T – time of threat realization; 
pi – probability of at least one threat being implemented; 
ψmotiv – probability of the attacker’s motivation to carry out 
the threat.

In [43], the foundations of building multi-contour pro-
tection systems are defined, taking into account not only the 
structure of the network, but also the possibility of consid-
ering it taking into account the physical location (platform). 
This approach makes it possible to create models not only 
of cyber-physical systems, but also of their alternative – so-
cio-cyber-physical systems. 

This approach ensures the construction of both an 
external and internal protection contour for each net-
work infrastructure platform, which ensures an increased 
level of objectivity in assessing threats, their integration 
with social engineering methods, and active terrorist  
actions.
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  Fig. 10. Structural diagram of an intelligent information protection system
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The overall threat assessment of the implementation of 
internal circuit threats will be defined as:

platform platform

, , , , ( ) , , , , ( )
, ,Ñ I A Au Af ESL Ñ I A Au Af ESLESL

j hybrid synerg J JSA S A=   	 (15)

where ESL
jSA – general threat taking into account the “com-

bination” of passive (technogenic) and anthropogenic threats 
from attackers (terrorists) to the internal contour of the 
infrastructure of the protected object; 

platform

, , , , ( )
, 

Ñ I A Au Af ESL
hybrid synerg JS  – a 

general threat to the main security services (C – confidenti-
ality; I – integrity; A – availability; Au – authenticity, Af – in-
volvement), with signs of hybridity and synergy. The sign of 
synergy is considered as the possibility of maximum impact of 
the threat on all services of one security component (cyberse-
curity, information security, information security). Hybridity – 
the possibility of a threat to inject (crack) one of the security 
services into all its components. 

platform

, , , , ( )Ñ I A Au Af ESL
JA  – overall active 

threat to core security services. 
The assessment of the overall threat of the implementa-

tion of external contour threats will be defined as:

platform platform

, , , , ( ) , , , , ( )
, .Ñ I A Au Af ISL Ñ I A Au Af ISLISL

j hybrid synerg J JSA S A=  		   (16)

Thus, the threat classification framework provides a 
generalization of expert assessments of threats, taking into 
account their integration and unification:

3
general

1

,ESL ISL
j j

j

SA SA SA
=

= 



 			   (17)

where SAgeneral – general threat to the infrastructure plat-
forms of the protected object.

To take into account the level of protection, the attacker’s 
capabilities, and the probability of implementation, an indi-
cator of the attacker’s “capabilities” will be defined as:

resources fin.resources ,
i i

cyber cybercyb cyber
i

er
iω α= β β   		  (18)

resources i

cyberβ ∈{1 – unlimited computing resources of cyberter-
rorists, 0.75 – computing resources of the state (special services), 
0.5 – computing resources of cybercriminals, 0.25 – computing 
resources of criminals, competitors, hackers, 0.001 – computing 
resources of vandals }; cyber

iα ∈{1 – frequency of threat imple-
mentation daily, 0.75 – frequency of threat implementation 
every week, 0.5 – monthly threat implementation frequency, 
0.25 – frequency of threat realization each year, 0.001 – un-
limited time }; fin.resources i

cyberβ ∈{1 – unlimited financial resources 
of cyberterrorists, 0.75 – financial resources of the state 
(special services), 0.5 – financial resources of cybercriminals,  
0.25 – financial resources of criminals, competitors, hackers, 
0.001 – financial resources of vandals}. Table 6 shows the 
generalized indicators taking into account the level of security.

The analysis of Table 6 showed that the relevant cyber 
groups (with the support of the state/special services) have 
both financial and computational capabilities to carry out 
both terrorist attacks and targeted attacks on the infrastruc-
ture elements of the protected object.

Neural networks play an important role in cybersecurity, 
providing powerful tools for threat detection, anomaly anal-
ysis, and system protection. Different types of networks are 
suitable for different tasks: CNNs are excellent at processing 
images and network traffic, RNNs cope with temporal data, 
and GANs help test security systems. Table 7 lists the main 
applications of neural networks in cybersecurity [44–49].

Table 6

Initial data of criteria and indicators of expert assessment of 
the attacker’s “danger” weight coefficient

Category

Weighting coefficient evaluation indicators
cyber
iω

pi ψmotiv
resources
cyberβ cyber

iα fin.resources i

cyberβ

Critical 1 1 1 1 1
High 0.75 0.75 0.75 0.75 0.75

Medium 0.5 0.5 0.5 0.5 0.5
Low 0.25 0.25 0.25 0.25 0.25

Too low 0.001 0.001 0.001 0.001 0.001

Table 7

Main applications of neural networks in cybersecurity

Network type Application Example problem

FCNN Log analysis and 
attack classification

DDoS attack  
classification

CNN Image and network 
traffic analysis

Detecting malware 
through binaries

RNN (LSTM, GRU) Time series and 
sequence analysis

User behavior  
analysis

GAN Data generation and 
robustness testing

Creating synthetic 
attack data

Autoencoders Anomaly detection 
and data compression

Detecting traffic 
anomalies

Transformers Text data analysis Detecting phishing 
emails

GNN Graph and network 
analysis Botnet detection

Hybrid networks Combined analysis
Combine multiple 

architectures to solve 
complex problems

The analysis of Table 7 showed that Fully Connected 
Neural Networks (FCNN) will provide analysis of logs and 
anomalies, detection of anomalies and threats in data based 
on security system logs; threat detection: data classification 
(malicious/intact traffic).

Convolutional Neural Networks (CNN) provide network 
traffic analysis; phishing site detection: analysis of web page 
screenshots; malware recognition: analysis of binary files 
through visualization of their structures.

Thus, the use of appropriate networks will ensure timely 
assessment of the current state of the facility’s infrastructure 
protection system and determination of the attacker’s “capa-
bilities”.

To provide security services, it is proposed to use 
post-quantum symmetric and asymmetric cryptosystems 
based on appropriate crypto-code constructions, taking into 
account the “volume” of secrecy of the relevant confidential 
information. 

Based on the identification of threats (targeted attacks), 
the formation of constant control over the current state 
of the security system, and the assessment of compliance 
with the requirements of international regulators, an 
objective assessment of the current state of the security 
of the infrastructure elements of the protected object is 
created. The use of post-quantum algorithms within the 
infrastructure of the information protection system allows 
for a timely “response” to changes not only in key data, but 
also in the CCC itself and their parameters ( jamming and 
flawed codes).



45

Information and controlling system

6. Discussion of the results of developing a structural 
diagram for building an intelligent information 

protection system

The analysis of a proposed cybersecurity system should 
begin first of all with the identification of features that 
significantly distinguish the proposed system from similar 
ones proposed and described by other researchers. There are 
several such features.

It is important to focus on the fact that the use of neural 
network technologies in the form of neural networks is fully 
integrated into the security system. The implementation of 
neural network technologies is based on the use of the pro-
posed classifiers, which are significantly different from those 
used traditionally, for example [42]. First of all, the existing 
classifier introduces financial indicators of attacks, such as 
the cost of implementing a particular attack. This allows 
to significantly reduce the efforts to counter cyberattacks. 
By rejecting cyber threats that cannot be implemented, and 
based on the possible resources of cybercriminals, as well as 
identifying classes of attacks that cannot be resisted, based 
on the resources available to the security system [43].

To implement such functionality, an attacker classifier 
was developed and introduced into the security system. 
Although today there are classifications of cybercriminals, 
for example [43–47], the possibilities of implementing cyber�-
attacks are quite general, based more on their level of profes-
sionalism than on resource capabilities.

The proposed threat classifier and attacker classifier 
are not independent and function together in the proposed 
system, providing not only the classification of implemented 
attacks, but also the class of attackers who can carry out the 
corresponding attacks.

These classifiers define the general requirements for a 
neural network for classifying and predicting attacks. The 
classifier specifies the number of different attacks, which 
determines the number of outputs of the neural network. 
The additional output reflects the fact that the obtained net-
work performance indicators may correspond to the normal 
mode of network operation without any attacks. The number 
of inputs of a neural network operating in the current state 
classification mode corresponds to the number of different 
parameters recorded by IDS/IPS. This approach is traditional 
when using neural networks for classifying cyberattacks and 
anomalies in networks [2–5, 7–11]. The starting set of factors, 
which corresponds to the inputs of the neural network, is 
determined by different sets of test data on which the neural 
network is trained, for example, CUP KDD99. There can be 
up to 50 such parameters according to different test data 
sets [49]. In contrast to existing approaches, it is proposed 
to reduce the number of inputs that occurs during training 
of the neural network. In the process of training a neural 
network to solve attack classification problems, it may turn 
out that some indicators have such a small input weight 
that these parameters can be neglected and not taken into 
account in further work. In this case, the number of inputs 
can be reduced, which will lead to a simplification of the 
structure of the neural network and, as a result, an increase 
in the performance of the neural network in the classifica-
tion process. It should also be taken into account that when 
considering the implementation of threats for systems of a 
specific purpose, it may turn out that some of the threats 
reflected in the classifier will never be implemented for this 
system.

In this case, it is also possible to reduce the number of 
outputs of the neural network. Let’s denote the input param-
eter vector used for classification as X={x1, x2, ..., xn}, where 
xi – parameter used to classify the attack, retained after train-
ing the neural network, and n – number of such parameters. 

The output vector of the neural network is denoted as 
Y={y0, y1, ..., ym}, where yi – i-th output that corresponds to 
i-th class of threats, y0 – output corresponding to the normal 
state in the absence of attacks, m – number of different class-
es of attacks. After classifying the threat, each is assigned a 
corresponding source of such an attack, which is represent-
ed in the classifier of attackers. For further consideration, 
let’s denote the set of attackers represented in the classifier, 

{ }, 1,... ,cyber cyber cyber
i i iA A A k∈ ∀ ∈  where cyber

iA  – type of attacker, 
k – number of different classes of attackers. Such a compar-
ison is necessary to predict the further implementation of 
such an attack (determining the probability of repetition of 
the analyzed attack in the future). To determine the prob-
abilistic characteristics of the attack, the classifiers must 
be expanded by adding financial indicators of the attack 
implementation ( fri), protection against attack ( fpi) and the 
attacker’s capabilities to carry out a particular attack ( fai). 
If the attack and its source are identified, it is possible to 
estimate the costs of its implementation and the possibility 
of implementing the analyzed attack by the relevant attacker. 

If the threat records in the classifier are sorted by their fi-
nancial indicators, then a boundary can be obtained that cuts 
off those attacks that cannot be implemented by a particular 
class of attackers. Using this approach, it is possible to iden-
tify a set of attacks that can be expected to be implemented 
in the future.

The disadvantage of the proposed scheme may be the 
need to obtain information about the resources that are spent 
on implementing a particular attack, and on preventing the 
implementation of such an attack. This may require expert 
assessment in the case when all or part of the data is not 
known. Another limitation is that the classifier contains 
previously known attacks for which there are corresponding 
statistics in the data sets used to train the neural network. 
The appearance of a new attack will require its inclusion in 
the classifier and the collection of the necessary statistics for 
the data set for training. If this needs to be done in real time, 
this may determine the limitations of using such a system 
for known attacks, or for cases when retraining the neural 
networks in the system will not lead to losses.

Another improvement proposed for the security system 
is a classifier of crypto-code structures, which aligns certain 
crypto-code structures as an effective post-quantum mech-
anism for providing security services at a security facility. 
Formally, such a classifier can be represented as (C={ccci}), 
where CCCi – i-th crypto-code construction, which is the 
most effective mean of protection against the intended type of 
attack, the source of which is an attacker of the correspond-
ing type. In addition, there is an integrated ability to reduce 
both the computational costs of using the corresponding CCC 
on certain jamming-resistant codes (symmetric or asymmet-
ric CCC).

Thus, the combined use of modified and developed 
classifiers, which reflect the above-mentioned financial and 
computational indicators, corresponding to different classes/
sets of attacks, and attackers of different classes. This ap-
proach allows not only to highlight the range of attacks, the 
implementation of which should be expected in the future, 
but also to suggest the most appropriate crypto-code design 
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as an effective tool for preventing losses from a certain class 
of attacks. In addition, it allows to highlight a set of classes of 
attacks that should be expected in the future.

To ensure the security services of the intelligent informa-
tion protection system, it is proposed to use post-quantum 
symmetric Rao-Nam CCCs on MEС and HCCCs on flawed 
codes. Their use provides a reduction of ≈12 times in the 
number of operations when forming a cryptogram. As well 
as about 20 times in the number of elementary group opera-
tions during decoding, which is confirmed by the data in Ta-
bles 1, 2. When the power of the Galois field in which the 
CCCs are built is reduced, additional mechanisms are usually 
required to ensure the required level of stability. Such mech-
anisms in the proposed Rao-Nam CCCs are initialization 
vectors – for shortened and extended elliptic codes, as well 
as splitting the cryptogram into loss and damaged text, which 
is confirmed by the results in Table 5. The main limitations of 
using CCCs are the creation of a CCC parameter generation 
server and the need to use additional chipsets (W/LW) at inter-
mediate and end points of the infrastructure of the intelligent 
protection system.

Thus, the combination of post-quantum algorithms (sym-
metric cryptosystems) with elements of artificial intelligence 
provides the possibility of timely formation of a “portrait” of 
the attacker (its financial and computational capabilities to 
implement threats). In addition, sets of possible threats are 
generalized, which makes it possible to timely use the neces-
sary CCCs on the corresponding codes.

7. Conclusions

1. The proposed symmetric cryptosystem based on the 
Rao-Nam scheme on algebrogeometric codes (elliptic and 
modified elliptic codes) provides the required level of securi-
ty. To reduce the volume of key data, it is proposed to use a 
modification of algebrogeometric codes, which provides for a 
reduction in the volume of key data with given cryptographic 
stability parameters. The cryptosystem is formed over the 
Galois field GF (26–8). Stability is ensured by using additional 
session initialization vectors. When using shortened elliptic 
codes, the initialization vector determines the “places of 
origin” of the codeword symbols (cryptograms). When using 
lengthened ones, an additional session initialization vector 
is added, which determines the “places of addition” of the 
plaintext symbols to the cryptogram.

2. The proposed algorithm for further reduction of key 
data based on multi-channel cryptography on flawed codes. 

By using the MV2 algorithm (damage), cryptogram forma-
tion is divided into two mechanisms – cryptogram formation 
in the symmetric Rao-Nam cryptosystem on shortened ellip-
tic codes with subsequent damage. 

3. The conducted stability studies using the NIST pack-
age showed that despite the reduction in the power of the 
Galois field, all cryptosystems passed 100 % of the tests. The 
best result was shown by the Rao-Nam CCC on shortened 
MEC: 155 out of 189 tests were passed at the level of 0.99, 
which is 82 % of the total number of tests. The use of flawed 
codes and a further reduction in the power of the Galois 
field leads to a significant reduction in the complexity 
of the formation (≈12 times) and decoding of the crypto-
gram (≈20 times).

4. The proposed structural scheme of the intelligent 
information protection system is based on the combined 
multi-platform protection system based on post-quantum 
algorithms – crypto-code constructions with an artificial 
intelligence system. This approach provides integration 
with the threat classification framework and provides a 
timely assessment of the “capabilities” of attackers. This 
allows for the definition of preventive countermeasures and 
reduction (minimization) of funding for the provision of 
security services.
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