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The object of this study is the linguis-
tic constructions of queries to chatbots with 
Large Language Models (LLMs). The area 
of research is the emergence of information 
chaos during communication between the user 
and the chatbot, which leads to errors in form-
ing a response to the query. It is assumed 
that the user and the chatbot are separate 
complex systems, the events and actions of 
which are difficult to predict for a long period. 
Behavior models of complex systems are sub-
ject to the influence of chaos theory. To demon-
strate this, the work used one of the simple 
mathematical problems with a logical compo-
nent. The Copilot and ChatGPT 4o mini chat-
bots that were studied gave erroneous results 
in response to a query for the task. The error 
occurred when generating a query due to the 
introduction of a logical component. A simi-
lar process was represented by a system of dif-
ferential equations solving which establishes 
clear rules for obtaining an accurate answer 
to the query.

To submit a request from the user, an 
approach has been proposed that makes 
it possible to break down the information 
block of the request by constructing piece-
wise linear attractors. That is, paired seman-
tic expressions are formed with the formation 
of a request cleared of information noise. The 
problem is solved by presenting a methodol-
ogy for controlling the selection of substitute 
words, based on the operations of generating 
the next substitution and calculating the num-
ber of the given substitution.

According to the devised approach, the best 
options for a request to the Copilot chatbot 
were obtained in 182 characters or 48 words, 
numbers, and special characters. For the 
ChatGPT 4o mini chatbot, such a request con-
sisted of 219 characters.

The proposal could be used in practical 
activities to improve chatbot technologies and 
form key data sets in artificial intelligence sys-
tems, which would further make it possible to 
avoid errors when solving problems with a log-
ical component
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1. Introduction

Information chaos can be defined as the state of a system in 
the presence of an excessive amount of poorly structured, unsys-
tematized information that is contradictory and unverified [1]. 
The problem of information chaos increased along with the 
increase in the number of Internet users who generated chaotic 
content. This issue was explained by using the problem of big 
data [2]. It was expected that the active development of artificial 
intelligence (AI) would simplify the task of processing large 
amounts of information [3]. However, it turned out that with the 
increase in the capabilities and access of users to services with 
artificial intelligence, expectations were not justified [4].

Operating in the concepts of chaos theory [5], we can 
consider the interaction of an Internet user and a service 
that works using AI tools as dynamic complex systems that 
are sensitive to initial conditions. In this case, even minor 
changes at the beginning can lead to significant differences 
in obtaining the result of the query. Such systems are deter-
ministic because behavior at a certain point in time can be 
described by equations while long-term behavior is unpre-
dictable.

In the field of AI, chaos can arise, especially when it 
comes to complex systems and algorithms. Recently, publi-
cations have been spreading on the Internet (for example, 
Oracle AI & Data Science Blog: Unpredictability of Artificial 
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GPT-4, Google, and Meta models can generate speech data 
on a very large scale. The design of LLM makes it possible 
to effectively generate natural human language but does not 
have emotions or understanding of thought processes. Based 
on this, the authors conclude that LLM is not ready for signif-
icant measurements, experiments, and processing the results 
of practical research. The study leaves unresolved the issues 
of developing key data sets, improving standards and bench-
marks, performing calculations with subsequent analysis. 

In [12], it is shown that the LLM model is able to reason 
when solving mathematical problems. The study uses the 
GSM-Symbolic test. It is noted that LLM demonstrates no-
ticeable dispersion in different versions of the same task. For 
example, changes in numerical values, shifting landmarks in 
the question or increasing the number of question items in 
one task. In addition, the performance of LLM deteriorates 
to 65 % when logical reasoning is required. The study leaves 
unresolved the issue of taking into account the increase in 
information chaos with the specified changes in the repre-
sentation of test tasks. 

In [13], it is shown that natural language is a complex 
system, and its transmission is a coded process according 
to clear rules. It is noted that scaling the model can lead to 
an improvement in the capacity of the model. Extended lan-
guage models not only achieve a significant improvement in 
performance but also demonstrate some special capabilities 
(for example, in contextual learning). It is emphasized that 
ChatGPT based on LLM, although it makes it possible to im-
prove the accuracy of the answer, requires an improvement 
in the process of calculating the linguistic query construction 
model. The study leaves unresolved the issue of user query 
constructions, which determine the characteristics where the 
query is targeted at itself, and the use cases.

In [14], standard algorithms of tools with generative arti-
ficial intelligence still face problems of contradiction between 
accuracy and similarity of the answer to the entered task 
criteria. For the solution, it is proposed to use an algorithm 
for predicting connections between users and queries using 
similarity criteria. However, the accuracy/similarity ratio en-
sures the correspondence of the answer to the query but does 
not mean obtaining information according to the criterion of 
truth. That is, it is the constructions that cause chaos in the 
query system that are of interest.

In [15], the issue of data sets for training is investigated. 
The authors summarize the need to improve LLM training. 
However, the work does not take into account the need to 
overcome information chaos. The authors propose circum-
venting this by using additional training and expanding 
data sets.

In [16], LLM problems that arise due to the occurrence 
of information noise are clearly defined. This leads to limita-
tions in the received answers, obtaining illogical conclusions, 
false and irrelevant information. However, the authors only 
analyze the problem, investigating the issue of the emergence 
of information noise.

In paper [17], the problems of data annotation in scientific 
articles are considered. It is noted that there are problems 
of information distortion and the emergence of information 
noise caused by small data sets on which LLMs are trained. 
To solve such problems, the authors propose data augment-
ers. However, the work presents a narrow understanding of 
the emergence of information chaos. This is due to the fact 
that the articles under study are written in only one natural 
language with strict adherence to the writing style. Changing 

Intelligence?) about the unpredictability of results obtained 
using AI. This is explained by the complexity of models and 
algorithms for processing big data, as well as directly by er-
rors in the data or the lack of their systematization.

The improvement of language models of artificial intelli-
gence [4], processes of user-chatbot interaction based on gen-
erative AI [6], and the development of algorithmization of rea-
soning processes [7] require AI tools not only to understand 
natural language and context but also to make inferences 
with subsequent application to real-world scenarios. This 
proves the relevance of the research topic, which requires 
study and analysis in order to devise approaches to prevent 
the emergence of information chaos during the interaction of 
a user with a chatbot or other tool using AI. The construction 
of appropriate models and methods will make it possible not 
only to improve the quality of knowledge bases of tools with 
generative artificial intelligence but also to directly improve 
machine learning algorithms. This will also contribute to the 
further development of Large Language Models (LLMs) of 
artificial intelligence with improved interaction in the user’s 
natural language. This will make it possible to receive more 
accurate and meaningful answers to the user’s request from 
chatbots with generative artificial intelligence.

2. Literature review and problem statement

Analysis of errors that occur in tools with generative 
artificial intelligence, in particular, in chatbots (Copilot, 
ChatGPT, and others) using chaos theory is a new approach 
to understanding processes in such complex systems. As 
noted in [8], the integration of traditional methods of chaos 
theory and machine learning models makes it possible to 
complement each other. In particular, owing to this ap-
proach, it is possible to analyze chaotic data sets in order to 
predict errors in the answers obtained using AI in the future. 
However, such conclusions are theoretical since there is not 
enough data for practical research on the issue. In addition, 
chaos itself remains a key problem of the study, because the 
analysis is carried out only on a complex AI system. A person, 
as a complex system, falls out of this contour of the problem, 
which complicates the understanding and possibilities of 
predicting the interaction of two complex systems. In [9], it is 
shown that chaos in AI is considered through the dynamics 
of extreme events in knowledge-based deep learning (KDL) 
models. It is shown that the study of complex patterns of 
chaotic systems is possible with simultaneous modeling of 
individual processes based on differential equations. This 
is possible even on the basis of small data. Researchers use 
prior knowledge about extreme meteorological events. The 
study remains unresolved on the issue of taking into account 
the human factor when transferring knowledge to the data 
processing system.

The use of tools for information retrieval and data pro-
cessing in science, processing big data, and developing exper-
iments leads to concern about the emerging unreliability of 
data. In [10], scientific achievements based on self-supervised 
learning are considered. Self-training of models on big data is 
demonstrated. It is shown that the problem of low data qual-
ity and data management remains relevant. The study leaves 
unresolved the issue of approaches that contribute to under-
standing the occurrence of errors in data processing using AI.

Papers [11, 12] focus on the errors of Large Language 
Models in applied applications. Thus, in [11], it is shown that 



Eastern-European Journal of Enterprise Technologies ISSN-L 1729-3774; E-ISSN 1729-4061	 2/2 ( 134 ) 2025

86

these parameters will lead to excessive information, which 
can lead to greater problems with text annotation using AI.

The problems of user interaction with LLMs identified as 
a result of our review of the literature can be systematized in 
two directions. The first is the creation of a request to a chat-
bot using excessive information. In this case, the algorithm 
sequentially builds answers to each of the specified questions 
without focusing on the main one. The second is the use of 
both algebraic and mathematical components when formu-
lating a request. This leads to the emergence of a little-stud-
ied process of information chaos, which negatively affects the 
formation of a response to a user’s request.

Based on the above, the main task of our study is to find 
a solution to prevent the occurrence of information chaos 
when a user requests a chatbot based on generative AI. 
That is, the study of the user’s request, as a result of which 
a certain construction is formed in natural language. This 
construction is interpreted by the chatbot using algorithms to 
a level understandable to the machine. Excessive information 
contributes to the formalization of the task in such a way 
that the answer becomes inaccurate, false, or emphasized on 
additional conditions.

Solving this problem will make it possible to improve al-
gorithms for formalizing queries posed in natural language. 
In addition, solutions to prevent digital chaos in AI chatbots 
will make it possible to improve LLM performance.

3. The aim and objectives of the study

The purpose of our research is to devise an approach to 
preventing the occurrence of information chaos in chatbots 
using generative artificial intelligence. This will make it 
possible to formalize typical errors in answers received to 
a user’s request when solving mathematical problems using 
chaos theory approaches and to prevent their occurrence in 
a timely manner.

To achieve the goal, the following tasks were set:
– to propose an information technology algorithm for 

constructing piecewise linear attractors for breaking down 
an information block when constructing a user’s request to a 
chatbot in natural language;

– to present a methodology for practical implementation 
of breaking information into blocks to prevent information 
chaos when a user requests a chatbot that works on the basis 
of generative artificial intelligence.

4. The study materials and methods

The object of our study is the linguistic constructions of 
requests to chatbots with LLMs. A linguistic construction is 
considered to be a request constructed in the user’s natural 
language with appropriate stylistic connections and the pres-
ence/absence of emotional coloring.

The main hypothesis of the study is the following statement: 
the more concise the linguistic construction according to certain 
strict rules, the clearer the answer to the request. This is due to 
the fact that clear rules are used to encode the request from the 
user’s language by the chatbot’s language model, since entropy 
does not arise or is minimal. That is, in this case, the LLM al-
gorithms are not subject to the influence of information chaos.

The work is simplified by using two chatbots based on 
generative artificial intelligence for research: Copilot and 

ChatGPT 4o mini. Separate studies of queries formed in the 
user’s natural language were conducted with other chatbots, 
but no substantive studies were conducted.

We assume that the user and the chatbot are separate 
complex systems, the events and actions of which are difficult 
to predict for a long period. In this regard, the behavior mod-
els of these complex systems can be described using chaos 
theory approaches. That is, the human user and the chatbot 
are sources of chaos with parameters that change over time.

Chaos sources with variable parameters have a wide 
range of schemes for introducing an information signal 
chaotically. In fact, the chaotic signal is modulated by the 
information one. There are a number of methods that allows 
the source of the information chaotic signal to be represented 
by a classical system of differential equations:

– Lorentz attractor [18]:
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– Rösler’s attractor [19]:
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Systems with chaotic dynamics and described by equa-
tions (1) to (3) have a feature. Such systems can synchronize. 
This means that for a system ( ), ,x X t x=  ( )1,.., nx x x=  with 
chaotic dynamics, it is possible to construct a system with 
equations ( ), ,y Y t y=  ( )1,.., .ny y y=  And in this case, under 
different initial conditions ( )0 0

1,.., nx x x=  and ( )0 0
1  ,.., ny y y= , 

their state vectors can be very close. That is, ( )lim 0,i it
x y

→∞
− =  

1,.., ,i n∀ = . This circumstance is the basis for building an 
approach to preventing the occurrence of information chaos 
during the interaction of the user and the chatbot. And this 
process of preventing the occurrence of chaos can be imple-
mented directly at the stage of encryption and decryption of 
the natural language of the user who enters a request to the 
chatbot.

In the described case, the interaction between the user 
and the chatbot can be represented through a combination of 
two complex systems, one of which generates a request, which 
from the point of view of AI is an encrypted message in the us-
er’s natural language. The second system, that is, the chatbot, 
decrypts the request. And this process can be represented by 
systems of differential equations (1) to (3), solving which will 
make it possible to obtain the most accurate possible answer to 
the query. Using dynamic chaos, the following techniques of 
such encoding/decoding of information can be used [1]:

a) conversion of the signal fed to the input of the transmit-
ter system and recovery using an inverse dynamic receiver 
system;
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b) parametric modulation;
c) use of masking.
When converting a signal to the dynamic equations 

of the transmitter system, a usable signal is introduced, 
thereby changing the original dynamics of the system. The 
output is transmitted over the communication channel – a 
fragment of the system state vector, which is reflected by 
the LLM rules. The receiver system is built in such a way 
that the difference between the state of the receiver and 
transmitter systems, which can be expressed in terms of 
the mismatch, does not depend on the unknown parame-
ters of the request and decreases exponentially. Thus, hav-
ing determined the conditions under which the mismatch 
tends to 0, it is possible to construct an answer to the user’s 
request. 

Parametric modulation in this case can be considered 
as using the request itself to obtain an answer to the re-
quest. This is a fairly common approach in LLMs [13] 
for forming a response. Mod-
ulation is carried out in the 
form of changing the system 
parameters. That is, the pa-
rameters take some maximum 
(when transmitting one) and 
minimum (when transmit-
ting zero) values. Naturally, 
the system dynamics change 
during such “switches”. When 
synchronizing systems, the re-
sponse vector must be expand-
ed by the parameters involved 
in the request to the chatbot 
system itself.

The use of masking when 
processing a user’s natural 
language request by a chat-
bot occurs by simultaneously 
processing a fragment of the 
state vector and some com-
bination of the usable signal 
with the components of the 
state vector. That is, the re-
sponse vector from the chat-
bot as a result of synchronization will be close to the user’s 
request vector.

For our study, cyclic piecewise linear attractors according 
to model (1) were selected, which make it possible to display 
the request signal to the chatbot and receive a response. A sim-
ple mathematical problem adapted for the test according to the 
approach from [12] was selected as the request. The essence of 
the problem was as follows: it was required to calculate how 
many apples the girl collected in three days when it is known 
how many apples she collected in one day. An insignificant 
remark in the user’s natural language was added to the prob-
lem that in one day seven apples were half as many as those 
collected daily. As a result, the Copilot and ChatGPT chatbots, 
with the help of which the testing was carried out, reduced the 
number of apples from the specified daily number.

The computer experiment involved determining the 
optimal number of words, mathematical signs, and num-
bers, which together amounted to no more than 1000 
characters in natural language, in the request. In this case, 
the answer to the request should be as accurate as possible. 

And also determining the maximum number of characters 
in a user request to a chatbot, which causes information 
chaos. That is, the user’s request is answered incorrectly, 
inaccurately, and unreliable. In such a calculation, when 
breaking words into characters, a restriction was set not to 
violate the logical essence. Abbreviations in requests were 
assumed, as well as well-known abbreviations or replacing 
numerals with numbers. Language constructions are ana-
lyzed according to paper [6] with the creation of arrays and 
word samples for building a request.

To implement the experiment, an application was 
developed in the C++ programming language. The ap-
plication, based on piecewise linear attractors, broke the 
user’s request, consisting of a maximum of 137 words, into 
separate questions. These questions contained from 9 to 
900 characters each. Nine characters are a simple arithme-
tic operation according to the conditions of the problem, 
according to which the testing was carried out (Fig. 1).

The user’s initial query consisted of 43 words or 161 
characters. The initial query of a simple task was deepened 
with insignificant details – the number of apples by color, 
by shape, etc. Similarly, insignificant remarks of the task 
were discarded. That is, details were added or removed 
that created additional information noise [21], which ar-
tificially overloaded the user’s query. For mathematical 
substantiation, a reference task of lexicographic order was 
chosen [22].

In the process of performing the computer experiment, 
the time of encryption of the query by the chatbot was stud-
ied, that is, the query analysis. After that, the response time 
was calculated – that is, the time of forming the answer 
and its display on the monitor screen. Then, the accuracy 
of the received answer was compared. For each variant of 
the adapted query, 2.5 thousand tests were performed. The 
visualization of the experiment results is represented in the 
form of a map of the occurrence of information chaos when 
the user forms a query to a chatbot with generative artificial 
intelligence.

 
  Fig. 1. An example of a simple arithmetic operation based on the conditions of the task for 

testing a request to a chatbot (screenshot)
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5. Results of research on the development of a 
methodology for preventing the occurrence of 

information chaos during user-chatbot interaction

5. 1. Information technology algorithm for con-
structing piecewise linear attractors for splitting an 
information block when constructing a query

An example of the answer to the initial statement of the 
problem in the Copilot and ChatGPT 4o mini chatbots is 
shown in Fig. 2. From Fig. 2, you can even see the difference 
in the calculation results for each of the studied chatbots.

In the examples given, we assume that each word is 
a certain letter of the chatbot dictionary alphabet. Then 
the query record can be reduced to constructing a set of 
points in space that reflect the essence of the user’s query. 
Each pair of words that are located next to each other and 
form a meaningful expression can be considered minimal 
segments – carriers of information about the essence of the 
query. In this case, piecewise linear one-dimensional map-
pings xn+1=f(xn), (nϵN) can serve as a means for a unified 
implementation of permutations ai1 ai2 …ain of letters of the 
alphabet A={a1, a2, …, an}.

 
  

a

 
  

b 

Fig. 2. Example of an answer to the initial problem statement: a – Copilot; b – ChatGPT 4o mini (screenshot)
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The essence of such permutations is as follows. Using the 
correspondence aj↔bj=(j–0.5)·n-1ϵ(0, 1), (j=1…,n) we make a 
transition from the letters ai1 ai2 …ain belonging to the alphabet 
A to the permutation of the numbers bi1 bi2 …bin belonging to 
the alphabet (j=1…,n). The permutation bi1 bi2 …bin corre-
sponds to the sequence of points bj=(bij, bi( j+1)(n)), (j=1…,n) of 
the plane. The piecewise linear one-dimensional representation 
xn+1=f(xn), (nϵN) on the interval ((j–1)·n-1j·n-1), (j=1…,n) is de-
termined by the line segment passing through the point bj. This 
line has a slope s, (0<s<1). If an interval is given that has an ini-
tial point bi, then the representation of the function f can restore 
the permutation bi1 bi2 …bin. This is due to the movement along 
a stable cycle, which is defined by the points bi1 bi2 …bin. The 
stability of the cycle ensures that the condition (0<s<1) is met.

It is worth emphasizing that the recovery of the informa-
tion block ai1 ai2 …ain, which consists of different letters of 
the alphabet A, is a representation of the encoded user query. 
And this encoding is ensured by the one-to-one correspon-
dence between this information block, the query in natural 
language, and the ordered pair of the starting point and the 
cycle, along which the search and formation of the response 
from the chatbot takes place.

The above approach is applicable to encoding any block 
of information of the user’s query. For example, the block of 
information C=c1…clϵAl,(lϵN), i.e., to placement in l-position 
with repetition in the alphabet A.

We assume that the block code (C)=(a1,…,an), where 
aj ϵ ( j=1…, n) is the number of occurrences of the letter 

ajϵA in the block C. Thus, ajϵZ+ and 
1

.
l

j
j

l
=

α =∑  By aj1,…ajh,  

(1≤j1<…<j≤n) we denote the letters of the alphabet A, which 
correspond to the zero components of the vector code C, and 
by ℼ(C)={B1,…, Bh}. That is, there is an h-block partition of 
some set Nl={1,…, l}, where |Br|=ajr. 

Taking into account the above, we can represent the algo-
rithm for the procedure of permutation of query words, denot-
ed by the symbols C, D, N, G, in the form of the following code:

Procedure CDNG(C) 
	 begin
	   code(C)=Ꝋ
	       do i=1,…,l

	          do r=1,…,h
	             if cj=ajr
	                then
		       code (C)=code(C) ║, Bjr=Bj\  
	             end_if
	          end_do
	       end_do
	 end_begin

It is clear that the block code(C) obtained as a result of apply-
ing the procedure CDNJ to the block C is a permutation of words 
in some block Nj of the user’s query, made in natural language.

Denote by S(l) a symmetric group, which is defined on the 
set Nj. Any cycle, which is defined by the sequence b1, b2, …, 
bn of points of the plane 

( ) ( )( )1     
,

j j lj i ib b b
+

=  ( j=1…,n), where  

bi1 bi2 …bil is a permutation of words bj=( j–0.5)·l-1, (0, 1), 
( j=1…,n), ( j=1…,n). This cycle is characterized by the substi-
tution of other query words (i1 i2 i2 i3 … il-1 il il i1)ϵS(l), which 
belong to the user’s query {1020 … l1}. The established mutual 
one-to-one correspondence makes it possible to represent the 
user’s query in the form of substitutions l – elements of blocks 
of information (words, expressions) that were not used by the 
user when creating the query. But these l belong to the cyclic 
class {1020 … l1} of the symmetric group S(l) of the user’s que-
ry. That is, owing to such elements of information, the user’s 
query can be cleaned of information noise, made more accu-
rate and concise. The scheme of the algorithm for such query 
transformation is shown in the form of a diagram in Fig. 3.

The variety of transformations of the user’s initial query 
is determined by the set of mechanisms for controlling the 
numbering of letters of the alphabet A. That is, the trans-
formation of the initial query is determined by the set of 
mechanisms for selecting the partition ℼ(C). This is also in-
fluenced by the set of mechanisms for creating expressions 
from elements of the cyclic class {1020 … l1}. The number of 
numbering of letters of the alphabet A is equal to n!. The se-
lection of the partition ℼ(C)={B1,…, Bh} can be carried out di-

rectly by 
1 2

!
! !

rj j j

l
α ⋅α ⋅…⋅α

 techniques. The number of possible  

effective permutations of words belonging to elements of the 
cyclic class {1020 … l1} is not less than (l–1)!.  

Request input

Request encoding

Representation of 
elements of a cyclic class 

(1°, 2°, ... l°)

Representation 
in the form of 

cyclic attractors

Code C – 
representation of the 

request without 
information noise

Formation of the 
response

to the request and 
presentation in the user's 

natural language

Information block C –
user request

Response output 
to the request

Starting point

 
  

Fig. 3. Schematic of the algorithm for transforming a user query to remove information noise based on cyclic attractors of 
piecewise linear representations
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Therefore, controlling the numbering of letters of the 
alphabet A in combination with the representation of the 
information block by elements of the cyclic class {1020 … l1} 
completely eliminates the possibility of frequency analysis. 
Accordingly, the proposed scheme allows for the systematic 
construction of computationally stable statements by orga-
nizing the management of the independent selection of sub-
stitutes from the available sets of the base dictionary.

5. 2. Methodology of information division into 
blocks to prevent information chaos at the user request

The class of mechanisms for controlling the selection of sub-
stitute words for the user request presented to the system allows 
for the generation of the next replacement for a given substitu-
tion (1v1 2v2 … kvk)ϵS(k). It also makes it possible to calculate 
the next replacement (1v1 2v2 … kvk)ϵS(k). For this purpose, we 
can consider operations with a fixed ordering of elements of the 
symmetric group S(k). This can be considered on the example of 
a reference problem of lexicographic order in the following form:

( ) ( ) ( )( ) ( ) ( ) ( )( )
{ }( ) { }( )

( ) ( ) ( ) ( )( )+ +

⇔

⇔ ∃ ∈ … − ∀ ∈ … ×

× = <

  

1 1 1 2 2 2
1 2 1 2

1 2 1 2
1 1

1   2        1   2       

0,1, , 1 1, ,

&  .

k k

j j j j

v v k v v v k v

i k j i

v v v v 		  (4)

When analyzing problem (4), it is assumed that the order 
is cyclic. To simplify problem (4), the substitution (1v1 2v2 … 
kvk)ϵS(k) can be immediately replaced by the permutation (v1 
v2 … vk) of words from the elements of the set Nk.

Taking into account the above, the generation of word 
substitutions in the user’s query in natural language will 
occur in sequence γ cyclically. The reverse order of such a 
sequence is γ-1. The generation of query word substitutions is 
carried out within the memory limits of O(k), and consider-
ing that this is generative artificial intelligence, then (k→∞).

Then the procedure for generating NEXT word substitu-
tions is as follows:

Procedure NEXT (v1 v2 … vk)
	 begin
	    if v1 v2 … vk = k(k – 1) …21
	       then next (v1 v2 … vk) = 12 …(k – 1)k and HALT
	          else i = k – 1 and go to LABEL1
	    end_if
	    LABEL1: if v1 > vi+1
                       then i = i – 1 and go to LABEL1
	                           else go to LABEL2
	                     end_if
	    LABEL2: ζ = v1 …vi-1, j = i + 1 and go to LABEL3
	    LABEL3: if j iv v>
                       then go to LABEL4
	                           else j = i – 1 and go to LABEL6
	                     end_if
	    LABEL4: j = i + 1
	                      if j ≤ k
	                         then go to LABEL3
	                            else go to LABEL5
	                      end_if
	    LABEL5: β = vi+1 …vk, next (v1 v2 … vk) = ζ|| β-1||vi 

and HALT
	    LABEL6: ξ = vi+1 …vj-1, β = vi+1 …vk,
	                     ( ) 1 1

1 2  k j inext v v v v v− −… =ζ β ξ  and 
HALT

	 end_begin

Based on the above algorithm, represented in C++, it is 
clear that the time and capacity complexity of the replace-
ment procedure NEXT is O(k), (k→∞). This will determine 
the processing time of the query given in the user’s natural 
language, understanding the decoded essence of the query, 
and forming the correct response to the query.

The calculation of the next word replacement in the 
NMBR procedure with the permutation v1 v2 … vk of the 
elements of the set Nk is calculated within the same memory 
capacity:

Procedure NMBR (v1 v2 … vk) 
	 begin
	   nmbr = 0, h = k
	    LABEL1: if h = 1
	                        then nmbr = nmbr + 1 and HALT
	                           else go to LABEL2
	                     end_if
	    LABEL2: do j = 1, …, h – 1 
	                        if vj+1 > v1
	                           then μj = vj+1 – 1 
	                              else μj = vj+1 
	                         end_if
	                       end_do
	    nmbr = (v1 – 1)·(h – 1)!, h = h – 1
	    do j = 1, …, h
	       vj = μj 
	    end_do
	    go to LABEL1
	 end_begin

The permutation v1 v2 … vk, with number nmbr is recov-
ered with capacitive computational complexity using the 
following procedure.

Procedure PN (nmbr) 
	 begin
	 pn = 12…(k – 1)k  
	    do j = 1,…, mnbr – 1 
	       pn = NEXT(pn) 
	    end_do
	 end_begin

The time complexity of the PN procedure is O(k!), (k→∞). 
Below are examples of answers from Copilot (Fig. 4, a) 

and ChatGPT 4o mini (Fig. 4, b) to the initial problem state-
ment of 43 words or 161 characters. The answer was obtained 
after additional clarification of the initial condition of the 
problem – can half of the apple be collected?

Dividing the text into blocks using cyclic attractors of 
piecewise linear representations with corresponding word 
substitutions makes it possible to obtain a number of trans-
formations of the initial user query. As a result, we obtained 
a user query with word and digit substitutions that make it 
possible to maximally rid the query of information noise and 
prevent the occurrence of digital chaos (Fig. 5).

The best version of the request to the Copilot chatbot has 
182 characters, which is represented by 48 words, numbers, 
and special characters. The best version of the request to the 
ChatGPT 4o mini chatbot has 219 characters.

Based on the experiment on the task, maps of the oc-
currence of information chaos when forming a request by a 
user to a chatbot with generative artificial intelligence were 
built (Fig. 6).



Information technology

91

In Fig. 6, the gradation of green (Fig. 6, a) and 
red (Fig. 6, b) colors changes in the direction of the arrow 
with darkening. Muted colors mean the emergence of infor-
mation noise at first. After that, the gradation changes to 
black, which indicates the emergence of information chaos. 
Additional explanations of questions lead to some improve-
ment in the understanding of the person and the chat-bot 
with AI. However, subsequent attempts to obtain an im-
proved answer through additional expansion and deepening 
of the question again lead to information noise (Fig. 6, a) 
and information chaos (Fig. 6, b). 

In order to estimate the processing time of the user’s 
request and the formation of the response to the request, 
a computational experiment was conducted for various 
changes in the query variant. The results of the experi-

ment, characterizing the studied trends, are given in Ta-
ble 1.

Table 1

Results of the computational experiment

No.
Number of 

characters in 
the request

Request 
processing 

time

Time to 
generate a 
response to 
the request

The mean-
ing of the 

answer 
(true/false)

Percentage 
of correct 
answers

1 9 to 1 s to 2 s true 100
2 10–18 to 1 s to 2 s false 28.7
3 82–90 1 s to 8 s true 76.1
4 181–244 1 s to 12 s true 92.3
5 893–1,000 2 s over 12 s false 22.5

 
  a

 
  b 

Fig. 4. Examples of answers after additional clarification of the task conditions: 	
a – Copilot; b – ChatGPT 4o mini (screenshot)
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Based on Table 1, the best result for a query 
to solve the given problem is achieved when us-
ing 181–244 characters. These are 42–62 words of a 
query created in the user’s natural language.

6. Discussion of results related to devising an 
approach to preventing information chaos 

in chatbots

At the beginning of the experiment, a simple 
mathematical problem about the number of apples 
collected by a girl is complicated by questions that are 
not essential from the user’s point of view. However, 
for a chatbot working under LLM, each question in 
the problem is essential since it is defined in the con-
ditions. An example of the answer in the chatbots Co-

 

 
  

a 

 
  b 

Fig. 5. Improved user query based on the following approach: a – Copilot; b – ChatGPT 4o mini (screenshot)
 

 
  

 

 
  

a                                                         b

Fig. 6. Map of the occurrence of information chaos when a user forms 
a request to a chatbot with generative artificial intelligence: 	

a – Copilot; b – ChatGPT 4o mini (the arrow indicates the direction 
of the increase in the number of characters in the request)
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pilot (Fig. 2, a) and ChatGPT 4o mini (Fig. 2, b) demonstrates 
different algorithms for interpreting the problem. But they pro-
vide an equally incorrect answer when it is necessary to apply 
logic in solving the problem, which complements paper [12].

Analysis of the problem specified in [12] through the the-
ory of digital chaos makes it possible to confirm the results 
reported in [9] on the possibility of modeling the behavior of 
chaotic systems in order to prevent the occurrence of chaotic 
phenomena. In particular, the software implementation of the 
method for preventing the emergence of digital chaos when 
using chatbots makes it possible to significantly improve, in 
contrast to [9], the communication process in two stages. At 
the first stage, it is possible to break the query in natural lan-
guage into separate fragments without losing the essence. At 
the second stage, it is necessary to determine the mechanism 
of substitution and permutation of query fragments for the 
most accurate understanding of the chatbot by the LLM model.

The scheme of transforming the user query for cleaning 
from information noise based on cyclic attractors of piecewise 
linear representations (Fig. 3) allows the user to perform such 
permutations in the text independently. This will make it 
possible to change the approach proposed in [17]. However, 
according to the proposed approach, it is not worth expand-
ing the data sets because such actions can lead to greater 
information chaos. This is due to the fact that this will 
resemble the actions of users when creating a search query 
on the Internet, where one question is replaced by another 
without losing the original idea. The next step, represented 
by the NEXT algorithm, makes it possible to avoid this. In 
this algorithm, an important factor is that for the information 
block C there is an opportunity to organize a non-stationary 
choice of partition. That is, ℼ(C)={B1,…, Bh} using an irra-
tional process, which has a time and volume complexity of 
calculations O(l), (l→∞). This is manifested during the first 
partition of the information block C=c1…cϵAl. It is then that 
the motion vector of the partition (a1, …, an) appears, where 
aj1, …, ajh, (1≤j1<…<jh≤n) are letters of the alphabet A, which 
correspond to non-zero components of the vector. Then, a 
step-by-step partitioning occurs, provided that there is an 
ordered pair that carries a semantic load. This makes it pos-
sible to improve the approach proposed in [15] and avoid the 
occurrence of information noise, as defined in [16].

The calculation of the next word replacement according 
to the proposed methodology is designed to significantly 
reduce the formation of information chaos in the query. How-
ever, analyzing the algorithm of the next word permutations 
PN (numb), it can be seen that the volume of calculations 
increases. This significantly slows down the process of form-
ing a response to the query with an increase in the number of 
characters l of the information block C, which can be consid-
ered a drawback of the methodology.

However, the braking of the specified process can be pre-
vented by fixing the permissible block of information. That is, 
the length of the block C is fixed by the number of permissible 
characters. An additional worksheet is also built, in which, with 
a fixed value of KϵN, substitutions with numbers i·K-1·k!, (i=1,  
2, …, K–1) are calculated. This explains the limitation of 
1000 characters of the query text for conducting the experiment.

Additional clarification of the problem conditions, illus-
trated in Fig. 4, makes it possible to see the manifestation 
of discrepancies between the answers to the question that 
creates information chaos. Whereas in Copilot (Fig. 4, a) the 
process of minimizing the chaotic effects of excessive infor-
mation is already underway, then ChatGPT 4o mini (Fig. 4, b) 

demonstrates almost the same incorrect result. This confirms 
the conclusions in [11, 12] regarding the fact that in GPT-4 
the LLM construction has difficulty perceiving the need for 
logical thinking. Therefore, in this case, we can agree with 
the researchers [11] that the improvement of chatbots working 
with LLM is possible through the development of key data sets 
necessary for solving problems with a logical basis.

The correct answer to the query, presented in Fig. 5, 
has texts of different lengths for Copilot (Fig. 5, a) and 
ChatGPT 4o mini (Fig. 5, b). As can be seen from Fig. 5, a, 
for Copilot the correct answer is based on a pair of words lo-
cated next to each other from the text block “only apples”. For 
ChatGPT 4o mini (Fig. 5, b), the use of this paired expression 
turned out to be insufficient. The correct answer is obtained 
only after using pairs of words that give a specific indication 
of ignoring additional conditions.

Fig. 6 makes it possible to consider maps of the occurrence 
of information chaos when a user forms a query to a chatbot 
with generative artificial intelligence. In fact, this is a demon-
stration of the process of self-training chatbot models on big 
data, as noted in [10]. Dark spots in both figures indicate those 
queries that caused information chaos when formulating the 
answer. Again, in the Copilot chatbot (Fig. 6, a), reducing the 
number of characters in the query and representing more con-
cise text blocks led to a better result than the same queries when 
addressing ChatGPT 4o mini (Fig. 6, b). The latter confirms 
the results reported in [13] that the transmission of the user’s 
natural language is a coded process according to clear rules. 
Therefore, to organize better interaction between the user and 
the chatbot, it is necessary to take into account that they are 
complex systems. 

Analyzing Table 1, it is worth noting that the table presents 
a sample of the best results, which characterize the methodol-
ogy for preventing the occurrence of information chaos. The 
omitted samples of the used symbols acquire average values, 
characteristic of the user level of queries. That is, when creat-
ing queries for a certain number of characters/words, the user 
receives a moderately correct result that satisfies him/her.

Our results can be explained by the fact that an insuf-
ficiently formed query condition (Table 1, line 2) or a query 
overloaded with additional conditions (Table 1, line 5) creates 
information chaos. However, in order to prevent such chaos, 
some conditions should be taken into account in each case. 
Therefore, we can agree with the authors of [8] that the inte-
gration of chaos theory and machine learning models makes 
it possible to complement each other, improving the interac-
tion between the user and machine intelligence.

The advantages of the proposed solutions compared to 
similar results are the shift in emphasis from the need to 
create additional data sets for training chatbots working on 
LLMs to adding new rules. These rules will contribute to un-
derstanding in the human-machine interaction system and 
simplify the algorithmization of the LLM learning process.

Our solutions resolve the problem by dividing it into at-
tractors – blocks of text of small length with a given meaning. 
Analysis of the results of the computational experiment sug-
gests that the decryption time increases exponentially with 
the number of characters in the source text. This situation 
can be eliminated using the following two approaches:

1) permutations are tabulated explicitly in advance (rath-
er than generated by software) and fast block splitting algo-
rithms are used;

2) the source text is divided into small blocks when cre-
ating a query. When implementing and testing one approach, 
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it was found that the processing and response times are approx-
imately the same. For example, as in Table 1, shown in line 1, 
where the usual mathematical operation of addition was used to 
describe the condition of the problem. However, if the number 
of characters increases, the processing time of the query and the 
formation of the response increases. That is why in normal user 
practice it is worth using a combination of query formation in 
different variants, including the use of small text blocks. This 
prevents the occurrence of information chaos during the inter-
action of a person and a chatbot with a generative AI. In this 
case, when formulating a query, the user creates a construction 
in natural language that remains understandable to the ma-
chine. This is achieved by dividing the language construction 
into separate attractors that hold the semantic vector. In other 
words, our stated research problem has been solved.

The limitations of our study are the use of two modes 
of user interaction with an AI-based chatbot. The proposed 
scheme for transforming a user query to clean it from infor-
mation noise based on cyclic attractors of piecewise-linear 
representations is implemented in C++. That is, this is an 
application that simulates the process of constructing a user 
query with transmission according to the rules of the user’s 
natural language. The user chooses one of two modes, name-
ly, splitting or permutation. After that, the user can specify 
paths to three files intended for recording the original infor-
mation, for recording the recoded expression, and for record-
ing the converted information. The main factors affecting 
the execution time of query transformation processes are the 
number of characters in the text, the block length, recursive 
algorithms for generating permutations and their numbers.

The disadvantages of the study are the use of one logical 
factor with many concomitant query factors that create infor-
mation noise. As the logical branches of the question increase 
when forming a query to a chatbot, the minimum number of 
characters will change. Query variability is a variable value. 
This will force the use of adaptive algorithms in practical work.

This research may be advanced by improving the class of 
mechanisms for controlling the selection of substitute words 
according to rules. This can be based on the operations of 
generating the next substitution and calculating the number 
of a given substitution, showing that the most complex in 
terms of time are fragments associated with the application 
of the 2nd operation. This follows from model (4). The reason 
for this is the internal complexity of the connections between 
the lexicographic order and the numbering consistent with it. 
It is worth noting that some (albeit insignificant) reduction in 
the volume of calculations can be ensured by using additional 
information (parity/oddity of the permutation, the number of 
inversions, etc.).

The conditions for applying our research results are the 
introduction of additional rules to LLMs regarding the restric-
tion of the query by the number of characters. This applies to 
the statement of problems with a logical component – the LLM 
model must “understand” it and separate it when formulating 
the answer.

The devised approach could be used to improve the 
technology of chatbots with generative artificial intelli-
gence as a self-learning system. It will also contribute to 
the development of key data sets for further solving various 
problems, including those with a logical component. A 
similar approach could be used to improve reference and 
search systems on the Internet, create interactive textbooks 
and manuals, as well as improve online courses that use 
chatbots as tutors.

7. Conclusions 

1. An information technology algorithm for constructing 
piecewise linear attractors for splitting an information block 
when constructing a user request to a chatbot in the user’s 
natural language has been proposed. The features of the de-
veloped algorithm are the splitting of the user’s initial request 
to a chatbot into paired semantic expressions according to the 
text of the request. This makes it possible to clean the infor-
mation message from information noise, which ultimately 
leads to chaos. The task has been implemented using cyclic 
attractors of piecewise linear representations.

2. A methodology for practical implementation of informa-
tion division into blocks has been devised to prevent information 
chaos when a user requests a chatbot. A feature of the methodol-
ogy is the mechanism for controlling the selection of substitute 
words, based on the operations of generating the next substitu-
tion and calculating the number of the given substitution. This 
makes it possible to build a query in the form of a coded process 
in natural language according to clear rules. The best version 
of the query to the Copilot chatbot has 182 characters, which is 
represented by 48 words, numbers, and special characters. The 
best version of the query to the ChatGPT 4o mini chatbot has 
219 characters. The proposed methodology could be used in 
practical activities to improve chatbot technologies that work 
on the basis of generative artificial intelligence, to form key data 
sets of artificial intelligence systems for solving problems with 
a logical component. It is also possible to use the approach to 
improve reference and search systems in educational activities.
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