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The object of this study is the 
process of managing overload at the 
boundary layer of the geographical-
ly distributed Internet of Things.

The task addressed is reducing 
the number of losses of information 
packets of the geographically dis-
tributed Internet of Things arriv-
ing at the boundary layer gateway. 
For this purpose, it was proposed to 
use fast temporal horizontal scaling 
and stabilizing control over the load 
formed in the gateway buffer.

In the process of conducting 
research, a temporal horizontal 
scaling algorithm was developed for 
the boundary layer cluster gateway. 
The evolutionary Firefly Algorithm 
with a fitness function based on 
the Lorenz function was used in the 
development. This made it possible 
to speed up the search for a cluster 
node for operational temporal scal-
ing of the gateway for the period of 
gateway buffer overload.

The standard algorithm for 
intelligent queue management has 
been modified. The modification 
is based on the proposed method 
for stabilizing load control over 
the boundary layer cluster gate-
way of the geographically distrib-
uted Internet of Things. The meth-
od takes into account the features 
of the boundary layer architecture. 
The proposed method made it pos-
sible, in case of reaching the upper 
threshold of the queue, to scale the 
gateway until its buffer is filled. As 
a result, the number of information 
packet losses arriving at the bound-
ary layer gateway was reduced. 
Studies of the proposed method 
showed that the number of infor-
mation packet losses is reduced 
compared to existing methods. The 
research results can be explained 
by the use of temporary horizontal 
scaling of the gateway and fixing 
the thresholds of the information 
packet queue buffer. The method is 
effective at an average load level on 
the cluster gateway from 0.2 to 1.2
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1. Introduction

Geographically Distributed Internet of Things (GDIoT) 
has an architecture in which sensors, devices, and computing 

nodes are located over a large area [1]. GDIoT sensors are col-
lectively considered as a wireless sensor network (WSN) [2]. A 
GDIoT WSN is a collection of various wireless nodes that are 
sensor-like in nature. These nodes are deployed over a large 
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ment is carried out on the basis of a distributed directory 
system. However, in the case of overload, information pack-
ets begin to arrive for processing at the nodes of the fog and 
cloud layers. Therefore, the processing speed of information 
packets decreases. Similar problems arise when implement-
ing the boundary layer cluster gateway load management 
system proposed in [9]. In addition, in the considered works, 
when conducting research, the possibility of only vertical 
scaling in the presence of overload is considered.

When implementing the boundary layer cluster gateway 
load management methodology considered in [10], reinforce-
ment learning is used. But the buffer overflow of the informa-
tion packet queue is not considered. In [11], when devising a 
method for virtual clustering of the peripheral environment 
of the Internet of Things, a load management algorithm is 
proposed. But this algorithm does not take into account the 
specificity of GDIoT clusters. For load management, in [12], 
it is proposed to use the hybrid optimization method “Black 
Widow” (BWO). This method is focused on energy saving but 
does not analyze the overload processes.

Queue management methods in multicluster IoT edge ar-
chitectures are studied in [13]. When gateway buffers are over-
loaded, these methods redirect the processing of information 
packets from the edge layers to the cloud layer. This approach 
significantly increases the processing time of IoT transactions 
due to delays in transmitting information packets to cloud data 
centers. In addition, the multicluster architectures under con-
sideration allow for the organization of intercluster exchange, 
which is unacceptable in GDIoT systems. 

The decomposition approach to queue management pro-
posed in [14] is designed for the presence of several auton-
omous gateways in the cluster. However, the principle of 
territorial clustering in GDIoT systems assumes the presence 
of only one gateway in the cluster. The queue management 
method using artificial neural networks, considered in [7], 
has limitations on the number of cluster nodes and gate-
way characteristics. And in the methods proposed in [15], 
the main criterion is not the processing speed but the load 
balancing of the cluster nodes. In addition, these methods 
do not take into account the specific features of the GDIoT 
architecture.

Therefore, the reviewed scientific papers in the proposed 
algorithms and load management methods do not take into 
account the characteristic features of GDIoT systems in de-
tail. In addition, the cited studies do not assume the possibil-
ity of horizontal scaling when queue buffers are overloaded. 
This could lead to both a decrease in the processing speed 
and to the loss of IoT information packets. 

Therefore, it is a relevant task to carry out a study on 
reducing the number of losses of GDIoT information packets 
arriving at the boundary layer gateway.

3. The aim and objectives of the study

The aim of our work is to reduce the number of informa-
tion packet losses in the geographically distributed Internet 
of Things by devising a method for stabilizing the load con-
trol of the boundary layer cluster gateway. For this purpose, 
it is proposed to use fast temporal horizontal scaling and 
stabilizing the load control formed in the gateway buffer.

To achieve this goal, the following tasks were set:
– to review possible overload scenarios at the boundary 

layer of the Internet of Things;

geographical area using a gateway [3]. Wireless sensing and 
data transmission are two major applications of WSN. The 
widespread application of WSN has affected many industries. 
Despite its advantages, WSN also has a number of problems, 
such as resource shortage, energy consumption, memory lim-
itations, and computing power limitations. Of particular note 
is the issue of possible network overload at the GDIoT wireless 
sensor network gateway. Some of the side effects of overload 
are degraded quality of service for GDIoT packets, queuing 
delays, packet loss, and blocking of re-arrived packets.

GDIoT, like the Internet of Things (IoT), is based on cloud 
computing technology [4]. However, in recent years, difficul-
ties have arisen due to the following factors [5]:

– the presence of geographical distribution of GDIoT 
components;

– increased network latency, especially at edge gateways;
– the presence of mobile GDIoT devices.
Most of these difficulties have been solved by introducing 

additional edge computing layers: Fog and Edge.
The closest to WSN is the GDIoT edge layer. Edge com-

puting is a decentralized subnet of GDIoT nodes and gate-
ways designed to quickly process information packets. Edge 
computing is a promising concept that brings data processing 
as close as possible to the end devices of the networks [6]. 
Data arriving at the edge layer is processed locally, transmit-
ting only important information. Edge layer nodes provide 
data processing under a mode close to real-time, which is a 
primary need to minimize latency.

The edge layer of the geographically dispersed Internet of 
Things has a distributed decentralized structure. The GDIoT 
edge layer is divided into a number of clusters built on a terri-
torial principle [7]. For each cluster, IoT information packets 
arrive through an edge layer gateway. Typically, a GDIoT 
cluster has one gateway to receive and forward information 
packets from various GDIoT devices. Overloading such a 
gateway can cause serious problems, including reduced 
performance, data loss, and increased latency. The causes of 
overload include:

– excessive data flow, if a large number of IoT devices 
generate a significant amount of traffic;

– limited computing resources of the gateway;
– network delays and insufficient bandwidth due to in-

sufficient data exchange speed between GDIoT devices and 
the gateway;

– high load on the gateway due to processing of informa-
tion packets on it, if the gateway performs complex calcula-
tions instead of transmitting data further.

Therefore, the issue of reducing the impact of overload-
ing causes on the gateway of the boundary layer cluster of 
the geographically dispersed Internet of Things is relevant. 
Solving this issue would reduce the number of information 
packet losses and increase the efficiency of GDIoT operation.

2. Literature review and problem statement

In [1], geographically distributed IoT for real-time data 
collection and experiment management was investigated. 
However, in this system, the gateways of territorial clusters 
are loaded by no more than 10 %. Therefore, in this case, 
there is no gateway buffer overload. Consequently, there is no 
loss of information packets.

One of the possible options for managing the load of the 
boundary layer cluster gateway is proposed in [8]. Manage-
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– to develop an algorithm for temporal horizontal scaling;
– to propose a structure for a method for stabilizing the 

load control over the boundary layer cluster gateway.

4. The study materials and methods

The object of our study is the process of managing 
overloads at the boundary layer of the geographically dis-
tributed Internet of Things. The paper considers GDIoT 
boundary layer clusters built on the territorial principle. 
The boundary layer uses GDIoT devices as processing 
nodes, which include single-board computers with some 
peripherals. These devices have significantly limited com-
puting resources [16].

The main hypothesis of the study assumes that the im-
plementation of a new method for stabilizing the load control 
over the boundary layer cluster gateway could reduce the 
number of losses of Internet of Things information packets. 
The method is based on temporary horizontal scaling and 
fixing the thresholds of the gateway buffer. This would en-
sure an increase in the efficiency of the functioning of the 
geographically distributed Internet of Things.

The following conditions were used in the development 
of the method:

Condition 1. GDIoT devices are geographically distribut-
ed, and in places of accumulation they have a high density.

Condition 2. Each GDIoT boundary layer cluster will 
receive information from sensors through a gateway that has 
a limited buffer for forming a queue of information packets.

Condition 3. Each GDIoT boundary layer cluster has only 
one gateway.

Condition 4. GDIoT devices used in the boundary layer 
have limited computing resources.

A number of different methods and algorithms were used 
in the process of managing the load of the GDIoT boundary 
layer cluster gateway.

When devising the method for stabilizing the gateway 
queue, the Incremental Random Early Detection (IRED) 
algorithm [17] was considered. IRED is an improved packet 
queue management algorithm in data transmission networks. 
It is based on the classic Random Early Detection (RED) algo-
rithm, which is used to prevent overload in routing devices.

This algorithm works as follows:
Step 1 – Queue monitoring. The routing device measures 

the average queue length based on exponential smoothing:

( ) ( ) ( )1 1 ,avg avgq k q k q= − α − + α⋅   			  (1)
 

where α is the smoothing coefficient, 0<α<1; q is the current 
queue length; k is the current step of the queue analysis cycle.

Formula (1) makes it possible to smooth short-term traf-
fic spikes in order to make decisions based on the long-term 
state of the queue.

Step 2 is dynamic adjustment of queue thresholds. Unlike 
RED, in which the thresholds are fixed, in IRED they are 
adaptively adjusted depending on changes in network traffic:

( ) ( ) ( ) ( )( )min min min min1 1 1 ,avgh k h k q k h k= − + β ⋅ − − −  	 (2)

( ) ( ) ( ) ( )( )max max max max1 1 1 ,avgh k h k q k h k= − + β ⋅ − − −  	  (3)

where hmin(k), hmax(k) are the current lower and upper queue 
thresholds; βmin, βmax are the adaptation coefficients.

This action allows the algorithm to dynamically change 
the boundaries to improve queue management.

Step 3 – calculate the probability of packet rejection. 
Depending on the average queue length, the algorithm deter-
mines whether the incoming packet will be rejected accord-
ing to the following rules:

– if qavg (k)<hmin(k), then the packet passes without re-
jection;

– if hmin(k)≤qavg(k)≤hmax(k), then the packet is rejected 
with a certain probability:

( ) min
max

max min

,avg
avg

q h
p q p

h h
−

= ⋅
−

 			   (4)

where pmax is the maximum probability of packet rejection;
– if qavg (k)>hmax(k), then the packet is guaranteed to be 

dropped.
Step 4 – adaptively adjust the drop probability. The IRED 

algorithm improves on the conventional RED algorithm by 
adaptively adjusting the maximum drop probability depend-
ing on the network state:

( ) ( ) ( ) ( )( )max max min1 ,avgp k p k q k h k+ = + χ −  		 (5)

where χ is the adaptation coefficient.
This allows the algorithm to flexibly respond to changes 

in traffic intensity, avoiding sharp jumps in the value of the 
probability of packet loss.

Step 5 is packet rejection or transmission. If the packet 
is rejected, the sender receives a loss signal (for example, in 
the TCP protocol this leads to a decrease in the transmission 
rate). If the packet is not rejected, it is transmitted to the 
routing device.

Thus, the IRED algorithm takes into account dynamic 
changes in the network and adaptively adjusts its parame-
ters. This makes it possible to improve queue stability, reduce 
sharp packet losses, and optimize network throughput.

When selecting an IoT device for temporary horizontal 
scaling of the boundary layer cluster gateway, the Firefly Al-
gorithm (FA) was used [18]. Each firefly in this algorithm is 
one of the options for selecting IoT devices for expanding the 
cluster gateway. For each firefly, the quality of its solution is 
evaluated, which is considered the brightness of the firefly’s 
radiation.

The algorithm uses the following model of firefly behavior:
– all fireflies can attract each other, regardless of their 

gender;
– the attractiveness of a firefly for other individuals is 

proportional to its brightness;
– less attractive fireflies move in the direction of a more 

attractive firefly;
– the brightness of the emission of a given firefly, visible 

to other fireflies, decreases with increasing distance between 
fireflies;

– if a firefly does not see a firefly brighter than itself near 
it, it moves randomly.

The brightness of the emission of a firefly si∈S, 
i∈1 .. card (S) is taken equal to the value of the fitness func-
tion ϕ(si) at its current position. The attractiveness of a fire-
fly si for a firefly sj is taken equal to the value:

( )2
, 0 ,exp ,i j i jrβ = β ⋅ −γ ⋅  ( ), 1..card , ,i j S i j∈ ≠ 	 (6)

where ri,j is the distance between fireflies si, sj;
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β0 is the mutual attractiveness of fireflies at zero distance 
between them;

γ is a real value that has the meaning of the light 
absorption coefficient.

The motion of firefly si, which is attracted by 
a more attractive firefly sj, is determined from the 
following formula:

( ) ( ), 1;1 ,i j i j i j xX X X X U= + β ⋅ − + α −  

( ), 1..card , ,i j S i j∈ ≠  		    (7)

where α is a free randomization parameter; Ux(–1;1) is 
a random variable uniformly distributed within (−1,1).

The algorithm scheme looks like this:
1) the initial population of fireflies S is initialized, 

and the fitness function values are calculated at the 
initial points;

2) if ϕ(Xi) < ϕ(Xj), then the firefly si moves in the 
direction of the firefly sj according to formula (7);

3) the fitness function values are calculated at the 
obtained points;

4) if the condition for the end of the iterations is met, then 
the best of the current positions of the fireflies is considered 
an approximate solution to the problem, otherwise the transi-
tion to step 2 is carried out.

To assess the effectiveness of the cluster gateway load con-
trol method, the probability of losing an information packet 
was used, which depends on the average gateway load [19]:

( ),loss loss avgP P= ρ  

,avg
avg

avg

λ
ρ =

µ 	 (8)

where λavg is the average gateway load intensity; µavg is the 
average packet service time.

As an additional performance indicator, Qperc was consid-
ered – the percentage of the load that arrived at the cluster gate-
way but was processed on the fog or cloud layers [20].

5. Results of devising and investigating a method 
for stabilizing load control over the gateway 

cluster of the edge layer of the Internet of Things

5. 1. Overview of overload scenarios at the 
edge layer of the Internet of Things

At the lower GDIoT level, two overload scenarios 
can occur.

The first option is overload at the serving node 
level. In this case, the packet service rate is less than 
the packet arrival rate. This leads to a buffer overflow 
at the serving node. Usually, lower-level GDIoT gate-
ways are overloaded.

Fig. 1 shows an example of such an event. Infor-
mation packets arriving at the gateway are serviced 
by component M. If the service component is busy, 
then the information packets first arrive at the buffer 
of queue K. Busy buffer elements are marked with the 
symbol “+”. The last free buffer space, marked with the 
symbol “*”, was also busy. Therefore, the next informa-
tion packet was denied service. Further actions depend 
on the queue management algorithm to the GDIoT 

gateway. For example, when using the RED algorithm, a short-
term blocking of the incoming flow to the gateway is performed.

Gateway overload leads to a decrease in the speed of in-
coming flows and processing time. Overload also results in 
increased power consumption and packet loss.

The GDIoT edge layer cluster is considered as a queuing 
system (QS) with one server and N incoming flows. Incoming 
flows to the cluster gateway are formed by GDIoT sensors. 
Each sensor can be in two states: active (1) and inactive (0). 
In the active state, the sensor sends data to the gateway with 
intensity λі. The transition from the inactive state to the 
active state is carried out with probability pi, where i is the 
cluster number. Then the average gateway load intensity is 
calculated as:

1
.

N

aver i i
i

pΣ
=

λ = λ∑   
				      (9)

A generalized queue management scheme for the GDIoT 
gateway is shown in Fig. 2.
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Fig. 1. Gateway overload example
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The second option is channel-level overload. In 
this case, overload occurs when many active nodes 
within range simultaneously send data over the com-
munication channel. This option occurs, for exam-
ple, when using the Carrier Sense Multiple Access 
(CSMA) protocol.

As a result of such overload, the overall packet 
delivery rate decreases. Also, some of the side effects 
of this type of overload are increased energy loss and 
reduced overall throughput. To counteract channel 
overload, data link layer mechanisms such as Fre-
quency Division Multiple Access or Time Division 
Multiple Access are used.

The process of counteracting channel overload is 
usually divided into several sequential phases. Three 
phases are considered to reduce the impact of over-
load on the GDIoT network [21].

The first phase is to detect the load using charac-
teristics such as queue length, channel load, delay, etc.

The second phase is overload notification. When overload 
is detected, the information is sent to the node to make an ap-
propriate decision. With implicit notification, the overloaded 
node signals its overload without sending a separate message. 
This can be an increase in response time, a change in power 
consumption parameters, an increase in packet loss, etc. This 
approach allows networks to self-regulate, avoiding critical 
overload without the need for additional control messages. 
Explicit notification of overload is carried out by independent 
control packets, but this approach is rarely used in load con-
trol schemes.

The third phase is overload control. In traffic manage-
ment, control is achieved by adjusting the rate of incoming 
traffic. In resource management, additional resources are 
deployed near the overload point. Centralized load control 
schemes are implemented using a routing protocol with load 
control. Decentralized load control schemes are distributed 
and cover all involved devices.

The third phase ends with a decision on overload. In most 
IoT systems, this solution involves imposing restrictions on 
the intensity of incoming traffic. But in modern GDIoT net-
works, the possibility of temporary horizontal scaling has ap-
peared. As an extension of the cluster gateway for the period 
of overload, one of the IoT devices involved in the boundary 
layer is selected. 

One of the main tasks when making a decision on over-
load is the need to ensure that there is no loss of information 
when transmitting it from sensors to the gateway. Typically, 
in the event of overload, the gateway used resources, that 
is, vertical scaling was performed. In this case, the speed of 
processing information coming from IoT devices was signifi-
cantly reduced. The expansion of the computing capabilities 
of the boundary layer nodes allowed horizontal scaling in the 
event of overload.

5. 2. Algorithm of temporary horizontal scaling
Based on the criterion of minimum time of search of the 

solution when finding a node of a boundary layer for tempo-
rary expansion of a gateway, evolutionary algorithms were 
considered. 6 popular evolutionary algorithms were selected 
for comparison. The comparison was carried out according to 
the most important characteristics for the proposed method. 
Optimization was carried out on test data sets characterizing 
the state of GDIoT devices based on single-board computers. 
The relative results of the comparison are given in Table 1.

As can be seen from the comparison results, the Firefly 
Algorithm outperforms other algorithms in terms of the 
analyzed parameters. This algorithm finds a solution in the 
shortest time among other algorithms, adapts faster to chang-
es in the load, and avoids local minima. In addition, it does 
not require a large number of iterations, which has a positive 
effect on the energy saving of GDIoT devices. Therefore, to 
implement the Firefly Algorithm, one can use formulas (6) 
and (7) in step 3 of the stabilizing queue control method.

However, focusing on the specificity of the GDIoT gate-
way, which connects sensors with the nodes of the boundary 
layer cluster, one needs to spend as little time as possible 
on implementing the algorithm. Therefore, to speed up and 
simplify calculations, the exponential function in formula (6) 
can be replaced by the Lorentz function. In this case, expres-
sion (6) takes the following form:

0
, 2

,

,
1i j

i jr
β

β =
+ γ ⋅

 ( ), 1..card , .i j S i j∈ ≠  		  (10)

In the Firefly Algorithm, fireflies can move not only 
to the best solutions but also in random directions. This 
process is diversification, which is regulated by the random-
ness parameter α in formula (7)). When intensifying the 
search, fireflies move to the brightest individuals, imple-
menting a local search. The correct balance between these 
two processes is critically important. If there is too much 
intensification, the algorithm may get stuck in a local min-
imum. If there is too much diversification, the algorithm 
may go into chaotic mode and not find the optimal solution. 
Therefore, it is proposed to consistently reduce the free ran-
domization parameter α:

( ) ( ) ( )exp ,begin begin endk kα = α − α − α ⋅ − 		  (11)

where αbegin, αend – initial and final values of the randomiza-
tion parameter; k – number of the current step in the state 
change cycle.

To accelerate the convergence of the algorithm, another 
term with a random coefficient α1 is added to formula (7). 
Then the movement of the firefly si is determined from the 
following formula:

( ) ( )
( ) ( )

,

*
1

1;1

1;1 ,
i j i j i j x

ix

X X X X U

U X X

= + β ⋅ − + α − +

+α − ⋅ −
 
		  (12)

Table 1 

Results of comparing evolutionary algorithms

Algorithm Speed Global  
Optimization

Adaptability 
to change

Energy  
consumption

Genetic  
Algorithm (GA) Slow Good Medium High

Particle Swarm  
Optimization (PSO) High Easily stuck High Low

Fish School  
Search (FSS) High Good High Medium

Cuckoo  
Search (CS) Medium Excellent Low High

Shuffled Frog  
Leaping Algorithm (SFLA) High Good High Low

Firefly  
Algorithm (FA) Fastest Excellent High Low
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where Х* is the position of the best firefly for the current 
epoch; i, j∈1..card(S), i≠j.

The proposed algorithm makes it possible to quickly find 
a boundary layer node that can be used to expand the capabil-
ities of the gateway of the cluster under consideration during 
the overload period.

5. 3. Structure of the method for stabilizing the load 
control over the boundary layer cluster gateway

Lower-level GDIoT data transmission protocols are usu-
ally supplemented with an active queue management algo-
rithm. This helps achieve optimal network utilization, lim-
ited packet loss, and reduced latency [22]. The most popular 
queue management protocol today is the Random Early De-
tection (RED) protocol, which helps avoid network overload 
by preventing mass packet drops. However, in IoT systems 
with high node density, the traffic flow changes dynamically. 
At the same time, the conventional implementation of RED 
requires a complex procedure for making a decision on 
packet drop. This limits data transmission performance and 
increases the energy load on the network. Therefore, in IoT 
systems with high node density, the Incremental Random 
Early Detection (IRED) algorithm is used for queue manage-
ment [17]. This algorithm performs adaptive queue manage-
ment by dynamically changing the thresholds for packet drop 
depending on the queue fullness.

The main features of the GDIoT system are a significant 
shift in the data processing process towards decentralized 
processing and limited energy consumption. Therefore, edge 
layer clusters are always formed according to the territorial 
principle. Intercluster convergence of processed data is usual-
ly performed on the cloud layer [23]. If there are servers in the 
fog layer that support several edge clusters, then intercluster 
convergence can be partially performed on this server. But 
then the results are still sent to the cloud data center.

The architecture diagram of a separate GDIoT cluster is 
shown in Fig. 3.

In the GDIoT cluster, the most vulnerable component 
in terms of overload is the cluster gateway. In the standard 
scheme using the IRED algorithm, the minimum and max-
imum thresholds begin to change adaptively as the load 
increases. This can delay the start of the second phase – 
sending an overload message. As a result, in the event of 
a load jump, the gateway may not have enough time to 
implement the final phase and make a decision. Then some 
information from the GDIoT sensors will be lost.

To solve this problem with information loss, it is 
proposed to modify the queue control algorithm for the 
gateway. Instead of adaptive control, stabilizing control 
is introduced. In this case, unlike the IRED algorithm, 
the minimum and maximum thresholds are fixed. The 
maximum threshold is selected based on the time re-
quired to execute the third phase and make a decision on  
overload.

Below is a step-by-step cycle of the stabilizing queue con-
trol process:

Step 1 (preliminary). Determine the lower and upper 
thresholds of the gateway buffer.

Step 2. When the lower buffer threshold is reached, the 
procedure for polling GDIoT devices involved in this edge 
layer cluster is started.

Step 3. When the upper buffer threshold is reached, the 
procedure for searching for a device for temporary horizontal 
scaling is started.

Step 4. After determining the device for scaling, the GDI-
oT data stream is temporarily switched from the gateway to 
this device.

Step 5. After the queue is reduced to the upper buffer 
threshold, the gateway resumes receiving the GDIoT data 
stream, and the temporary expansion node is released.

Step 6. If the queue load decreases to the lower buf-
fer threshold, the procedure for polling GDIoT devices is 
stopped.

The main criterion in the procedure for find-
ing a device for temporary horizontal scaling is 
the search time. The device is selected from a set 
of GDIoT devices involved in the boundary layer 
and having resources to perform the functions of 
a temporary gateway.

To assess the effectiveness of the proposed 
method, a simulation model of the boundary layer 
cluster of the Internet of Things was used. The 
cluster served 200 different GDIoT devices. The 
devices periodically sent information to the gate-
way, through which information packets were 
sent for further processing. The gateway queue 
service buffer was designed for 100 information 
packets. Changes in the intensity of information 
flows were formed randomly. 50 GDIoT devices 
were involved in forming the nodes of the cluster 
under consideration.

The effectiveness of the proposed stabilizing 
control (SG) method was evaluated in comparison 
with standard methods based on the RED and 
IRED algorithms. The assessment was carried 
out using the probability of loss of an information 
packet Ploss (expression (8)). Different variants of 
the average load on the gateway were simulated: 
ρavg∈[0,01; 1,6]. The model also analyzed the de-
pendence of indicator Qperc on the average load on 
the cluster gateway.
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The generalized simulation results are shown in the plots 
of Fig. 4, 5.

Fig. 4. Dependence of the probability of information packet 
loss on the load on the gateway

Fig. 5. Dependence of the percentage of information 
messages processed in fog or cloud layers on the load on the 

gateway

The average load on the gateway during the simulation 
varied within the specified limits from minimum load to 
overload with a step of ∆ρavg=0.2.

6. Discussion of results based on investigating the 
method for stabilizing the load control of the boundary 

layer cluster gateway

We have reviewed possible overload scenarios at the bound-
ary layer of the geographically dispersed Internet of Things. The 
results allowed us to form a scheme for overloading the cluster 
gateway (Fig. 1, 2) and prove the possibility of horizontal scaling 
at the boundary layer. Therefore, during overloading, instead 
of vertical, horizontal scaling can be performed, which helps 
accelerate the processing of GDIoT requests. This possibility 
is explained by taking into account the specific features of the 
geographically dispersed Internet of Things.

A temporary horizontal scaling algorithm has been devel-
oped for the boundary layer cluster gateway of the Internet 

of Things. The main difference of this algorithm is the speed 
of finding the required IoT device. The evolutionary Firefly 
Algorithm (6), (7) was used to implement the algorithm. In 
order to accelerate the search for the required solution, this 
algorithm has been modified as follows:

– the exponent in the fitness function (6) is replaced by 
the Lorentz function (10);

– to accelerate the movement of fireflies to the brightest 
firefly (formula (7)), the motion formula (11) and (12) have 
been adjusted.

The modified algorithm allowed us to quickly find a 
boundary layer node that can be used to expand the capabil-
ities of the gateway of the cluster under consideration during 
the overload period.

The structure of the method for stabilizing the load con-
trol of the gateway of the boundary layer cluster has been 
proposed. The main difference of this structure from the 
standard one used in IRED ((1) to (5)) is the fixation of the 
lower and upper queue thresholds. This allowed us to intro-
duce stabilizing control instead of adaptive control. When 
modifying the algorithm, the features of the GDIoT architec-
ture were taken into account (Fig. 3). The proposed method 
allowed us to temporarily horizontally scale the gateway 
when the upper queue threshold was reached until its buffer 
was filled. This ensured a reduction in the probability of los-
ing the information package.

Comparative testing of the standard and proposed meth-
ods (Fig. 4, 5) showed the following results:

– at a value of ρavg from 0.2 to 1.2, the use of the proposed 
method makes it possible to reduce the probability of infor-
mation packet loss from 10 % to two times;

– the maximum efficiency of the proposed method is 
achieved at values of ρavg from 0.5 to 0.9;

– at values of ρavg>1.6, the use of the proposed method is im-
practical due to overloading of the nodes of the boundary layer;

– at values of ρavg>0.8, the percentage of information 
messages processed at higher layers begins to decrease sig-
nificantly compared to standard methods.

The results of our study on the method for stabilizing the 
gateway load control can be explained by the use of tempo-
rary horizontal scaling of the gateway.

Unlike [8], in which the load control method is proposed, 
the stabilizing control method devised makes it possible not 
to reduce the rate of packet arrival during overload. This 
becomes possible due to the timely horizontal scaling of the 
gateway carried out among the cluster nodes. Unlike [12], in 
which the queue management method is proposed, the stabi-
lizing control method built has made it possible to reduce the 
probability of information packet loss. This becomes possible 
due to the specific features of the GDIoT architecture.

Thus, our results have made it possible to reduce the 
number of losses of GDIoT information packets arriving at 
the gateway of the boundary layer cluster. Depending on the 
average gateway load, the probability of information packet 
loss decreased from 10 % to two times.

But it is worth noting that the proposed results should 
be applied with a value of ρavg from 0.2 to 1.2. In addition, a 
significant limitation of the study is the presence of only one 
gateway in the GDIoT boundary layer cluster. The study was 
also conducted under conditions of high density of GDIoT 
devices in crowded areas.

A drawback of this study is the absence of restrictions on 
the number of cluster nodes. To eliminate this drawback, it 
is necessary to conduct additional studies on the influence of 
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the number of cluster nodes on the possibility of temporary 
horizontal scaling.

To advance our study, the following can be noted.
First, it is necessary to conduct a separate study on man-

aging queues of local components of ultra-high density GDI-
oT sensors. In this case, communication with the boundary 
layer nodes is carried out using several intelligent gateways. 
Each gateway provides communication with a separate 
boundary layer cluster. Secondly, it is necessary to consider 
the possibility of joint management of queues of information 
packets to the gateways of this local component.

7. Conclusions 

1. We have reviewed possible overload scenarios at the 
edge layer of the geographically distributed Internet of Things. 
Three phases were identified that are used to reduce the im-
pact of overload on the GDIoT network. Special attention was 
paid to the overload scenario at the level of the serving node 
of the GDIoT sensor group. The specific features of the GDIoT 
edge layer were taken into account during development. This 
allowed us to propose the use of horizontal scaling when the 
gateway queue is overloaded.

2. A temporal horizontal scaling algorithm has been de-
veloped for the gateway of the Internet of Things edge layer 
cluster. The main difference of this algorithm from existing 
ones is the speed of finding the required IoT device. To this 
end, the evolutionary Firefly Algorithm was used. In order 
to speed up the search for the required solution in this algo-
rithm, the exponent in the fitness function was replaced by 
the Lorentz function. In addition, the motion formula was 
adjusted to accelerate the movement of fireflies to the bright-
est firefly. This algorithm allowed us to devise a method for 
stabilizing queue control at its overload.

3. The structure of the method for stabilizing load control 
of the boundary layer cluster gateway has been proposed. 
The main difference of this structure from the standard one 
used in IRED ((1) to (5)) is the fixation of the lower and upper 
queue thresholds. This modification has made it possible to 

introduce stabilizing control instead of adaptive control and to 
perform temporary horizontal scaling of the gateway until its 
buffer is filled. This ensured a reduction in the number of losses 
of GDIoT information packets arriving at the boundary layer 
gateway. The results of the study have made it possible to com-
pare the effectiveness of the standard and proposed methods 
according to the criterion of the probability of loss of an infor-
mation packet. At a small average load and when the threshold 
of 1.6 is exceeded, the proposed method has no advantage in 
terms of the probability of packet loss over the standard ones. 
At an average load on the gateway from 0.2 to 1.2, the proposed 
method makes it possible to reduce the probability of loss of 
an information packet from 10 % to two times. It has also been 
proven that the maximum efficiency of the proposed method is 
achieved at average load values from 0.5 to 0.9.
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