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1. Introduction

In today’s world, power utilities are increasingly integrat-
ing digital technologies, which can improve efficiency, but 
at the same time create new cyber threats. Ensuring reliable 
information security (IS) is becoming critical to preventing 
major disruptions in power supply and reducing the risk of 
loss or theft of sensitive information. 

The interaction of numerous digital systems and tech-
nologies within a single infrastructure (digital coherence) 
makes it necessary to implement new methods for assessing 
the information security of power system enterprises at the 
macro, meso, and micro levels of the economy. Conventional 
approaches to information protection, which focus on indi-
vidual systems, are unable to adequately assess and protect 
the entire power system at the macro, meso, and micro levels 
of the economy. Cybercriminals are becoming increasingly 

resourceful, using the latest technologies to attack power en-
terprises. The rapid development of technologies and the in-
crease in the number of cyber threats, in particular complex 
and coordinated attacks, such as viruses, phishing, require 
new approaches to assessing and protecting information sys-
tems. This can lead to significant economic losses, damage to 
infrastructure or even threats to national security. The rele-
vance of the topic is growing due to the need to devise meth-
ods that allow for timely assessment and neutralization of 
these threats. Many enterprises have numerous and diverse 
information systems, which requires devising comprehensive 
assessment methods that take into account the interaction 
of macro, meso, and micro levels of the economy. The lack 
of such an integrated methodology can lead to gaps in the 
assessment of risks and security. 

Many existing methodologies for assessing information 
security do not take into account the complexity and interac-
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The object of this study is the process of assessing 
the information security of enterprises within an electric 
power system at the economy’s micro-level under the con-
ditions of digital coherence.

The work solves the task to devise a comprehensive and 
adaptive approach to assessing information security, tak-
ing into account modern challenges associated with the 
integration of digital systems. The main feature is that the 
methodology enables to analyze the relationships between 
infrastructure components, taking into account digital 
coherence, which makes it possible to improve the accura-
cy of risk assessment and the effectiveness of information 
security management.

The devised methodology is based on eight intercon-
nected stages, which include the integration of indicators, 
assessment of the interaction of system components, and 
monitoring changes in information security indicators in 
real time. This allows enterprises to respond to threats in a 
timely manner, minimizing risks.

A computational algorithm has been developed that 
monitors the dynamics of changes in information security 
indicators, which contributes to making timely manage-
ment decisions.

The practical application of the methodology has been 
justified by scenarios of its integration into the work of 
energy industry enterprises. Testing at the power unit of 
the Zaporizhzhia Nuclear Power Plant confirmed its effec-
tiveness, providing an economic effect of about USD 90 
thousand. The methodology could be applied at different 
levels of the economy and adapted to the needs of specific 
enterprises, including integration into existing monitoring 
and management systems.

The results demonstrate the uniqueness of the pro-
posed approach due to its complexity, adaptability, and 
practical significance, which makes the methodology an 
effective tool for assessing information security in the con-
text of digital coherence
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tion of different levels of information systems in the electric 
power industry. This creates gaps in the identification of risks 
and vulnerabilities at the macro, meso, and micro levels of 
the economy. As digital technologies are constantly evolving, 
there is a need to devise adaptive assessment methodologies 
that can take into account changes in the digital environment 
and provide a timely response to new threats.

Thus, the relevance of the research topic is due to the 
need to devise an effective comprehensive methodology for 
assessing the information security of enterprises in the electric 
power industry in the context of the rapid development of dig-
ital technologies and the growing complexity of cyber threats. 
This is important for taking into account the interaction of 
digital technologies at different levels of the economy and 
would allow for effective assessment of information security, 
increasing the level of protection of enterprises in the electric 
power system in the context of constantly changing threats.

2. Literature review and problem statement

In [1], studies focus only on technical aspects (e.g., vul-
nerability analysis or technical threats), without taking into 
account the interaction of different digital systems and the 
impact of digital coherence. This limits the accuracy and 
completeness of the assessment of the level and level of in-
formation security of energy system enterprises at the macro, 
meso, and micro levels of the economy.

Given the multi-level nature of energy enterprises, where 
the macro, meso, and micro levels are interconnected, in [2], 
these levels are not sufficiently integrated into a single assess-
ment system. This can lead to an incomplete picture of threats 
and risks that arise due to digital integration at all levels.

In [3], rapid changes in digital technologies and new cy-
ber threats that are constantly emerging are not taken into 
account. The assessment of information security according to 
old models is unable to take into account rapid changes in the 
technological environment, which reduces the effectiveness 
of enterprise protection.

In works [4, 5], insufficient attention is paid to the influ-
ence of the human factor on the level of security, in particular 
user errors, insufficient qualification of personnel or the lack 
of an appropriate security culture. However, as noted in [6], 
these factors can significantly affect the overall level of infor-
mation security of the enterprise. 

In [7], modern regulatory and legal requirements for infor-
mation security are not taken into account, which complicates 
the application of the results in practice. Lack of compliance 
with the requirements of national or international standards 
can lead to non-compliance with real security requirements.

In [8], ensuring the level of information security is limit-
ed to technological aspects. The studies focus on protecting 
networks, software, or data storage systems, and do not 
consider the importance of organizational and procedural 
aspects of security, which may be no less important for en-
suring comprehensive protection.

In [9], the study focuses on the current level of informa-
tion security without properly predicting future threats and 
trends in the development of digital technologies, which may 
limit their usefulness for strategic planning and development.

Given that in the context of digital coherence, different 
systems and platforms are integrated with each other, in [10], 
a study was conducted that does not take into account the 
effects of this integration, which may lead to an incomplete 

assessment of vulnerabilities and risks arising from the inter-
action of different components.

In [11], insufficient emphasis is on intersectoral coop-
eration. Lack of attention to the importance of cooperation 
between enterprises, government agencies, and other ecosys-
tem participants that have common interests in ensuring the 
information security of critical infrastructures. This can lead 
to gaps in cyber threat response systems.

In works [12, 13], the use of modern technologies and 
tools is limited. Modern tools for information security assess-
ment, such as big data analytics, artificial intelligence, or ma-
chine learning, which can significantly improve the accuracy 
and speed of enterprise information security assessment, are 
not sufficiently used.

These shortcomings limit the effectiveness of convention-
al approaches to assessing IBS and indicate the need to devel-
op more comprehensive, integrated, and adaptive assessment 
methods that can take into account modern challenges in the 
context of digital transformation.

Thus, our review of the literature [1–13] demonstrates 
that there is part of the unresolved problem of assessing the 
level and level of information security of enterprises of the 
electric power system at the macro, meso, and micro levels of 
the economy, namely:

– insufficient integration of different levels of information 
security assessment (for example, the relationship between 
macro, meso, and micro levels is not taken into account, 
which leads to a fragmented assessment of IS level);

– limited consideration of digital coherence (for example, 
existing assessment methods do not sufficiently take into 
account the integration and interaction of digital systems at 
different levels, which is important in the context of modern 
digital transformation of enterprises);

– underestimation of organizational and procedural as-
pects of IS (for example, most studies focus on technical 
aspects of IS, not paying sufficient attention to organizational 
and procedural measures, which are no less important for en-
suring comprehensive protection of information resources);

– lack of adaptation to new cyber threats (for example, 
conventional IS assessment methods are unable to adequate-
ly respond to new cyber threats and technological changes, 
which requires the development of more flexible and dynam-
ic methods to adapt to a rapidly changing environment);

– insufficient attention to the human factor (for example, 
many studies do not take into account the importance of 
the human factor in information security, in particular user 
errors, insufficient staff qualifications or the lack of a proper 
IS culture, which are significant sources of potential threats);

– inconsistency with current regulatory requirements: 
Some studies do not take into account modern regulatory and 
legal acts regulating information security at the national and 
international levels, which reduces the practical value of the 
proposed methods for real-world application.

These problems indicate the need to devise new, more 
comprehensive approaches to assessing the information 
security of energy system enterprises that take into account 
digital integration and all levels of the economy, as well as 
adapt to the latest cybersecurity challenges.

3. The aim and objectives of the study

The purpose of our study is to devise a comprehensive 
methodology for assessing the information security of enter-
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prises of the electric power system under conditions of digital 
coherence. This will make it possible to effectively assess and 
manage the risks of information security of enterprises of the 
electric power system at the macro, meso, and micro levels 
of the economy, taking into account the interaction of digital 
technologies and systems.

To achieve the goal, the following tasks were set:
– to define stages of a comprehensive methodology for as-

sessing information security, which allows assessing the level 
of IS of enterprises at all levels – from individual components 
of information systems to strategic decisions at the level of 
the electric power industry;

– to develop a computational algorithm that will ensure 
accurate calculation of information security indicators, tak-
ing into account the dynamics of changes in risks, threat 
indicators and their interrelationships at different levels of 
management;

– to carry out experimental testing of the comprehensive 
methodology at enterprises of the electric power system and 
to investigate its effectiveness in a real digital environment, 
confirming its practical value and universality.

4. The study materials and methods

The object of our study is the process of assessing the in-
formation security of enterprises of the electric power system 
under the conditions of digital coherence. This includes the 
analysis and provision of protection of information resources, 
technologies, and processes used within these enterprises.

The study focuses on the identification, analysis, and man-
agement of information security risks, as well as on the devel-
opment of methods that allow for the effective assessment and 
provision of protection of information systems of enterprises 
of the electric power industry under the conditions of intensive 
digitalization and integration of technologies.

The hypothesis of the study assumes that devising a 
comprehensive methodology for assessing the information 
security of enterprises of the electric power system under the 
conditions of digital coherence could significantly improve 
the efficiency of IS management due to the following [14–16]:

– it integrates different levels of assessment (macro, meso, 
micro level), taking into account the specificity of enterprises 
of the electric power industry and the interaction of digital 
technologies at each level;

– it takes into account digital coherence, which ensures 
the integration and interaction of information systems, tech-
nologies, and processes, which allows for a more accurate 
assessment and forecast of risks and threats in a constantly 
changing digital environment;

– it integrates quantitative and qualitative indicators 
to assess the level of information security, which allows 
for a more comprehensive and accurate analysis, as well 
as promptly adapting IS measures to new threats and re-
quirements;

– it ensures adaptability and efficiency of real-time in-
formation security assessment, which allows enterprises to 
quickly respond to cyber threats and timely adjust IS strate-
gies in the context of digital transformation.

Thus, the hypothesis suggests that the devised compre-
hensive methodology would improve the ability of energy 
industry enterprises to effectively manage information se-
curity risks and reduce vulnerabilities associated with the 
integration of digital technologies.

Various methods are used to assess the level of informa-
tion security of enterprises, which have scientific justifica-
tions and practical application. Here are the main ones:

1. Expert assessment method. This is a method in which 
information security is assessed through the opinions of ex-
perts in the field of information technology and information 
security. Experts assess various aspects of enterprise security, 
for example, based on an assessment of existing threats and 
vulnerabilities, the level of protection of information sys-
tems. The practical application is that information security 
is assessed without the need for technical research, but only 
through the analysis of expert opinion.

2. Risk analysis method. This method involves identifying 
and assessing risks that may affect the security of enterprise 
information systems. It includes an analysis of vulnerabilities, 
threats, the likelihood of their occurrence and possible conse-
quences. The practical application is to devise strategies and 
measures to minimize risks and reduce the likelihood of threats.

3. The method of monitoring and auditing information se-
curity involves regular verification of IS systems and processes 
through audit checks and automated monitoring. The assess-
ment is carried out on the basis of collected data on user activity, 
unauthorized access attempts, software vulnerabilities and oth-
er factors. The practical application is to maintain the security 
system at an up-to-date level and to identify new threats.

These methods provide a comprehensive approach to 
assessing the level of information security of the enterprise, 
making it possible not only to identify weaknesses but also 
actively eliminate them.

5. Results of devising a comprehensive methodology 
for assessing the information security of enterprises in 

the context of digital coherence

5. 1. Defining stages of the methodology for assess-
ing the information security of enterprises in the con-
text of digital coherence.

Devising a comprehensive methodology for assessing the 
information security of enterprises in the context of digital 
coherence includes several stages (Fig. 1), each of which has 
its specific characteristics:

Stage No. 1 – defining the goals, tasks, and objects of as-
sessing the information security of enterprises in the context 
of digital coherence:

– objectives of information security assessment;
– tasks of information security assessment;
– objects of information security assessment.
Stage No. 2 – identification and analysis of external and 

internal threats and risks that may affect the information se-
curity of enterprises. The purpose of the stage: Identification 
and assessment of possible threats and risks that may affect 
the information security of an enterprise under the condi-
tions of digital coherence, in order to respond in a timely 
manner and minimize their impact:

– identification of external threats;
– identification of internal threats to the information 

environment;
– analysis of information security risks;
– methods of information security analysis.
At this stage, it is important to carefully study both ex-

ternal and internal threats to information security, as well as 
assess possible risks for the enterprise. This makes it possible 
to form an understanding of which aspects of information 
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security require the most attention and resources to ensure 
an adequate level of protection.

Stage No. 3 – defining criteria for assessing the informa-
tion security of enterprises, which make it possible to mea-
sure the effectiveness of the protection measures taken and 
determine the level of vulnerability of systems. The main key 
criteria for assessing information security under the condi-
tions of digital coherence:

– confidentiality of information;
– information integrity;
– information availability;
– monitoring and auditing;
– risk management;
– human factors;
– technical level of protection.

Stage No. 4 – collection and systematization of data nec-
essary for calculations and analysis of criteria and parame-
ters of information security of the enterprise, which makes 
it possible to ensure the objectivity of the assessment and the 
accuracy of the decisions made.

The main sources of data for the assessment of informa-
tion security:

– technical data;
– organizational data;
– physical data;
– information security incidents;
– technical and external audits.
Data collection is a critical stage for assessing the level of 

information security of the enterprise under the conditions of 
digital coherence. This makes it possible to form an objective 
picture of the current level of security, identify vulnerabilities 
and determine which aspects need improvement. The accu-
racy and systematicity of data collection is the basis for fur-
ther calculations and a correct assessment of the level of in-
formation security under the conditions of digital coherence.

Stage No. 5 – calculation of indicators of information 
security of enterprises. The purpose of the stage: assessment 

of the level of information security of the enterprise through 
the calculation of key indicators that make it possible to ob-
jectively measure the effectiveness of security systems and 
identify weaknesses in existing protection measures. The 
main indicators for calculating information security:

– information security index;
– level of information security risk of enterprises;
– information recovery time;
– level of information availability;
– information confidentiality coefficient;
– information integrity coefficient;
– number of information security incidents;
– information security costs.
Calculating information security indicators is a neces-

sary step to assess the effectiveness of existing protection 
measures. This makes it possible to understand 
which aspects need improvement, as well as 
make informed decisions to reduce risks and 
increase the level of enterprise IS in the context 
of digital coherence.

Stage No. 6 – general assessment of enter-
prise information security based on calculated 
indicators and analysis of collected data. This 
stage makes it possible to formulate a final 
assessment that reflects the level of enterprise 
information security and provides a basis for 
further actions to improve it.

The main methods of general assessment of 
information security:

– comprehensive assessment method;
– scoring system method;
– information security rating.
A general assessment of enterprise infor-

mation security is an important step to identify 
weaknesses in the protection system and deter-
mine the effectiveness of implemented security 
measures. This stage helps draw a clear picture 
of the level of security at the enterprise and de-
termine priorities for further actions to improve 
security.

Stage No. 7 – determining management de-
cisions to improve and optimize the level of 

information security of the enterprise, in particular, imple-
menting effective measures that reduce risks and improve 
information protection.

Management decisions to optimize information security 
include:

– improving information security risk management 
measures;

– developing a disaster recovery plan;
– auditing and monitoring;
– reviewing the organizational security structure (for 

example, reviewing roles and responsibilities in the organi-
zation) to determine whether there is a need to expand the 
security team, improve coordination between departments, 
or optimize the security management structure;

– determining priorities for implementing changes.
Stage No. 8 – continuous monitoring and analysis of the 

enterprise’s IS indicators to identify new threats, changes in 
the information environment, and timely adjustments to the 
IS assessment methodology.

Continuous monitoring of information security indicators 
is a key component for maintaining a stable and effective level 
of IS at the enterprise under conditions of digital coherence. 

Fig. 1. Flowchart of the stages of the enterprise information security 	
assessment methodology

Identification and analysis of external and internal risks of IS 

Determination of goals, objectives, and objects of assessment of information security 

Selection of methods and relevant criteria for assessing the information security of 
enterprises 

Collection of data for the account of indicators of enterprises IS 

Calculation of information security indicators of enterprises 

General assessment of information security of enterprises 

Recommendations for determining management decisions 

Monitoring and adjustment of the assessment of information security of enterprises 

COMPREHENSIVE METHODOLOGY FOR ASSESSING THE INFORMATION 
SECURITY OF ENERGY ENTERPRISES 
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To ensure continuous monitoring of information security indi-
cators under conditions of digital coherence, it is necessary to:

– determine indicators for monitoring information secu-
rity indicators;

– technical means of monitoring;
– analyze monitoring results;
– make adjustments to the information security assess-

ment methodology;
– adapt to changes in the energy enterprise’s environment;
– improve response strategies;
– regularly test the security assessment methodology;
– analyze changes in the technological and legislative 

environment.
Continuous monitoring and analysis of information security 

indicators make it possible to timely identify new threats and 
promptly make adjustments to the enterprise’s IS assessment 
methodology under conditions of digital coherence. This is a 
necessary condition for ensuring effective protection against 
attackers and maintaining a high level of information security, 
especially in the face of constant changes in the technological 
and legislative environment, in particular for energy companies.

Thus, each stage of the methodology not only logically 
follows from the previous one but also creates the basis for the 
next, forming a single sequence of actions that ensures the sys-
tematic nature of the process. Defining goals is the starting point 
that outlines the framework of the study and determines the pri-
orities that must be achieved. At this stage, strategic guidelines 
are formed, which become criteria for further analysis.

Threat identification allows for a deeper understanding 
of possible risks and vulnerabilities in the system, in order 
to identify factors that may negatively affect the achievement 
of the set goals. This stage creates an information base for 
devising effective measures to counter threats.

The formation of criteria is an important stage, as it provides 
structuring of the process, defines clear parameters and stan-
dards by which the assessment is carried out. This allows for 
comparison of various aspects of the studied processes and ob-
jects, ensuring objectivity and transparency of the assessment.

The calculation of indicators provides a quantitative basis 
for assessment, which enhances the validity of the conclusions. 
The use of mathematical, statistical, or other quantitative meth-
ods makes it possible not only to obtain objective data but also 
compare them in dynamics, to identify trends and patterns.

Monitoring plays an important role in ensuring the dy-
namic improvement and relevance of the methodology. Reg-
ular observation and analysis of the results make it possible 
to timely detect changes in conditions or parameters, make 
necessary adjustments and ensure constant adaptation of the 
process to new challenges.

A systematic approach in this context guarantees not only 
the accuracy and efficiency of the process but also its contin-
uous adaptation to changes in the information environment. 
This ensures the stability and reliability of the methodology, 
as well as its ability to quickly respond to new challenges and 
opportunities.

The task was to devise a structured approach to analyzing 
the state of information security in the context of digital coher-
ence. Therefore, the stages defined confirm that the proposed 
methodology makes it possible to systematize the assessment 
of threats and risks, form criteria for analysis and implement 
mechanisms for monitoring information security. Thus, the 
result is the creation of a basis for a systematic analysis of infor-
mation security with a clear consideration of the specificity of 
energy enterprises.

5. 2. Developing a computational algorithm for cal-
culating information security indicators of energy 
enterprises

To implement a comprehensive methodology for assess-
ing information security to ensure the level of IS of energy 
enterprises under conditions of digital coherence, an algo-
rithm for calculating IS indicators of energy enterprises is 
proposed, which combines various aspects of IS (Fig. 2).

The algorithm for calculating information security indi-
cators allows for a comprehensive, systematic, and structured 
approach to assessing IS, ensuring that all important factors 
and risks in the field of IS of energy enterprises are taken into 
account in the context of digital coherence [17].

The algorithm developed for assessing information secu-
rity has several key features:

– a systematic approach that provides a clear structure for 
assessing information security, which helps to avoid omis-
sions in the process;

– vulnerability identification (for example, thanks to the 
threat and vulnerability identification stage, an enterprise can 
identify weaknesses in its systems that can be used by attackers);

– risk assessment (for example, the algorithm makes it 
possible to assess the probability of threats and potential 
damage, which helps in prioritizing security measures);

– development of recommendations (for example, based 
on the identified risks, an organization can devise specific 
recommendations to improve its information security);

Fig. 2. Flowchart of the algorithm for calculating information 
security indicators

Start 

Determining the goals and scope of IS Stage 1. 

Identification and analysis of IS risks Stage 2. 

Definition of IS criteria and indicators: 
Qpin, Qtin, Qnin, Qtzin, Qpzin, Qfzin, Qpzin, Qdrp 

Stage 3. 

Data collection for calculation of IS 
indicators 

Stage 4. 

 Calculations of IS indicators Stage 5. 

Stage 6. 

Stage 7. 

Monitoring and adjustment of the state of IS Stage 8. 

End 

Definition of management decisions on 
elimination of threats and risks of IS 

Evaluation of calculation results of 
IS indicators 

assessment
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– documentation (e.g., preparing a report with the results 
of the assessment ensures transparency and accessibility 
of information to stakeholders, which can be important for 
decision-making at the management level of the enterprise);

– monitoring and improvement (e.g., establishing a reg-
ular monitoring process allows the organization to adapt to 
changes in threats and technologies, ensuring that security 
measures are constantly relevant).

In general, this algorithm is an important tool for infor-
mation security management, helping organizations protect 
their data and systems from potential threats.

Adding functionality to the algorithm for monitoring in-
formation security indicators, for tracking threats and risks, 
in real time, is critical for timely decision-making [18].

This algorithm not only optimizes management process-
es but also provides a systematic approach to analyzing risks 
and threats that arise in a dynamic information environment.

Integration of this algorithm in software and computing 
complexes of automated process control systems (ACS) of elec-
tricity generation facilities is an important step in increasing the 
level of information security of electric power enterprises [19].

The task was to develop algorithmic support for quantita-
tive analysis of information security criteria under conditions 
of digital coherence. The algorithm developed provides high 
accuracy of calculations, takes into account the specificity of 
nonlinear processes and allows for rapid assessment of the 
level of risks. This result confirms the effectiveness of the al-
gorithm as a tool for automated information security analysis.

5. 3. Conducting a study based on the results of prac-
tical application of a comprehensive methodology for 
assessing information security of enterprises

An assessment of the information security at the Zapor-
izhzhia Nuclear Power Plant (ZNPP) was carried out under con-
ditions of digital coherence. In order to carry out calculations for 
all information security indicators for the Zaporizhzhia NPP, it 
is necessary to determine the values for each of the coefficients.

To calculate the IS indicators, which are determined by 
the expert assessment method on a scale from 0 to 5 points, it 
is advisable to use a comprehensive set of input data, covering 
technical, organizational, financial, and regulatory aspects:

– technical condition of equipment (0–5 points);
– staffing (0–5 points);
– financing (0–5 points);
– data access system (0–5 points);
– network protection (0–5 points);
– antivirus software (0–5 points);
– software updates (0–5 points);
– information security budget (0–5 points);
– investments in protection (0–5 points);
– legislation (0–5 points);
– contracts with suppliers (0–5 points);
– experience of technical staff (0–5 points);
– experience of administrative staff (0–5 points);
According to the comprehensive information security 

assessment methodology, indicators for assessing the infor-
mation security of the Zaporizhia NPP were selected. This 
approach allows for a comprehensive assessment of the state 
of information security, taking into account all important 
factors that may affect its level.

To this end, a unified calculation of the information secu-
rity indicators of the Zaporizhia NPP was considered based 
on the reports by IAEA experts over 2022–2023 (GC(67)/2; 
GC(68)/2) [20, 21], and a review of their activities for 2024 [22]. 

These reports contain a detailed analysis of the state of informa-
tion security, recommendations for eliminating vulnerabilities, 
and an assessment of the impact of digital threats on the func-
tioning of the Zaporizhia NPP:

1. The information completeness indicator is calculated 
according to expression (1):

,in
pin
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I
Q

I
=  					     (1)

where Qpin is the information completeness coefficient;
Iin is the amount of information that enters the automated 

dashboard of the operator of the ZNPP power unit’s TP ACS, %;
Iyr is the amount of information that is required for the 

operator of the ZNPP power unit’s TP ACS to make a rea-
soned decision, %.

2. The information accuracy indicator is calculated ac-
cording to expression (2):
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where Qtin is the accuracy coefficient of information received 
by the operator of the ZNPP power unit’s TP ACS;

Irin is the volume of relevant information, %.
3. The information reliability indicator is calculated ac-

cording to expression (3):

. ,nd in
nin

in

I
Q

IΣ
=  				    (3)

where Qnin is the information accuracy coefficient;
Irin is the amount of information provided to the operator 

of TP ACS at the ZNPP power unit from reliable information 
sources, %;

I∑in is the total amount of information provided to the 
operator of TP ACS at the ZNPP power unit, %.

4. The indicator of technical information protection is 
calculated according to expression (4):

,tzin nnin atQ I K= ⋅ 				    (4)

where Qtzin is the coefficient of technical information protection;
Innin is the amount of information provided to the operator 

of TP ACS at a power unit of ZNPP, the disclosure of which 
may cause negative consequences for the enterprise, units;

Kat is the number of cyberattacks that were not pre-
vented, units.

5. The indicator of software information security is calcu-
lated according to expression (5):

,bf
pzin

nf

T
Q

T
=  					     (5)

where Qpzin – coefficient of software information security;
Tbf – time of uninterrupted operation of the information 

system of TP ACS at the ZNPP power unit, hours;
Tnf – normative time of operation of the information sys-

tem of TP ACS at the ZNPP power unit, hours.
6. The indicator of financial information protection is 

calculated according to expression (6):

,zinr
fzin

prin

V
Q

V
= 					     (6)
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where Qfzin – coefficient of financial information protection;
Vzinr  – costs of information resources protection: program 

memory and data memory of PLC of TP ACS at the ZNPP 
power unit, USD;

Vprin – costs of information resources acquisition: pro-
gram memory and data memory of PLC of TP ACS at the 
ZNPP power unit, USD.

7. The indicator of legal information protection is calcu-
lated according to expression (7):

,nnin
pzin

uzin

I
Q

I
=  					     (7)

where Qрzin  – coefficient of legal protection of information;
Innin – volume of information provided only to the op-

erator of TP ACS at the ZNPP power unit, the disclosure of 
which may cause negative consequences for the enterprise, %;

Iuzin– total volume of information that is legally protected 
and provided only to the operator of TP ACS at the ZNPP 
power unit, the disclosure of which may cause negative con-
sequences for the enterprise, %.

8. The indicator of experience of the operational person-
nel of TP ACS at the ZNPP power unit is calculated according 
to expression (8):

1 ,dp r
dp

dp

N
Q

N
=

∑
 					     (8)

where Qdр – coefficient of experience of operators of TP ACS 
power unit at ZNPP who have access to information, the 
disclosure of which may cause negative consequences for the 
enterprise, persons;

Ndp1r is the number of operational personnel who have 
worked at ZNPP for more than one year and have access 
to information, the disclosure of which may cause negative 
consequences for the enterprise, persons;

N∑dr – total number of operational personnel of ZNPP who 
have access to information, the disclosure of which may cause 
negative consequences for the enterprise, persons.

The final results of calculating the ZNPP information secu-
rity indicators, performed according to expressions (1) to (8), are 
shown in the summary Table 1.

Based on the calculations of information security indica-
tors (Table 1) and the plots (Fig. 3) that reflect the dynamics of 
changes in information security indicators during the 2010–2024 
years of operation of the Zaporizhzhia NPP power units, a compre-
hensive analysis was carried out using expert assessment methods.

The results of the expert assessment show that the highest 
level of information security at ZNPP was observed in the period 
from 2010 to the end of 2013, stably maintaining at the level of 
5 points on the assessment scale. Such stability was ensured by 
systematic measures to support and develop information secu-
rity under conditions of digital coherence, in accordance with 
regulated standards and procedures.

A significant decrease in the level of information security 
was recorded at the beginning of 2014, which coincided with 
the beginning of military aggression by the Russian Federation 
against Ukraine. During 2014–2018, the level of information se-
curity fluctuated between 2.8 and 3.1 points. This deterioration 
was due to both the destabilization of the general security situa-
tion and the emergence of new cyber threats aimed at disrupting 
the functioning of ZNPP TP ACS.

In the period from the end of 2018 to the beginning of 2022, 
there was a positive dynamics in the growth of the level of infor-

mation security from 2.8 to 4.5 points. This trend was due to the 
implementation of targeted programs aimed at strengthening 
cybersecurity, in particular, the allocation of financial and eco-
nomic resources for the modernization and improvement of the 
software and hardware of TP ACS power units at ZNPP.

However, since February 2022, there has been a sharp and 
critical decrease in the level of information security from 4.7 
to 2.5 points. This drop significantly exceeds the threshold val-
ues defined by the IAEA requirements, which indicates a signif-
icant deterioration in the situation. Such dynamics are directly 
related to the beginning of full-scale military operations by the 
Russian army, as well as the seizure of the territory of the ZNPP, 
which created unprecedented threats to its information security.

The results of the expert assessment clearly demonstrate 
the cause-and-effect relationships between the level of infor-
mation security and external factors, in particular military ag-
gression. This approach allows for a deeper understanding of 
the nature of the identified risks and identifying ways to over-
come them to ensure an adequate level of information security.

Fig. 4 shows a histogram of changes in the dynamics of 
information security indicators of ZNPP during the 2010–
2024 years of operation of ZNPP power units.

The histogram helps track the dynamics of changes in 
all indicators of ZNPP IS in the period from 2010 to 2024 
and identify critical points for timely decision-making on the 
elimination of risks for ZNPP IS.

Statistical processing methods were used to process the 
data, in particular, calculating the mean, standard deviation, 
and coefficient of variation. The results obtained were verified 
by comparison with previous reports presented in the IAEA 
reports, which increases the reliability of the conclusions and 
ensures their compliance with established standards.

For effective monitoring of the information environment, 
it is proposed to use specialized modules of the software 
and hardware complex of the automated process control 
system (TP ACS STC). This provides collection, processing, 
and analysis of data from various sensors installed on power 
plants (Fig. 5). IS systems within TP ACS STC allow real-time 
information on the status of IS, detecting deviations from the 
norm of IS indicators, and sending warnings to the TP ACS 
operator for prompt response.

Table 1

Final results of calculating the information security indicators 
of ZNPP during the 2010–2024 years of operation of the 

ZNPP power units

Year Qpin Qtin Qnin Qtzin Qpzin Qfzin Qpzin Qdrp

2010 4.8 4.7 4.8 4.9 5.0 4.8 4.8 4.9
2011 4.9 4.9 4.9 5.0 5.0 4.9 4.8 5.0
2012 5.0 5.0 5.0 5.0 5.0 5.0 5.0 5.0
2013 5.0 5.0 5.0 5.0 5.0 5.0 5.0 5.0
2014 3.1 3.0 2.9 3.0 3.0 2.8 3.0 2.9
2015 2.9 3.0 2.8 2.9 3.0 2.7 2.8 2.9
2016 3.0 3.0 2.8 2.9 3.0 3.0 2.9 3.1
2017 3.0 3.0 2.8 3.0 3.0 3.1 3.0 3.2
2018 3.2 3.0 2.8 3.0 3.3 3.1 3.0 3.2
2019 4.2 4.1 4.3 4.5 4.3 4.2 4.3 4.5
2020 4.3 4.2 4.4 4.6 4.4 4.3 4.4 4.6
2021 4.4 4.3 4.5 4.7 4.5 4.4 4.5 4.7
2022 2.9 3.0 2.8 3.2 3.0 2.8 3.0 2.9
2023 2.8 2.9 2.7 3.1 2.7 2.6 3.0 2.8
2024 2.7 2.8 2.5 3.0 2.5 2.5 2.9 2.5
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The economic effect of implementing the information 
security system module in the TP ACS at NPP power unit can 

only be indirect because it is not a direct source of income but 
is an auxiliary means for minimizing costs.

Fig. 3. Plot of changes in the dynamics of enterprise information security indicators: 	
a – Qpin; b – Qtin; c – Qnin; d – Qtzin; e – Qpzin; f – Qfzin; g – Qpzin; h – Qdrp
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The cost of implementing one module for detecting infor-
mation emergency signs, taking into account additional losses, 
is about USD 10 [19]. It should be noted that the information 
management system of TP ACS at NPP power unit includes 
approximately 600 cabinets (depending on the configuration), 
in which this module must be implemented. Thus, the total 
cost of implementing the modules of TP ACS information 
security system for one power unit of the power plant is 
USD 600×10=6000 (for ZNPP – USD 6000*6=36 thousand).

Considering that due to failures of electrical equipment 
through untimely detection of threats and risks of the informa-
tion environment of the technological process, the power plant 
suffers losses of about USD 45 thousand per year [19]. Therefore, 
the economic effect of implementing the information security 
module of TP ACS STC will be about USD 9 thousand.

To assess the information security of enterprises of 
the electric power system at the macro and meso levels of 
the economy, it is proposed to combine ACS STC of the 
enterprise (power plant) into an integrated automated com-
plex (IAC), as shown in Fig. 5:

– at the meso level, this is ASMD (automated system of man-
agement and dispatching of the energy system of the region);

– at the macro level, this is the UASU (unified automated 
system of the energy system of Ukraine).

The initial data for ASMD and UASU, regarding the 
assessment of the level of information security at the macro 
and meso levels, are the results of calculations of integrated 
indicators of information security, which come from TP ACS 
of all energy enterprises in the region.

6. Discussion of results based on devising a 
comprehensive methodology for assessing the level of 

information security at energy enterprises

The proposed comprehensive meth-
odology for assessing the level of infor-
mation security (IS) of energy enterprises 
solves a number of key problems that 
arise when using existing approaches to 
assessing IS under conditions of digital 
coherence. It takes into account a number 
of factors that have not been sufficiently 
discussed in previous studies [23, 24], and 
in particular makes it possible to define 
the stages indicated in Fig. 1:

– integrate the assessment of IS at all 
levels of the economy, which provides a 
holistic view of the state of IS, which re-
duces fragmentation and ensures a com-
prehensive approach to assessment;

– focus on digital coherence, which 
makes it possible to take into account 
the interactions between various digital 

components of the enterprise, such as 
automated control systems, which con-
tributes to a more accurate assessment of 
IS under conditions of digital coherence;

– ensure the reliability and accuracy 
of the assessment of not only technical 
but also organizational and procedural 
aspects of IS, which is necessary for the 
sustainable protection of information 
resources at energy enterprises;

– respond to new cybersecurity chal-
lenges, as demonstrated during the as-
sessment of IS at ZNPP, which provides 
flexibility and dynamism of the method-
ology, allowing its effective adaptation of 
protection strategies to new threats;

– integrate measures to train per-
sonnel to respond to cyber threats;

– ensure compliance with the re-
quirements of modern regulatory acts 
and international standards, which in-
creases its practical value for real appli-
cation at enterprises;

– to take into account digital in-
tegration at all levels of the economy 

and adapt to the latest cybersecurity challenges, providing a 
reliable and effective tool for managing information security 
in the context of digital transformation.

To implement a comprehensive methodology for assess-
ing the information security of energy enterprises under 

Fig. 4. Histogram of the dynamics of changes in information security indicators of 
the Zaporizhzhia NPP during the 2010–2024 years of operation of power units
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Fig. 5. General structural and functional diagram of the implementation scheme of 
the information security system module of the software and hardware complex for 

the automated process control system at the power unit of Zaporizhzhia NPP
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conditions of digital coherence, an algorithm for calculating 
information security indicators is proposed, the structural 
block diagram of which is shown in Fig. 2.

This algorithm made it possible to ensure:
– continuous collection and updating of data on informa-

tion energy security indicators, which allows for a prompt 
response to changes in the surrounding information environ-
ment, such as cyberattacks;

– tracking threats and risks in real time, which is critical-
ly important for the processes of managing the information 
security of energy enterprises;

– integration of this algorithm in the software and com-
puting complexes of the automated process control system of 
power units of the power plant.

The work has assessed the IS of energy enterprises under 
conditions of digital coherence, regarding the implementa-
tion of the information security system module as part of STC 
for TP ACS power unit of ZNPP. Based on the results of the 
calculation of IS indicators (Table 1), which was performed 
in accordance with expressions (1) to (8), a plot (Fig. 3) of the 
dynamics of changes in the IS indicators of the enterprise 
during 2010–2024 was constructed.

Using the diagram of the integrated information security 
indicator (Fig. 4), it is possible to identify critical points where 
the IS level under conditions of digital coherence begins to 
noticeably fall (for example, the point of 2014 and 2022). Such a 
sharp drop in information security indicators is associated with 
the beginning of hostilities on the part of Russian Ferederation.

The assessment of the level of IS under conditions of dig-
ital coherence may be limited by insufficient accuracy of the 
initial data, especially under complex or unstable conditions 
of the information environment of the technological process 
of power plant units.

During the implementation of the information security 
module (Fig. 5), problems may arise with the initial calcula-
tions, which may lead to false alarms due to unreliable infor-
mation. These shortcomings may limit the effectiveness and 
practical application of the proposed methodology under real 
conditions, and they should be taken into account during its 
implementation and further improvements.

As disadvantages, the complexity of integrating the pro-
posed algorithm into existing TP ACS of power enterprises can 
be noted. Real integration into software and computing com-
plexes of TP ACS at enterprises may require significant effort 
and time.

A comprehensive methodology for practical application 
may require significant investments in new technologies, the 
introduction of new standards and processes, which may be 
economically unaffordable for enterprises, especially under 
conditions of a limited budget.

This research in the future may focus on training programs 
for energy company personnel that include skills in responding 
to cyber threats and implementing cybersecurity best practices. 
This is possible based on modeling various attack scenarios to 
train employees in real-world information environments.

7. Conclusions 

1. Eight stages of a comprehensive methodology for 
assessing the IS of energy enterprises have been defined, 
which allow for the identification and analysis of risks, the 
definition of criteria, and the calculation of indicators for 
the objective assessment of IS under the conditions of digital 

coherence. The developed stages of information security as-
sessment provide not only the systematization of approaches 
but also form the basis for making management decisions. 
Detection of cyber threats in the external environment, in 
real time, significantly reduces the likelihood of serious inci-
dents, which leads to a reduction in risks and financial losses 
for IS under the conditions of digital coherence.

2. A computational algorithm has been developed that is 
integrated into the information security assessment system 
by implementing a comprehensive methodology for assessing 
the level of enterprise IS in digital coherence. The algorithm 
adapts to the identified external threats to the informa-
tion environment, which allows for regular adjustment of 
management decisions, optimizing enterprise information 
security management strategies in digital coherence. This 
not only increases the accuracy of efficiency assessment but 
also makes the management process more flexible and adap-
tive. This algorithm allows for early detection of potential 
problems and implementation of preventive measures, which 
increases the overall information security of enterprises in 
digital coherence. The proposed algorithm for adapting to 
identified external threats is based on dynamic analysis of 
data obtained from the external information environment 
and integration into automated enterprise management sys-
tems. The adaptation process is implemented through several 
key mechanisms. The algorithm provides continuous moni-
toring of external threats, such as cyberattacks, changes in 
the legislative environment, or man-made factors. Spatial-dy-
namic monitoring makes it possible to detect new threats at 
the early stages of their manifestation.

3. As part of investigating the results of the practical ap-
plication of the comprehensive methodology for assessing the 
information security of the TP ACS power unit at ZNPP, it was 
found that the level of IS under conditions of digital coherence 
directly depends on the frequency of cyberattacks of power unit 
accidents. For effective monitoring of the information environ-
ment, it is proposed to use specialized modules of the software 
and hardware complex of the automated process control system 
(TP ACS STC), which provide collection, processing, and anal-
ysis of data from various sensors installed on power plants. TP 
ACSs allow real-time receipt of information about the level of 
the information security system, detection of deviations from 
normal values of IS indicators, and sending warnings to the TP 
ACS operator for prompt response. The implementation of the 
information security module of TP ACS STC at ZNPP has a sig-
nificant positive impact on the economic performance of the en-
terprise. According to calculations, after the implementation of 
the information security module in the TP ACS STC power unit 
at ZNPP, the economic effect will be about USD 90 thousand. 
This indicates a positive financial effect from implementing the 
module, making the investment worthwhile.
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