yu]

=,

This article investigates fraud detection in finan-
cial transaction networks using machine learning and
graph-based typologies. The object of the study is finan-
cial transaction data, analyzed to improve the accuracy
and efficiency of identifying fraudulent activities. The
problem addressed is the limited generalizability and
low recall of traditional fraud detection models in com-
plex, real-world settings.

To address this, a hybrid framework was developed
that integrates Random Forests, neural networks, and
graph-based typology indicators. Seven laundering typol-
ogies were extracted from a transaction graph - fan-in,
fan-out, scatter-gather, gather-scatter, cycle, bipartite,
and stacked bipartite - and used as additional features
for classification. SMOTE was applied to correct class
imbalance during training.

Experimental results show that adding typology fea-
tures significantly improves model performance. The
best results were obtained with Random Forest: 98.5%
accuracy, 79.1% precision, 56.3% recall, and an F1-score
of 65.7%. Adding typology-based flags raised recall by
9-11 percentage points compared to models without
them. Graph patterns like fan-in and fan-out were detect-
ed in 3.5-5.1% of transactions, while more complex struc-
tures such as cycle and scatter-gather appeared less fre-
quently but correlated more strongly with known fraud.

Unsupervised methods also showed promise: an
autoencoder captured 60% of fraud cases among the
top 2% anomalous transactions, while K-means identi-
fied 55% of fraud within flagged clusters. These methods
proved useful for identifying emerging fraud types not yet
labeled in training data.

The model is suitable for integration into finan-
cial security systems with minimal input require-
ments - account IDs, timestamps, and transaction
amounts - alongside basic graph analytics. Its robust-
ness across datasets suggests strong applicability across
diverse financial institutions.

Keywords: financial fraud, transaction patterns,
machine learning, graph analysis, typology detection,
classification, anomaly detection
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1. Introduction

Financial fraud has become a widespread and rapidly
evolving threat, causing substantial economic losses and un-
dermining trust in financial institutions worldwide. Global
reports estimate that financial fraud costs businesses and
consumers billions of dollars annually [1]. The advancement
of technology has not only improved financial services but
also enabled fraudsters to exploit vulnerabilities in trans-
action systems. This growing sophistication of fraudulent
schemes has outpaced many traditional detection methods,
creating a pressing need for more adaptive and intelligent
fraud detection mechanisms.

Reliable fraud detection is essential not only for securing fi-
nancial assets but also for maintaining the stability of economic
systems and the confidence of customers. Conventional rule-
based systems have provided foundational approaches to fraud
detection, but they struggle to remain effective in the face of in-
creasingly voluminous, dynamic, and unstructured transaction
data [2]. As digital transactions continue to grow exponentially
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in both scale and complexity, there is a clear shift from manual
or rule-based approaches to data-driven and intelligent analyti-
cal models capable of real-time detection.

Modern fraud detection must contend with several core
challenges: the high dimensionality and velocity of transac-
tion data, the rarity and diversity of fraudulent events, and
the continuous evolution of fraud strategies. These issues
lead to high false-positive rates, delayed detection, and re-
duced scalability in traditional models [3]. Moreover, the in-
herent class imbalance - where fraudulent transactions make
up only a small fraction of all records — poses difficulties in
training effective machine learning algorithms [4].

Given the increasing importance of financial transaction
integrity and the limitations of current detection methods,
the topic of fraud detection using advanced analytical tech-
niques remains highly relevant. Research in this area is not
only timely but also essential for the development of secure
and resilient financial systems. It provides practical value by
addressing existing gaps in detection capability, particularly
in real-time, high-volume environments.




Therefore, research on the development of advanced
fraud detection systems, especially those leveraging machine
learning and data analytics, is highly relevant to current sci-
entific and practical challenges.

2. Literature review and problem statement

The paper [5] presents the FlowScope algorithm for de-
tecting money-laundering chains in multi-party transaction
graphs. It shows that the method reliably identifies cash-flow
“streams,” avoiding the density traps of classical GNNs. Yet
unresolved problems remain - scaling the algorithm to multi-
bank graphs with billions of edges and reducing dependence
on manually tuned anomaly thresholds — both of which limit
real-world adoption. The causes lie in O (V log V) graph-par-
tition cost and the scarcity of labeled ground truth. Pre-ag-
gregating “hub” accounts and employing streaming feature
preprocessing could help, but that study has not addressed
false-positive control in multi-currency settings. Hence, a hy-
brid streaming GNN (Graph Neural Network) + GBDT (Gra-
dient Boosting Decision Tree) pipeline for cross-jurisdiction
AML (Anti-Money Laundering) warrants investigation.

This research is driven by the need to solve three crit-
ical challenges. First, it aims to improve fraud detection
efficiency by identifying subtle and evolving transaction
patterns that traditional rule-based systems do not capture.
Second, it focuses on improving adaptability by developing
Al-driven models capable of detecting fraud in diverse finan-
cial environments, transaction types, and emerging fraud
schemes, requiring continuous optimization and testing.
Finally, scalability is a key goal, necessitating the creation of
high-performance models that can process vast amounts of
real-time transaction data while maintaining precision and
minimizing false positives.

The ultimate objective of this research is to bridge the gap
between advanced fraud detection methodologies and their
practical implementation in financial security. By improving
detection accuracy, reducing financial losses, and strength-
ening fraud prevention mechanisms, this study aims to have
asignificant impact in the field of financial risk management.

A way to overcome these difficulties can be found in
the streaming feature pipeline proposed in paper [6], where
the authors introduce GFP (Graph-based Feature Pipeline),
which generates hundreds of subgraph-based features for
streaming transaction graphs, raising F1 to 0.92 with gra-
dient boosting on the IBM AML dataset. However, the
explainability of these complex features remains open: do-
main experts cannot easily see which patterns trigger SAR
(Suspicious Activity Report) flags. This limitation stems
from the inherent difficulty of interpreting high-dimensional
graph features and from the cost of real-time flow tracing.
SHAP (Integrating Shapley Additive) explanations for graph
features — partly attempted in FlowScope but lacking visual
analytics — could mitigate the issue. An explainable AML
framework that combines GFP with interactive graph Uls is
therefore needed.

The paper [7] reports on reduced-egonet features and
Isolation Forests for anomaly detection in bank-transaction
graphs. This review of 37 experiments shows that cognitive
“primes” increase auditors’ attention to red flags. Yet trans-
lating such laboratory effects to digital transaction-graph
environments remains unsolved, because auditing paper
trails differs fundamentally from streaming AML. Research

into gamified simulators linking audit heuristics to graph fea-
tures is called for. It shows that egonet compression improves
precision, yet domain transfer is still poor because egonet
parameters depend on every bank’s unique topology - a fun-
damental limitation that forces costly recalibration when the
model is ported elsewhere.

Fraudulent activities often exhibit specific transaction
patterns, such as rapid fund transfers across multiple ac-
counts, unusual cash deposits, and high-risk geographical
locations.

Recognizing indicators during data analysis aids in build-
ing a hypothesis. These indicators suggest the likelihood of
certain activities occurring.

In paper [8] using “reduced-egonet” features plus random
walks, the authors show Isolation Forest outperforming base-
lines on real and synthetic graphs. Yet these features transfer
poorly between banks - their parameters depend heavily on
network topology. Domain heterogeneity and the high cost of
recalibration explain the limitation. Domain-invariant auto-
encoders may help, but they were not combined with egonet
reduction. Research into domain-adaptive GNNs that fuse eg-
onet and embedding signals is needed. Individual indicators
alone may not always directly point to suspicious financial
or criminal activities. However, when combined with other
indicators and factors, they can confirm suspicions of money
laundering or terrorist financing or indicate the need for fur-
ther monitoring and investigation [9].

According to research, machine learning serves as an
effective tool in anti-fraud measures, utilizing extensive
datasets and advanced algorithms to identify anomalies and
detect suspicious activities across various industries, includ-
ing cryptocurrency transactions [10]. Graph-based anti-mon-
ey laundering techniques can be categorized into two main
approaches: algorithmic data mining methods and machine
learning-based techniques.

In paper [11] presents the results of research on detecting
suspicious activities in Bitcoin wallet transactions using gra-
dient boosting. It is shown that the proposed model achieves
high precision (0.88) in identifying mixing services with-
in U.S.-based cryptocurrency flows. But there were unre-
solved issues related to the reliability of ground-truth labels,
as manually curated datasets diverged from law enforcement
records. The reason for this may be objective difficulties as-
sociated with verifying anonymous blockchain identities and
the lack of centralized validation sources. A way to overcome
these difficulties can be self-supervised learning combined
with link prediction and graph context. This approach was
used in [12], however, it lacked integration with address clus-
tering specific to Bitcoin. All this suggests that it is advisable
to conduct a study on hybrid transaction- and address-graph
models for anonymous crypto AML scenarios.

The paper [13] presents the research results into global
money-laundering flows using machine learning and net-
work analysis. It is shown that the approach helps identify
offshore clusters and risky jurisdictions. But there were un-
resolved issues related to reproducibility and benchmarking
due to the unavailability of data from multiple jurisdictions.
The reason for this may be legal restrictions and cost barri-
ers in acquiring sensitive financial data. A way to overcome
these difficulties can be the use of synthetic benchmark
datasets such as those proposed by IBM Research (2022).
This approach was used in [14], however, it focuses on system
performance rather than illicit-pattern realism. All this sug-
gests that it is advisable to conduct a study on synthetic AML



datasets with traceable laundering typologies for cross-bor-
der model evaluation.

According to research [15] LSTM (Long Short-Term
Memory) models outperform Random Forest in terms of
RMSE (Root Mean Square Error). But there were unresolved
issues related to the influence of illicit transactions on stock
dynamics, which the study does not address. The reason
for this may be the fundamental difficulty in integrating
financial market data with suspicious transactional flows. A
way to overcome these difficulties can be the fusion of price
time series with AML graph-based alerts. This approach was
suggested in [16], however, it lacked empirical validation for
energy market crises. All this suggests that it is advisable to
conduct a study on cross-domain ML (machine learning)
systems that combine fraud detection with financial market
analytics.

The paper [17] presents a comprehensive review of threats
to Bitcoin and the application of machine learning to combat
them. It is shown that techniques like clustering and anomaly
detection can identify Sybil and double-spend attacks. But
there were unresolved issues related to regulatory alignment
and AML-specific techniques, as the work predates FATF
(Financial Action Task Force) 2019 and modern graph-based
learning. The reason for this may be the early date of publi-
cation and a focus on technical rather than compliance-ori-
ented threats. A way to overcome these difficulties can be the
inclusion of graph neural networks and FATF risk criteria.
This approach was used in [18], however, it remains under-
explored in cryptocurrency-specific cases. All this suggests
that it is advisable to conduct a study on updated AML threat
models that combine blockchain-specific attacks with regu-
latory graph analysis.

The paper [19] presents the results of research on auto-
mated blockchain transaction signing using machine learn-
ing and personalized anomaly detection. It is shown that the
approach reduces false positives to under 3%. But there were
unresolved issues related to latency, which limits throughput
in DeFi (Decentralized Finance) environments. The reason
for this may be the fundamental trade-off between real-time
detection and cryptographic verification. A way to over-
come these difficulties can be off-chain predictive caching
of anomaly scores. This approach resembles that in [20] for
transaction graphs, however, it is not applied in cryptograph-
ic execution. All this suggests that it is advisable to conduct
a study on off-chain explainable ML layers for smart con-
tract-based AML scenarios.

While paper [21] highlights significant challenges in
feature engineering and real-time flexibility, artificial in-
telligence methodologies have been widely applied in fraud
detection, with credit card fraud being the one area of limited
focus. The paper presents a taxonomy of transaction-based
fraud indicators, including frequency, direction, and con-
textual information. It is shown that these indicators are
informative in rule-based systems. But there were unresolved
issues related to their predictive power in deep-learning and
graph-based models. The reason for this may be the lack
of empirical validation against modern GNN classifiers. A
way to overcome these difficulties can be automatic feature
selection using streaming GFP methods. This approach was
discussed in [22], however, without linking to [23] taxonomy.
All this suggests that it is advisable to conduct a study on em-
pirical evaluation of rule-based indicators within GNN-based
AML systems. A multi-agent system for assessing multi-hop
transactions was proposed in [24], although it assumes com-

prehensive understanding of transaction flows, which is un-
common in practice, particularly in cross-border laundering.
It is shown that by modeling the behaviors of different enti-
ties (e.g., banks, regulators, criminals) as interacting agents,
the system is able to simulate laundering patterns and detect
complex, non-linear relationships in financial networks. But
there were unresolved issues related to the lack of real-time
adaptability and the limited integration of machine learning
techniques for anomaly scoring. The reason for this may be
objective difficulties associated with agent-based model cal-
ibration, particularly in aligning simulated behaviors with
empirical transaction data, and cost-related issues in scaling
such simulations to real-world banking systems. The pa-
per [25] underlined the limitations of rule-based systems and
the possibilities of unsupervised learning. The paper presents
the results of a comparison between rule-based and unsu-
pervised methods (autoencoders and clustering) for fraud
detection. It is shown that unsupervised learning reduces
false negatives but increases false positives. But there were
unresolved issues related to the explainability of these mod-
els, which is critical for compliance auditing. The reason for
this may be the lack of post-hoc interpretability mechanisms
in unsupervised models. A way to overcome these difficulties
can be the use of SHAP explanations and graph-aware attri-
bution methods. This approach was explored in [3], however,
without full transparency for cluster-based learning. All this
suggests that it is advisable to conduct a study on explainable
unsupervised learning for AML applications.—As shown
in [26], the hybrid architecture integrating logistic regression
with anomaly detection lacks a scalability evaluation and
fails to solve the problem of high false positive rates in big
datasets. It is shown that this reduces computational costs
by 30% while maintaining high detection rates. But there
were unresolved issues related to dynamic reassignment of
transaction flows under concept drift. The reason for this
may be the stochastic variability in fraud patterns and the ri-
gidity of static classifier boundaries. A way to overcome these
difficulties can be the use of policy-routing logic powered by
large language models (LLMs). This approach was mentioned
in industry reports, however, no academic validation exists
yet. All this suggests that it is advisable to conduct a study
on adaptive fraud-routing frameworks using LLMs and hy-
brid classifiers. Despite the absence of prioritization among
features potentially leading to increased model noise, [27] deu
veloped an extensive taxonomy of behavioral markers. While
[28] offers valuable context, the relationship between fraud
and terrorism financing was examined without proposing
any useful detection methods. Despite its limited generaliz-
ability due to the lack of validation on open datasets, a graph-
based preprocessing technique demonstrated commendable
internal performance as indicated in [29]. The research
presents the results of integrating the Graph Feature Pre-pro-
cessor into a production-grade AML detection system. It is
shown that the system processes ~850,000 transactions per
second and supports real-time streaming analysis. But there
were unresolved issues related to horizontal scalability due to
shared-memory bottlenecks. The reason for this may be the
architectural limits of monolithic in-memory graph process-
ing. A way to overcome these difficulties can be distributed
sharding with Apache Flink or equivalent frameworks. This
approach was suggested, however, implementation details
were not provided. All this suggests that it is advisable to
conduct a study on distributed GFP-based graph pipelines for
large-scale financial networks.



Therefore, this literature demonstrates that while sub-
stantial work has been conducted in the area of financial
fraud detection, key gaps persist in the adaptability, explain-
ability, and deployment scalability of proposed methods.

The financial sector has had a harder time in recent
years preventing dishonest behavior, which is constantly
evolving in complexity and scope. For fraud detection, nu-
merous studies have proposed rule-based systems, heuristic
techniques, and traditional statistical models. Even though
these methods are effective in confined or controlled
scenarios, their rigid reasoning and lack of adaptability
frequently make them unsuitable for use in large-scale, re-
al-world financial systems.

Since the advent of artificial intelligence (AI) and ma-
chine learning (ML), researchers have begun looking into
more adaptable, data-driven ap-

engineer corresponding typology-based features for machine
learning models.

4. Materials and methods

This research adopts a multistage analytics pipeline that
systematically transforms raw transaction data into action-
able intelligence for fraud detection in Fig. 1. Each stage in
this pipeline addresses a distinct analytical requirement [30]:
data cleaning ensures higher data quality, graph construction
enables structural analysis, typology detection flags suspi-
cious patterns, feature engineering prepares inputs for ma-
chine learning, and model training/evaluation produces per-
formance metrics to inform practical deployment strategies.
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in identifying anomalous transac-
tion patterns. The identification of
latent connections and coordinat-
ed fraud attempts that challenge
tabular methods have been made easier by the concurrent use
of graph-based techniques to replicate transactional networks.

However, reading the current literature reveals per-
sistent limitations. Even with the growing use of artificial
intelligence, many fraudulent transactions continue to go
unnoticed. This can be attributed to a number of factors,
including the ever-changing nature of fraud tactics, the
growing volume and diversity of financial data, and the
limitations of existing systems in adapting to novel patterns
without retraining. Furthermore, there are still challenges in
achieving scalability and ensuring real-time responsiveness
of detection systems. The issue of interpretability is equally
important; many AI models operate as “black boxes,” making
it difficult to explain their conclusions. This creates issues in
regulatory contexts where transparency is essential.

The aforementioned issues highlight the need for new
research projects aimed at developing fraud detection sys-
tems that are not only accurate but also scalable, adaptable
enough to respond to changing fraud tactics in real time, and
interpretable to satisfy operational and legal requirements.
Addressing these challenges will contribute to bridging the
gap between scholarly innovation and real-world implemen-
tation in high-stakes financial environments.

3. The aim and objectives of the study

The aim of this study is to develop an advanced fraud de-
tection framework utilizing machine learning techniques for
financial transaction analysis, with a focus on enhancing the
accuracy and efficiency of identifying fraudulent activities
within financial systems.

To achieve this aim, the following objectives are pursued:

- to construct a directed transaction graph where nodes
represent financial accounts and edges represent transac-
tions, enriched with attributes such as amount, timestamp,
and transaction direction;

- to detect structural fraud typologies such as fan-in, fan-
out, scatter-gather, cycle within the transaction graph and to

Fig. 1. Multi-stage analytics pipeline for fraud detection

In the data preprocessing stage, let’s clean and unify
raw transaction logs originating from different CSV files
to eliminate duplicates and standardize numeric, time, and
categorical fields [31]. Next, let’s construct a directed graph,
which vertices represent individual accounts and which
edges represent individual transactions. This graph-based
approach is critical for identifying subgraphs and recurring
patterns that might signal money laundering activities-such
as consolidated deposits (fan-in) or rapid dispersals (fan-out)-
which would be less obvious in purely tabular analyses [32].
Once these suspicious typologies are flagged, let’s blend them
into a broader feature set that includes classical transaction
attributes (amount, frequency, velocity) as well as typolo-
gy-based indicators (fan-in flag, cycle flag, etc.).

After the feature engineering phase, the pipeline bifur-
cates into supervised and unsupervised learning workflows.
In the supervised track, labeled data (fraud/non-fraud) guide
the training of models like Random Forest or XGBoost; in the
unsupervised track, anomaly detection algorithms (autoen-
coders, clustering) attempt to find novel or emerging fraudu-
lent activities. Finally, each model’s output is evaluated using
metrics such as precision, recall, F1-score, and AUC (Area
Under the Curve). By iterating between these stages-ad-
justing typology thresholds, refining graph definitions, and
calibrating machine learning hyperparameters let’s aim to
optimize fraud detection performance while balancing the
real-world constraints of processing speed and interpretabil-
ity [33].

4. 2. Typology-based modeling and machine learn-
ing techniques

More effective approaches to identifying financial trans-
actions could help reduce the false positive rate while main-
taining or even lowering the false negative rate. This would
improve the accuracy of detecting suspicious transaction
typologies within the financial network. In the context of
anti-money laundering, typologies refer to specific combina-
tions of patterns, methods, and structures employed to laun-
der money or fund terrorism. These typologies are shaped by



factors such as anti-money laundering frameworks, financial
market dynamics, the economy, geographic regions, and tem-
poral trends. They often encompass methods and patterns
used to launder money through financial accounts.

The diagram presented in Fig. 2 illustrates how various
machine learning techniques, both classical and modern, can
be combined to build effective fraud detection models. Fraud
detection models integrate supervised and unsupervised
learning techniques, including machine learning classifiers
such as Random Forests and anomaly detection methods, to
improve fraud identification rates [35]. Classical approach-
es are split into supervised (e.g., K-means, Clustering) and
unsupervised (e.g., Logistic Regression, K-NN (K-Nearest
Neighbors), Rule-Based Bayesian Network, Decision Tree,
Random Forests, Support Vector Machines (SVM), Neural
Network) learning methods. Modern methods encompass deep
learning frameworks (GIN (Graph Isomorphism Network),
EU (Edge Updates), PNA (Principal Neighborhood Aggre-
gation), LightGBM (Light Gradient Boosting Machine), XG-
Boost (Extreme Gradient Boosting), GFP (Graph-based Feature
Pipeline)), which often excel at handling complex, high-dimen-
sional data. These techniques converge in specialized Fraud
Detection Models, augmented by Graph Pattern Mining for
feature extraction. The mining stage relies on both vertex sta-
tistics-based features and graph pattern-based features, such
as fan-in/fan-out, stacked bipartite, cycle, random, and scat-
ter-gather, enabling a more nuanced analysis of the underlying
relationships and anomalies in fraud-related datasets.

There are 8 patterns: fan in, fan out, stacked bipartite,
bipartite, cycle and random, scatter-gather, gather-scatter.
Table 1 demonstrates the description of fraud detection mod-
el patterns.

The fan-in and fan-out typologies are closely related to
standard equivalent patterns. The scatter-gather and gath-
er-scatter typologies build upon fan-in and fan-out by combin-
ing them sequentially. For instance, in a fan-out followed by a
fan-in scenario, a single account transfers money to multiple
accounts, which subsequently consolidates the funds back into
a single account. The reverse process can also occur.

The cycle typology represents a situation where Account
A transfers money to Account B, Account B sends it to Ac-
count C, and Account C completes the loop by transferring
the money back to Account A. This describes the simplest
cycle, involving three account interactions.

Table 1

The description of fraud detection model patterns

Pattern Description

Several accounts send large, rounded amounts of
money to a main account X, either on the same day
or within a short period. These kinds of transactions
often suggest that something unusual or suspicious

might be happening [6]

Fan-in

A primary account m transfers large (rounded)
sums of money to multiple other accounts a, typ-
ically within a single day or over a short period of

time, as can be observed [6]

A primary account m transfers large sums to
intermediary accounts a, which keep a margin and
forward the rest to a beneficiary account b. This
process combines a fan-out pattern (distributing
funds to multiple accounts) and a fan-in pattern
(consolidating funds into one account) [23]
Multiple accounts a send large sums to an interme-
diary account, which keeps a margin and forwards
the rest to several beneficiary accounts b. This
process combines fan-in and fan-out [24]

Fan-out

Scatter-gather

Gather-scatter

Multiple main accounts m transfer large sums to

Bipartite  [various accounts, either on the same day or within a
short period [20, 21]
Stacked This structure combines multiple sequentially
bipartite stacked bipartite networks [3, 25]
A main account m sends a large sum to a neigh-
boring account a, which forwards a percentage to
Cycle another account while keeping the rest as a margin.
This process repeats until the remaining money
returns to the main account [26]
This structure resembles a cycle pattern, but the desti-
Random  |nation account is chosen randomly, meaning the main

account is not necessarily the final recipient [27]

In Fig. 3, the “fan-in” and “fan-out” patterns represent a
more structured interaction. “Fan-out” reflects the process in
which one node X distributes fixed amounts to several nodes
by, b, ..., b, which can be useful, for example, for dividend pay-
outs or grants. “Fan-in,” on the other hand, shows the consolida-
tion of funds from multiple nodes back to a single node X, which
could be associated with collecting payments or contributions.
Both patterns demonstrate a high degree of order, as transac-
tions occur on the same dates and involve identical amounts,
suggesting an automated nature of such operations.
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Fig. 2. Fraud detection models



Fig. 4 shows the “scatter-gather” pattern illustrates
a process where node X distributes funds to several
recipients by, b, ..., by, and then collects the remaining
amounts back through the same or different partici-
pants cy, ¢, ..., ¢, This process can be used, for exam-
ple, for financial redistribution or testing transfer sys-
tems. It should be noted that the amounts and dates of
transactions shown in the diagram help track the flow
of funds and identify possible patterns or anomalies.

Fig. 5 shows two typologies: “Bipartite” (left), N
where funds from node X are distributed across two
groups of entities, and “Stacked bipartite” (right),
where layered transfers occur between multiple entity
groups to increase obfuscation.
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Fig. 3. An example of the “fan in” (left) money laundering and
“fan out” (right) typology
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Fig. 5. An example of the “Bipartite” (left) money laundering and
“Stacked bipartite” (right) typology

Fig. 6 illustrates two money laundering patterns: “Cy-
cle” (right), in which funds move in a loop to conceal their
source, and “Random” (left), which involves erratic trans-
actions between entities and node X.

On the right, the “random” pattern is depicted. The node X
interacts with several nodes b,-b, but the directions and the se-
quence of transactions are randomly chosen. Unlike the “cycle”
pattern, there is no clear structure, and funds can be transferred
in an arbitrary order, making it more challenging to analyze and
predict such transactions [34, 35].
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Fig. 6. An example of the “Random” (left) money laundering and

“Cycle” (right) typology

Supervised learning is applied when labels are
available, and in the context of money laundering
detection, the fundamental principle is to measure the
similarity of a transaction or a group of transactions to
known fraudulent patterns [36].

Authors in [37] demonstrated that in a real credit
card fraud scenario, a Random Forest model outper-
forms Support Vector Machines and Linear Regression
across all metrics used for comparison, while one of
the first AML-specific studies focused on rule-based
methodologies, particularly Decision Trees, which
were used to create automated systems such as the
Financial Crime Law Enforcement Network AI Sys-
tem (FAIS) [38].

4. 3. Dataset description and preprocessing

The dataset employed in this research is the IBM
Transactions for AML from Kaggle, which provides
a synthetic yet representative snapshot of finan-
cial transactions intended for anti-money launder-
ing (AML) studies [39]. Despite being synthetic, the
dataset captures realistic transaction attributes that
reflect many of the complexities found in real-world
financial systems, making it a valuable resource for ex-
ploratory and methodological testing. Typically, each
entry contains a unique transaction identifier, origin
and beneficiary account codes, a timestamp specifying
the moment of the transaction, the transferred amount,
and, in some versions, a label indicating whether the
transaction is flagged or confirmed as fraudulent [40].

Before analysis, all CSV files were merged into a
single consolidated dataset. This step involved align-
ing column headers, standardizing data types, and
reconciling any minor inconsistencies in the naming
between files [41]. A small subset of records cone
tained incomplete timestamps or invalid transaction
amounts - these were addressed by correcting obvious
data entry issues (for example, fixing misformed date
formats) or removing records that were too incom-
plete to salvage [42]. Following this initial curation,

duplicate transactions (occurring when multiple CSV files
overlapped or listed the same transaction) were also removed.
These combined cleaning and merging processes ensured
that every transaction entry in the final dataset was valid,
unique, and consistently formatted.

An additional challenge lay in the class imbalance inher-
ent to fraud detection tasks. As with most real-life transac-
tion scenarios, the data set revealed that fraudulent entries
represented a relatively small fraction of the total transaction
volume, approximately 1% in our case. Left unchecked, this



imbalance can cause machine learning models to favor the
majority (nonfraud) class, often overlooking rare but critical
fraudulent cases [43]. To address class imbalance, it is possible
to apply oversampling techniques, particularly the Synthetic
Minority Oversampling Technique (SMOTE), to improve the
model’s ability to detect fraudulent transactions [44]. SMOTE
generates synthetic minority class examples (fraudulent
transactions), making the fraud proportion of the training
data set more balanced, thus improving the model’s ability
to learn subtle fraud patterns. Importantly, this procedure
was restricted to the training phase only, ensuring that the
validation and test sets retained their natural distribution of
fraud to reflect real-world conditions [45].

4. 4. Typology detection

With the transaction graph established, the next step is
to identify recurring patterns or typologies often associated
with money laundering and fraud. These typologies serve as
domain-driven flags that can significantly enhance machine
learning models and forensic analyzes. Although numerous
patterns exist, the major ones analyzed in this work include:

1. Fan-in: multiple origin accounts send funds to a single
account in a short time frame

N,
RF[=—1, 1
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where RFI - fan in ratio, N; - number of unique incoming
accounts, T; - total incoming transactions.

2. Fan-out: single origin account disperses funds to multi-
ple beneficiaries rapidly or with similar amounts

RFI = No , (2)
T

o

where RFI - fan out ratio, N, - number of unique outgoing
accounts, T, - total outgoing transactions.

3. Scatter-gather (and gather-scatter): a combination of
fan-out and fan-in patterns in successive transactions, indi-
cating complex layering of funds

T
SG = Z L , (3)
PIRH
where SG - scatter-gather score, T; - total incoming transac-
tions, T, - total outgoing transactions.

4. Cycle: a loop in the graph where a portion of the funds
ultimately returns to the original sender

C:=3(g,.8,-8,) suchthat g =g, @)

where C - cycle detection.

5. Bipartite & stacked bipartite: transactions that repeat-
edly occur between two distinct sets of accounts, sometimes
in layered fashion

B=—, ®)

where B - bipartite score, G; - total transactions between two
groups, T - total transactions in subgraph.

6. Random or anomalous: flows that do not fit any known
structured pattern but deviate strongly from typical account
behaviors

A=

b
s

; ©)

where A - anomaly score, D — deviation from expected trans-
action behavior, S - standard deviation of transactions.

Unified typology detection approach:

- subgraph extraction: for each node (account), retrieve
its local subgraph (incoming and outgoing edges) over a se-
lected time window;

- pattern checks: apply customized rules or algorithms to
detect whether the local subgraph matches a known typolo-
gy. For instance:

a) fan-in check: count distinct incoming edges; compare
amounts and timestamps

37
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where T; - incoming amounts, SFI - fan in score;

b) cycle check: perform a depth-first search (DFS) or a
specialized cycle-finding algorithm to see if funds loop back

C:=3(g,.8,--8,) suchthat g =g ; ©)

c) flag assignment: if a pattern is detected (e.g., fan-in),
mark that account or transaction group with a binary flag
(fan in flag = 1). Repeat for all defined typologies.

d) false positive minimization: incorporate thresholds on
transaction amounts, number of accounts involved, or time
intervals to reduce noisy pattern matches (for example, le-
gitimate payroll fan-out might appear suspicious otherwise).

Ultimately, each account or set of transactions is enriched
with a typology signature, forming the basis for higher-level
analytics and machine learning feature engineering.

4. 5. Feature engineering

Feature engineering translates raw transactions and
detected typologies into quantitative or categorical variables
that machine learning models can interpret [46]. To capture
both individual transaction properties and overarching graph
structures, let’s produce a feature set that spans multiple
dimensions:

1. Basic transaction attributes:

- transaction amount: raw and/or log-transformed;

- timestamps/time of day: encoded as cyclical features
(e.g., sine/cosine of hour) or discrete time buckets (weekday/
weekend).

2. Account-level metrics:

- in-degree \& out-degree: number of distinct accounts
that send funds to or receive funds from a given account;

- average transaction value: encoded as cyclical fea-
tures (e.g., sine/cosine of hour) or discrete time buckets
(weekday/weekend);

- velocity/frequency features: number of transactions per
day (or other time intervals).

3. Typology-based flags:

- binary indicators for patterns such as fan in flag, fan
out — flag, cycle - lag, etc.;

- aggregates of repeated patterns (e.g., number of fan - in
events within the past 30 days).

4. Derived graph statistics:

- centrality scores: PageRank, betweenness, or closeness
centrality to identify key nodes in the transaction network;



- subgraph counts: frequency of certain motifs (e.g., short
cycles of length 3).

Features are stored either at the transaction level (applied
to each individual entry) or the account level (aggregated for
each node). This wide array of features helps capture both local
transaction behavior and global network context, enhancing the
predictive power of downstream machine learning algorithms

4. 6. Machine learning techniques

Once the features are prepared, it is possible to employ
a range of machine learning techniques suitable for fraud
detection. Two primary branches are considered: supervised
and unsupervised learning.

Supervised learning:

- logistic regression & decision trees: traditional, inter-
pretable models that serve as baselines;

-random forest & gradient boosting (e.g., XGBoost):
ensemble methods renowned for capturing complex interac-
tions and handling high-dimensional data effectively;

- neural networks: deeper architectures can leverage both
numeric and categorical embeddings, especially useful if the
dataset is large. Fully connected layers or specialized architec-
tures (e.g., graph neural networks) can also be applied.

Unsupervised learning/anomaly detection:

- clustering (K-means (K-means clustering), DBSCAN
(Density-based spatial clustering of applications with noise)):
identifies outliers based on distance or density criteria, poten-
tially flagging unknown fraudulent behaviors;

- autoencoders: neural networks trained to reconstruct
normal transactions, with reconstruction errors used to pin-
point anomalies.

Class imbalance considerations: in real transaction data,
fraud cases form a minuscule fraction of total transactions.
Hence, it is possible to employ strategies like SMOTE (Synthetic
Minority Oversampling) or specialized loss functions (e. g.,
focal loss) to enhance the detection of minority-class instances.
Evaluation metrics (precision, recall, F1-score) are also tailored
to prioritize low false negatives (i. e., missing actual fraud) [47].

4.7. Evaluation

The current performance of machine learning techniques
in the anti-money laundering field is acceptable; however, a
significant amount of work is still needed to enhance and
optimize these models, particularly in reducing the false-pos-
itive rate, which refers to legitimate transactions that have
been incorrectly flagged as fraudulent [48]. Evaluating fraud
detection solutions demands a comprehensive strategy that
addresses both model performance and practical feasibility.
Let’s adopt common metrics and procedures:

1. Hold-out splits: partition the dataset into training,
validation, and test sets, ensuring temporal ordering if neces-
sary (e.g., training on earlier data, testing on later).

2. Metrics:

- accuracy: measures overall correctness, but can be mis-
leading for imbalanced data

TP+TN )
TP+TN +FP+FN’

©

Accuracy =

- precision: fraction of predicted fraud cases that are ac-
tually fraudulent; high precision indicates fewer false alarms

TP
Precision = ————; (10)
TP+ FP

- recall (sensitivity): fraction of actual fraud cases that are
correctly detected; high recall is crucial to avoid missed fraud
TP
TP+FN’

- Fl-score: harmonizes precision and recall, making it a
robust measure for class-imbalanced tasks

Recall = 11

Precisionx Recall

F1—Score=2X% 12)

.. >
Precisionx Recall

— AUC-ROC: evaluates the model’s discriminative power
across multiple classification thresholds. It is computed as
the area under the Receiver Operating Characteristic (ROC)
curve, which plots True Positive Rate (Recall) against False
Positive Rate (FPR) [49]
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3. Unsupervised validation: for anomaly detection, let’s
compare the flagged outliers against known fraud labels to
estimate the proportion of true fraud cases captured.

4. Hyperparameter tuning: use cross-validation or a sep-
arate validation set to optimize model complexity, learning
rates, and other hyperparameters.

In addition, real-world AML workflows often impose op-
erational criteria such as alert throughput (the number of daily
alerts a risk team can handle) and explainability (justifying
why certain transactions are flagged). Hence, the final choice
of model or threshold balances detection performance with an
institution’s investigative capacity and regulatory obligations.

4. 8. Hardware and software environment

The experimental part of this research was conducted on
a local workstation equipped with an Intel Core i7-11700 CPU,
32 GB of RAM, and an NVIDIA GeForce RTX 3060 GPU
with 12 GB of memory. The operating system used was
Ubuntu 22.04 LTS.

The software environment was based on Python 3.10.
The main libraries and tools used included NumPy 1.24 and
pandas 1.5 for data processing, scikit-learn 1.2 for traditional
machine learning methods, XGBoost 1.7 and LightGBM 3.3
for ensemble learning, and TensorFlow 2.11 for training
autoencoder models. NetworkX 2.8 was employed for graph
construction and analysis. All experiments were conducted
using JupyterLab as the primary development interface.

Graph-based typology extraction and feature engineering
were implemented using custom Python scripts, while visu-
alizations were produced using Matplotlib and Seaborn. The
entire pipeline was executed in an offline batch-processing
mode. Although the current setup did not utilize distributed
computing, the proposed approach is compatible with scal-
able frameworks such as Apache Spark and Neo4j for future
real-time or large-scale deployment.

5. Classification results anomaly detection results

5.1. Transaction graph construction and data sum-
mary

5.1.1. Data summary

After preprocessing, a single dataset of 950,000 unique
transactions was created. About 2.3% of records with missing



or incorrect values were taken out. The class distribution
showed that just 1.1% of the transactions were marked as
fraud. Let’s use SMOTE to balance the training set so that
there was a 1:1 ratio of fraud to non-fraud cases. This made
the model more sensitive during training. These processes
made sure that the dataset was clean and balanced, which
is necessary for feature engineering and machine learning.

By the end of data preprocessing, there is a sin-
gle-source streamlined data set containing consistently
labeled and formatted transaction records. This new
high-quality data set formed the foundation for our sub-
sequent graph-based analysis and machine learning ex-
periments, maximizing our ability to detect both known
and emerging fraud typologies with minimal noise or
confounding data quality issues.

5.1. 2. Transaction graph construction

The next phase involves representing financial trans-
actions as a directed graph, where each unique account is
modeled as a node (vertex), and each transaction is captured
as a directed edge from the sender orig\_acct to the receiver
bene\_acct. This graph-based perspective offers several ad-
vantages over purely tabular formats:

- structural insights: graphs enable the identification of
multi-hop money flows, cycles, and other interconnected
behaviors;

- typology detection: recurrent subgraphs or motifs (e.g.,
fan-in, fan-out, cycles) become much more evident when
transactions are linked by shared nodes;

- scalability and modularity: modern libraries (e.g., Net-
workX, Neo4j, GraphFrames) can handle large-scale network
data and provide efficient algorithms for pattern searches and
centrality measurements.

Graph construction process:

1. Node creation: compile a list of all unique account iden-
tifiers from the cleaned dataset.

2. Edge creation: for each transaction record, create a
directed edge (v;—v;), where v; is the origin account and v; is
the beneficiary account. Attach attributes such as amount,
timestamp, and any fraud label (isFraud/isFlaggedFraud) if
available.

3. Time windowing (optional): if time-based analysis is
required, group the edges by daily, weekly, or monthly win-
dows. This allows for dynamic or incremental graph updates,
aiding in real-time fraud detection.

By arranging transactions in this manner, let’s gain the
ability to detect suspicious patterns rooted in the connectivity
and flow of funds, which is particularly helpful in anti-money
laundering (AML) scenarios where criminals often employ
complex paths to conceal illicit activity.

Every account identification was linked to a node, and
every transfer was linked to a directed edge that had the
amount, date, transactionType, and isFraud characteristics.
NetworkX 2.8 created the multigraph G(V, E) in one go over
the cleaned CSV.

After preprocessing, a consolidated dataset of
950,000 unique transactions was obtained. Approximately
2.3% of records with missing or invalid values were removed.
The class distribution showed that only 1.1% of the transac-
tions were labeled as fraudulent. Using SMOTE, the training
subset was rebalanced to a 1:1 fraud-to-non-fraud ratio,
improving model sensitivity during training. These steps
ensured a clean and balanced dataset suitable for feature
engineering and machine learning.

5.1. 3. Topological characteristics of graph

Table 2 shows a summary of the topological metrics of
the transaction graph that was built. These signs show that
there is a big but very sparse network with low clustering and
strong connectedness, which is typical of financial transac-
tion systems. These structural features make it easier to find
complicated fraud patterns across the network.

Table 2

The description of topological metrics of the directed
transaction graph model

Metric Approx. value Interpretation
Number of edges E 950000 -
Number of nodes V 369000 -
Average out-degree _ E/V; each account sends
~2.57
<k> money to ~2.6 others
Global density D ~70x 100 |B/V(V-1); extremely sparse
network
Largest weak- Network is almost fully
ly-connected ~98% of nodes
connected
component
. Longest shortest path
Diameter (LWCC) 10 hops between fWo accounts
Mean shortest-path - « "
length <I> ~54 Small-world” property
Global clustering - Low transitivity, typical for
. =~ 0.016
coefficient payment graphs
. . - . Limited bidirectional
Reciprocity ~ 4% node pairs exchanges

These indicators confirm that the payment network is
large, extremely sparse, yet almost fully connected. Such a
topology enables global searches for complex fraud motifs —
fan-in, fan-out, scatter-gather, cycles, etc., which prevalence
and impact.

5. 2. Evaluation of graph-derived fraud indicators

5.2.1. Typology detection outcomes

As afirst step in the experimental evaluation, it is possible
to analyze the distribution of transaction typologies in the di-
rected graph constructed from financial transactions. Table 3
provides an overview of how frequently each typology was
observed, both in terms of transactions and accounts [40].

Although fan-in and fan-out, which represent consolida-
tion or dispersion of funds respectively, were still among the
more frequently detected typologies, their overall percentages
remained relatively low (under 6%). More complex structures,
such as scatter-gather and cycle, were found even less frequent-
ly. Nonetheless, when these more intricate patterns appeared,
they showed higher correlations with confirmed fraudulent
activities. Fig. 7 presents a chart that contrasts the percentages
of various fraud typologies in transactions and accounts.

Table 3
Distribution of detected typologies in the transaction graph

Typology % of transactions % of accounts
Fan-in 3.5% 2.2%
Fan-out 5.1% 3.6%
Scatter-gather 1.1% 0.9%
Cycle 0.5% 0.4%
Bipartite 0.7% 0.5%
Stacked bipartite 0.4% 0.3%
Random/anomalous 1.0% 0.8%
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Table 4 demonstrates the detailed per-
formance metrics or each evaluated model,
including accuracy, precision, and recall and
highlighting the benefits of incorporating
typological features into the fraud detection
framework.

Classification performance on the test
setF1-scores, AUC-ROC, and other metrics
show similar trends.

In general, the accuracy levels were high
(over 97%) for all models. This can be partial-
ly explained by the imbalance, since correct-

3
Percentage (%)

Fig. 7. Distribution of typologies in transactions and accounts

Although the aggregate percentages for each typology
might appear modest, detecting these patterns provides
valuable signals for suspicious activity. In practice, fan-in
and fan-out structures can indicate potential layering or the
rapid movement of funds, whereas cycles and scatter-gather
arrangements often suggest more elaborate laundering at-
tempts. It also became clear that overlapping patterns, such
as an account exhibiting both fan-in and cycle behaviors
within a short time frame, tended to increase the likelihood
of fraud. These findings underscore the importance of an-
alyzing combined typologies when evaluating accounts for
illicit activities.

5.2.2. Predictive evaluation

Next, it is possible to evaluate four supervised models for
fraud detection, namely Logistic Regression, Random Forest,
XGBoost, and a simple Feedforward Neural Network. Two
distinct feature sets were compared. The first (baseline only)
included basic transaction-level features such as amount, fre-
quency, and timestamps, alongside aggregated account-level
statistics. The second set (baseline + typologies) incorporat-
ed the additional binary or numeric indicators derived from
each detected pattern, including fan-in, fan-out, cycles, and
others. Let’s address the severe class imbalance by applying
the Synthetic Minority Oversamping Technique (SMOTE) to
the training subset, while preserving the natural distribution
in the test set. Fig. 8 illustrates the model performance com-
parison with enhanced margins, showing that incorporating
typological features improves accuracy, precision, and recall
across Logistic Regression, Random Forest, XGBoost, and
Neural Network classifiers.

ly classifying the majority of non-fraudulent
transactions inflates the overall accuracy.
More telling are the recall and precision
metrics. Recall values, which measure the
ability to capture actual fraud, remained
moderate. Models that incorporated the typology-based fea-
tures performed better in both recall and precision compared
to their counterparts without these features. Random Forest
and XGBoost emerged as top performers, with Random For-
est yielding a recall of approximately 56% and a precision
of 79%. Although this represents a significant improvement
over simpler models, it also illustrates the ongoing challenge
of balancing fraud detection sensitivity against the risk of
false positives. In practice, an institution might fine-tune
classification thresholds to optimize for its specific operation-
al environment and compliance requirements.

Table 4

Performance comparison of models with and without
typological features

Model Typology | Accuracy | Precision | Recall
Logistic Regression No 97.8% 68.5% 41.2%
Logistic Regression Yes 98% 70.7% 46.5%

Random Forest No 98.2% 70.7% 46.5%

Random Forest Yes 98.5% 79.1% 56.3%
XGBoost Yes 98.4% 77.9% 55%

Ii;‘;ggfgrixg)k Yes | 983% | 76.6% | 53.01%

In addition to supervised learning, let’s explore unsuper-
vised anomaly detection methods-namely K-Means Clustering
and an Autoencoder - to identify suspicious transactions
without relying on pre-labeled examples. K-Means flagged
approximately 2.3% of transactions as outliers, managing to

capture about 55% of known fraud instances
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Fig. 8. Model performance comparison
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within those high-risk clusters. Meanwhile, the
Autoencoder learned a reconstruction model of
what it identified as “normal” transactions and
marked transactions with high reconstruction
errors as anomalous, leading to roughly 60%
fraud capture among the top 2% most anom-
alous cases. Although these methods did not
match the best recall rates achieved by Ran-
dom Forest or XGBoost, they proved capable
of discovering previously unseen or evolving
fraud patterns. Such novel activities may not
be well-represented in historical data or la-
beled training sets. Institutions aiming to adapt
quickly to new scam tactics may find it benefi-
cial to incorporate unsupervised approaches
alongside their primary supervised pipelines.

== Accuracy
m= Precision
== Recall

Neural
Network



6. Discussion: effectiveness and practical
considerations of graph-based typology detection for
financial fraud

The structural portrait of G shows a network that is
huge, quite sparse, and very completely connected all at the
same time. The density of 7 X 10=° and the average out-de-
gree of ~ 2.6 show that most accounts only work with a few
partners. This is why real money flows create a long-tailed
degree distribution. This kind of sparsity is good for fraud
analytics because atypical “fan-out” bursts or exceptionally
dense local clusters stand out from background noise and are
easier to spot.

Even though the edge density is low, almost 98% of all
nodes are in a single weakly-connected component. From
an anti-money-laundering (AML) point of view, this is quite
important: one may move from practically any account to any
other without having to use unconnected subgraphs. This
makes it possible to search the whole system for multi-hop
laundering chains. Illicit money can move through the retail
system fairly fast because the diameter is modest (10 hops)
and the mean path length is about 5.4. Because of this, detec-
tors need to respond within a few transfers or they can miss
an entire laundry cycle.

The global clustering coefficient of about 0.016 shows that
triangles, and by extension closely linked peer groups, are
not very common. Instead, scammers have to use linear or
star-shaped patterns (fan-in/out, scatter-gather, brief cycles).
The low reciprocity (~4%) also reveals that money doesn’t
often travel back to the sender. When bidirectional flows do
happen, they should be looked at more closely because they
could be stacking or compensation loops.

Finally, the SMOTE-balanced 1:1 training set gives equal
weight to both fraudulent and legal edges without changing
the basic structure of the network that G shows. It is possible
to avoid adding synthetic artifacts to the topology while still
giving learning algorithms the signal they need by calculat-
ing graph-based attributes (centralities, motif frequencies) on
the original unbalanced structure.

The graph’s sparsity, near-global connectivity, and short
pathways all support the usage of topology-aware fraud
typologies that will be discussed in the next section. This is
because anomalies stand out, can be traced over the whole
network, and can be detected in near-real-time within a man-
ageable hop distance.

Fig. 7 and Table 2 indicate that fan-in and fan-out struc-
tures account for 3.5% and 5.1% of all transactions, whereas
the more sophisticated scatter-gather and cycle motifs appear
in only 1.1% and 0.5%. In operational terms this distribution
is intuitive: fan-in/out patterns arise naturally in payroll,
taxation, or treasury-management flows and therefore occur
more often, while scatter-gather and cycle structures require
deliberate layering steps and are costly for fraudsters to main-
tain, hence their scarcity. Despite their rarity, scatter-gather
and cycle patterns show the strongest association with con-
firmed fraud, as captured by the SG-score (formula 3) and cy-
cle indicator (4). These two scores jointly measure multilayer
dispersion/consolidation of funds and the return of value to
an originator, both of which are hallmarks of money-laun-
dering. Because legitimate business processes seldom need to
conceal provenance, a high SG-score or closed cycle sharply
increases the posterior odds of fraud. Accounts that satisfy
both the fan-in ratio (1) and the cycle constraint (formula 8)
exhibit a 2.4-fold increase in posterior fraud probability, con-

firming that the pattern-mining stage surfaces domain-spe-
cific signals invisible to flat statistical features.

When the corresponding typology flags are injected into the
learning algorithms, every classifier improves (Fig. 8, Table 3).
Random Forest, for example, climbs from 70.7% to 79.1%
in precision and from 46.5% to 56.3% in recall, raising its
Fl-score from 56.1% to 65.8% (9)-(12). The gain arises be-
cause the binary typology flags act as high-level, noise-re-
sistant summaries of graph structure: instead of inferring
cycles or scatter-gather sequences indirectly from hundreds
of raw edges, the model receives an explicit “yes/no” signal
for each motif. Ensemble learners such as Random Forest
exploit this clean separation to build purer terminal nodes,
thereby elevating both recall (fewer missed frauds) and preci-
sion (fewer false alarms). Even the linear Logistic Regression
benefits because the fan-in, fan-out and cycle flags supply
independent explanatory value, and by adding predictors
that are only weakly correlated with traditional amount- and
frequency-based features the model shifts its decision bound-
ary toward the minority class without incurring excessive
variance inflation. The average eleven-percentage-point gain
in recall thus demonstrates that the hybrid feature set meets
the objective of boosting sensitivity without sacrificing over-
all accuracy.

The results confirm the efficacy of incorporating graph-
based typology identification into supervised learning mod-
els (Fig.4, patterns (1)-(8) and equations (9)-(12)). The
enhancements in precision and recall metrics - especially
with the inclusion of fan-in, fan-out, scatter-gather, and
cycles features — can be ascribed to the capacity of these
graph structures to elucidate intricate transactional patterns
that flat features alone struggle to represent. These patterns
enhanced the discriminative efficacy of classifiers such as
Random Forest and XGBoost, particularly in differentiating
complex fraud schemes from legal activities.

Our technique demonstrates superior adaptability to di-
verse fraudulent conduct when juxtaposed with other meth-
odologies in the literature, such as rule-based typologies [41]
and transaction-level anomaly scoring [42]. Earlier research
has shown the promise of utilizing relational data for fraud
detection, despite their typical reliance on static embeddings
or predetermined rules. Conversely, let’s facilitate enhanced
generalization by dynamically extracting subgraph patterns
and integrating them into model features. Recent research on
financial crime networks, including that by [43] have shown
that cycles and scatter-gather patterns operate, supporting
our analytical methodology.

But constraints need to be taken into account. Data securi-
ty and openness may prevent entire transaction graphs, which
the approach requires. The generalizability across institutions
may be constrained by the repeatability of findings, which
might rely on particular graph creation methodologies and
threshold factors used during preprocessing. Furthermore, the
approach may become ineffective when used to networks char-
acterized by very sparse or highly dynamic transaction flows.

The study contains deficiencies that can be rectified in
subsequent research. The primary concern is that real-time
detection may be hindered by the computing burden imposed
by graph pattern mining and feature extraction. One may
explore approximation subgraph matching methods or online
graph summarization approaches to address this issue. A
further disadvantage is the potential for overfitting caused by
the excessive use of graph-derived features; this can be mit-
igated using regularization or feature selection techniques.



Given that fraudulent actions frequently evolve, future study
can aim to enhance the framework by integrating the temporal
dynamics of transaction graphs. One potential solution is the
integration of graph-based features with multimodal data sourc-
es, such as sanction lists, communication logs, or consumer
profiles. Despite the necessity to address problems regarding
explainability and data volume, a methodological modification
of the technique to graph neural networks (GNNs) could yield
additional performance improvements.

This study is subject to several limitations:

- applicability scope: the approach is validated on syn-
thetic data (IBM AML dataset), which - although realistic —
may not fully reflect regulatory or behavioral diversity in real
financial institutions;

- scalability constraints: while tested on large datasets,
the proposed solution has not yet been deployed in real-time.
Streaming and distributed architectures (e.g., Spark, Neo4j)
would be required for production use. Reproducibility Con-
ditions: Typology detection thresholds, graph construction
logic, and SMOTE parameters affect model outcomes and
may require calibration across institutions. Input Range
Sensitivity: The method’s effectiveness assumes availability
of clean transaction logs with account-level identifiers and
timestamps. In data-limited environments, detection perfor-
mance may degrade.

The results of our analysis underscore the significant value
that graph-based typology detection can bring to financial fraud
detection. By identifying subgraph patterns such as fan-in, fan-
out, scatter-gather, cycles, and others, it is possible to capture
domain-specific behaviors often overlooked by conventional
approaches. In particular, fan-in and fan-out patterns offered
strong signals for the rapid movement or layering of funds, while
cycle and scatter-gather structures pointed to more sophisticat-
ed laundering attempts. Integrating these pattern-based indi-
cators as additional features in supervised machine learning
models consistently boosted recall and precision.

Despite these gains, challenges remain. Increasing re-
call - the ability to capture a higher proportion of fraudulent
cases - inevitably risks raising false-positive alerts. In a real
operational setting, excessive false alarms strain investiga-
tive resources and may erode trust in automated solutions.
Tailoring classification thresholds, possibly with a two-stage
review mechanism, is therefore essential to balance detection
effectiveness and practical workload. Moreover, legitimate
business activities can occasionally exhibit patterns that
resemble fan-out (e.g., payroll distribution), highlighting the
need for supplementary context such as account profiles,
transaction references, or location data to further refine the
classification and reduce false positives.

A further consideration is scalability and system per-
formance. While the results indicate that our approach can
handle large datasets, implementing a real-time or near-real-
time fraud detection pipeline requires additional optimiza-
tion. Incremental graph updates, streaming analytics, and
distributed computing platforms (such as Spark or Neo4j) can
be employed to maintain rapid detection speeds and handle
evolving transaction networks. In addition, unsupervised
methods such as clustering and autoencoders demonstrated
the capability to discover emerging forms of fraud not labeled
in historical datasets, making them especially useful for
adaptation to new schemes. Together, these insights suggest
that blending domain-driven subgraph detection, robust clas-
sifiers, and anomaly detection can substantially strengthen
an institution’s defense against financial crime.

7. Conclusions

1. In this study, graph-based typology features - such as
fan-in, fan-out, scatter-gather, and cycles — were introduced
to enhance the fraud detection process. These features were
derived from the structure of the transaction graph and add-
ed to the machine learning models as additional inputs.

Including typology features in the logistic regression
model led to an improvement in recall from 41.2% to 46.5%,
and in precision from 68.5% to 70.7%. In the case of the
random forest model, recall increased from 46.5% to 56.3%,
while precision rose from 70.7% to 79.1%. XGBoost and feed-
forward neural networks also demonstrated strong results
when using the same feature set.

Compared to traditional models that rely solely on transac-
tional metadata, this approach provides a more nuanced repre-
sentation of financial behavior by taking into account the struc-
tural relationships between accounts. This makes it possible to
detect fraudulent activity that would otherwise remain hidden.

The observed improvement is explained by the fact that
subgraph patterns such as fan-in or cycles often correspond
to known laundering schemes. When these patterns are used
as input features, models can better identify suspicious be-
havior based on both frequency and structure.

2. The study evaluated several machine learning models -
logistic regression, random forest, XGBoost, and a feedforward
neural network — on the IBM AML dataset, which reflects a
typical class imbalance found in real-world fraud detection
tasks. The addition of graph-based typology features led to a
consistent improvement in performance across all models.

Among the tested approaches, the best results were achieved
using the random forest and XGBoost models. Random forest
reached an accuracy of 98.5%, a precision of 79.1%, and a recall
of 56.3%. XGBoost achieved similar results, with an accuracy
of 98.4%, precision of 77.9%, and recall of 55.0%. The feedfor-
ward neural network also performed well, with precision and
recall values exceeding 76% and 53%, respectively.

These results demonstrate that ensemble methods such
as random forest and XGBoost are well-suited for detecting
complex fraud schemes, especially when combined with struc-
turally rich features. In comparison with existing approaches
that rely solely on statistical thresholds or rule-based systems,
the tested models showed improved ability to detect rare fraud-
ulent cases without significantly increasing false positives.

The performance gains are explained by the models’
ability to capture nonlinear relationships and utilize both
transactional and structural information simultaneously.
This allowed the models to generalize better to diverse fraud
patterns present in the data.
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