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The object of this research is arti-
ficial immune systems. The problem
addressed in the study is improving
the responsiveness of cyberattack
detection in information systems
while ensuring a predetermined level
of convergence, regardless of the num-
ber of destabilizing factors. The sub-
ject of the research is the cyberattack
detection process.

A cyberattack detection method
for information systems based on arti-
ficial intelligence technologies is pro-
posed. The originality of the method
lies in the use of additional enhanced
procedures that allow:

- initializing the initial popula-
tion of swarm agents and verifying
information system parameters using
an improved bat algorithm, which
minimizes the error of entering incor-
rect data concerning the operational
information system of military forces;

- performing initial identification
of attacks specific to the given infor-
mation system using a decision tree;

- adapting to the type and dura-
tion of cyberattacks through multi-lev-
el adaptation of the artificial immune
system;

- conducting initial selection of
antibodies for each swarm of the
artificial immune system using an
improved genetic algorithm;

- training general-swarm anti-
bodies using elite-swarm antibodies,
thereby enabling deep learning;

- replacing unfit individuals for
search through antibody population
renewal;

- performing simultaneous solu-
tion search in multiple directions;

- calculating the required amount
of computational resources in cases
where available resources are insuf-
ficient for the necessary calculations.

An example application of the
proposed method was conducted for
cyberattack detection in an operation-
al military force group. The results
demonstrated an average increase in
detection accuracy by 16%, an aver-
age improvement in responsiveness
by 12%, and a high result convergence
level of 95.23%
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1. Introduction

class - are becoming increasingly relevant. As computational

complexity grows linearly over time (according to Moore’s

In the development of information technologies, optimi-  Law, which states that the number of transistors on a chip
zation problems - particularly those belonging to the NP-  doubles approximately every two years), a wide range of opti-




mization tasks can be addressed through the development of
new, efficient algorithms and methods [1, 2]. These tasks are
typically characterized by non-linearity, multi-extremality,
lack of analytical descriptions, complex topology of the feasi-
ble solution space, and high computational complexity of the
objective functions [3, 4].

The primary approaches used to address such problems are
heuristic methods. Although heuristic methods do not guar-
antee the identification of a global optimum, they enable the
derivation of solutions with acceptable responsiveness. When
comparing various heuristic approaches, it is concluded that ar-
tificial immune systems (AIS) offer a significant advantage over
other bio-inspired algorithms and artificial neural networks due
to their learning capabilities and memory retention.

The information system of a military operational grouping
includes a large number of heterogeneous subsystems and
diverse data flows. It is characterized by numerous short-term
communication links that vary dynamically based on the oper-
ational situation. These connections are difficult to predict and
include many possible entry points. Based on modern combat
experience, numerous incidents of unauthorized device access -
particularly those captured and repurposed by adversaries -
have occurred with the intent of launching cyberattacks. These
conditions underscore the urgent need for scientific approaches
to ensure cybersecurity in rapidly evolving operational environ-
ments within the area of responsibility of military forces.

Given the limitations of existing metaheuristic algo-
rithms, the authors of this study have selected artificial im-
mune systems as the foundational mathematical apparatus
for implementing cybersecurity measures in the information
systems of military operational groupings.

Artificial immune systems are intelligent computational
models and algorithms inspired by the functioning principles
of the human immune system. They are characterized by
self-organization, learning, memory, adaptability, robustness,
and scalability [1-4]. By simulating the immunological pro-
cesses of the human immune system, AIS have been developed
as effective tools for conducting scientific research and solving
engineering problems. These include optimization tasks [5],
data mining from diverse sources [6], image recognition [7],
and anomaly detection in computer networks, the Internet of
Things (I0T), and industrial control systems [8].

Most AIS and their modifications are based on four core
models or theories [1]: clonal selection, negative selection, dan-
ger theory, and the artificial immune network model. The arti-
ficial immune network model is based on the immune network
theory, which posits that immune cells act as a mutually rein-
forcing network constructed through the matching of antibody
paratopes and idiotopes. As a result, interactions occur not only
between antibodies and antigens but also among the antibodies
themselves, which may lead to mutual suppression.

Nevertheless, existing scientific approaches to the syn-
thesis and functioning of artificial immune networks still
suffer from limited accuracy and convergence. This is due to
several factors:

- the significant role of human involvement during the
initial configuration of AIS;

- the abundance of heterogeneous information sources
that must be analyzed and processed during AIS operation;

— AIS operate under uncertainty, which results in pro-
cessing delays and false positives, especially in the presence
of insufficient input data;

—a large number of destabilizing factors that influence
the functioning of AIS.

These challenges drive the need to introduce a variety of
strategies to improve convergence speed and detection accura-
cy of AIS in cyberattack detection tasks. One promising direc-
tion involves the enhancement of AIS through the combina-
tion, comparison, and development of new usage procedures.

2. Literature review and problem statement

In [6], the authors proposed the use of Bayesian hierar-
chical networks to quantify cybersecurity risk levels in mis-
sion-critical information systems. However, this approach is
limited by its reliance on a predefined statistical distribution
and restricted model extensibility. These limitations impose
constraints on the architecture of the information system and
fail to account for qualitative factors that affect cybersecurity.

In [7], a security certification methodology was developed
for information systems to enable stakeholders to automati-
cally evaluate security decisions in large-scale deployments.
This methodology supports transparency by providing a
certification label as a key outcome. However, its limitations
include the inability to update knowledge bases with new
threats and challenges in generalizing and analyzing diverse
network data types.

Study [8] introduces a model that integrates fault tree
analysis (FTA), decision theory, and fuzzy logic to determine
the root causes of cyberattack failures. This model was ap-
plied to assess cybersecurity risks in contexts such as e-com-
merce websites and enterprise resource planning (ERP).
While the model is flexible, its main drawback lies in the
accumulation of errors during the fuzzification and defuzzi-
fication processes.

In [9], a resource allocation model for automated com-
mand-and-control systems under operational uncertainty
is proposed. The model incorporates cyberattack impacts
and uses conflict, assistance, and indifference relations in
multi-objective optimization. Although effective in capturing
dynamic scenarios and building utility functions, the model
cannot handle heterogeneous metrics of varying dimensions.

In [10], a hierarchical framework for governance-based
control models is examined, emphasizing threats to critical
cyber-physical systems integral to e-government functions.
The system relies on symmetric and asymmetric cryp-
tographic methods, making it unsuitable for cyberattack
identification tasks.

In [11], a decision model is developed to help firms select
optimal cybersecurity insurance policies, considering limited
offerings from one or more insurers. The model systematical-
ly evaluates policies based on breach likelihood and associ-
ated premiums, fostering a more efficient insurance market.
Nevertheless, it cannot adapt to emerging risks or operate in
real-time due to rigid assumptions.

In [12], the importance of integrating vulnerability assess-
ments into cybersecurity strategies is highlighted, especially
within industrial process control systems. The approach
supports critical application protection and resilience against
cyber threats. However, it is designed for fixed architectures
and lacks real-time adaptability.

Study [13] outlines a risk management process for iden-
tifying, assessing, responding to, and monitoring cybersecu-
rity risks at each stage of the protection chain. While based
on a continuous Markov chain model, it does not support the
simultaneous use of both qualitative and quantitative indica-
tors and lacks adaptability to evolving threats.



In [14], a theoretical-analytical approach is presented to
evaluate delays in data transmission caused by cyberattacks,
using a moving average method. However, this approach is
limited to traffic control systems and cannot be applied to other
domains.

In [15], cybersecurity of a system is represented as a graph
of transient processes. While this allows the modeling of threat
impacts, it supports only single-dimensional variables and
does not accommodate the dynamic addition of new threats.

In [16], a game-theoretic approach is proposed for cy-
bersecurity decision-making in advanced manufacturing
systems. The method incorporates defense strategies, pro-
duction losses, and recovery costs into the payoff matrix. Its
major limitations include high computational complexity and
the inability to process multi-dimensional metrics.

Summarizing the above, the general limitation of these
approaches lies in their inability to process heterogeneous
data in real time. To address this, various Al-based strategies
have been proposed.

In [17], a data assessment method for decision support
systems based on artificial intelligence is presented. It clusters
and analyzes input data, then trains the system accordingly.
However, the method suffers from error accumulation and
lacks mechanisms to evaluate the adequacy of its decisions.

Study [18] proposes a data fusion approach from multiple
sources using AI techniques. While it enables integration
from diverse inputs, it produces low-accuracy results and
lacks verification capabilities.

In [19], a comparative analysis of existing decision-sup-
port technologies is conducted, including the Analytic Hi-
erarchy Process (AHP), artificial neural networks (ANN),
fuzzy set theory, genetic algorithms, and neuro-fuzzy model-
ing. The study outlines their advantages, disadvantages, and
application domains. It concludes that AHP performs well
with complete input data but is heavily subjective. For fore-
casting under uncertainty, fuzzy logic and neural networks
are more appropriate.

In [20], a hybrid metaheuristic approach is proposed by com-
bining multiple optimization strategies. However, its drawback
is low responsiveness when processing heterogeneous data.

Analysis of studies [9-20] revealed common limitations:

—lack of hierarchical indicator systems for cyberattack
detection;

- disregard for available computational resources in de-
tection systems;

- absence of mechanisms to adapt indicator sets in re-
sponse to evolving threats;

—-no deep learning capabilities for knowledge base re-
finement;

- high computational complexity;

- absence of prioritized search directions.

3. The aim and objectives of the study

The aim of this study is to develop a method for detecting
cyberattacks on information systems using artificial intel-
ligence technologies. This approach is expected to enhance
the responsiveness of cyberattack detection through artificial
immune systems, while maintaining a specified level of reli-
ability and enabling the formulation of subsequent manage-
rial decisions. The results will facilitate the development (or
improvement) of software tools for cyberattack detection in
information systems.

To achieve this aim, the following objectives were defined:

- to define the set of procedures required for implement-
ing the proposed method;

- to demonstrate an example of applying the method for
detecting cyberattacks within the information systems of
military operational groupings.

4. Materials and methods

The object of this study is artificial immune systems. The
research addresses the problem of improving the responsive-
ness of cyberattack detection in information systems while
maintaining a specified level of convergence, regardless of
the number of destabilizing factors. The subject of the study
is the process of cyberattack detection, which is implemented
using the following components:

—a decision tree classifier for the preliminary identifi-
cation of cyberattacks, enabling faster configuration of the
artificial immune system;

-an enhanced genetic algorithm for the initial selection
of antibodies prior to swarm sorting, thereby increasing the
reliability and convergence of the generated decisions;

—an improved bat algorithm for preliminary verification
of information system parameters, which enhances the accu-
racy of the artificial immune system’s performance;

—an artificial immune system for secondary identifi-
cation of cyberattacks and the formulation of appropriate
countermeasures.

The hypothesis of the study is that it is possible to im-
prove the responsiveness of decision-making in the detection
of cyberattacks in information systems while maintaining
the required level of identification reliability through the use
of an enhanced artificial immune system.

The proposed method was modeled in the Microsoft
Visual Studio 2022 (USA) software environment. The mod-
eling task involved detecting cyberattacks in an information
system used by a military operational group. The hardware
used for the research simulations was based on an AMD Ry-
zen 5 processor. The type of cyberattack modeled was a dis-
tributed denial of service (DDoS) attack.

The following metrics were employed for evaluation:

- IP address distribution metric;

- network resource load metric;

- traffic distribution metric.

To conduct the simulation, traffic streams and request
processing by the operational group were emulated using a
queuing network model.

Parameters of the enhanced algorithm:

- number of iterations: 50;

- number of swarm individuals: 25;

— feature space range: [-150, 150].

5. Development of a method for detecting cyberattacks
on information systems based on artificial intelligence
technologies

5.1. Sequence of procedures for detecting cyberat-
tacks on information systems using artificial intelli-
gence technologies

The proposed method for detecting cyberattacks on in-
formation systems using artificial intelligence technologies
consists of the following sequence of actions:



Step 1. Input of initial data.

At this stage, initial data about the information system
of the operational military group are provided, specifically:

- the number and types of devices that comprise the
system,;

- the types of data circulating within the information
system,;

- available computational resources;

- the quantity and type of connections between each ele-
ment of the system;

- technical characteristics of control and data transmis-
sion channels;

- information about the operating environment, etc.

Step 2. Verification of information system parameters.

At this stage, a bio-inspired algorithm is used to verify the
parameters of the information system. If deviations from the
initially entered data are detected, the input data are adjusted
using the output of the bio-inspired algorithm.

Step 3. Identification of destabilizing factors affecting the
information system.

This step involves the initial identification of cyberattacks
specific to the information system of the operational military

group
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Step 4. Initialization of the artificial immune system.

At the initialization stage, a population of N candidate
antibodies is randomly created: Ab(f) ={Ab,(t), Aby(®), ...,
Abn(D)}, where Ab; is i-th agent (antibody) at iteration ¢. The
affinity of these antibodies is evaluated using the function
Aff(). At each iteration, each antibody is cloned to generate
offspring, after which all clones - except the parent — undergo
mutation. Only the clone with the highest affinity is retained.

To improve the accuracy of solving computational problems
and the speed of convergence, this study proposes an artificial im-
mune system with deeplearning mechanismsfor detecting cyber-
attacks in the information system of a military operational group.

Step 5. Preliminary selection of antibodies.

At this stage, an initial selection of antibodies for each
swarm is performed using the enhanced genetic algorithm
proposed in [20].

Step 6. Distribution of artificial immune system agents
between swarms.

At the swarm update stage, antibodies that are candi-
date solutions are redistributed between the elite swarm
and the general swarm in a 1:5 ratio. Antibodies in the elite
swarm undergo an affinity-dependent cloning operator and
a self-learning mutation operator, where the search radius is
adaptively updated using a specially designed mechanism.

Step 7. Cloning of antibodies.

In this study, the number of clones created from a single
parent antibody is determined by its affinity. The higher the
affinity of the parent antibody, the more offspring it produces.

Moreover, the number of clones is a nonlinear func-
tion of the parent antibody’s affinity. The procedure for

computing the cloning process of antibodies is outlined
below:

Affmax=max{Aff(Ab;(t)), i=1, 2,..., N), @)
Affmin=min{Aff(Ab;(®), i=1, 2,..., N), ®3)
AffFO=(Aff(Ab; () —Affmin)/ (Affmax—Affmin), @
Ne; ()=round(Nemax—Nemin) Aff(Api(6)) n+Nemin), ®)

where Nimax and Nemin — the maximum and minimum num-
ber of antibody offspring; n — the power coefficient of the
control function. All antibodies, including those in both the
general and elite swarms, perform this cloning operation
once during each iteration.

Step 8. Mutation of antibodies.

Antibodies in the elite swarm have higher affinity and
serve as memory cells that respond more aggressively and
rapidly during the secondary immune response. Therefore,
these elite antibodies play a key role in local search and un-
dergo self-learning mutation. On the other hand, antibodies
in the general swarm perform a global search, guided by the
elite swarm antibodies. Thus, all general swarm antibodies
undergo deep learning to accelerate convergence.

If Aff(Abi()<Aff(Abi(t)), then the affinity of a general
swarm antibody is lower than that of an antibody selected
from the elite swarm. In this case, the general antibody
learns from the selected elite antibody. This scenario is de-
scribed by the following mathematical expression

AAp(H)=rand*(Ap; ()—Api(D)). ©)

If Aff(Abi(t))<Aff(Ab.(t)) the affinity of a general swarm
antibody exceeds that of a selected elite swarm antibody but
remains lower than the affinity of the best elite antibody. In
this case, learning is described as

AAb;(t)=rand*(Ab,({)-Ab;(0)). %)

In all other cases, the general swarm antibody performs
a deep mutation

AAb;(f)=randn*A(0), ®

where rand - a uniformly distributed random variable,
randn — a normally distributed random variable with a mean
of 0 and standard deviation of 1, Ab,(f) - the best elite anti-
body in terms of affinity, A,(f) - the search radius of antibody
Ab;(t) on t-th iteration.

In this artificial immune system, a fixed search radius neg-
atively affects both convergence speed and solution accuracy.
This is because: if an elite antibody is close to the optimum
but its search radius is too large, it may overshoot the optimal
point. Conversely, if the search radius is too small, the conver-
gence speed of the system significantly slows down.

Therefore, the search radius 4,(f) should be dynamically
updated using the following rule

A (t=1),if AfF(Ab,(t)> Ab,(t-1),
e ﬂ’i(t_l) >
2

‘min (9)



where Anin — the lower bound of the search radius and is
determined by

’10 (k B 1)
A, (k) = 2 o 1
Ao (O), otherwise.

A, (k-1)
f— 24 . (10)

For each antibody Ab(f), in accordance with equations (9)
and (10), the initial search radius is defined as 1,, with its
value being half of the threshold value Th(f)

Ao(k)=Th,/2. (11)

Since after executing the suppression operator, the dis-
tance between any two antibodies exceeds Th(f), the value
Ao=Th,(t)/2 ensures maximum coverage of the search space
without overlap.

If the affinity of antibody Ab;(f) improves after mutation, its
search radius A,(¢) is retained. Otherwise, 1;(f) is reduced by half:

Aff(ADbi(1))>Aff(Abi(t-1)), 12)

/‘li(t):/li(t—l). (13)

However, the search radius cannot fall below A.,;,(f), as
a radius that is too small can significantly slow down the
convergence speed. Therefore, if 1,(tf) becomes smaller than
Amin(®), its value is set to Aq(k), which is reduced to half the
previous value 4o(k-1). At the same time A¢(k) must not fall
below Anin(t), if it does, its value is reset to Ag(k).

Step 9. Deep learning of the artificial immune system.

The learning mechanism of the artificial immune system
is described as follows

Aff*(Ab, (1)) .
3 (as )

It is evident that the probability of selection is non-uniform:
the higher the affinity of an antibody, the greater its probability
of being selected. Therefore, the roulette wheel selection method
is used to choose an elite-cluster antibody for training.

Let’s suppose the optimal values of a multimodal function
vary significantly in affinity. In that case, antibodies with
higher affinity are more likely to evolve toward the global
optimum, and thus this learning algorithm will demonstrate
faster convergence.

Step 10. Antibody suppression the proposed artificial
immune system applies a dynamic suppression mechanism,
which is described by the following mathematical expres-
sions:

p(ab,(1))= a9

Dmax=maX{Di,j(t)|i,j=192,---7 N, i?éj), (15)
Din=min{D; j(®)i,j = 1,2,..., N, i#)), (16)
Ths(t)=Dmin+§(Dmax_Dmin)y (17)

where Thy(f) — the threshold value proportional to the
similarity of the antibody population, D;; — the Euclidean
distance between the i-th and j-th antibodies at t-th iteration,
&e(0, 1) — the control parameter. After applying the suppres-
sion operator, a certain number of randomly generated anti-
bodies are added to the population to maintain its size at N.

Step 11. Swarm update.

As is known, some antibodies from the general swarm may
achieve higher affinity than those in the elite swarm due to the
elitist learning mechanism. Therefore, it is necessary to update
the swarm composition by allowing better-performing anti-
bodies from the general swarm to move into the elite swarm.

During swarm updating, all antibodies are sorted by af-
finity in descending order. The top Ngjie antibodies become
part of the elite swarm, while the remaining ones stay in the
general swarm.

It is important to note that after the initial initialization,
all antibodies undergo deep learning until the suppression
operator is activated. This allows each antibody to evolve
within a relatively small region around its position, promot-
ing the search for local optima.

Step 12. Determination of required computational re-
sources of the intelligent decision support system.

To prevent computational looping across Steps 1-11 and
to improve computational efficiency, the system load is addi-
tionally assessed. If a predefined computational complexity
threshold is exceeded, the required number of additional
software-hardware resources is determined using the meth-
od proposed in [20].

End of the algorithm.

This set of structurally and logically interconnected pro-
cedures constitutes the method for detecting DDoS attacks on
information systems.

5.2. Example of applying the proposed method for
cyberattack detection in an information system

To evaluate the effectiveness of the proposed method, a
simulation was conducted to solve the task of cyber threat
detection under the initial conditions specified in Section 4.

The effectiveness of detecting cyber threats using artifi-
cial intelligence technologies in the information systems of
an operational military unit is compared with the results of
studies previously analyzed (Table 1).

The indicators presented in Table 1 were determined
empirically, taking into account the experience of using spe-
cial-purpose information systems during the response to the
full-scale military aggression in Ukraine.

Table 1

Evaluation of the effectiveness of the proposed cyberattack
detection method

Algorithm Responsive-| Percentage of sys-
reference Accuracy | Convergence ness (sec) | tem resources used

[6] 77.92 % 80.23 % 5.23E+04 100

[7] 75.71 % 77.4 % 5.72E+04 100

[8] 77.01% | 76.66% | 6.40E+02 100

[9] 76.17 % 81.15 % 5.36E+01 100

[10] 80.31 % 80.67 % 7.07E+02 100

[11] 70.05 % 81.03 % 6.16E+03 100

[12] 70.28 % 75.18 % 5.29E+03 100

[13] 75.24 % 73.12 % 7.04E+02 100

[14] 77.41 % 74.2 % 7.55E+07 100

[15] 75.16 % 74.28 % 5.42E+05 100

[16] 81.44 % 85.9 % 5.56E+04 100
P;‘zzﬁzzd 97.3% | 9523% | 5.13E+04 80

Based on the analysis of Table 1, it can be concluded that
the proposed method increases detection accuracy by an aver-



age of 16 % and improves response time by an average of 12%,
while maintaining a high convergence rate of 95.23%.

6. Discussion of the cyberattack detection method
performance

The advantages of the proposed method are due to the
following key aspects:

- verification of information system parameters (Step 2)
is performed using the enhanced bat algorithm, which
distinguishes this approach from the methods discussed
in [6-10]. This allows for minimizing errors in input data
related to the status of the operational military informa-
tion system;

- initial identification of attacks specific to the system
is carried out using a decision tree (Step 3), which enhances
early-stage detection compared to the methods in [7-11];

- the adaptive capability to the type and duration of the
cyberattack is achieved through multi-level adaptation of
the artificial immune system (Steps 1-12), in contrast to the
approaches in [7-12];

- preliminary antibody selection for each swarm within
the artificial immune system is performed using an improved
genetic algorithm (Step 5), offering improvements over meth-
odsin [11, 13, 15];

- the ability to train general swarm antibodies using elite
swarm antibodies enables deep learning (Step 9), which en-
hances decision-making compared to [9-12];

- the method supports replacement of ineffective search
agents by updating the antibody population (Step 11), outper-
forming techniques from [9, 12, 13, 16];

- the method supports simultaneous solution searches in
multiple directions (Steps 1-12, Table 1);

- it also enables the calculation of the required amount of
computational resources to be involved in cases where cal-
culations cannot be performed using the currently available
computing power (Step 12), which is an improvement over
the approaches in [9, 13].

Limitations of the study.

One of the key limitations is the need to account for de-
lays in the collection and transmission of information from
the components of organizational and technical systems.

Shortcomings of the proposed method.

The proposed method has the following shortcomings:

- lower accuracy in evaluating individual parameters of
cyberattacks;

— loss of decision reliability when searching for solutions
in several directions simultaneously;

- lower detection accuracy compared to some other cy-
berattack detection methods.

However, the proposed method enables:

— identification of the optimal cyberattack detection met-
ric based on the specific information system in use;

— definition of effective measures to enhance cyberattack
counteraction within information systems;

- increased processing speed of heterogeneous data while
ensuring a given level of decision-making reliability;

-reduced use of computational resources in decision
support systems.

The proposed approach is well-suited for protecting in-
formation systems that are characterized by a high level of
complexity from cyberattacks.

7. Conclusions

1. An algorithm for implementing the method has been
defined, which, through additional and enhanced proce-
dures, enables the following:

- verification of information system parameters using an
improved bat swarm algorithm, minimizing input errors in
the system status data of the operational military group;

- initial identification of attacks specific to the given in-
formation system using a classification tree;

- adaptation to the type and duration of a cyberattack
through a multi-level adjustment of the artificial immune system;

- preliminary selection of antibodies for each swarm in the
artificial immune system using an improved genetic algorithm;

- training of general swarm antibodies by elite swarm
antibodies, enabling deep learning capabilities;

- replacement of ineffective antibodies through popula-
tion updates;

- simultaneous solution searching in multiple directions;

- estimation of the required computing resources in case
current resources are insufficient for calculations.

2. A practical example of the proposed method was demon-
strated in the detection of cyberattacks on an operational mili-
tary group information system. The method showed an average
accuracy improvement of 16%, response time improvement
of 12%, and maintained a high convergence rate of 95.23%.
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