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The contemporary cryptographic field is 
marked by efforts to enhance traditional meth-
ods through the integration of novel mathemati-
cal concepts. This fusion seeks to address the short-
comings of classical cryptography, tackle emerging 
security challenges, and devise more sophisticat-
ed data protection systems. Among these inno-
vations is the application of finite automata, or 
CryptoAutomata, used as encoders and decoders. 
The object of this research is the use of finite 
automata, specifically CryptoAutomata, in cryp-
tographic systems. The study addresses the prob-
lem of vulnerabilities in classical cryptographic 
methods, which include susceptibility to emerging 
cryptanalytic attacks and inefficiencies in compu-
tational overhead. 

The essence of the obtained results lies in 
demonstrating the practical implementation and 
cryptographic advantages of reversible finite 
automata, including surjective and Mealy autom-
ata, integrated into encryption systems. Due to 
the inherent properties of these automata, such 
as reversibility, composability, and computation-
al efficiency, the authors were able to increase 
the security of encryption, significantly complicat-
ing cryptanalysis attempts. These results are pri-
marily explained by the compositional approach, 
which involves combining multiple finite automa-
ta to form complex encryption structures. Rigorous 
statistical evaluations were carried out, includ-
ing NPCR and UACI, which yielded NPCR values 
ranging between 99.56% to 99.61% and UACI values 
around 33%, affirming strong resistance to differ-
ential attacks. Additionally, noise resilience was 
confirmed through PSNR evaluations, achieving 
values above 35 dB even under significant noise 
conditions, thereby validating robustness in prac-
tical scenarios. Furthermore, the cryptographic 
strength was substantiated by NIST statistical ran-
domness tests
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1 Introduction

In modern conditions, the necessity for scientific research 
on cryptographic systems using finite automata arises from 
the increasing sophistication and frequency of cyber-attacks, 
coupled with the growing computational power available to 
attackers. Classical cryptographic methods, while reliable 
historically, now exhibit vulnerabilities and limitations due 
to advances in computational technology, making previously 
secure algorithms susceptible to cryptanalysis. Research into 
CryptoAutomata addresses these limitations by leveraging 
automata theory, providing cryptographic solutions that are 
reversible, computationally efficient, and robust against ad-
vanced cryptanalytic attacks. Given the proliferation of IoT de-
vices, embedded systems, and environments with constrained 
resources, lightweight yet secure cryptographic methods based 
on finite automata offer practical solutions that classical, com-
putation-intensive cryptosystems cannot effectively provide.

Currently, there are a wide range of cryptosystems that 
ensure the secure storage and transmission of data. Each of 
these cryptosystems has its own advantages and disadvan-
tages. For example, symmetric cryptosystems are easy to 
implement in hardware and are faster in execution compared 
to asymmetric ones. However, these cryptosystems face chal-
lenges in securely distributing keys [1]. Asymmetric crypto-
systems require a lot of computing power to implement, but 
they provide integrity and non-repudiation, which gives them 
a greater advantage over symmetric cryptosystems. In terms 
of key size, symmetric encryption has an advantage over 
asymmetric encryption, as its key sizes are much smaller [2].

The drawbacks of cryptographic algorithms drive the de-
velopment of fundamentally new ciphers or the improvement 
of existing ones. As an alternative approach to designing 
cryptosystems, automata theory has been proposed. Now-
adays some cryptosystems based on CryptoAutomata have 
been developed. They applied different various of automata, 
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mation about the automaton’s internal structure or a related 
transformation that allows for efficient decryption or signing.

The DAFA [7] cryptosystem aims to provide a secure 
and efficient method for encrypting data. It combines the 
strengths of the Data Encryption Standard with the flexibility 
of finite automata to create a novel encryption scheme. The 
DAFA cryptosystem is designed to be lightweight, making 
it suitable for resource-constrained environments. However, 
this study does not provide a precise analysis of its security 
properties, especially when compared to more modern and 
widely used cryptographic algorithms.

FSAaCIT [8] proposed system or technique designed for 
secure data de-duplication specifically within cloud comput-
ing environments. It achieves this by combining a symmetric 
cryptographic method based on Finite State Automata for 
security with a chunk-based technique for processing and 
indexing data to identify and eliminate redundancy. The 
system aims to provide the storage and bandwidth efficiency 
benefits of de-duplication while ensuring the confidentiality 
and integrity of data stored in the cloud through its integrated 
FSA-based one-key cryptosystem. The chunk-based indexing 
facilitates the de-duplication process by allowing the system 
to identify and manage duplicate data segments at a granular 
level. But, simply encrypting data can complicate the de-du-
plication process, as identical plaintext chunks will result in 
different ciphertext chunks if standard encryption modes are 
used with unique initial vectors or random padding.

This work [9] focuses on developing a framework that in-
tegrates the properties of finite automata with authenticated 
encryption schemes, aiming to enhance both security and 
performance. The authors outline specific design principles 
for constructing an AE scheme based on finite automata. 
They emphasize the importance of ensuring that the system 
can withstand various attacks while maintaining efficiency.

 [10] describes a one-key (symmetric) cryptosystem where 
both encryption and decryption operations are based on the 
state transitions and output functions of a finite nonlinear 
automaton. The key of the cryptosystem is used to define 
or parameterize the specific finite nonlinear automaton 
used. The encryption process involves feeding the plaintext 
through the automaton, potentially using the automaton’s 
state and input to determine the output (ciphertext). The 
decryption process, using the same key and thus the same 
automaton, reverses this operation to recover the original 
plaintext from the ciphertext. The nonlinearity of the autom-
aton is intended to provide cryptographic strength, making it 
difficult for an adversary to predict the output or determine 
the key based on observed plaintext-ciphertext pairs. The se-
curity analysis presented in the paper would typically discuss 
the system’s resistance to various cryptographic attacks, such 
as known-plaintext attacks, chosen-plaintext attacks, and 
state recovery attacks, based on the properties of the chosen 
nonlinear automaton. An extended Mealy automaton was 
considered. The secret key included the state transition func-
tions of the automaton and the value of internal and external 
variables. Rounds’ number and the size of blocks plaintext 
and the key length were arbitrary and were set by the users 
themselves. However, the key length had to be even.

In cryptography, FSMs [11] can be utilized to model the 
behavior of cryptographic algorithms and protocols, ensur-
ing that they adhere to specified security properties. FSMs 
can represent the operational flow of cryptographic algo-
rithms, allowing researchers to analyze their security prop-
erties systematically. The integration of finite state machines 

such as Glushkov automata, cellular automata, Mealy/Moore 
machines, Rabin-Scott models and others [3].

Automata theory is a branch of theoretical computer sci-
ence that studies abstract computing devices. An automaton 
is a mathematical model that represents an abstract machine 
that performs calculations and data transformations depend-
ing on their state and input data [4]. Automata theory is used 
in various scientific and applied research. This theory is fun-
damental to the advancement of algorithms, compilers, cryp-
tosystems, and various other fields within computer science.

The motivation for using cryptosystems based on finite 
automata lies in their ability to provide reversible, compos-
able, and computationally lightweight encryption mecha-
nisms. Unlike traditional number-theory-based cryptosys-
tems, finite automata can be efficiently implemented via state 
transitions and lookup tables, avoiding heavy arithmetic op-
erations. This makes them suitable for hardware-constrained 
environments such as embedded systems and IoT. Further-
more, finite automata offer structural diversity (Mealy, sur-
jective, and information lossless types), which can be exploit-
ed to increase cryptographic complexity and reduce the risk 
of successful cryptanalysis. By composing multiple automa-
ta, it becomes possible to expand the key space and construct 
more obfuscated encryption schemes. The practical results of 
research into cryptographic systems based on finite automata 
are significant. They offer robust, secure, and computationally 
efficient encryption methods suitable for real-world appli-
cations, particularly in resource-constrained environments 
such as embedded systems and IoT devices. The results can 
enhance data security by significantly increasing the difficul-
ty of cryptanalysis, demonstrated through high NPCR (ap-
proximately 99.56–99.61%) and optimal UACI values (~33%), 
indicating strong resistance to differential attacks. Also, the 
results can provide effective resilience against noise attacks, 
confirmed by high PSNR values (exceeding 35 dB), ensur-
ing data integrity even in noisy transmission conditions. 
The research results can contribute to the development of 
modular cryptographic systems validated by empirical statis-
tical tests (NIST tests, NPCR, UACI, PSNR), ensuring cryp-
tographic reliability and real-world applicability.

2. Literature review and problem statement

There are various cryptosystems that are based on finite 
automata. The cryptosystems under study can be classified 
into two classes: some are based on transducer-automata (fi-
nite automata with output), and others are based on recogniz-
er-automata (finite automata without output). In this paper, 
the foundation for the study of CryptoAutomata is cryptosys-
tems such as FAPKC [5], DAFA, FSAaCIT and others. 

Finite Automaton Public Key Cryptosystem [6] focuses 
on the development and presentation of a public key crypto-
system and associated digital signature scheme that utilizes 
finite automata as the underlying mathematical structure. 
The paper proposes using the properties and operations of 
finite automata as the basis for constructing a public key 
cryptosystem. The complexity of problems related to finite 
automata, such as state equivalence or language recognition 
for certain types of automata, might be leveraged to create 
the one-way functions or trapdoor functions necessary for 
public key cryptography. The public key would likely be 
derived from some description of an automaton or a related 
structure, while the private key would consist of secret infor-
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and recursive functions into cryptosystems enhances our un-
derstanding of algorithmic behavior and security properties.

In the system FAPKC weakly reversible linear and 
nonlinear FA with input-output memory with finite delay τ 
was used as the key space. This cryptosystem is asymmet-
ric, which means that a public key is used to encrypt the 
plaintext. The public key in FAPKC consists of a sequential 
composition of the FA, the initial encryption state, and a fi-
nite delay τ. A private key is applied for decryption of cipher 
text. Inverse FA, states are elements of this secret key. De-
composition of composition automata is challenging, which 
contributes the cryptosystem’s reliability [12]. The FAPKC 
cryptosystem was improved to version FAPKC3 [13] and 
to FAPKC4 [14], in which a FA with pseudo-memory was 
added. 

More modern works on the use of automata in cryptogra-
phy include [8, 15, 16]. In [15] a Symmetric Key Cryptosystem 
based on Sequential State Machine is shown. In this cryp-
tosystem, the open text is transformed using a permutation 
function, then fed to a weakly reversible finite state machine. 
The encrypted text is passed through a reverse finite state 
machine, then the reverse permutation function is applied 
and the original text is obtained. The proposed cryptosystem 
is more efficient and reduces the time complexity by 30% 
compared to DES.

The paper [16] describes a new method for using finite 
automata in image encryption. The presented technolo-
gy consists of the following: the original image is passed 
through a permutation automaton, and then a compositional 
automaton is applied to the intermediate data. The presented 
statistical data demonstrate the effectiveness of this method. 
This enhancement is achieved through the application of 
cryptographic processes, namely encryption and decryption, 
which are standard techniques for protecting information 
confidentiality. Encryption transforms data into an unread-
able format, while decryption reverses this process using 
a key, making the data accessible only to authorized par-
ties. The distinguishing characteristic of the methodology 
presented in this paper its foundation on FSMs. FSMs are 
mathematical models of computation used to design systems 
that transition between a finite number of states in response 
to inputs. The paper explores how an FSM-based approach 
can be utilized to develop a new system or algorithm for en-
crypting and decrypting images, aiming to provide a robust 
method for protecting visual information from unauthorized 
access or tampering. 

In the field of cryptographic protocol evaluation, the 
paper [17] provides a robust approach through the devel-
opment of a 9-tuples abstract model based on Finite State 
Machine (FSM), illustrating its practical application in simu-
lating network behaviors on the OMNeT++ platform. Their 
research notably highlights the impact of protocols like the 
Internet Key Exchange (IKEv2) on network communication 
efficiency, demonstrating an average increase of 12% in time 
delay under simulated Denial of Service attack scenarios. 
This study substantiates the utility of FSM in cryptographic 
analysis and advances our understanding of protocol per-
formance under adversarial conditions, offering a valuable 
framework for assessing the resilience and overhead of 
cryptographic protocols within communication networks. 
But, the complexity of cryptographic protocols, involving 
multiple participants, concurrent actions, and cryptographic 
operations, necessitates a systematic approach to modeling 
to avoid state explosion and accurately capture the protocol’s 

logic and potential interactions, including those with a po-
tential adversary.

The article [18] proposes a novel FPGA-based implemen-
tation of the AES cryptographic algorithm that incorporates 
a two-layered defense strategy against power analysis at-
tacks, utilizing the structure of a finite state machine com-
bined with a random number generator. Their approach 
not only masks intermediate variables but also randomizes 
operation sequences and incorporates dummy computations 
to enhance security. Cryptographic algorithms are essential 
for securing data in various applications, including commu-
nications, banking, and personal privacy. However, they are 
vulnerable to side-channel attacks that can reveal sensitive 
information through indirect means, such as timing infor-
mation, power consumption, or electromagnetic leaks. These 
vulnerabilities necessitate robust countermeasures to protect 
against potential exploits. 

The paper [19] describes the finite-size effects on the 
performance of continuous-variable measurement-device-in-
dependent quantum key distribution, offering a critical eval-
uation under practical conditions. Their study applies refined 
parameter estimation techniques to assess how finite data 
blocks impact the security key rate, showing a decrement in 
performance with reduced block sizes but maintaining oper-
ational viability over metropolitan distances with sufficiently 
large data sets. In the context of quantum cryptography, 
finite-size analysis refers to the study of the security of quan-
tum key distribution protocols when the number of transmit-
ted signals (or the size of the data set) is finite. In practice, the 
number of signals that can be transmitted is always limited, 
and this limitation can have significant implications for the 
security of the protocol. 

In the domain of cryptographic security, the work [20] 
stands out for its innovative approach to enhancing the 
nonlinearity of S-boxes, which are critical components in 
thwarting differential, linear, and algebraic attacks in mod-
ern cipher systems. This research introduces a novel method 
for constructing 8-bit S-boxes by leveraging the properties 
of smaller 4-bit S-boxes combined with finite field multipli-
cation. This technique not only addresses the challenge of 
generating S-boxes with nearly optimal cryptographic prop-
erties but also achieves an impressive nonlinearity value of 
up to 108. This development is significant as it contributes to 
the ongoing refinement of S-box construction methodologies, 
offering a promising avenue for developing more secure cryp-
tographic systems. While the study claims high nonlinearity 
values, it does not extensively compare the performance of 
the proposed S-boxes with widely adopted S-boxes such as 
those in AES or Camellia. Without empirical benchmarking, 
it’s difficult to evaluate practical superiority. The analysis 
heavily emphasizes nonlinearity but gives limited quantita-
tive treatment to differential uniformity and avalanche cri-
teria. These are equally crucial for resisting differential and 
statistical attacks. A broader set of metrics (e.g., algebraic de-
gree, linear approximation table) would enhance credibility. 

The [21] publication explores the integration of quantum 
mechanics with cryptography, focusing on the construction 
of robust cryptosystems using quantum spinning, rotation, 
and finite state machines. The authors suggest that by using 
the principles of quantum mechanics, specifically quantum 
spinning and rotation, and the mathematical model of FSM, 
it is possible to create a secure communication system. The 
proposed method involves using quantum spinning and rota-
tion to encode and decode information. The authors suggest 
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that by using the spin of particles to represent information, 
it is possible to create a secure communication system. The 
FSM is used to model the behavior of the quantum system 
and to ensure that the information is transmitted securely. 
In practice, this method is difficult to implement in real time. 

In the study [22], the authors explore cryptographic 
protocols in non-interactive settings using noisy channels. 
They extend previous work, focusing on the completeness 
of finite channels in cryptographic protocols where only 
one party speaks. Key findings from this work include 
demonstrating the completeness of bit-ROT (Randomized 
Oblivious Transfer) with inverse polynomial error, proving 
that no finite channel can realize string-ROT with negligible 
error, and characterizing finite channels capable of enabling 
zero-knowledge proofs. The assumption that bit-ROT can be 
complete under inverse polynomial error may be too lenient 
for practical applications, where negligible error (e.g., expo-
nentially small) is often the benchmark. This raises questions 
about the applicability of the completeness result in cryp-
tographic systems requiring stronger guarantees. 

In [23], authors address the critical issue of fault detection 
in cryptographic systems, particularly those that utilize finite 
field multipliers. While the paper acknowledges both acci-
dental and malicious faults, it does not clearly differentiate 
between the fault models used for testing or how the proposed 
architecture performs under targeted fault attacks (e.g., dif-
ferential fault analysis or glitch attacks). Although fault re-
silience is the main focus, real-world implementations must 
also account for side-channel attacks, especially in FPGA 
environments. The omission of any side-channel resistance 
assessment weakens the security robustness claim. 

In this work [24], authors present an innovative algebraic 
system called the Generalized Triangular Dynamical System to 
construct cryptographic permutations over finite fields. This al-
gebraic framework aims to systematically explore and optimize 
symmetric-key cryptographic functions, particularly over large 
odd prime fields, which are crucial in multi-party computation 
and zero-knowledge proofs. By integrating and extending var-
ious iterative design strategies like Substitution-Permutation 
Networks, Feistel networks, and Lai-Massey constructions, 
their approach provides a versatile tool for developing more effi-
cient cryptographic primitives. While the system is theoretically 
well-structured, the paper lacks a rigorous, empirical cryptana-
lytic evaluation of the generated permutations. The study does 
not provide detailed performance benchmarks (e.g., computa-
tional complexity, cycle count, gate area) for implementations of 
GTDS-based permutations. This omission makes it difficult to 
assess its real-world viability compared to existing lightweight 
and high-throughput ciphers. 

In the article [25], authors introduce a novel image cryp-
tography algorithm known as the Three-tier Image Encryp-
tion Algorithm (TIEA), which is designed to meet the rigor-
ous demands of confidentiality, integrity, and authenticity 
in image information security. Their approach utilizes finite 
field theory to apply Shannon’s cryptographic principles 
of confusion and diffusion effectively. The distinctiveness 
of TIEA lies in its intricate key stream generation pattern, 
which supports the creation of two subkeys aimed at enhanc-
ing the permutation processes associated with the crypto key. 
Despite invoking Shannon’s principles, the paper does not 
present measurable results such as NPCR (Number of Pixels 
Change Rate), UACI (Unified Average Changing Intensity), 
entropy analysis, or correlation coefficients standard metrics 
used to validate the effectiveness of image encryption. 

In summary, although numerous cryptographic schemes 
have utilized finite automata, ranging from transducer-based 
models like FAPKC to hybrid schemes such as DAFA and 
FSAaCIT. Such hybrid schemes several limitations persist. 
Many previous systems either lack formal reversibility guaran-
tees, have not demonstrated practical implementations for im-
age encryption, or rely heavily on non-composable automaton 
structures, limiting scalability and security strength. A variant 
of overcoming the corresponding difficulties can be conduct-
ing research using comprehensive empirical evaluation using 
standardized statistical methods such as NPCR, UACI, PSNR, 
or the NIST random set. Therefore, a gap remains in design-
ing a modular, symmetric cryptosystem based on reversible, 
information-preserving automata with validated performance 
through quantitative experimentation. 

3. The aim and objectives of the study

The aim of this study is to identify the efficacy of finite 
automata in cryptographic systems, with a particular focus 
on enhancing the security, robustness, and reliability of en-
cryption and decryption processes. 

To achieve this aim, the following objectives are accom-
plished:

– to perform detailed statistical evaluations using mea-
sures such as NPCR and UACI;

– to evaluate the algorithm’s resistance to noise attacks 
using the PSNR test with the addition of Salt and Pepper 
noise intensities of 0.01, 0.05, and 0.1 to encrypted images; 

– to investigate of resilience to occlusion attacks;
– to analysis of cryptographic strength via NIST tests.

4. Materials and methods 

4. 1. Object and hypothesis of the study
The object of this study is the use of finite automata, 

specifically CryptoAutomata, in cryptographic systems. This 
includes various forms such as Mealy automata, surjective 
finite automata, and information lossless automata, which 
are collectively referred to in the research as CryptoAutom-
ata. The research focuses on studying their structural and 
functional properties, in particular reversibility and compos-
ability, to improve the reliability, security and efficiency of 
encryption and decryption processes.

Research hypothesis of this study is the proposed symmet-
ric cryptographic system based on finite automata, specifical-
ly using Mealy, surjective, and information lossless automata 
will demonstrate superior encryption robustness, statistical 
randomness, and resilience to common cryptographic at-
tacks (differential, noise, occlusion), as evaluated by standard 
quantitative metrics such as NPCR, UACI, PSNR, and NIST 
tests, without incurring computational overhead. 

In conducting this study, several key assumptions were 
made to guide the design and evaluation of the proposed 
cryptographic system. It is proposed that reversible finite 
automata, in particular Mealy, surjective and lossless types, 
can serve effectively as cryptographic keys due to their deter-
ministic and invertible structures. The reversibility property 
ensures that encrypted data can be accurately decrypted 
without information loss. Furthermore, it is presumed that 
the composition of multiple finite automata increases the 
encryption system’s complexity and key space, thereby en-
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hancing resistance to cryptanalysis. The method assumes 
minimal computational overhead, as encryption and decryp-
tion are implemented via table lookups instead of arithmetic 
operations, supporting efficient execution. Standard gray-
scale images (e.g., Lena, Peppers, Mandrill) are considered 
representative benchmarks for evaluating system perfor-
mance and robustness. It is also assumed that established 
statistical metrics such as NPCR, UACI, PSNR, and the NIST 
randomness test suite are sufficient for validating the secu-
rity properties of the encryption system. The study adopts 
a symmetric encryption model, assuming that the same key 
can be reliably and securely used for both encryption and 
decryption within the automata-based framework.

To ensure the feasibility and focus of the proposed cryp-
tographic system, several simplifications were adopted in the 
study. Image encryption and decryption experiments were 
conducted exclusively on standardized grayscale images with 
a resolution of 512 × 512 pixels, simplifying the processing 
of input data. The encryption process is based entirely on 
lookup tables derived from automata transitions, avoiding 
arithmetic computations and thereby reducing computation-
al complexity. Additionally, encryption mechanisms employ 
sequential composition of reversible automata, assuming that 
such a structure maintains overall reversibility and avoids 
the need for designing single, highly complex automata. A 
fixed bit-delay is introduced during encryption and removed 
during decryption, providing an added layer of transforma-
tion without complicating synchronization. All evaluations 
rely on a consistent test dataset and standardized statistical 
metrics (NPCR, UACI, PSNR, and NIST randomness tests), 
and the cryptosystem is assessed in a controlled offline envi-
ronment without real-time communication protocols. These 
simplifications collectively allowed for a focused exploration 
of the automata-based cryptographic model while maintain-
ing clarity in implementation and analysis.

4. 2. Materials
The software implementation of the cryptosystem is written 

in the Python programming language. Various combinations of 
surjective finite automata, Mealy automata, and lossless automata 
were considered in this research work. For encryption, a compo-
sition was used different combinations of considered FA. To ob-
tain experimental data, grey images with a size of 512 × 512 pix-
els were taken from the database (https://sipi.usc.edu/ 
database): Mandrill, Peppers, Lena, Airplane.

The example is a Lena.tiff image with a size 
of 512 × 512 pixels. This image contains large areas with the 
same color. Fig. 1 shows that the encryption and decryption 
of images were successful.

a                    b                    c 

Fig. 1. Converting an image: a – original image;  
b – encrypted image; c – decrypted image

Fig. 1 illustrates the encryption and decryption pro-
cess applied to a grayscale image (Lena.tiff) of resolu-

tion 512 × 512 pixels. Subfigure (a) depicts the original im-
age, characterized by uniform color regions, making it 
suitable for testing visual data encryption. Subfigure (b) 
shows the encrypted version, which appears as noise-like 
and visually unrecognizable, indicating strong obfuscation 
of image features. Subfigure (c) presents the successfully 
decrypted image, which closely matches the original, thereby 
confirming the effectiveness and reversibility of the proposed 
cryptographic method.

4. 3. Methods
4. 3. 1. CryptoAutomata 
This section is devoted to the considered finite automata 

with output. Definitions of surjective automata, Mealy au-
tomata and information losslessness automata will be given. 
As is known, the main task of encryption is reversible trans-
formations of open text using keys. In our case, such keys 
are CryptoAutomata. Therefore, this class of automata must 
have the property of reversibility, in other words, the ability 
to restore the original sequence of symbols, knowing the out-
put sequence. Due to this property, it is possible to construct 
a reverse CryptoAutomaton, which will serve as a decoder. 
It is worth noting that finite automata can be subjected to a 
sequential composition operation and a completely new com-
positional finite automaton can be obtained that hides the 
original finite automata. The use of FA compositions allows 
increasing the reliability of finite-automaton cryptosystems 
by increasing the number of key states.

4. 3. 1. 1. Finite automata with outputs
Formally, a FA with output can be represented as a quin-

tuplet (1), where (2) is a finite alphabet of input symbols; (3) 
is a finite alphabet of output symbols; (4) is a set of internal 
states; (5) is the transition function; (6) is the output function:

= δ λ, , , , ,A Q X Y 				    (1)

{ }= 1 2, ,..., ,nX x x x 				    (2)

{ }= 1 2, ,..., ,nY y y y 				    (3)

{ }= 1 2, ,..., ,nQ q q q 				    (4)

× →δ : ,Q X Q 					    (5)

× →λ : .Q X Y 					    (6)

This formalism is typical for Mealy machines, where the 
output depends both on the current state and the current in-
put. The model is fundamental in automata theory and finds 
applications in various areas such as sequential logic design, 
formal language processing, and control systems.

4. 3. 1. 2. Mealy automata
An automaton is an abstract device that operates in 

discrete time t = 1, 2,… and so on. It turns out that at each 
moment of time t the automaton is in a certain state q1∈Q, 
receives a signal x1∈X at the input, outputs a signal y1∈Y 
according to the formula (7) and goes into a new state q1+1∈Q 
according to the formula (8):

( )= λ , ,t t ty q x 					     (7)

( )+ = δ1 , .t t tq q x 					    (8)
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In other words, the FA A (1), receiving the sequence (9) 
at the input, starting from initial state q1, goes through the 
sequence of internal states (10) and as a result of the machine 
operation, the output sequence (11) is obtained:

=α 1 2, ,..., ,nx x x 				    (9)

+=γ 1 2 1, ,..., ,nq q q 				    (10)

=β 1 2, ,..., .ny y y 				    (11)

Therefore, in the context of the system, the FA can be 
represented in the following form (12), this FA is the Mealy 
Automata [26]

( )
( )

+
 =
 =

δ
λ

1 , ,
, .

t t t

t t t

q q x
y q x

			   (12)

It is convenient to represent such finite automata in 
tabular form Table 1. The current state (CS) is listed in the 
rows, the input symbols are shown in the columns, and at 
the intersection of each row and column, the next state (NS) 
is indicated, with the output symbol separated by a comma.

Table 1

Finite automata with output 

CS
NS, yn

x1 … xn

q1 δ(q1,x1), λ(q1,x1) … δ(q1,xn), λ(q1,xn)
… … … …
qn δ(qn,x1), λ(qn,x1) … δ(qn,xn), λ(qn,xn)

Table 1 provides a tabular representation of a finite au-
tomaton with output, a Mealy machine. The table is struc-
tured to illustrate how the automaton transitions between 
states and generates outputs in response to given input 
symbols. This matrix form enables a compact and intuitive 
visualization of the behavior of the automaton for every pos-
sible state and input combination. It is particularly useful for 
simulation, implementation, or analysis of sequential systems 
in fields such as digital logic design and automata-based 
modeling.

4. 3. 1. 3. Surjective FA
A finite automaton (1) is called surjective if for any out-

put sequence y ∈ Y* there exists an input sequence x ∈ X* 
such that, for the initial state q0 ∈ Q, the automaton 𝐴, when 
reading the sequence 𝑥, produces the output sequence 𝑦. It’s 
mean, that for any y ∈ Y* there exists x ∈ X* such that: (13), 
where λ*(q0, x) is the output sequence of the automaton for 
the initial state q0 and the input sequence x [27]

( ) =λ *
0 , .q x y 					     (13)

In other words, surjective automata are finite automata 
that satisfy the conditions of surjective function, i. e. it is 
necessary and sufficient that in each row of the output table 
each output symbol occurs at least once.

4. 3. 1. 4. Information lossless finite automata
A lossless finite automaton is a type of finite autom-

aton that has the property of reversibility. In such an au-
tomaton, for any state and input symbol of the next state, 

the previous state and input symbol can be uniquely deter-
mined. This means that the automaton can be “rewound” 
without losing information about previous states and input 
symbols.

A finite automaton is said to be lossless (IL) if there is 
no state qi and no two different input sequences xn and 
wn (for n ≥ 1) such that (14), (15) [28]:

( ) ( )=λ λ, , ,n n
i iq x q w 				    (14)

( ) ( )=δ δ, , .n n
i iq x q w 				    (15)

Lossless automata with delay L are reversible automata 
where information about transitions is stored but can be re-
stored with some delay L, where L ≤ N/2.

4. 3. 1. 5. Weakly reversible FA
If (16) for (17) of FA (1), it is mean that γ = γ’ consequently 

this FA is called reversible. That is to say, FA A is reversible 
if and only if any input sequences ∀γ∈X* can be uniquely 
retrieved by λ(q,a) for ∀q∈Q [29]:

( ) ( )=λ γ λ γ, , ' ,q q 				    (16)

∀ ∈ ∀ ∈γ γ *, , ' .q Q X 				    (17)

A FA (1) is called reversible with delay τ, or τ-reversible, 
where τ – non-negative integer, if (18) the outputs coincide, 
i.  e. (19), then it follows that x = x’. In other words, it is possi-
ble to say that for ∀q ∈ Q, x ∈ X, and ∀α ∈ Xτ, the input x can 
be uniquely determined using the state q and λ(q, xα):

∀ ∈ ∀ ∈ ∀ ∈ τα α, , ' , , ' ,q Q x x X X 		  (18)

( ) ( )=λ α λ α, , ' ' .q x q x 				    (19)

Theorem 1 [30]: Let (1) be a Finite Automata. A is re-
versible if and only if GA (testing graph of A) has no circuit. 
Moreover, if GA has no circuit and the level of GA is ρ – 1, then 
A is reversible with a delay of ρ+1 and not invertible with a 
delay of τ for any τ ≤ ρ.

4. 3. 1. 6. Invert of FA
There are two FA (1) and (20), for (21), if for ∀α ∈ X*, 

there exists α0 ∈ Xτ such that (22) and (23), then (q-1,q) is 
called a pair with delay τ (a τ-pair) [12]. From this can be 
concluded that, automaton A-1 is called the inverse with delay 
τ to the automaton A if for ∀q ∈ Q, there exists q-1 ∈ Q-1 such 
that (q-1,q) is a τ-pair in A-1×A:

− − − −= δ λ1 1 1 1, , , , ,A Q X Y 			   (20)

− −∀ ∈ ∈1 1, ,q Q q Q 			   (21)

( )( )− − =λ λ α α α1 1
0, , ,q q 				    (22)

=α τ0 . 					     (23)

These expressions formalize the concept of an inverse 
automaton with delay, which plays a significant role in 
reversible computing, error correction, and information re-
trieval systems. It ensures that the behavior of the original 
automaton can be reconstructed, within a bounded lag, by an 
appropriately defined inverse system.
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4. 3. 1. 7. FA composition
Let two automata be given A1 automata (24) and A2 au-

tomata (25), where input for second automata is output of 
first automata (26). The composition of two automata is then 
defined as follows: C(A1, A2) (27), where automaton permuta-
tion functions (28) and (29):

= δ λ1 1 1 1 1 1, , , , ,A Q X Y 				    (24)

= δ λ2 2 2 2 2 2, , , , ,A Q X Y 				    (25)

=2 1,X Y 					     (26)

( ) = × δ λ1 2 1 2 1 2, , , , , ,C A A Q Q X Y 			   (27)

( ) ( ) ( )( )< > =δ δ δ λ1 2 1 1 2 2 1 1, , , , , , ,q q x q x q q x 		 (28)

( ) ( )( )=λ λ λ1 2 2 2 1 1, , , , ,q q x q q x

∈ ∈ ∈1 1 1 2 2, , .x X q Q q Q 		  (29)

This process defines how two automata can be combined 
into a single composite system, allowing for sequential pro-
cessing of input and intermediate output symbols.

4. 3. 2. Symmetric cryptosystem based of CryptoAu-
tomata

The framework of a symmetric cryptosystem within the 
context of finite automata will be outlined. Symmetric encryp-
tion is an encryption method that uses the same secret key to 
encrypt/decrypt information. Key generation, encryption, and 
decryption are main phase of cryptographic process [31]. 

Formally, a cryptosystem is a quintuplet [27] (30), 
where K – a finite set of keys, X* and Y* – a finite set of public 
and ciphertexts, respectively. Encryption is a mapping of (31), 
for k∈K*. Decryption is a mapping of (32) for k∈K*:

= * *, , , , ,k kC K X Y E D 				    (30)

( )→ ∈ ∈* *: , ,kE x y x X y Y 			   (31)

( )→ ∈ ∈* *: , .kD y x y Y x X 			   (32)

In addition, the following properties must be met:
– the mapping must be injective, i. e. (33);
– (34), where the union is taken over all (35):

( )( )∀ ∈ ∀ ∈ =* *, : ,k kx X k K D E x x 			   (33)

( )= * ,kY E x 					     (34)

∈ ∈ *, .k K x X 					     (35)

In our case, the keys are reversible finite automata. The 
key generation process is described below.

4. 3. 2. 1. Generation of surjective FA
According to their definition, surjective FA have the 

property of reversibility without delay.
The method of their construction is based on simple 

conditions, which allows for the rapid generation of even 
large FA. Additionally, due to its structure, the finite autom-
aton exhibits randomness, which over time enhances the 
quality of encryption:

1) generate a set NS for each element (NS, y) taking into 
account that the object, being in state Q, does not move to the 
same state Q;

2) generate a set y for elements (NS, y) such that both 0 
and 1 can exit from state Q. 

That is, it is possible to exclude the case when an object 
in state Q, both at x = 1 and at x = 0, returns the same ele-
ment y – only 1 or only 0.

An automaton with the elements listed in Table 2, which 
meet the specified conditions, is surjective and can be em-
ployed in a composition for subsequent encryption.

Table 2

Finite automata with output

CS
NS, yn

x = 0 x = 1
0 1.0 2.1
1 3.1 0.0
2 0.1 2.0
3 1.1 3.0

The algorithm for constructing an inverse automaton A-1 
to a surjective one is quite simple: (36), (37), where x is an 
arbitrary element from the set λ-1 (q, y), which, due to surjec-
tivity, is not empty:

( )− =λ 1 , ,q y x 					     (36)

( ) ( )− =δ δ1 , , .q y q x 				    (37)

An example of an inverse automaton to the automaton 
presented in Table 2 is shown in Table 3.

Table 3

Finite automata with output

CS
NS, yn

x = 0 x = 1
0 1.0 2.1
1 0.1 3.0
2 2.1 0.0
3 3.1 1.0

Table 3 exemplifies a well-structured inverse FA derived 
from a surjective automaton, maintaining reversibility, de-
terministic behavior, and enhanced randomness, all critical 
features for secure computational models, especially in cryp-
tographic contexts.

4. 3. 2. 2. Generation of a reversible Mealy automata
As is known, not all Mealy automata can have the prop-

erty of reversibility. In order to check the generated machine 
for reversibility, it is necessary to apply the algorithm “Re-
versibility test” described in [4, 32]. 

The essence of this test is as follows:
1) an automaton is constructed in tabular form, with a 

given number of states;
2) a testing table is constructed, consisting of 2 parts. The 

description of the construction of the testing table is given in [4];
3) a testing directed weighted graph G is constructed us-

ing the testing table from step 2;
4) the graph G from step 3 is checked for the presence of 

a cycle. If there is a cycle, then the FA is not a reversible au-
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tomaton with finite memory; if there is no cycle, then the FA 
is a reversible automaton with finite memory;

5) find the delay μ = l + 2, where l is the longest path of 
graph G.

The resulting reversible Mealy automaton is preserved and 
can be used as a component of a composite FA. The inverse 
automaton is constructed using the Kohavi algorithm [4].

4. 3. 2. 3. Generating information lossless FA
Lossless automata of order L = N/2 are generated accord-

ing to the algorithm presented by Olson [28]:

( ) +=δ 2,0i iq q  ( ) =λ ,0 1,iq 			   (38)

( )+ +=δ 1 2,0i iq q  ( ) =λ ,0 0,iq 			   (39)

( ) +=δ 3,1i iq q  ( ) =λ ,1 0,iq 			   (40)

( )+ +=δ 1 2,1i iq q  ( ) =λ ,1 1,iq 			   (41)

for = 1... .i N
In the case when i = N – 1, then the output and input 

functions are calculated as follows:

( )− =δ 1 1,0Nq q  ( )− =λ 1,0 1,Nq 			   (42)

( )− =δ 1 2,1Nq q  ( )− =λ 1,1 0,Nq 			   (43)

If i = N, then:

( ) =δ 1,0Nq q  ( ) =λ ,0 0,Nq 			   (44)

( ) =δ 2,1Nq q  ( ) =λ ,1 1.Nq 			   (45)

The value N = 2L, where L is set arbitrarily by the user. 
Next, let’s obtain a general representation of the autom-

aton without loss of information according to Olson accord-
ing Table 4.

Table 4

Information lossless FA

CS
NS, y

0 1
q1 q3,1 q4,1
q2 q3,0 q4,0
q3 q5,1 q6,0
q4 q5,0 q6,1
… … …
qi qi+2,1 qi+3,0

qi+1 qi+2,0 qi+3,1
… … …

qn-1 q1,1 q2,0
qn q1,0 q2,1

The inverse automaton had been constructed using Ol-
son’s algorithm [28].

4. 3. 2. 4. Construction of the composition of the FA
The main point of the composition of finite automata is that 

it allows connect two or more finite automata, representing 
another, separate automaton. The peculiarity of this autom-
aton is that the passage of an object through this automaton 

is comparable to the same as if the object passed sequentially 
through those automata from which the composition is built. 
An example of constructing a composition will be shown.

Two reversible finite automata are constructed in tabular 
form. The following FA were selected for this purpose and 
presented in Tables 5, 6.

Table 5

Finite Automata A1

CS
NS, y

x = 0 x = 1
0 1.0 0.0
1 0.1 1.1

Table 6

Finite Automata A2

CS
NS, y

x = 0 x = 1
0 0.1 1.1
1 1.0 0.0

According to the algorithm for constructing the compo-
sition of FA described above, let’s obtain C(A1, A2), shown 
in Table 7.

Table 7

FA C(A1, A2) composition

CS
NS, y

x = 0 x = 1
0 2.1 0.1
1 3.0 1.0
2 1.1 3.1
3 0.0 2.0

Table 7 exemplifies a systematic approach to automata 
composition, serving as a foundation for the design of high-
er-order automata-based systems.

4. 3. 2. 5. The process of encryption and decryption
A key advantage of a cryptosystem based on finite autom-

ata is that encryption and decryption can be implemented 
without the need for calculations. In the process of data 
encryption, the computer only needs to go through certain 
indices of the FA table.

As a result, to implement the encryption or decryption 
function, the following main parameters are fed to the input: 

– the data to be encrypted or decrypted (denoted as a bit 
stream. Example: 110101100101);

– finite automata table (types of finite automata are se-
lected arbitrarily to construct a composite finite automata);

– delay of finite automata;
– initial states for data encryption.
And a bit stream representing the encrypted bit sequence 

is obtained at the output.
The pseudocode for the data encryption algorithm using a 

finite automaton is presented below (Algorithm 1):

Algorithm 1. Data Encryption

Input: 
P – plaintext



73

Information and controlling system

Ld – number of delay
S0 – initial state
M(A0,A1,..Am) – set of invertible automata represented as 

matrix Nx4 (N-number of state)
m – number of automata
Output: 
C – ciphertext
Start
1. Select number of FA m that will participate in encryption
2. Choose m FA from set M
3. Calculate number of delay Ld = L0+L1+…+Lm
3. Construct composition C(A0,A1,..Am) 
4. Randomly generate w bits with length  =  Ld
5. Add w end to P (Pw  =  P+w)
6. Encrypt Pw by C(A0,A1,..Am) with initial state S0
Return ciphertext Cw
End

The decryption algorithm is not very different from the en-
cryption. The sole distinction lies in the delay stage. In the en-
cryption algorithm, the delay introduces additional bits at the 
end of the data before encryption, whereas during decryption, 
these extra bits are removed after the data has been decrypted.

Data decryption algorithm based on CrypoAutomata using 
pseudocode had been described in Algorithm 2. As is seen, the 
input parameters are the same as in the encryption algorithm:

Algorithm 2. Data decryption

Input: 	
 Cw - ciphertext
Ld – number of delay
S0 – initial state
C(A0,A1,..Am) – composition of FA
Output: 
P – plaintext
 Start
1. Construct invert of C(A0,A1,..Am)
2. Decrypt Cw by invert of C(A0,A1,..Am) with initial state  S0
3. Cut from decrypted Pw w bits
Return plaintext P;
End

Algorithm 2 leverages the principles of finite automata 
to systematically decrypt data by utilizing pre-defined state 
transitions. This decryption process is essentially an inver-
sion of the corresponding encryption method, aiming to 
retrieve the original data from its encrypted form efficiently. 
The algorithm’s emphasis on removing delay bits during the 
decryption phase ensures that the output precisely mirrors 
the pre-encrypted input, highlighting the deterministic na-
ture of finite automata in cryptographic applications.

5. Results of the development of the CryptoAutomata 

5. 1. Differential attack resistance analysis us-
ing NPCR and UACI metrics 

The statistical measures known as NPCR (Number of 
Pixel Change Rate) and UACI (Unified Average Changing 
Intensity) are utilized to assess the robustness of image en-
cryption techniques against various forms of attacks [33]. 
Differential attacks exploit the sensitivity of encryption meth-
ods to minor alterations in the input image. A substantial 

visual difference between the original and encrypted images 
enhances the difficulty for an attacker to distinguish between 
them. These metrics can be calculated as follows:

( )
= =

=
× ∑∑ , ,

1 1

1NPCR 1 , 2 ,
W H

i j i j
i i

D C C
W H

		  (46)

= =

= −
× ∑∑ , ,

1 1

1UACI 1 2 ,
W H

i j i j
i j

C C
W H

		  (47)

C1 and C2 are two encrypted images, W and H are im-
age’s size. ( ), ,1 , 2i j i jD C C  can be expanded as

( )  ==  ≠

, ,
, ,

, ,

0, if 1 2 ,
1 , 2

1, if 1 2 .
i j i j

i j i j
i j i j

C C
D C C

C C
			  (48)

Table 8 presents the NPCR and UACI values for the input 
images, demonstrating the proposed method’s values be-
tween the proposed method and existing approaches.

Table 8

This analysis compares the NPCR and UACI values of this 
algorithm with other algorithms to assess its resistance to 

differential attacks

Image Algorithms NPCR UACI

Lena

Proposed method 99.6117 33.4843
Ref [34] 99.6091 33.4598
Ref [35] 99.597 28.07
Ref [36] 99.5893 33.5541

Mandrill

Proposed method 99.6151 33.5042
Ref [34] 99.6161 33.4693
Ref [35] 99.688 29.284
Ref [36] 99.5893 33.5541

Peppers

Proposed method 99.5960 33.4882
Ref [34] 99.6063 33.4626
Ref [35] 99.489 31.934
Ref [36] 99.5893 33.5541

Airline

Proposed method 99.5590 33.2348
Ref [34] 99.5987 33.4582
Ref [35] 99.596 19.904
Ref [36] 99.5893 33.5541

This Table 8 compares the proposed encryption meth-
od with three other referenced methods [34–36] across four 
different images: Lena, Mandrill, Peppers, and Airline. For 
Lena the proposed method shows an NPCR of 99.6117 and a 
UACI of 33.4843, indicating strong resistance to pixel change 
attacks. [35] shows a notably lower UACI of 28.07, suggesting 
lesser resistance compared to the proposed method and other 
references. For Mandrill the proposed method and [34] show 
very similar NPCR values, with [34] slightly higher, implying 
very subtle differences in performance. [35] records the highest 
NPCR of 99.688 but a lower UACI of 29.284, indicating high 
sensitivity to pixel changes but less average intensity variation. 
For Peppers the proposed method has an NPCR slightly below 
that of [34], which suggests a marginally lesser sensitivity to 
differential changes. [35] shows significantly lower values for 
both NPCR and UACI, indicating the weakest resistance among 
the tested algorithms for this image. For Airline the proposed 
method shows the lowest NPCR and UACI for this image 
set, suggesting a need for further optimization to enhance its 
resistance to differential attacks. [36] again shows a notably 
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low UACI of 19.904, significantly lower than other algorithms, 
underscoring its lower performance in modifying pixel in-
tensity on average. This analytical summary highlights the 
relative performance of each algorithm in resisting differential 
cryptographic attacks, providing essential insights into their 
efficacy. Such comparisons are crucial for understanding algo-
rithmic strengths and weaknesses, guiding further development 
and refinement in cryptographic techniques. This comparative 
analysis is crucial for understanding the relative performance of 
different encryption algorithms in resisting differential attacks, 
providing insights into their effectiveness in real-world applica-
tions where security and data integrity are critical.

5. 2. Robustness evaluation under Salt-and-Pepper 
noise attack 

A noise attack is a common type of adversarial strategy 
employed to assess the robustness of image encryption algo-
rithms. In a noise attack, random noise is intentionally intro-
duced into the encrypted image, for example salt and pepper 
noise. In our experiment, different densities noise attacks are 
shown. The intensity of 0.01, 0.05 and 0.1 of Salt and Pepper 
Noise are added to the encrypted images. Table 9 presents the 
PSNR values for the decrypted images. The results of this test 
indicate that the PSNR value exceeds 30 dB when subjected to 
Salt and Pepper Noise. The formula PSNR defined following

( ) ( ) ( )( )
= =

×
=

× −∑∑
2

1 1

255 255PSNR 10lg ,
1/ , ' ,

W H

i j

W H P i j P i j
	 (49)

where P(i, j) – the pixel of the original image in position i and j, 
P’(i, j) – the pixel of the distorted or restored image in position 
i and j. Fig. 2 shows the experimental results of Lena’s plain 
image and decrypted image with Salt and Pepper noise.

Table 9 presents the results of an experimental evaluation 
designed to assess the robustness of an image encryption and 
decryption system against noise attacks, specifically Salt and 
Pepper Noise. In this type of attack, random black-and-white 
pixels are introduced into the encrypted image to simulate ad-
versarial perturbations. The primary objective of the experiment 
is to determine how well the decryption process can recover the 
original image when subjected to varying levels of noise.

Table 9

Show the PSNR values when salt and pepper noise are added 
to the decrypted image

Image 0.01 0.05 0.1
Lena 44.8438 36.5759 35.0634

5. 3. Occlusion attack resilience assessment through 
block-wise data loss simulation 

Fig. 3 shows decrypted images after lost data. An Occlusion 
Attack in image processing typically involves deliberately ob-
scuring parts of an image to test or manipulate the behavior of 
image processing algorithms, particularly those used in security 
or data recovery. When applying this to decrypted images that 
have lost data, the aim could be to evaluate how robust decryp-
tion algorithms are to data loss, or to simulate how such images 
might be reconstructed or recovered.

Fig. 3 illustrates the effects of data loss in encrypted images 
upon decryption, categorized by varying block sizes. The im-
ages are decrypted versions of an original image that has been 
subjected to simulated data loss in blocks of sizes 8 × 8, 16 × 16, 
and 32 × 32 pixels. Top Row (a, b, c) represents complete image 
data loss with noise-like patterns, indicating total corruption 
or the absence of recoverable data. Second row of a shows the 
decrypted results from data loss at 8 × 8 pixel blocks.

a

b

 

     
  

 

     
  a b c

d                               e                               f 

Fig. 2. Robustness against noise attack: a – encrypted image 
with 0.01 salt and pepper noise; b – encrypted image with 

0.05 salt and pepper noise; c – encrypted image with 0.1 salt 
and pepper noise; d – decrypted image with 0.01 salt and 

pepper noise; e – decrypted image with 0.05 salt and pepper 
noise; f – decrypted image with 0.1 salt and pepper noise
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Fig. 3. Illustration of decrypted images after lost data:  
a – with blocks 8 × 8; b – with blocks 16 × 16;  

c – with blocks 32 × 32
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Each image progressively displays the increasing impact of 
occlusion. While a1 has minimal visible occlusion, b1 and c1 
display single pixel occlusions in different locations, highlight-
ing the precise impact of data loss on decryption. First row of b 
similar to the top row, it shows complete image data loss at a 
noise level but with larger block sizes (16 × 16). Second row of b 
depicts 16 × 16 pixel block occlusions upon decryption. Com-
pared to the 8x8 blocks, these occlusions are more prominent, 
demonstrating a more significant degradation in the image 
quality and decipherability. First row of c displays further scaled 
up noise patterns representing total data loss for the largest 
block size (32 × 32). Second row of c showcases the decrypted 
images with 32 × 32 pixel blocks of occlusion. The depicted 
results clearly demonstrate the scale of impact depending on the 
size of the data loss blocks. As the block size increases, the occlu-
sion becomes more disruptive, thus affecting the image’s usabil-

ity and visual integrity post-decryption. This experiment can be 
critical for understanding and improving cryptographic resil-
ience against data corruption or targeted data removal attacks.

5. 4. NIST test results
The NIST statistical tests were developed by the Informa-

tion Technology Laboratory, a part of the National Institute 
of Standards and Technology. The suite consists of 15 differ-
ent tests that evaluate the randomness of binary sequences. 
Based on various statistical properties of random sequences, 
passing which, positive results of these tests indicate good 
cryptographic resistance [37]. In other terms, NIST statistical 
tests are adept at evaluating the randomness of encrypted 
data, which is a primary sign of robust encryption.

Table 10 contains the results of NIST statistical tests on 
the experimental image named Lena.

Table 10

NIST results

Test name P-Value Conclusion
1. Frequency test 0.0459339227971131 True

2. Block frequency test 0.2906437702767687 True
3. Run test 0.3290546165467799 True

4. Run test (longest run of ones) 0.413555884378768 True
5. Binary matrix rank test 0.6923433155597949 True

6. Discrete Fourier transform (spectral) test 0.9414774452839101 True
7. Non-overlapping template matching test 0.0153780652805539 True

8. Overlapping template matching test 0.7651577376589505 True
9. Universal statistical test 0.5766279701371697 True
10. Linear complexity test 0.0493598386854056 True

11. Serial test 0.7462922803679235 True
12. Approximate entropy test 0.505780758515081 True

13. Cumulative sums (forward) 0.0553307724029172 True
13. Cumulative sums (backward) 0.0553307724029172 True

14. Random excursion test
STATE xObs P-Value Conclusion

–4 7.718450645564349 0.1724502217745767 True
–3 7.523284210526316 0.1845393715420106 True
–2 5.124756335282651 0.4008454081449354 True
–1 3.1578947368421053 0.6756579921494642 True
1 3.5263157894736845 0.6194095092280941 True
2 5.63417803768681 0.3434569605505082 True
3 5.22117894736842 0.3894879881686620 True
4 3.883864179398935 0.5662550544355305 True

15. Random excursion variant test
STATE COUNTS P–Value Conclusion

–9.0 211 0.0079131790048760 False
–8.0 155 0.0980314574802094 True
–7.0 136 0.1770917561891871 True
–6.0 125 0.2307869488479882 True
–5.0 120 0.2341943048792145 True
–4.0 113 0.2566654676647206 True
–3.0 108 0.2457387003398492 True
–2.0 106 0.1600573462319449 True
–1.0 90 0.2561449666035268 True
+1.0 76 1.0 True
+2.0 95 0.3735966374564359 True
+3.0 94 0.513802293806963 True
+4.0 80 0.9024017855981159 True
+5.0 86 0.7868763596160389 True
+6.0 81 0.9026780651217505 True
+7.0 65 0.8045547988441902 True
+8.0 62 0.7693710146499217 True
+9.0 79 0.952938798134652 True
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The results of all tests confirm that the encrypted image 
has a high degree of randomness and meets the cryptograph-
ic strength criteria.

6. Discussion on the security, robustness, and 
randomness performance of the proposed 

CryptoAutomata encryption system 

The presented CryptoAutomata encryption method was 
evaluated through rigorous experimentation, focusing on its 
resistance to differential attacks, robustness against noise 
perturbations, occlusion attack resilience, and compliance 
with statistical randomness standards. The differential at-
tack resistance, measured by NPCR and UACI demonstrated 
high resilience. As shown in Table 8, NPCR values ranged 
between 99.5590% and 99.6151% across different test images, 
indicating exceptional sensitivity to input variations. The 
UACI values ranged from 33.2348 to 33.5042, affirming 
strong intensity variation responses. Compared with existing 
algorithms, the proposed method showed competitive re-
sults, particularly outperforming reference [35] significantly 
in UACI metrics, indicating enhanced cryptographic security 
against differential cryptanalysis.

Robustness evaluation under Salt-and-Pepper noise fur-
ther highlighted the encryption method’s reliability. As 
shown in Table 9, PSNR values recorded were 44.8438 dB, 
36.5759 dB, and 35.0634 dB for noise intensities of 0.01, 
0.05, and 0.1 respectively. All results remained above the ac-
ceptable threshold of 30 dB, confirming that the decryption 
process effectively recovers the original image, maintaining a 
high level of fidelity even under significant noise interference. 
Occlusion resilience testing via simulated block-wise data 
loss demonstrated the method’s vulnerability to larger oc-
clusion blocks. As shown in Fig. 3, minimal degradation was 
observed at smaller occlusions (8 × 8 blocks), but a noticeable 
deterioration in image quality and decipherability appeared 
with larger occlusion blocks (16 × 16 and 32 × 32 pixels). This 
outcome underscores the need for further optimization of the 
method to handle extensive data loss effectively.

The comprehensive randomness assessment using the 
NIST test suite provided strong evidence of cryptographic 
strength. As shown in Table 10, proposed method passed 
all fundamental statistical randomness tests, affirming that 
encrypted outputs possess sufficient randomness and unpre-
dictability, essential attributes for secure encryption.

Overall, the results validate the CryptoAutomata method 
as a robust encryption solution, emphasizing its suitability 
for secure image transmission and storage, while also high-
lighting areas for improvement, specifically in enhancing 
resilience to substantial data loss scenarios.

While the proposed CryptoAutomata-based encryption 
method demonstrates high levels of statistical robustness, 
noise resistance, and differential attack resilience, several 
limitations were identified during the evaluation process that 
provide clear guidance for future research directions. Perfor-
mance inconsistencies were observed across different test 
images. For example, the image “Airline” yielded the lowest 
NPCR and UACI values among the dataset, suggesting that 
the algorithm’s effectiveness may depend on specific image 
characteristics. Such variability limits the general applicabil-
ity of the method without further adaptation.

To address limitations, several future research directions 
are proposed. First, enhancing the algorithm’s robustness 

against occlusion attacks through the integration of redun-
dancy mechanisms or error correction codes could improve 
its resilience in adverse conditions. Second, implementing 
adaptive parameter tuning based on the structural properties 
of input images may standardize encryption quality across di-
verse visual datasets. Transitioning from a simulation-based 
evaluation to real-time and hardware-oriented testing on 
platforms such as FPGA or microcontrollers would provide 
insights into the algorithm’s practical feasibility, power effi-
ciency, and scalability for embedded and IoT systems.

7. Conclusions 

1. The proposed CryptoAutomata encryption algorithm 
demonstrated high resistance to differential attacks, as 
confirmed by NPCR and UACI metrics. The NPCR values 
consistently exceeded 99.55% across tested images, indicat-
ing strong sensitivity to pixel alterations, essential for robust 
encryption. The UACI metrics, generally above 33%, further 
confirmed the algorithm’s effectiveness in producing signif-
icant average intensity variation, thus enhancing resistance 
to differential cryptanalysis. However, variability in NPCR 
and UACI across different images, notably the relatively low-
er performance observed for the “Airline” image, suggests 
further optimization is needed to achieve uniformly robust 
security performance.

2. The evaluation of robustness against Salt-and-Pepper 
noise attacks revealed that the CryptoAutomata algorithm 
maintained strong image recovery capabilities. With PSNR 
values consistently exceeding the 30 dB threshold, including 
notable performances at 44.84 dB, 36.58 dB, and 35.06 dB for 
respective noise densities of 0.01, 0.05, and 0.1, the method 
exhibited significant resilience. These findings underscore the 
practical applicability of the proposed algorithm in noisy trans-
mission environments, affirming its reliability in maintaining 
decrypted image integrity despite external perturbations.

3. The assessment of resilience against occlusion at-
tacks through block-wise data loss simulations demonstrat-
ed clear limitations in the proposed method’s performance. 
While minimal degradation was observed for small occlu-
sion blocks (8 × 8 pixels), the visual quality and decipherabil-
ity significantly deteriorated with larger block sizes (16 × 16 
and 32 × 32 pixels). This vulnerability indicates an essential di-
rection for future development, emphasizing the need for the in-
tegration of advanced error-correcting or redundancy strategies to 
enhance algorithm robustness against extensive data corruption.

4. The proposed encryption method exhibited strong 
cryptographic strength according to NIST statistical ran-
domness tests. Successfully passing 14 out of 15 rigorous sta-
tistical tests confirmed the high randomness and unpredict-
ability of the encrypted data, critical for secure encryption. 
Nevertheless, the failure of the Random Excursion Variant 
Test specifically at state –9.0 highlights a potential area 
for improvement. Achieving full compliance with all NIST 
test criteria would reinforce the algorithm’s credibility and 
suitability for stringent cryptographic applications, ensuring 
comprehensive randomness and security.
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