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The object of research is the pro-
cess of psychological influence on the
target audience of gamers using infor-
mation technologies. The problem of
the lack of effective methods for assess-
ing and correcting the psychophysi-
ological state of players was solved.
The proposed method of psychologi-
cal influence on the target audience
of gamers provides for the study of
aspects of the use of interactive plat-
forms in psychological operations
and educational platforms based on
gaming technologies. The features of
the proposed method and the results
obtained consist in taking into account
the types of the target audience and
influencing this audience by appropri-
ate methods through the information
content of a computer game. The meth-
od, which is based on the developed
stochastic model, allows predicting the
behavior of users of information tech-
nology - a computer game. The results
of the study show that for the effec-
tive use of information technologies
to increase the effect of psychological
influence, it is necessary to adapt the
information content to the peculiar-
ities of perception of different types
of gamers target audience. The pro-
posed method provides in the dynam-
ics of creating the prerequisites for
the formation of a method of psycho-
logical influence on target audiences
of gamers using modern information
technologies. The developed method
should be implemented in the follow-
ing conditions for the use of infor-
mation technologies: organizational
(orientation on the desired audience);
technical (requirements for comput-
er equipment, software, etc.); social
(introduction to game scenarios of the
distribution of the game environment
and game characters to different cat-
egories of social groups). The predict-
ed psychological effects when using
a computer game have been formed:
emotional impact; increased motiva-
tion; formation of critical thinking;
technical recommendations
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1. Introduction

get audience (TA), especially young people [3]. Special atten-

Information warfare in the information space has be-
come a prerequisite for achieving not only political but also
military goals [1, 2]. Information technologies in the form of
popular computer games have a significant impact on the tar-

tion should be paid to interactive content (IC) and the possi-
bilities of conducting psychological influence measures (PsI),
aimed at performing psychological actions when conducting
psychological operations (PsO) to influence specific TA of
the enemy [4]. It is advisable to analyze approaches to con-




tent development, approaches to assessing the effectiveness
of its psychological impact. The results of assessing the
effectiveness of the impact of information content on the psy-
chological state of the target audience allow to develop rec-
ommendations for the use of information technologies when
conducting PsO. The mechanism of integrating narratives
into information technologies for changing public sentiment,
forming patriotic beliefs, and countering hostile propaganda
using the example of computer games is analyzed.

In the struggle for dominance in the information space,
the question arises of using modern information and com-
munication and digital technologies, interactive platforms
and media to influence the target audience. As a rule, young
people form the basis of the target audience — computer game
players and quickly perceive the achievements of modern
information technologies. Therefore, for example, this type
of target audience corresponds to the potential mobilization
resource of both one’s own state and the enemy’s state. This
determines the relevance of developing a model of PsI on the
enemy’s target audience, based on the use of information
technologies.

2. Literature review and problem statement

The paper [5] examined the role of personality and psy-
chological state in problematic Internet gaming. However,
the study has a number of limitations. First, the cross-sec-
tional design does not allow for the establishment of causal
relationships between personality traits, psychological fac-
tors, and gaming behavior. Second, the selection of partici-
pants through advertising could have led to sample bias,
particularly in the group of frequent gamers. In addition, the
lack of a detailed analysis of game genres or the social context
of the game limits the generalization of the results. Despite
the high accuracy of the proposed model, the authors did not
provide a complete description of the psychometric instru-
ments used, which makes it difficult to assess the reliability
of the conclusions obtained. The possible influence of exter-
nal stressors, such as the pandemic, which can change both
psychological state and gaming behavior, was also not taken
into account. Finally, the clinical group was formed on the
basis of self-referral to the hospital, which does not guarantee
representativeness for all problem gamers. Analysis of the
results of work [6] in the field of research on information
technologies and information content indicates insufficient
research into the process of their influence on the target au-
dience during PsO. In particular, the issues of forming patri-
otic sentiments, neutralizing hostile propaganda, and achiev-
ing political and military goals using information technologies
and information content have not been sufficiently re-
searched. In [7], aspects of the influence of CG on human
brain activity are presented, namely: improvement of the
thinking process, reaction speed and decision-making skills.
It has been proven that interactive digital environments acti-
vate the prefrontal cortex and hippocampus in the human
brain, which provide improved memory, spatial orientation
and cognitive flexibility. This is accompanied by structural
changes in the brain, which in parallel affects the reduction
of critical thinking and increased susceptibility to manipula-
tive narratives, which contributes to the influence on the
target audience. However, issues related to the development
of effective models of psychological influence on the target
audience with the involvement of CG remain unresolved.

In [8], the concept of CG as an information technology tool
that provides an immersive experience and forms social nar-
ratives is proposed. The results of the study confirm that CG
not only transmit information, but also create interactive
content that affects the emotional perception of reality, con-
tributes to the deep involvement of the player, emotional
connection with the plot and identification with the charac-
ters. It is noted that addiction to games correlates with a de-
crease in social activity, increased excitability and the forma-
tion of new behavioral patterns. However, the authors do not
consider the issue of evaluating CG as an element of psycho-
logical influence on the target audience - players. In [9], it is
stated that CG significantly affect the psychophysiological
state of players, in particular, include emotional involvement,
increase the level of anxiety, influence cognitive processes
and social interaction. This is the approach used in [10]. Tak-
ing into account the neuropsychological aspects of CG, spe-
cialized scenarios of influence through game mechanisms,
characters and plot elements have been developed that con-
tribute to the implementation of long-term PsI on the CA -
users. But in works [9] and [10], issues related to the identifi-
cation of PsI on the enemy’s CA, with a neutral impact on
neutral CA, remained unresolved. In the work, gamers from
states that are not part of the coalition of one of the opponents
are taken as neutral CA. The reasons for this are the lack of
research results in the works on predicting PsI on the CA and
determining its behavior model after impact. The results of
research on the speed of cognitive analysis of players, adapta-
tion to changing conditions, and making optimal decisions
during the game are given in work [11]. The integration of
narrative structures into the gaming experience helps to
strengthen the emotional interaction of the target audience
with the virtual environment, which contributes to a stable
cognitive fixation on given concepts. This allows using video
game content as an effective tool for modifying the con-
sciousness of players, consolidating certain ideological atti-
tudes and forming long-term beliefs. The disadvantage of this
work is the lack of results of practical use of the theoretical
justification of the impact on players - the authors do not
consider CG as a tool of PSV on the enemy’s target audience.
In [12], the influence of CG on cognitive development and
modification of states of consciousness was determined as
key factors in the formation of perceptual and behavioral
patterns in digital interactive environments. The results of
the study substantiate that CG act as a powerful module of
cognitive plasticity, contributing to deep sensory integration,
increasing the selection of attention, and strengthening exec-
utive functions. The use of gamification mechanisms, im-
mersive narrative design, and algorithmic modeling of adap-
tive behavior creates the prerequisites for semantic
representations of the player, which is a means of transform-
ing worldview orientations within hybrid information con-
flicts. All this gives grounds to argue that it is advisable to
conduct research devoted to the development of a model of
psychological influence on the target audience as a tool of
information warfare. The study [13] has a limited sam-
ple (n = 18), which makes it difficult to generalize the results
to wider gaming audiences. The analysis focuses only on the
short-term impact of video games, without taking into ac-
count possible long-term psychological changes. There is no
consideration of players’ motivations, which is key for target-
ed psychological impact. The role of game mechanics, plot, or
visual style as factors of influence is not analyzed. Individual
sensitivity to content and the psychotype of the player are



also ignored. These limitations reduce the applied value of
the study for developing methods of influencing target audi-
ences of gamers using information technologies. The results
of [14] are based on a small sample (28 people), which limits
the possibility of generalizing the results. The main method-
ology - focus groups - has a risk of bias due to group dynam-
ics and subjectivity of statements. There is no quantitative
analysis, which reduces the accuracy in identifying patterns
in the development of problematic gaming behavior. The re-
search focuses mainly on the negative aspect of addiction,
and does not consider the potential of video games to have
positive, targeted psychological effects. It does not analyze
the role of specific game genres, mechanics, or design ele-
ments that may cause or exacerbate problematic behavior. In
addition, there is no consideration of how modern informa-
tion technologies (e.g., personalization algorithms or adap-
tive content) may influence the formation of psychological
addiction. Research [15] focuses on clustering players accord-
ing to psychological characteristics, but does not take into
account the dynamics of typologies changing over time under
the influence of external information stimuli or technological
interfaces. Although the sample is large and international, its
distribution by age, culture, or level of gaming experience is
not disclosed, which limits the interpretation of the results
for specific target groups. There is no analysis of specific
games or genres that could differently affect immersion or
avoidance, which is important for targeted psychological in-
fluence. The article does not consider how modern technolo-
gies, such as algorithmic personalization, game stimuli, or
social interaction in the network, modulate the type of player
behavior. In addition, no practical recommendations are pro-
vided on information technology tools for adapting or cor-
recting the identified typologies within the framework of
psychological influence. [16] focuses mainly on the commer-
cial behavior of gamers, ignoring the deeper psychological
aspects that underlie repeated purchases. There is no analysis
of the emotional or cognitive impact of aesthetic design on
users, which limits understanding of psychological impact.
Social context, including the influence of norms or group
identity, is not taken into account, although it can significant-
ly influence player behavior. The use of snowball sampling
calls into question the representativeness of the data. The
typology of players does not consider their motivation or psy-
chological profiles, which are important for personalized
impact. It also ignores the possible development of addiction
or other long-term consequences of repeat purchases.

The relevance and practical significance of this study
are also confirmed by the results of works [17, 18]. Thus,
in work [17] it is shown that gamers of the Russian Federa-
tion (RF), who are a potential significant target audience for
Psl, constitute a significant segment of the global gaming
community. According to statistics, the Ukrainian CG -
STALKER, has achieved significant success. It was deter-
mined that this IC is highly popular among gamers of the
former CIS countries [17]. Gamers in the RF are active con-
sumers of online games and sensitive to PsI due to game ele-
ments that support narratives and influence the moods and
social behavior of the target audience. In work [18] the scale
of the target audience - players were investigated. It is shown
that there are more than 3.2 billion gamers in the world, of
which 1.17 billion actively play online, and this number is
constantly growing [18]. Mobile games account for 60% of the
total number of computer games. Young people, in particular
generation “Z”, are the main audience, which indicates open-

ness to interactive content and a high level of involvement.
All this gives grounds to argue that it is advisable to test the
proposed model of psychological influence on the example of
the STALKER CG.

In [19], key aspects of the use of game-based learning
in computer science, the methods of which are integrated
through CG, are identified. The paper presents a trend to-
wards the growth of object-oriented programming (58% of
the analyzed studies) and educational thinking (42%). The
implementation of such approaches in learning may include
the development of games with feedback, adaptive plots and
teamwork mechanics. Games such as “Capture the Flag” or
“Privacy Awareness Games”, created to increase cybersecu-
rity awareness among adolescents, demonstrate the effec-
tiveness of interactive methods in learning. However, the
paper does not contain results on the study of the emotional
and psychological impact on the target audience (players)
depending on the storylines and national flavor of the gaming
platform.

Thus, the main unresolved issues in the field of research
are the lack of effective methods for assessing and correcting
the psychophysiological state of players. Substantiation of
the neuropsychological aspects of computer games allows to
reveal new prospects for the application of technologies in the
development of cognitive and emotional characteristics of a
person (target audience). This makes the research aimed at
developing a method of psychological influence on the target
audience - gamers — relevant.

3. The aim and objectives of the study

The aim of the study is to develop a method of psychologi-
cal influence on the target audience of gamers using informa-
tion technologies. The practical use of the method will allow
to substantiate a complex of information technologies for
carrying out psychological influence on the enemy through
the target audience of gamers.

To achieve the aim of the study, it is necessary to solve the
following objectives:

- to develop a stochastic model based on the theory of
random graphs of psychological influence on the target au-
dience of gamers;

- to formulate the stages of the method of psychological
influence on the target audience of gamers;

- to evaluate the effectiveness of the method of psycho-
logical influence.

4. Materials and methods

The object of the study is the process of psychological
influence on the target audience of gamers using information
technologies.

The main hypothesis of the study is the assumption that
modeling the adaptive behavior of players provides the devel-
opment of measures to promote the effectiveness of psycho-
logical influence on specific target audiences of the enemy.

A simplification was made regarding the sufficiency of
using available data on gaming communities that communi-
cate in open information systems. These data are sufficient
for an adequate analysis of the psychological state of the tar-
get audience and for substantiating methods of influencing a
change in this state.



The following methods are used to solve the research
problems:

- to develop a model of psychological impact on target
audiences of gamers, methods of random graph theory are
used. Random graph theory studies the properties of graphs
that appear randomly, according to a certain probability
distribution. This theory studies what properties are usually
found in random graphs and how their probabilities change
with changing model parameters. Therefore, the application
of random graph theory will allow to adequately describe the
stochastic nature of random processes of the model of psy-
chological impact on target audiences of gamers;

- to develop a method of psychological influence on the
target audience of gamers, methods of the theory of statisti-
cal analysis. Statistical analysis allows to draw conclusions
and predict patterns in mass phenomena. Statistical analysis
includes probability theory, statistical study, and other math-
ematical models based on the analysis of statistical data. The
results of statistical analysis of the behavior of gamers (target
audience) depending on the information content allow to
develop a method of psychological influence on the target
audience of gamers;

- to assess the effectiveness of the developed method of
psychological influence, methods of the theory of effective-
ness. The theory of effectiveness allows to assess the degree
of achievement of the desired result, that is, the result of
influencing gamers (the target audience) in order to change
their psychological state.

Analytical generalization of the research results and sci-
entific and methodological literature in the field of studying
the psychological impact on the target audience allowed
to form the following elements of the taxonomy of method
development. For this purpose, the following methods of sep-
arating the elements of the taxonomy were used:

- comparison method to find common features of target
audiences;

- hierarchy methods for classifying gamers and target
audiences by degree of affinity and membership in gaming
groups (environments, communities);

- multivariate analysis to use statistical methods to iden-
tify dependencies between features and classify information
according to these dependencies;

—a method of classifying information about gaming
groups (environments, communities), for example, arti-
cles (websites) by keywords, tags, categories, etc.

The listed separation methods allowed to form the ele-
ments of the taxonomy used in the development.

Social integration of gamers. Online communities, such as
Discord, are an important communication channel (CC) for
gamers to interact with, which can be used to distribute PsI ma-
terials, highlighting the potential of CG as a means of mass CC.

Psychological aspects. Gamers often turn to CG for stress
relief and socialization. Influence through games allows for
the integration of manipulative elements into content that af-
fect a person’s emotional state and decision-making process.

Regional features. It is important for Ukraine to use gaming
platforms to form a favorable international image and conduct
counter-propaganda activities against the Russian Federation.

Financial opportunities: Using games with monetization
features (e.g., embedded advertising) provides financial sup-
port for PsO.

Immersion effect and interactivity. The popularity of the
game, which is designed for a large (in terms of number) tar-
get audience, ensures a high level of engagement, and VR tech-

nologies add a presence effect to gamers, which helps create
specialized scenarios with PsI on the enemy’s target audience.

Thus, the significant potential of using information tech-
nologies and interactive content in conducting psychological
operations is based on the integration of patriotic and ideo-
logical narratives into information technologies. And also,
through popular computer games, it contributes to changing
the attitude of players to certain events, strengthening critical
thinking and forming new behavioral patterns.

5. Results of developing a method of psychological
influence on target audiences of gamers using modern
information technologies

5.1. Development of a stochastic model based on
random graph theory of psychological impact on target
audiences of gamers

Modern conflicts are accompanied by the use of PsO as
a tool that supports the achievement of political and military
goals [20]. In the context of large-scale armed aggression of
the russian federation against Ukraine, the search and use of
new tools to increase the effectiveness of PsO against a spe-
cific target group of the enemy is particularly relevant. Thus,
CG is a promising communication channel through which
PsO is implemented in a new, interactive format. Let’s con-
sider this on the basis of the widespread CG - STALKER [21],
which was developed by the Ukrainian studio GSC Game
World and, thanks to its interesting storyline, can be used
to implement PsO when conducting psychological actions
and psychological operations. The leadership of the Defense
Forces of Ukraine is also considering the possibility of using
interactive platforms to counter the spread of disinformation
and Russian information influences, for example, to prevent
mobilization activities in Ukraine [7, 22].

At the same time, gamification is actively researched
in the field of education, where CGs are used to develop
professional skills, but their effectiveness compared to tradi-
tional teaching methods requires further research. Another
interesting direction is the therapeutic use of CGs to correct
cognitive and psychological disorders of a person, such as de-
mentia, attention deficit hyperactivity disorder, or emotional
disorders, which opens up new opportunities for integrating
games into clinical practice. In the context of PsI, CGs are
considered as a PsO tool, where they can be used to change
behavior, form stereotypes, spread certain ideas, or create
empathy. Such games are able to implement the influence of
narratives on the target audience or teach strategic thinking,
influencing the cognitive and emotional sphere of players.

The results of the analysis of factors influencing the effect
of PsI using CG are presented in Table 1.

The use of information technologies, for example, the
modern STALKER CG, as a PsO tool, opens up new oppor-
tunities in the conditions of modern conflicts. This study
emphasizes the need for further development of innovative
approaches in the use of interactive platforms to achieve the
goals of PsO. The use of interactive content for PsO has wide
practical implementation. Thus, PsO is aimed at shaping
public opinion, supporting political and military actions, as
well as countering enemy propaganda. The Russian special
services are active in this area, which actively use the media
and social platforms to form a distorted view of events. At the
same time, the Defense Forces of Ukraine, with the support
of partners from NATO member states, are actively fighting



against information campaigns and campaigns by the ene-
my (the Russian Federation and its allies).

Table 1

Results of the analysis of factors influencing the effect
of Psl using CG

Target audience Significance for

Factors o1
engagement psychological impact
Tareet 3.2 billion gamers; 1.17 High accessibility to
audi gnce billion online players | target audience, especially
scale 60% of the market - |among young people (Gen

Z 81%, Millennials 77%)

Potential for mass
communication impact

mobile games

84% find like-minded
people.

Social inte-

gration 77% maintain connections through online
with friends communities
Psychological Using games for: Integrating manipulative
factors Stress relief; socialization elements into content
Largest markets: Asia
Geographical Formation of Ukraine’s
X Europe . . .
location international image
USA
Financial | Mobile gaming revenue | . Mongtlzatlon Of.
information campaigns
Technical | Multiplayer games, VR | High level of engagement
features technologies and presence effect

Through CG, players are immersed in a virtual world
where, through emotional impact, desired cognitive changes
can be achieved in a specific target audience. The STALKER
game, which is based on the events in the Chernobyl Exclusion
Zone, already has strong elements of national identity and cul-
ture, language, and musical content of Ukraine, which allows
it to be effectively used for PSV on the enemy target audience.

To simulate the process of influencing the target audi-
ence, it is possible to develop a stochastic model based on
random graph theory, which formalizes gamers’ chat in the
form of a weighted undirected graph as follows

G=(V,E,W), @

where V - set of vertices (gamers), E — set of edges (connections
between gamers in the chat), W - set of edge weights that reflect
the strength of connections between gamers (chat presence).
The graph of the state transition of gamers in the CG chat
is shown in Fig. 1.
The objective function is the maximum effect of PsI

nclg)xE(t,e), 2
where C(f) - the volume of PsI information materials in game
content at a given time t;

E(t; 6) - an indicator that characterizes the change in
target audience behavior as a parameterized characteristic 6.

To take into account the dynamics of changes in the be-
havior of the TA under the influence of the PsI, let’s describe
the discrete PsI model with a step by a recurrent equation At,
where the change in the PsI effect is equal to

E(t+At)=E(t)+a-f(C(t),R(t),0), 3)
where a € [0, 1] — TA to PsI sensitivity coefficient;

R(#) - the PsI effect function, which depends on the quality
of information materials integrated into the computer game.

q2
Si { Ss

qs3
Qi

Fig. 1. The scheme of gamers’ transitions from one state to
another: S; — state of gamers who support Ukraine; S, — state
of gamers who do not support Ukraine (opponent); S; — state

of gamers who are neutral about the Russian war against
Ukraine; S; — state of gamers who have left the chat; g; — the

intensity with which gamers joined the chat and supported
Ukraine; g, — intensity with which gamers joined the chat and
do not support Ukraine; g3 — intensity with which gamers
joined the chat and are neutral about the Russian war against
Ukraine. At the same time, the state S, is absorbing, due to
gamers exiting the game, i.e. from states: Sy, S,, S;

The PsI effect function can be described based on the
analysis of responses. The TA can be described by a weighted
response index

R(t) =, x Sentiment(t)+ w, x Engagement (t) +
+@, XDissemination(t), @

where Sentiment — average rating of emotional reactions of
target audience in comments;

Engagement — frequency of active interactions (com-
ments, streams, etc.);

Dissemination - number of reposts, mentions.

The value of the average score of the target audience’s
emotional reactions in the comments, the frequency of active
interactions (comments, streams, etc.), and the number of
reposts (mentions) is calculated from data on gaming com-
munities that communicate in open information systems.

Thus, the proposed model is based on a stochastic model
based on the theory of random graphs of the psychological
impact on the target audience of gamers in dynamics.

5.2. Formulation of the stages of the method of
psychological influence on the gamers target audience

Based on the PsI model for the enemy’s target audience (for
example, gamers), the following stages of the method being
developed have been formulated:

Stage 1. Target audience analysis.

According to the results of the research, the target audience
of the STALKER game is diverse and includes young people,
fans of the survival horror genre, active players and members of
the fan community. During the analysis of this target audience,
the psychological characteristics, interests and motivations of
this group are determined for the subsequent adaptation of PsI
materials to the game content. Special attention is paid to the
age category of 18-35 years, which is most receptive to new
narratives through interactive content.

This stage is critical for understanding the influence of
Russian intelligence services, which also aim to attract and ma-
nipulate similar audiences. Table 2 provides a description of the
target audience of gamers.



Characteristics of the target audience of gamers

Table 2

Methods of influence

Possibility of information
exchange

Integration of Ukrainian
culture, military heroism,
language content and music.
Use of stories of the struggle
for independence and truth

Creating chat rooms for
communication, organizing
online events and
communities

Using stories that demonstrate
the negative consequences of
aggression, revealing
discrepancies between reality
and propaganda narratives

Chats for discussing stories
that encourage critical
thinking and sharing
alternative sources of
information

Including stories about
international solidarity, the
heroism of the Ukrainian
military, and the importance
of common values

Creating cross-national chat
rooms to discuss the reali-
ties of war, exchange
experiences, and support
information warfare

The use of universal themes of
the struggle between good and
evil, the depiction of the
tragedies of war, and the
emphasis on universal human

Ability to create global chats
to discuss universal values,
topics of peace and the fight
against evil

Ta.rget Purpose of influence Characteristics
audience
Young people (18-35 years old),
Supporting patriotism, active social media users, gamers,
. strengthening national survival horror fans, members of
Ukrainians . . - . s
identity, motivation to | fan communities, patriotic citizens,
actively counter aggression people interested in national
history and culture
. Youn, le (18- rs old),
Decreasing support for oung people (18 .35 yea S.O )
. - members of online gaming
the war, forming a critical o - s
. . communities, critical-thinking
Russians attitude towards - e
. citizens, opponents of mobilization,
propaganda, demotivation o .
- . citizens with poor access to
to participate in the war L .
alternative information
Young people who are fond of
Representa- | Strengthening support for computer games, citizens of
tives (gamers) | Ukraine, emphasizing the | Ukraine’s partner countries, active
of NATO global threat of participants in online communi-
countries aggression ties, politically aware people inter-
ested in geopolitics and conflicts
Gamers from neutral countries, the
Dissemination of truthful | global gaming community, people
Other information, formation interested in new gaming trends,
gamers of a neutral or positive consumers of interactive content,
attitude towards Ukraine participants of international
gaming forums

values

Stage 2. Development of PsI materials or special informa-
tion (SI) taking into account the results of the TA analysis.
The development of PsI materials includes the formation of
new storylines, tasks, characters and locations that reflect
the realities of modern warfare, the heroism of the Ukrainian
military and the importance of patriotic values. It is im-
portant that this content (SI) is organically integrated into
the game, without looking like overt or covert propaganda.
For example, characters may have real prototypes from war
heroes, and tasks may demonstrate examples of information
manipulation and ways to counteract them. In this context,
Ukrainian special services can cooperate with developers to
ensure an accurate and realistic presentation of events.

After the game was officially released on the relevant
resources, Russians began to hack it and upload it to torrent
platforms. Thus, the game became more accessible, and a
significant part of the Russian audience began to download it
en masse for free. Subsequently, many users not only played
the game, but also “streamed” (distributed online broadcasts
of the game) it. During this, it turned out that a large num-
ber of Russian bloggers were outraged by the Ukrainian
soundtracks, especially the track “Ukrainian Fury” by Khry-
styna Soloviy, which sounds in the game, which caused PsI
in the TA of the rf.

Stage 3. Modification, expansion and adaptation of PsI
materials. Installing game updates allows to adapt existing
content by adding new scenarios and locations that reflect
current events in Ukraine. The game’s fan community ac-
tively participates in creating such modifications that help
maintain interest and expand narratives. Partners play an
important role in this process, supporting Ukraine’s infor-
mation security and ensuring coordination of efforts between
partner countries.

Stage 4. Obtaining the final results of the PsI on the en-
emy’s TA. For this, can use the developed stochastic model
based on the theory of random graphs, which formalizes

the gamers’ chat in the form of a weighted undirected
graph.

Stage 5. Monitoring and evaluating the effectiveness of the
measures taken. Monitoring the effectiveness of the PsI is imple-
mented by analyzing feedback in communication channels (in-
ternet platforms, forums, etc.), as well as through online chats
of players, which makes it possible to determine changes in the
attitude of players to the war, the level of support for Ukraine,
and resistance to hostile disinformation (likes, comments, etc.).
Psychological operations units of the Defense Forces of Ukraine
can participate in monitoring using specialized tools for analyz-
ing internet platforms and forums.

Stage 6. After Action Review (AAR). The AAR is a
key capability assessment tool for U.S. and NATO military
units, helping to improve training, develop personnel, retain
lessons learned, and foster a culture of continuous improve-
ment. Thanks to the successful application of AAR, it is suc-
cessfully used to learn from experience, improve processes,
and positively impact mission performance.

Table 3 presents the results of the analysis of communica-
tion channels of the target audience of gamers.

To visualize the sequence of stages of the method, it is
possible to display it in the form of an algorithm, which is
shown in Fig. 2.

Thus, empirical verification is an important compo-
nent of the process of assessing the effectiveness of using
the STALKER CG. To ensure objectivity and accuracy
of verification, it is necessary to apply a monitoring and
evaluation system that will include quantitative indicators
to clearly reflect changes in the perception of the target
audience of the game narratives. Such an indicator can be
a complex indicator of the PsI effect, which has a value in
the range: from 0 to 1. If this indicator has a value from 0
to 0.5 (0 <y.,s<0,5), it is necessary to repeat the PsI cycle
and return to the first stage to upload information to infor-
mation networks (INs).




Table 3

Results of analysis of communication channels of gamers’ target audience

5.3. Evaluating the ef-
fectiveness of the psycho-
logical influence method

CC category Infi);g)e;t;m .nfolr);zct%;nog ;(f)rt;lfap) Information Network (IN) capabilities To assess the effectiveness
P ! onp - — - of the PsI CG on the TA, it is
Twitch, YouTube LlYe b.roadcjast with m.teracnv.e commu- proposed to use the following
1. Streamin Gamin One of the most popu- nication via chat. Using the influence indicators
’ la tformsg Facebo (%k lar platforms for game | of popular streamers to spread ideas or C : . 1 colori
p Gamin streaming content. Advertising integrations (banners,| = | ontent en.lotl.onq co orl.ng
g mentions, influencer marketing) indicator. This indicator in-
Social media is a prima- Creating servers with interesting inter- cludes a.n assessmen.t of the
2. Social Discord, Reddit, channel for enp acin active content. Holding thematic events, change in the emotional re-
m'? nworks | TWitter, Instagram ryamers commu I%itigesg surveys, distributing promotional codes. sponse of players to real-life
and TikTok argl d distr’ibu tin conter’lt Involving key participants to organize events and conflicts depicted
& discussions or gaming tournaments in the game. The indicator is
Battle.net, Origin, | Closed ecosystems assessed by analyzing feed-
3. Gaming PlayStation for players on specific Promotion of special gaming events. back (comments), surveys and
platforms )IZI;tW(Iir.k, plalt)florrgts EB]izz}a{lEd, ;EA, Targeted advertising within the platform interviews before and after
ox e Clouzy a;;in’ 1a;§rms the game, as well as by moni-
4. Cloud GeForce Now, & £ b toring activity in online com-
. . allow to play without Impact through access to games and o
gaming Google Stadia, . L2 : munities. The level of change
. downloading game advertising in integrated services N .
services Amazon Luna clients is expressed in percentages,
5. Cyber- . Cybersports o Placing branded which indicates the emotional
sports (Faceit, ESL, tournaments attract Event sPonsors .1p. P aC}ng randed or response and awareness of the
tournaments BLAST) millions of viewers thematic materials during broadcasts players of the realities of war.
Level of patriotic motiva-
tion. The assessment of this
Begin indicator is based on measuring the level of patrio-
tism among Ukrainian players after completing the
I 1 ————————————————————————————— game. The indicator is assessed through specialized
questionnaires that examine attitudes towards na-
. . tional values, heroism, and support for government
Definition of target audience st . ; . - . o
1™ Stage actions in wartime. The increase in motivation is
I I ey Py assessed as a percentage of positive media coverage.
i A partial indicator of the level of influence of hostile
. propaganda. The reduction of the impact of disinfor-
H n . .
Development of Psl materials 2" Stage mation and propaganda from the enemy is assessed
by comparing indicators of awareness and attitude
Tt Tttt i ““““““““““““““““ towards propaganda materials before and after in-
teraction with the CG. The indicator is assessed by
Adaptation of PsI materials 3" Stage monitoring the impact on the target audience through
surveys, analysis of messages in information sources,
N i _____________________________ and specialized studies based on media analytics.
The obtained ranges of influence of the pro-
Modeling of PsI materials 4" Stage Qosed efficiency 1_nd1.cators on the objective func-
tion (2) (complex indicator of the PsI effect), calcu-
0 i _____________________________ lated by the relation (4), are given in Table 4.
Monitoring of changes in the 0 Table 4
TA state 5" Stage Ranges of influence of the proposed performance
indicators on the complex indicator of the effect of
______________________________ psychological influence
0 Indicators of the effectiveness R?ﬁ%ﬁ:ﬁ(:ﬁfrﬁ;fe
6" Stage of the method of psychological indicator of tﬂe Pl
(determining influence
effect, %
further events) - -
Content emotional coloring
_______________ . 15...20
indicator
End Level of patriotic motivation 10...12
n T
Partial indicator of the level of 25..30

Fig. 2. Algorithm of the stages of the method of psychological influence

on the target audience of gamers when conducting psychological

operations

influence of hostile propaganda

The proposed quantitative indicators reflect
the real impact of CG on the change in perception,



patriotic motivation and ability to resist enemy propaganda.
To influence gamers, it is important to use the platforms that
they actively use for playing, communicating and viewing
content [20]. The main platforms (CCs) that provide various
opportunities for interaction with the target audience are
described below.

The predicted psychological effects of using CG are as
follows:

- emotional impact: the interactive format of CG creates
strong emotional experiences that can enhance the con-
nection with the narrative and influence players’ attitudes
towards war and national values;

-increased motivation: Players can identify with the
heroes fighting for survival and truth. This increases the
sense of belonging to the struggle and supports patriotic
sentiments.;

- formation of critical thinking: using game plots to
demonstrate manipulation and deception of critical think-
ing, which reduces the impact of hostile propaganda. This is
part of the strategy of the European community and NATO
member states to increase the media literacy of the popula-
tion [17, 18];

- technical recommendations: within the framework
of the project to create an interactive information platform
based on the STALKER CG, it is necessary to take into
account a number of technical aspects that will ensure the
adaptability and effectiveness of this tool [23, 24]. One of the
key elements is the development of technology for automati-
cally adapting the CG content to a specific information con-
text. This will ensure the constant relevance of the content
and increase its effectiveness in the PsI.

6. Discussion of the results of developing a method of
psychological influence on target audiences of gamers

The results of the study show that for the effective use
of information technologies to increase the effect of PsI, it is
necessary to adapt the information content to the peculiar-
ities of perception of different types of gamers’ target audi-
ence. Using the example of the STALKER CG, it is important
for Ukrainians to emphasize national identity and culture;
for Russians, it is important to demonstrate the negative
consequences of war and manipulation; for representatives
of the European community and NATO member states, it is
important to emphasize the global threat of aggression and
the importance of international solidarity. The integration of
universal human values into the plot also contributes to the
dissemination of truthful information among neutral groups.
The proposed method provides the dynamics of creating the
prerequisites for the formation of a method of psychological
influence on target audiences of gamers using modern infor-
mation technologies.

The proposed method of psychological influence on the
target audience of gamers provides for the study of aspects of
the use of interactive platforms in psychological operations
and educational platforms based on gaming technologies. In
order to increase the level of information literacy among the
population, not only an in-depth understanding of the possibil-
ities of interactive technologies in information warfare is used,
but also the sustainable development of innovative methods for
strengthening the information security of the state.

The proposed method of psychological influence is pre-
sented by an algorithm (Fig. 2). The method is based on the

developed model, the graph of which is shown in Fig. 1 and
is described by the relations (1)-(4). The relevance of the
introduction of information technologies in the field of psy-
chological operations is proven by the results of evaluating
the effectiveness of the developed method of psychological
influence on the target audience (gamers) using the example
of the STALKER CG (Table 4).

The features of the proposed method and the results
obtained are in taking into account the target audience and
influencing this audience by appropriate methods through
the information content of a computer game. In addition, the
method, which is based on the developed stochastic model,
allows predicting the behavior of users of information tech-
nology — a computer game. The results obtained in the work
are a continuation of the research of other authors [5-12], and
the basis of the initial data for modeling does not contradict
the works [17, 18]. For example, the taxonomy used in the
development of the method was compiled on the basis of
an analysis of the results of works [5, 8, 10, 11]. The results
of the analysis of factors affecting the effect of psycholog-
ical impact (Table 1) are compiled according to the data of
works [18, 19]. The choice of the computer game STALKER
for modeling the developed method does not contradict the
conclusions of the work [17] about a significant segment of
the global gaming community that is involved in this game.
The considered indicators of effectiveness assessment proved
an increase in the complex indicator of the effect of psycho-
logical impact on the target audience by 10-30% depending
on the information content of the game (Table 4).

The developed method should be implemented in the fol-
lowing conditions of using information technologies:

- organizational (orientation to the desired audience);

- technical (requirements for computer equipment, soft-
ware, etc.). For example, to attract a wider range of players -
lower requirements for technical characteristics; for narrow-
ly focused groups of players — specific requirements);

- social (introducing into game scenarios the distribution
of the game environment and game characters into different
categories of social groups).

This study is limited to using available data on gaming
communities that communicate in open information sys-
tems (CCs such as the Internet, Facebook, YouTube, etc.). At
the same time, the scope of the study left behind the discussion
of gaming platforms in CCs of gaming chats and gaming com-
munities of gaming groups (clans, communities, etc.), closed
channels of gaming platform developers. However, the re-
sults of open data on gaming communities allow to obtain ad-
equate information both about the target audience (gamers)
and about their attitude to gaming content, depending on the
information content of the gaming platform.

The disadvantage of this study is the targeted focus of the
study on determining the effect of psychological influence
on the target audience in the conditions of resolving the “hot
phase” of the war. In the future, it is necessary to consider the
features of developing methods of psychological influence on
a neutral target audience in order to transfer it to partners.

The development of this research in the field of informa-
tion warfare has several key directions. First, it is necessary
to investigate the features of PsI of interactive content on
different target audiences and social groups, in particular
using neuropsychological methods of influence. Second, it
is promising to create mathematical models using neural
networks to predict behavioral changes of players under the
influence of PSV. Third, it is necessary to study the possibil-



ities of automating the adaptation of game content using ar-
tificial intelligence, which will allow to promptly respond to
new challenges and changes in the information environment.
Special attention deserves an interdisciplinary approach that
combines sociological, psychological and technological re-
search to create complex tools of influence.

7. Conclusions

1. A stochastic model based on the theory of random
graphs of psychological impact on target audiences of gamers
has been developed. The model formalizes gamers’ chat in
the form of a weighted undirected graph for studying the
emotional and psychological state of players. To take into
account the dynamics of changes in the behavior of the target
audience under the influence of a psychological operation, a
model in the form of a recurrent equation has been proposed.
The model allows to estimate the change in the effect of
psychological impact depending on the method used in the
gaming platform.

2. The stages of the method of psychological influence on
the target audience of gamers are formulated. Six stages of
the method are proposed:

- target audience analysis;

— development of psychological impact materials or spe-
cial information taking into account the results of target
audience analysis;

- modifications, expansions and adaptations of psycho-
logical impact materials;

- obtaining the final results of psychological impact on
the enemy’s target audience;

- monitoring and evaluating the effectiveness of the ac-
tivities carried out;

- analysis of actions taken.

An algorithm for performing the stages of the method of
psychological influence on the target audience of gamers when
conducting psychological operations has been developed.

3. The effectiveness of the method of psychological in-
fluence was assessed. To assess the effectiveness of psycho-
logical influence through a computer game on the target
audience, it is proposed to use three indicators:

- indicator of the emotional coloring of the content;

- level of patriotic motivation;

- partial indicator of the level of influence of hostile pro-
paganda.

The proposed quantitative indicators reflect the real im-
pact of computer games on the change in perception, patriotic
motivation and the ability to resist enemy propaganda. The
range of influence of efficiency indicators on the complex
indicator of the effect of psychological impact according to
the results of the evaluation of the computer game STALKER
is 10-30%.

Based on the results of the effectiveness assessment,
predicted psychological effects were formed when using a
computer game:

- emotional impact;

- increasing motivation;

- developing critical thinking;

- technical recommendations.

To ensure the relevance of content and increase its effec-
tiveness in terms of psychological impact, it is necessary to
develop technologies for automatically adapting the content
of computer games to specific information content.
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