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1. Introduction

In the context of digital transformation, energy enterpris-
es are faced with new challenges that necessitate effective 
management of information potential. This potential serves 
as the basis for ensuring competitiveness, innovative devel-
opment, adaptation to market changes and technological 
modernization. It is advisable to consider it as an indepen-
dent economic category that includes not only information 
resources but also software, digital infrastructure, methods 
of data collection, processing, and analysis.

Despite current theoretical and methodological advance-
ments, under present-day conditions there is no unified meth-
odology for assessing information potential that would fully 
take into account the specificity of digital transformation in 
the energy industry. Existing approaches are fragmented, 
overly subjective, often focused only on individual technical 

or organizational aspects, which reflects the complete picture 
of the enterprise's information development.

The main problems are the difficulty of selecting rele-
vant indicators, the lack of a single integrated indicator, and 
insufficient consideration of such digital aspects as the level 
of information potential of enterprises and interaction with 
the external information environment. This complicates the 
process of making strategic decisions, managing risks, and 
implementing new technologies.

The proposed methodology should include an analysis 
of such components as the structure and interconnections 
of the information infrastructure; the level of use of modern 
technologies; the degree of automation and digital security; 
the ability to scale and adapt systems.

Particular attention is paid to the analysis of interconnec-
tions between elements of the digital infrastructure, which 
makes it possible to assess potential risks, identify vulner-
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The object of this study is the process of assessing 
the level of information potential of energy enterprises 
under the conditions of digital coherence. The problem 
of effective management of the information potential 
of energy enterprises is solved on the basis of devising 
a methodology for assessing the level of information 
potential of energy enterprises under the conditions of 
digital coherence, taking into account modern challeng-
es associated with the integration of digital systems. The 
methodology makes it possible to ensure the accuracy 
of analysis, prompt decision-making, and adaptation 
to the dynamic conditions of digital transformation. 
The devised methodology is based on interrelated stag-
es, including the integration of indicators, assessment 
of the interaction of system components, and monitor-
ing changes in indicators of the information potential of 
energy enterprises. The main stages of the methodology 
are selection of components of the information poten-
tial, such as the level of automation, IT infrastructure, 
staffing, information security, and digital systems; anal-
ysis of their interaction; monitoring and management 
of risks in real time. It was determined that the applica-
tion of the methodology makes it possible to identify the 
weaknesses of the enterprise's information system and 
adapt it to new challenges, including cyber threats and 
the need for technological updates. The main feature is 
the ability of the methodology to analyze the relation-
ships between infrastructure components, taking into 
account digital coherence, which makes it possible to 
increase the accuracy of risk assessment and the effi-
ciency of managing the information potential of the 
energy enterprise. Based on the data obtained, it is pos-
sible to assess the critical decrease in the level of infor-
mation potential of the Zaporizhzhia Power Plant from 
0.5790 to 0.3710 arbitrary units and its possible conse-
quences for the efficiency of the enterprise
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abilities, model the consequences of implementing new 
technologies, and increase the efficiency of information flow 
management. The methodology should also take into account 
the current level of digital integration of the enterprise with 
the ability to form predictive models for strategic planning.

The integration of cybersecurity tools, analysis of large 
volumes of data, use of cloud platforms and artificial intel-
ligence systems will significantly expand the possibilities of 
information potential management. This creates the prereq-
uisites for a prompt response to threats, minimizing risks, 
and improving the efficiency of the energy enterprise.

2. Literature review and problem statement

The identification of four main areas of enterprise digita-
lization (cloud technologies, data management, data analyt-
ics, artificial intelligence) demonstrates the depth of analysis 
in work [1]. However, the complexity of analytical tools can 
reduce their clarity, especially for government suppliers and 
small enterprises. It is also not enough to consider the prac-
tical aspects of implementing new technologies in less devel-
oped markets, which may leave out conventional methods 
that are still relevant for some enterprises.

In [2], an approach to improving enterprise information 
management is considered, using blockchain as a tool that al-
lows integration with cloud and edge computing. This makes it 
possible to optimize and scale blockchain applications, ensur-
ing their competitiveness. However, the complexity of imple-
menting blockchain technology can be difficult to understand 
and integrate, especially for less technologically advanced en-
terprises. In addition, the use of different approaches and solu-
tions can cause incompatibility between blockchain systems.

In [3], various supporting information technologies, such 
as digital twins, collaborative robots, and the Internet of 
Things, are analyzed, which facilitate the adaptation of new 
concepts. The importance of the human factor in interaction 
with high-tech solutions is noted, which enhances the inno-
vative potential. However, the complexity of integration in 
the use of new technologies, such as edge computing, can be 
difficult to implement, especially for small and medium-sized 
businesses. In addition, the increasing reliance on human-ma-
chine collaboration can create new risks associated with tech-
nology failures or insufficient training of personnel. 

In paper [4], the implementation of digital tools for man-
aging the information potential of enterprises is considered. 
However, the technology faces numerous difficulties in in-
tegrating into already established industries and practices.

In [5], the application of modern information methods 
and digital tools to ensure information security is analyzed, 
through semantic analysis and identification of ways to avoid 
dangerous threats. However, current methods are often the-
oretical in nature and practically untested, which reduces 
their effectiveness in the real information environment. In 
addition, a comprehensive analysis of user information paths 
and behavior models may require significant resources and 
technical competence. At the same time, research results are 
not always adapted to real-world applications.

In paper [6], the role of critical infrastructure is considered. 
It is shown that smart grids based on digital technologies are 
key to the modernization of energy systems, increasing their 
efficiency, reliability, and integration. At the same time, signif-
icant attention is paid to research and development of solutions 
to protect smart grids from cyberattacks, which helps reduce 

risks to the information potential of enterprises. However, 
smart grids have a complex structure, which can complicate 
their implementation and management. In addition, despite 
research and countermeasures, systems remain vulnerable to 
violations of confidentiality, integrity, or availability of data.

Work [7] reports a study on factors forming an informa-
tion security culture, which is the basis for the sustainable 
development of the information potential of enterprises. The 
advantage is the practical focus of the research and the struc-
tured nature of the conclusions; the disadvantage is a limited 
sample of respondents.

Study [8] proposes a structural analysis of the informa-
tion security standardization process, which is of great im-
portance for the formation of a stable information potential of 
enterprises. The strengths are the originality of the theoreti-
cal approach, and the weakness is the complexity of adapting 
the model to practice.

In [9], the impact of moral alienation and counterproduc-
tive behavior on employees’ awareness of information secu-
rity, which directly affects the sustainability of information 
potential, was investigated. The advantage is that it takes into 
account the psychological aspects of risk, but the results have 
limited generalizability.

Paper [10] emphasizes the key role of cyber-physical sys-
tems and big data in implementing autonomous solutions for 
innovation in manufacturing. It is shown that continuous 
data collection by cyber-physical systems provides the basis 
for improving the scalability and information potential of 
enterprises. Currently, implementing solutions that combine 
these technologies can require significant resources and spe-
cialized knowledge. However, the large amount of data gen-
erated can create risks for confidentiality and information se-
curity. In addition, studying the interaction of cyber-physical 
systems and big data limits potential practical applications.

Work [11] highlights the role of artificial intelligence in 
solving complex problems, such as the climate crisis, by re-
ducing the use of natural resources and the energy intensity 
of human activity. However, machine learning models are of-
ten based on historical data, which can limit their flexibility 
and accuracy, and also require enhanced protection of data 
and information systems.

In works [12, 13], it is proposed to consider the infor-
mation potential of an enterprise at three levels, which 
characterize the existing level of information development 
and an integral assessment of the total information potential 
of the enterprise. The feasibility of determining the level of 
information development of an industrial enterprise in two 
aspects is proven: as the potential for interaction with the 
external information environment and as production infor-
mation potential. However, the choice of three levels may not 
fully cover all aspects of information potential, especially if 
the specific operating conditions of energy enterprises are not 
taken into account. In addition, the assessment may not take 
into account rapid changes in the information environment 
or technologies that affect the development of the informa-
tion potential of the enterprise.

The characteristics of existing methodologies for assess-
ing information potential in works [1–13] showed the follow-
ing advantages and disadvantages.

The advantages of methodologies for assessing informa-
tion potential include:

– completeness, since information potential is considered 
from the point of view of ensuring information activity of all 
structural divisions of the enterprise;
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– structuredness, since a set of indicators is given that 
determine the development of information potential of en-
terprises;

– modifiability, since it is possible to vary sets of indica-
tors in blocks depending on the type of enterprise activity;

– complexity, which offers a system of indicators for as-
sessing the information potential of interaction with internal 
information flows and external information space;

– visibility, since it allows for a graphic display of the in-
tegral value of information potential, which determines the 
level of its development.

The disadvantages of methodologies for assessing infor-
mation potential are:

– most of the indicators of the proposed system character-
ize the organizational side of information potential, without 
taking into account the productive component;

– the possibility of subjective assessment is not excluded 
since expert assessments of individual indicators are used;

– the methodology is based on an absolute approach to 
assessing information potential, which makes the value of 
the potential dependent on the size of the enterprise;

– incomplete methodological elaboration since no inter-
pretation of the resulting assessment of information potential 
is provided;

– narrow focus of the methodologies;
– expert assessment of the significance of parameters 

does not exclude the subjectivity of the resulting integral 
indicator.

These shortcomings indicate the need to devise integrat-
ed approaches to assessing the level of information potential 
of energy enterprises, taking into account digital coherence.

Despite significant achievements in the area of research 
into the information potential of energy enterprises, there are 
a number of unresolved problems related to its assessment in 
the context of digital coherence:

– the lack of a single methodology that does not make it 
possible to take into account the complex impact of digital 
technologies on all levels of information potential management;

– there is a lack of a generalized model that would cover 
all aspects of digital coherence, such as data integration, sys-
tem interaction, and forecasting;

– the analysis of information potential components is of-
ten carried out in isolation, without taking into account their 
synchronization and mutual influence in digital systems;

– digital coherence requires an assessment of end-to-end 
relationships, which still remains a fragmented task.

– the constant development of digital technologies creates 
new opportunities but also complicates the modeling and 
forecasting of information potential;

– the problem of adapting methodologies to rapidly 
changing conditions has not been solved;

– many existing models focus only on analyzing the cur-
rent state of information potential, ignoring long-term fore-
casting of risks and opportunities, which makes it difficult to 
identify risk areas that may affect management effectiveness;

– although information potential is closely related to se-
curity issues, there is often a lack of a systematic approach to 
their integration with cybersecurity elements;

– the lack of a single platform for managing information 
potential and security reduces the efficiency of resource use.

Thus, the unsolved nature of these problems indicates 
the need to devise more advanced and adaptive approaches 
that would take into account digital coherence, the dynam-
ics of technology development, and the complex interaction 

between components. This opens up prospects for further 
scientific research and improvement of existing models.

3. The aim and objectives of the study

The purpose of our study is to devise a methodology for as-
sessing the level of information potential of energy enterprises in 
the context of digital coherence, which takes into account mod-
ern challenges of digital integration and ensures increased effi-
ciency in managing the information potential of energy enter-
prises. This will make it possible for energy enterprises, taking 
into account digital coherence, to more effectively integrate new 
digital technologies and adapt their information systems to new 
challenges and quickly respond to potential threats and risks.

To achieve the goal, the following tasks were set:
– to define stages in the methodology for assessing the 

level of information potential of an energy enterprise;
– to verify the methodology on real data of energy enter-

prises to assess its effectiveness.

4. The study materials and methods

The object of our study is the process of assessing the level of 
information potential of energy enterprises under the conditions 
of digital coherence. The assessment of information potential 
includes the definition of key indicators, analysis of digital 
infrastructure, level of digital maturity, innovative potential, 
integration of digital processes, and monitoring of results.

The study focuses on the development of methods for as-
sessing the level of information potential of energy enterpris-
es, taking into account digital coherence. The emphasis is on 
the definition of key indicators, analysis of digital infrastruc-
ture, level of digital maturity and innovative potential, as well 
as on the integration of digital processes into the activities of 
the energy enterprise.

The hypothesis of the study assumes that devising a 
method for assessing the level of information potential of 
energy enterprises under the conditions of digital coherence 
could significantly improve the efficiency of information po-
tential management due to the following:

– it would contribute to a more accurate assessment of 
information potential by taking into account digital and in-
novative components;

– it could ensure effective integration of digital processes 
into the activities of energy enterprises;

– it would minimize subjectivity in the assessment pro-
cess through the use of standardized approaches;

– it could contribute to making strategic decisions based 
on objective data;

– it would increase the adaptability of enterprises to 
changes in digital infrastructure and market conditions.

Therefore, the hypothesis suggests that the devised meth-
odology will improve the ability of energy industry enter-
prises to effectively manage information potential risks and 
reduce vulnerabilities associated with the integration of 
digital technologies [14–17]. This will make it possible for 
enterprises to more effectively use their information potential 
to increase productivity and competitiveness.

To assess the level of information potential of enterpris-
es, an expert method is used, which allows involvement of 
specialists to assess the current level of information poten-
tial and provide recommendations for its improvement. In 
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addition, this method is used for sophisticated analyses that 
require professional knowledge and experience.

The use of the expert method is one of the key tools for 
assessing the information potential of enterprises. Its feature 
is the use of the professional experience of specialists who are 
able to deeply analyze the state of the information system and 
its components.

The main features of the application of the expert method:
– experts analyze not only technical aspects 

but also organizational and strategic compo-
nents of information potential;

– the involvement of experts allows for the 
assessment of complex relationships between 
components of information potential;

– it covers the analysis of data, technolo-
gies, infrastructure, and human resources.

– experts provide not only an assessment 
but also recommendations for improving the 
efficiency of using information resources;

– at energy enterprises, the expert method 
is used to assess the effectiveness of digital 
platforms, for example, cloud solutions and IoT 
technologies.

– it identifies critical points: experts assess 
system components that may pose a risk to the 
sustainability of the enterprise in the context of 
digital integration.

– adaptation to change: the method makes 
it possible to adapt the information potential to 
new technologies and the challenges of digital 
transformation.

Owing to the expert method, one can 
achieve more accurate assessments and form 
the basis for improving the information poten-
tial of energy enterprises.

5. Results of devising a methodology 
for assessing the level of information 

potential of energy enterprises under the 
conditions of digital coherence

5. 1. Development of stages in the meth-
odology for assessing the level of informa-
tion potential of energy enterprises

Devising a methodology for assessing the level of infor-
mation potential of energy enterprises under the conditions 
of digital coherence includes several stages (Fig. 1), each of 
which has its specific characteristics:

Stage No. 1 – selection of components of information po-
tential. This is an important first step that forms the basis for 
the development and effective use of information potential. 
The selection of components determines how the enterprise’s 
information system will be built and what should be em-
phasized. Usually this begins with an analysis of the needs, 
resources, and goals of the energy enterprise.

At this stage, it is proposed to select the following com-
ponents:

– automation level simplifies and accelerates information 
processes, reduces the amount of manual labor, and increases 
the economic efficiency of energy enterprises;

– IT infrastructure level includes everything that en-
sures the operation of information systems (servers, network 
equipment, software);

– personnel level: these are IT, security, and data analysis 
specialists who support and develop the information poten-
tial of energy enterprises;

– information security level protects information poten-
tial from cyberattacks, leaks, and unauthorized access;

– digital systems level: tools and platforms for managing, 
analyzing, and storing the information potential of energy 
enterprises.

Stage 2 – assessment of individual indicators of informa-
tion potential by expert assessment method is a process that 
makes it possible to quantitatively assess individual aspects 
of information potential using expert opinions. The main 
idea is to involve specialists who have deep knowledge in the 
relevant field to determine the weight or significance of each 
indicator of information potential of energy enterprises. Ex-
perts evaluate each indicator on a specific scale of points (for 
example, from 0 to 1; from 1 to 10) for further generalization 
of assessments to obtain an average value or other statistical 
indicator. This stage makes it possible to take into account 
the subjective opinions of experts and turn them into objec-
tive data that can be used for analysis or decision-making.

Stage 3 – selection and calculation of information poten-
tial indicators:

1. Automation level indicator (Pavt): percentage of auto-
mated processes at the enterprise. This is one of the most im-
portant indicators for determining the level of digitalization, 
which includes the implementation of automated systems 

Fig. 1. Stages of the methodology for assessing the level of information 
potential of an energy enterprise

Stages of the methodology for assessing the level of information 
potential of an energy enterprise: 

Stage 
No. 1 

Selection of components 
of information potential: 

Stage 
No. 2 

Assessment of single indicators of information 
potential by the method of expert assessment. 
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and processes that make it possible to reduce or eliminate 
human participation (operational personnel) in performing 
standard, repetitive tasks. These can be software and hard-
ware solutions that improve the efficiency of the enterprise.

The automation indicator exerts the following impact on 
the information potential:

– a high level of automation improves the speed and ac-
curacy of operations, reduces labor costs, and reduces errors;

– a low level of automation means that the enterprise does 
not fully use the potential of technologies to reduce operating 
costs and improve efficiency.

It is proposed to use the following types of automation in-
dicators: the number of automated workplaces or processes at 
the energy enterprise; the cost of investments in automation 
per unit of production or services.

The automation indicator (Pavt) of energy enterprises de-
termines the share of automated processes at the enterprise 
out of the total number of processes. This is an important 
indicator of the level of digitalization of the energy enterprise, 
as it demonstrates how effectively the energy enterprise uses 
modern technologies to optimize and automate its opera-
tions. The automation indicator (Pavt) of the energy enterprise 
can be calculated using the following formula (1)

100%,avtp
avt

proz

N
P

N
= ⋅
∑

				    (1)

where Pavt is the automation index of energy enterprises, %;
Navtp – number of automated processes (workplaces) at 

the energy enterprise;
pr

N∑  – total number of processes (workplaces) at the 
energy enterprise.

A high level of automation index of energy enterprises 
Pavt includes:

– reduction of time and resource costs (automation makes 
it possible to reduce the time spent on routine tasks, increas-
ing the overall efficiency of the enterprise);

– increased accuracy and reduction of errors (for exam-
ple, owing to automated systems, the probability of human 
errors is reduced, which is especially important in areas such 
as finance, production, logistics, etc.);

– speed of reaction (for example, automated processes 
work faster, which makes it possible to the enterprise to 
quickly respond to market changes);

– innovation and scalability (for example, energy compa-
nies with a high level of automation are able to implement 
new technologies faster and scale their operations with min-
imal personnel costs. 

This indicator directly affects the level of information po-
tential of the enterprise. The more processes are automated, 
the less the enterprise depends on manual labor and the more 
it is focused on using digital technologies for its activities. A 
high level of automation indicator indicates that the energy 
company is able to quickly adapt to technological changes 
and is ready for future innovations. In general, a high per-
centage of automated processes is a competitive advantage 
and an important factor for the success of the enterprise in 
the digital economy.

2. IT infrastructure indicator (Pinf): assessment of the 
availability of modern IT infrastructure (0 – absent, 1 – mod-
ern). This indicator reflects the extent to which the energy en-
terprise has the necessary equipment to support IT processes.

The IT infrastructure indicator (Pinf) includes all techno-
logical resources of the energy enterprise: servers, network 

components, databases, software, data transmission net-
works and other equipment necessary for the implementation 
of information processes. The IT infrastructure indicator has 
the following impact on information potential:

– a developed IT infrastructure provides stable and fast 
data processing, high reliability of operation, and the ability 
to scale production;

– an insufficiently developed IT infrastructure can limit 
the enterprise’s capabilities in data processing speed, reduce 
the level of security and stability of systems.

It is proposed to use the following types of IT infrastruc-
ture indicators: network throughput; level of reliability and 
availability of systems; volume of stored data and capabili-
ties for their processing. It is important that the evaluation 
criteria are clearly defined and that all participants in the 
evaluation understand under what conditions a value of 0 
or 1 is assigned. It is proposed to define several levels of IT 
infrastructure indicators:

– Pinf =0 – no infrastructure;
– Pinf =0.5 – part of the necessary infrastructure is avail-

able at the energy enterprise, but not at the modern level;
– Pinf =0.75 – part of the necessary infrastructure is avail-

able at the modern level;
– Pinf =1.0 – full modern infrastructure is available at the 

energy enterprise.
These levels make it possible to understand in more detail 

at what stage the enterprise is and what part of the infrastruc-
ture needs to be improved.

To determine the IT infrastructure indicator (Pinf), the 
enterprise needs to conduct a detailed assessment of its IT 
resources according to certain criteria and based on this, 
assign an appropriate score (0 or 1). Such an assessment will 
help understand the enterprise’s readiness to use modern IT 
solutions and technologies.

3. IT specialists per 100 people indicator (Pfax): it mea-
sures the number of IT specialists per 100 employees of the 
enterprise, which indicates the level of specialization and 
qualification of employees in the IT field. The more qualified 
IT specialists there are in the enterprise, the greater its infor-
mation potential. The IT specialists per 100 people indicator 
has the following impact on information potential:

– a high number of IT specialists indicates great attention 
to the development and support of information technologies, 
which allows for faster adaptation of new technologies;

– a low number of IT specialists may indicate a shortage 
of technical resources for the development and support of 
information systems.

It is proposed to use the following types of indicators of 
IT specialists per 100 people: number of IT specialists per 100 
employees; qualifications of IT specialists (for example, avail-
ability of certifications, level of education and experience).

Calculation of the number of IT specialists per 100 em-
ployees of the enterprise is an important indicator for as-
sessing the information potential of the enterprise. It shows 
how much the enterprise depends on IT resources and the 
availability of qualified specialists to ensure the effective 
operation of information systems (2)

100%,ITfax
fax

p

N
P

N
= ⋅
∑

				    (2)

where Pfax is the indicator of IT specialists per 100 people;
NITfax is the number of IT specialists;

pN∑  is the total number of employees at an enterprise.
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The higher the indicator Pfax, the more IT specialists are 
involved in the work of the enterprise, which means a greater 
potential for the development of information technologies, 
automation of production processes, and support for innova-
tion. If a large number of IT specialists work at the enterprise, 
this makes it possible for the enterprise to respond faster to 
changes in the technological environment, develop its own 
digital solutions, and effectively implement new technologies.

4. Information security level indicator (Pinb) is a set of 
measures and technologies aimed at protecting information 
and information systems from unauthorized access, destruc-
tion, changes, or theft. This indicator assesses the level of 
protection of the enterprise’s information resources from ex-
ternal and internal threats, such as cyberattacks, data leaks, 
unauthorized access, malicious programs, etc. The score on 
a scale from 0 to 10 makes it possible to determine how effec-
tively the enterprise’s data and IT systems are protected, and 
what level of protection it provides. The higher the level, the 
more reliably the enterprise is protected from cyberattacks. 
The Information Security Level Indicator (Pinb) includes both 
physical protection (e.g., access control) and software solu-
tions (antivirus software, data encryption, network monitor-
ing). The Information Security Indicator has the following 
impact on the information potential of enterprises:

– a high level of information security reduces the risks of 
data loss and disruption of production processes;

– a low level of information security creates threats to the 
confidentiality, integrity, and availability of data, which can 
lead to serious financial and reputational losses.

It is proposed to use the following types of information 
security indicators: the number of security incidents (for 
example, data leaks); recovery time after an incident; the 
level of security of information systems (use of standards, 
certifications).

The assessment of information security on a scale of 0–10 
should take into account all these aspects. Each component 
can be assessed from 0 to 10 points depending on how reli-
ably it is implemented and operates at the energy enterprise. 
These assessments can then be summed or combined to de-
termine the overall level of protection.

The following methodology for assessing information 
security levels on a scale of 0–10 points is proposed:

– Pinb = 0–3 points – low level of information security: 
minimum level of security measures; no antivirus programs, 
data protection tools are used; employees do not undergo cy-
bersecurity training, there are no monitoring systems;

– Pinb = 4–6 points – average level of info security: basic 
antivirus programs are not always updated; partial data 
encryption; employees have limited understanding of cyber 
threats and do not undergo regular training.

– Pinb = 7–8 points – high level of info security: modern an-
tivirus solutions are used; multi-factor authentication is imple-
mented; employees regularly undergo cybersecurity training; 
there are automated monitoring systems for possible threats;

– Pinb = 9–10 points – excellent level of info security:
1) the infrastructure is protected at all levels (physical 

security, network security, encryption, antivirus);
2) constant monitoring of all IT systems and security 

incidents;
3) all employees undergo regular cybersecurity training; 

the latest security technologies are being integrated;
4) fully automated backup and disaster recovery processes;
5) constant updating of security policies and application 

of best international practices.

The assessment of the information security indicator (0–10) 
makes it possible to get a clear idea of the level of protection of 
the enterprise’s IT systems. The higher the level, the better the 
enterprise is protected from cyberattacks, data leaks, and other 
threats. Using this scale, one can determine where security 
needs to be improved and what measures should be implement-
ed to reduce risks.

5. Digital systems indicator (Pzs): the number of imple-
mented digital systems (on a scale from 0 to 3). This indicator 
determines how actively the enterprise uses advanced tech-
nologies to manage and automate its processes.

The digital systems indicator (Pzs) includes software and 
platforms used to automate management, production, or oth-
er industrial processes. These can be both standard systems 
and specialized solutions for specific production tasks. The 
digital systems indicator has the following impact on the 
information potential of enterprises:

– developed digital systems make it possible to signifi-
cantly increase the economic efficiency of enterprises, pro-
vide better communication, convenient access to data and 
process automation;

– the presence of limited or outdated digital systems can 
limit the speed of data processing, increase the likelihood of 
errors and slow down decision-making.

It is proposed to use the following types of indicators of 
digital information potential systems: the number of digital 
platforms and programs used in the enterprise; the degree 
of integration of digital systems with other financial and 
production systems.

A system of criteria is proposed for assessing the number 
of implemented digital systems (0–3):

– Pzs=0 points: digital systems are not implemented or 
are not used. Process management is carried out manually 
without digital systems or using basic tools;

– Pzs=1 point: one digital system is implemented, but its 
use is limited to individual processes (for example, the APCS 
system of the power unit of the power plant for monitoring 
technological parameters). Digitalization is at the initial stage;

– Pzs=2 points: two digital systems are implemented that 
are integrated into several key processes (for example, the 
APCS system of the power unit for managing energy produc-
tion and the ASKUE system for managing energy distribu-
tion). Automation increases efficiency and productivity;

– Pzs=3 points: three or more digital systems are widely 
implemented and integrated into a single enterprise infra-
structure, and cover most or all key processes (monitoring, 
forecasting, maintenance, resource management). High level 
of automation and efficiency.

Thus, indicators of information potential such as “auto-
mation” and “digital systems” help improve the economic ef-
ficiency of energy enterprises, reduce costs and time for com-
pleting tasks. Indicators of information potential such as “IT 
infrastructure” and “Info security” ensure stable and secure 
operation of all digital solutions. Indicators of information 
potential such as “IT specialists per 100 people” are an im-
portant indicator of the availability of sufficient resources to 
support and develop IT systems, which determines the ability 
of the enterprise to introduce innovations and adapt to new 
technologies. These indicators make it possible to assess the 
level of information potential of an energy enterprise and its 
ability to effectively use information technologies to achieve 
economic goals.

These criteria may vary depending on the specificity of 
energy enterprises and make it possible to objectively assess 
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the level of information potential in the context of enterprise 
digitalization.

Stage No. 4 – calculation of the integral indicator of the 
information potential of enterprises by normalizing the indi-
cators (converting them to a relative scale of 0–1); determina-
tion of weights (by expert assessment method); calculation of 
the integral index:

1. Normalization of indicators (conversion into a relative 
scale from 0 to 1 points). This is necessary so that all indica-
tors of information potential are comparable. Normalization 
of the indicator (РN) can be performed by one of the following 
methods (3)

min

max min

,i
N

P P
P

P P
−

=
−

				    (3)

where PN is the normalized indicator of information potential;
Pi - value of the indicator for a specific energy enterprise;
Pmin - minimum values of this indicator among all energy 

enterprises;
Pmax - maximum values of this indicator among all energy 

enterprises;
2. Determination of weight coefficients (qi) by the method 

of expert assessment. To this end, a group of experts is invited 
to assess the importance of each indicator (for example, on a 
scale from 0 to 1). Then the averaging of estimates and nor-
malization of weights, respectively, are carried out (4)

1,iq =∑ 					     (4)

where qi is the weight coefficient of the information potential 
indicator.

The weight coefficient may vary depending on the results 
of the expert survey.

3. Calculation of the index of the information potential 
indicator of energy enterprises with the weight coefficient 
calculated in accordance with (5)

,i ip NiP q P= ⋅ 					     (5)

where Pi is the index of the information potential of energy 
enterprises with the weight coefficient;

PNi is the normalized indicator of the information poten-
tial of energy enterprises.

4. Calculation of the integral index of the information 
potential of energy enterprises according to (6)

inf 1 2 inf 3 4 5 ,p avt fax inb zsP q P q P q P q P q P= ⋅ + ⋅ + ⋅ + ⋅ + ⋅∑ 	 (6)

where Pavt, Pinf, Pfax, Pinb, Pzs – values of the corresponding in-
dices of the information potential of energy enterprises with 
the inclusion of a weight coefficient;

q1, q2, q3, q4, q5 are the weight coefficients of the corre-
sponding indicators (Pavt, Pinf, Pfax, Pinb, Pzs) of the informa-
tion potential of energy enterprises.

5. By the expert method, based on the decisions of spe-
cialists and the requirements of industry and standards of 
the International Electrotechnical Commission [18], a scale 
for assessing the integral index of the information potential 
of enterprises is proposed (Table 1).

At this stage, it is important to:
– compare the obtained integral indices between enter-

prises to understand the level of information potential of each 
enterprise;

– analyze how changes in indicators (for example, increased 
investment in information technologies) affect the overall index;

– assess how a high or low level of information potential 
affects various aspects of the enterprise’s activities (financial 
results, quality of services, competitiveness, etc.).

Comparison with other energy enterprises makes it possible 
to understand where enterprises are in comparison with compet-
itors or other enterprises in the industry; to assess the competi-
tive advantages of enterprises with high information potential.

Table 1

Scale for assessing the integral index of the level of 
information potential of energy enterprises

No. of 
entry

The value of the integral index 
of the indicator of the level of 
information potential (∑Pinfp)

Level of 
information 

potential
Score

1 0.80-1.00 Very high Norm
2 0.60-0.79 High Norm

3 0.40-0.59 Average Conditional 
norm

4 0.20-0.39 Low Abnormal
5 0.00-0.19 Very low Abnormal

5. 2. Verification of the methodology using real data 
on energy enterprises

The level of information potential of Zaporizhzhia (ZTES), 
Burshtynska (BTES), and Vuglehirska (VTES) power plants 
was assessed during 2012–2024. The initial data and their 
normalization, which was carried out on the basis of expert 
analysis of the level of information potential, for each power 
plant during 2012–2024, are given in Table 2.

Next, the expert method was used to determine the weight-
ing coefficient for each indicator of information potential:

– q1=0.25 for the automation indicator (Pavt);
– q2=0.20 for the IT infrastructure indicator (Pinf);
– q3=0.15 for the IT specialists per 100 people indica-

tor (Pfах);
– q4=0.20 for the information security indicator (Pinb)
– q5=0.20 for the digital systems indicator (Pzs).
Calculation of indices for the indicators of information 

potential of energy enterprises with taking into account the 
weight coefficient, carried out in accordance with formulas (1) 
to (6) for 2012–2024, and the results obtained are summarized 
in Table 3.

Based on our calculations of information potential indi-
cators (Table 3), a comprehensive analysis of the level of in-
formation potential was conducted using expert assessment 
methods. The results of the expert assessment show that the 
highest level of information potential of energy enterprises 
was observed in the period from 2012 to the end of 2013, on 
the assessment scale 1, stably remaining at the level of:

– 0.79 arbitrary units for ZTES;
– 0.6165 arbitrary units for VTES;
– 0.8975 arbitrary units for BTS.
Such stability was ensured by systematic measures to 

support and develop the information potential of enterprises 
under conditions of digital coherence, in accordance with 
regulated standards and procedures.

A significant decrease in the level of information potential 
was recorded at the beginning of 2014, which coincided with 
the beginning of military aggression by the Russian Federation 
against Ukraine. During 2014–2021, the level of information 
potential decreased by 0.1910 arbitrary units for ZTES; by 
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0.2255 arbitrary units for VTES; by 0.2185 arbitrary units 
for BTS. This deterioration was due to both the destabilization 
of the general security situation and the emergence of new cy-
ber threats aimed at disrupting the functioning of automated 
control systems of technological processes of power plants.

In the period from February 2022 to the end of 2023, 
there is a sharp and critical decrease in the level of informa-
tion potential from 0.5790 to 0.3710 arbitrary units for ZTES; 
from 0.3910 to 0.2225 arbitrary units for VTES; from 0.6790 
to 0.5260 arbitrary units for BTS.

Table 2

Initial and normative data on the information potential of power plants over 2012–2024

Name of the indicator of infor-
mation potential

Real/normalized parameter of the indicator of information potential
Weight Year

ZTES VTES BTES

Pavt – automation indicator, 
(arbitrary units)

70/0.7 60/0.6 75/0.7 0.25 2012–2013
60/0.6 50/0.5 70/0.7 0.25 2014–2021
50/0.5 40/0.4 60/0.6 0.25 2022–2023
30/0.3 25/0.25 40/0.4 0.25 2024

Pinf – IT infrastructure  
indicator, (arbitrary units)

1/1 0.8/0.8 1/1 0.20 2012–2013
0.8/08 0.5/0.5 0.9/0.9 0.20 2014–2021
0.5/0.3 0.3/0.3 0.7/0.7 0.20 2022–2023
0.7/0.7 0.5/0.5 0.6/0.6 0.20 2024

Pfax – indicator of IT special-
ists per 100 people,  

(arbitrary units)

10/0.5 7/0.35 12/1 0.15 2012–2013
8/0.4 6/0.3 10/0.5 0.15 2014–2021

5/0.25 3/0.15 8/0.4 0.15 2022–2023
5/0.25 4/0.12 6/0.3 0.15 2024

Pinb – information security 
indicator, (arbitrary units)

7/0.7 6/0.6 8/0.8 0.20 2012–2013
5/0.5 4/0.4 7/0.7 0.20 2014–2021
4/0.4 3/0.3 6/0.6 0.20 2022–2023
5/0.5 4/0.4 6/0.6 0.20 2024

Pzs – indicator digital systems, 
(arbitrary units)

3/1.0 2/0.666 3/1.0 0.20 2012–2013
2/0.666 1/0.333 2/0.666 0.20 2014–21
1/0.333 0/0 1/0.333 0.20 2022–2023
2/0.666 1/0.333 2/0.666 0.20 2024

Table 3

Final results from calculating the indicators of information potential of power plants over 2012–2024

Indicator of infor-
mation potential

Power plant
Year

ZTES VTES BTES

Pavt – automation 
indicator, (arbitrary 

units)

0.175 0.15 0.1875 2012–2013
0.125 0.1 0.15 2014–2021

0.0875 0.08 0.14 2022–2023
0.07 0.0625 0.12 2024

Pinf – IT infrastruc-
ture indicator, 

(arbitrary units)

0.2 0.16 0.2 2012–2013
0.16 0.1 0.18 2014–2021
0.1 0.06 0.14 2022–2023

0.096 0.052 0.104 2024

Pfax – indicator of IT 
specialists per 100 
people, (arbitrary 

units)

0.075 0.0525 0.15 2012–2013
0.06 0.045 0.075 2014–2021

0.0375 0.0225 0.06 2022–2023
0.03 0.018 0.045 2024

Pinb – information 
security indicator, 
(arbitrary units)

0.14 0.12 0.16 2012–2013
0.1 0.08 0.14 2014–2021

0.08 0.06 0.12 2022
0.072 0.052 0.1 2024

Pzs – indicator 
digital systems, 
(arbitrary units)

0.2 0.134 0.2 2012–2013
0.134 0.066 0.134 2014–21
0.066 0 0.066 2022–2023
0.054 0 0.054 2024

P∑ – integral indica-
tor of information 

potential,  
(arbitrary units)

0.7900 (norm, high) 0.6165 (norm, high) 0.8975 (norm, very high) 2012–2013
0.5790 (conditional norm, average) 0.3910 (abnormal, low) 0.6790 (norm, high) 2014–2021

0.3710 (abnormal, low) 0.2225 (abnormal, low) 0.5260 (conditional norm, average) 2022–2023
0.3220 (abnormal, low) 0.1845 (abnormal, very low) 0.4230 (conditional norm, average) 2024
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This drop is associated with the beginning of 
military actions by Russia, which caused serious 
economic and technological difficulties. Additional-
ly, this drop could have been caused by the following 
factors:

– the impact of global crises, in particular mili-
tary aggression and economic instability;

– reduction or cancellation of investments in 
digital technologies due to military actions and eco-
nomic difficulties;

– possible changes in policy or legislation that 
limited the possibilities for the implementation of 
new information technologies;

– there may have been major incidents or a series 
of incidents at the station that led to a temporary 
decrease in the effectiveness of digital technologies.

A further decline in the level of information po-
tential during 2023 and 2024 is associated with the 
duration of military actions by Russia, which caused 
significant economic and technological difficulties:

– technological obsolescence or lack of updates due to 
limited information resources and investments under war-
time conditions;

– reduced investment in innovation due to the economic 
crisis caused by the war;

– problems with technical maintenance and support of 
new technologies due to the complex information security 
situation and limited access to the necessary information 
resources.

This decline in the level of information potential may also 
be a consequence of a lag in the development of new digital 
technologies or a change in the company’s priorities in the 
context of military operations.

Fig. 2 shows a diagram of the dynamics of changes in the 
integral indicators of the information potential of the power 
plant during 2012–2024. The diagram helps track the dynam-
ics of changes in all integral indicators of the information 
potential of the power plant during 2012–2024 and identify 
critical points for timely decision-making on eliminating 
information potential risks.

During periods of decline, as in 2014, 2022–2024, a de-
crease in information potential indicators leads to a decrease 
in the level of the integral indicator of the information poten-
tial, which indicates a decrease in efficiency and innovative 
potential.

In addition, this drop in the integral indicators of the 
information potential significantly exceeds the threshold val-
ues determined by the requirements for regulated standards 
and procedures, which indicates a significant deterioration 
in the situation.

Such dynamics are directly related to the beginning of 
full-scale military operations by the Russian army, as well 
as damage to the software and hardware complexes of auto-
mated systems, which created unprecedented threats to its 
information potential at the power plant.

The results of the expert assessment clearly demonstrate 
the cause-and-effect relationships between the level of infor-
mation potential and external factors, in particular military 
aggression by the Russian army.

This approach allows for a deeper understanding of the 
nature of the identified risks and to identify ways to over-
come them to ensure the proper level of information potential 
of energy enterprises.

6. Discussion of results related to devising a 
methodology for assessing the level of information 

potential of energy enterprises

The proposed methodology for assessing the level of in-
formation potential of energy enterprises solves a number of 
key problems that arise when using existing approaches to 
assessing information potential under conditions of digital 
coherence. The methodology is an important tool for manag-
ing the information potential of energy enterprises, but it is 
shown that its effectiveness depends on the accuracy of data, 
the level of personnel training and the availability of informa-
tion resources for implementation.

Unlike [19, 20], in which information components and 
their indicators are not taken into account, the information 
potential of an energy enterprise is considered as an integral 
complex, including information, technical, organizational, 
and human resources. This allows for a more detailed study 
of the nature of the identified risks and the definition of effec-
tive measures to eliminate them in order to guarantee the ap-
propriate level of information potential of energy enterprises.

The stages of component selection take into account 
their interaction and integration into the overall information 
potential management system of an energy enterprise. Com-
ponents such as the level of automation and IT infrastructure 
contribute to reducing costs and increasing productivity. 
Scientific research confirms that process automation reduces 
the number of errors and speeds up task completion. In the 
context of digital transformation, the protection of informa-
tion resources is critically important. The selection of compo-
nents that ensure information security minimizes the risks of 
cyberattacks and data loss. The level of personnel determines 
the ability of the enterprise to effectively use information 
potential. Investments in training and development of per-
sonnel are key to maintaining information potential.

Based on the results of calculating information potential 
indicators (Table 3), a diagram (Fig. 2) was constructed for 
the dynamics of changes in the potential of energy enterpris-
es during 2012–2024.

The diagram (Fig. 2) for the dynamics of changes in the 
integral indicators of the information potential of energy en-
terprises for the period 2012–2024 demonstrates how the lev-

Fig. 2. Diagram of the dynamics of changes in the integrated indicators 
of the information potential of the power plant during 2012–2024
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el of information potential changed over time, which makes 
it possible to assess the overall dynamics of development. 
Also, the diagram (Fig. 2) shows periods when the indica-
tors significantly decreased or increased, which may be due 
to external factors, such as economic crises, technological 
changes, or the impact of hostilities. Based on the dynamics 
of past years, it is possible to make forecasts regarding the 
future development of the information potential of energy 
enterprises. In addition, the diagram helps determine which 
aspects of the information potential require additional atten-
tion and develop strategies for their improvement. 

The methodology for practical application may require 
significant investments in new technologies, the introduction 
of new standards and processes, which may be economically 
unaffordable for energy enterprises.

The practical application of the methodology for assess-
ing the level of information potential of energy enterprises 
may require significant effort, time, and financial resources. 
In addition, under complex or unstable conditions of the 
information environment, problems may arise with the ac-
curacy and completeness of the source data, which affects 
the quality of assessing the level of information potential of 
energy enterprises.

Further research will focus on the relationship between 
the information potential of the enterprise, its architecture, 
and economic potential. Clustering of enterprises by the level 
of their information potential and analysis of the results will 
also be carried out.

7. Conclusions

1. Stages of the methodology for assessing the level 
of information potential of energy enterprises have been 
proposed, which is an important tool for assessing and 
managing the level of information potential of energy enter-
prises, especially under the conditions of digital coherence. 
The methodology takes into account the interaction and 
integration of technical, organizational, information, and 
personnel resources, which provides a holistic view of the 
level of information potential of enterprises. The selection 
of such components as process automation, modernization 
of IT infrastructure, and increasing the level of information 

security contribute to the economic efficiency of enterprises. 
Investments in personnel development support the ability of 
enterprises to adapt to rapid changes in the digital sphere.

2. The methodology was verified on real data of energy 
enterprises to assess its effectiveness. Experimental testing of 
the methodology at enterprises of the electric power system 
confirmed its effectiveness, practical value, and versatility 
under the conditions of a real digital environment. The 
constructed diagram of the dynamics of changes in the inte-
gral indicators of IP during 2012–2024 makes it possible to 
visually assess the dynamics of changes in the indicators of 
information potential and identify critical points for prompt 
response to risks. The effectiveness of practical application of 
the methodology depends on the accuracy of the source data, 
the availability of resources, and the level of personnel train-
ing. Disadvantages, such as the complexity of integration into 
existing systems or economic constraints, require additional 
consideration.
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