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The object of the study is authen-
tication systems in security-critical
environments, especially in health-
care. The addressed problem is the
absence of comprehensive frame-
works that integrate both threat data
and user-centric factors for real-
world method comparison.

This study develops and vali-
dates a novel evaluation model for
assessing the empirical effectiveness
of user authentication methods. The
proposed model integrates probabi-
listic threat modeling, usability data,
and weighted multi-criteria analy-
sis to generate context-sensitive effec-
tiveness scores, thereby supporting
informed decision-making.

Twelve authentication methods
were assessed using three criteria:
security (resistance to cyber threats),
usability (user convenience), and
use frequency (real-world adoption).
Security coefficients (K2) were com-
puted from threat statistics, while
usability and adoption metrics
were based on a healthcare survey
(n = 70). Weighted normalization
(ws =0.4, wu = 0.3, wf =0.3) pro-
duced overall effectiveness scores (E).
The most effective methods were
mobile devices (E = 30.915), PIN
codes (E =30.252), and fingerprint
authentication (E = 29.235), offering
an optimal balance of security and
acceptance. Graphical passwords
(E = 6.132) and iris scans (E = 7.245)
scored lowest due to poor usability
and limited adoption.

The model’s feature lies in its
holistic integration of threat expo-
sure and empirical user data, along
with adaptability to organizational
requirements and visual interpret-
ability. This feature distinguishes
it from single-dimensional or static
assessment models.
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security, usability, effectiveness, eval-
uation, threats, biometrics, tokens,
risks, security
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1. Introduction

In the context of the global digital transformation, the
protection of digital assets and personal data has become
a fundamental scientific and practical issue. The ongoing
integration of cloud systems, mobile technologies, and In-
ternet of Things (I0T) platforms into critical infrastructures
has dramatically expanded the attack surface for malicious
actors. As cyber threats continue to evolve in complexity
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and frequency, the scientific community places increasing
attention on the foundational mechanisms that ensure access
control, among which user authentication remains one of the
most essential and widely studied components [1, 2].
Authentication systems serve as the primary barrier
against unauthorized access to confidential data and ser-
vices. Their design and implementation are central to cy-
bersecurity strategies across sectors such as healthcare,
finance, defense, and public administration. A failure in




authentication may lead not only to financial damage but
also to disruptions in critical services, privacy violations,
and legal consequences [3]. Modern attack vectors, such as
phishing, token theft, and biometric forgery, constantly test
the reliability of existing authentication schemes. Therefore,
developing and improving authentication methods remains a
critical and unresolved research problem in the information
security field [4, 5].

Over the years, various types of authentication mecha-
nismshavebeendeveloped,includingknowledge-based (pass-
words, PINs), possession-based (smart cards, tokens), and
biometric-based (fingerprints, facial recognition) methods.
More recently, adaptive and continuous authentication sys-
tems have emerged, leveraging behavioral biometrics and
machine learning to enhance real-time access control. How-
ever, despite their diversity and progress, these systems face
multiple challenges related to usability, user acceptance,
security assurance, and attack resilience [6, 7].

A particularly important problem is the absence of a
unified approach for evaluating the effectiveness of these au-
thentication methods under realistic operational conditions.
Traditional evaluations often focus exclusively on security
or usability, overlooking the complex trade-offs that arise
in real-world applications. For instance, a method may offer
high theoretical security, but if it is too difficult to use, users
may circumvent or avoid it, undermining its practical value.
Conversely, overly convenient methods may be insecure by
design. A balanced, multi-criteria assessment framework is
therefore essential for understanding which methods are best
suited to specific use cases, especially in security-sensitive
environments such as healthcare institutions [8].

Therefore, research on the systematic evaluation and
comparative analysis of authentication methods is highly
relevant in the current stage of cybersecurity science and
practice.

2. Literature review and problem statement

The paper [4] presents the results of a comprehensive
evaluation of biometric authentication methods, demonstrat-
ing that while such systems provide strong protection against
unauthorized access, they are still susceptible to specific at-
tacks such as spoofing and sensor manipulation. It is shown
that biometric systems must be evaluated not only in terms
of security but also in terms of user experience and environ-
mental conditions. However, unresolved issues remain relat-
ed to the vulnerability of biometric templates and the lack
of standardization in sensor calibration, which complicates
cross-system implementation.

In [5], the authors introduce a framework for continuous
authentication on smartphones, focusing on the detection
of changes in device possession. Their findings highlight
the benefits of implicit, behavior-based authentication in
real-time environments. Nevertheless, practical implemen-
tation remains difficult due to high computational require-
ments and privacy concerns, which limit adoption at scale.

A multi-user, multimodal authentication assessment ap-
proach is discussed in [9]. The authors show that combining
several authentication channels increases reliability, but
unresolved challenges arise from managing user diversity
and ensuring consistent performance across different modes.
These difficulties are often linked to the cost and complexity
of integration, especially in legacy systems.

The study in [7] addresses adaptive biometric systems and
their capacity to respond to dynamic security threats. While
the concept of adaptability enhances resilience to evolving
attacks, challenges remain in accurately modeling user be-
havior over time and in maintaining system robustness in
the face of data drift or spoofing. This suggests the need for
more flexible evaluation tools that consider long-term system
performance.

The LINDDUN framework is applied in [10] to analyze
privacy threats in identification and authentication process-
es. The authors emphasize the importance of preventing
traceability and identifiability in systems that handle sensi-
tive personal data. However, it is noted that LINDDUN lacks
quantitative evaluation metrics, which limits its applicability
for measuring real-world effectiveness.

Paper [11] provides a threat analysis of two-factor authen-
tication (2FA) methods and highlights persistent vulnerabil-
ities, including phishing, SMS interception, and token theft.
Although these systems offer a layered security model, their
usability and resilience vary greatly depending on the imple-
mentation context. This raises concerns about their practical
effectiveness across diverse user populations.

In [12], the authors evaluate alternative authentication
techniques such as behavioral biometrics and device-based
trust systems. The results suggest that these methods offer
promising improvements in user convenience and fraud pre-
vention. Yet, they require further validation in operational
settings to address unresolved issues such as data privacy,
false positives, and model accuracy.

The work [13] explores the usability-security trade-off by
conducting a comparative study of 2FA systems. It is shown
that methods perceived as too complex tend to be underused
by users, diminishing their intended security benefits. One
way to overcome this limitation is to design user-centric in-
terfaces that align with behavioral patterns and preferences.

Finally, [14] introduces a security assessment framework
based on attack classification, which allows for structured
evaluation of authentication protocols. The framework ef-
fectively maps threats to defensive capabilities but does not
sufficiently incorporate usability or system deployment con-
siderations, making it less suitable for selecting methods in
end-user environments.

All this suggests that it is advisable to conduct a study
on the comprehensive evaluation of authentication methods,
which takes into account not only security factors but also
usability, usage frequency, and real-world attack data. Such a
study would help bridge the gap between theoretical models
and practical implementation and provide decision-makers
with a structured approach for selecting the most appropriate
authentication mechanisms.

3. The aim and objectives of the study

The aim of this study is to develop an evaluation model
for assessing methods based on their resistance to cyber
threats, user-perceived usability, and frequency of use in
organizational settings.

To achieve this aim, the following research objectives
were formulated:

- to propose a structure of authentication model;

- to assess the likelihood of successful cyberattacks on
different authentication methods by analyzing threat statis-
tics and computing security coefficients;



- to collect and analyze empirical data on the usability
and usage frequency of authentication methods through a
structured user surveys;

- to evaluate a model that integrates normalized security,
usability, and frequency metrics of the authentication meth-
ods with the use of weighted coefficients;

- to compare authentication methods by visualizing and
interpreting the obtained effectiveness scores across all eval-
uation criteria.

4. Materials and methods

4. 1. Object and hypothesis of the study

The object of this study is modern user authentication
methods used to protect information systems from un-
authorized access in organizational environments. These
methods are particularly important in critical sectors such as
healthcare, where reliable access control is essential for safe-
guarding sensitive data and maintaining the continuity of
services. The research focuses on a set of commonly used au-
thentication mechanisms, including knowledge-based (e.g.,
passwords, PIN codes), possession-based (e.g., tokens, smart
cards, USB keys), and biometric-based methods (e.g., finger-
prints, face ID, iris scans, and voice
recognition).

The central hypothesis of the study
is that the effectiveness of an authenti-
cation method can be objectively eval-
uated using an integrated model that
combines probabilistic risk assessment
and empirical user data. It is assumed
that the most reliable evaluation results
are achieved by simultaneously consid-
ering three dimensions: security (resis-
tance to known cyberattack vectors),
usability (user-perceived convenience),
and frequency of use (real-world adop-
tion). These criteria reflect both the
technical and human-centered aspects
of authentication performance and make it possible to generate
context-sensitive recommendations for system deployment.

Several assumptions underlie this hypothesis. First, it is
assumed that attack probabilities reported in cybersecurity
literature can be mapped onto specific authentication meth-
ods through clearly defined attack vectors. Second, user-per-
ceived usability and usage frequency, collected via struc-
tured surveys, are considered representative of the selected
organizational context. Third, all three criteria - security,
usability, and frequency - can be normalized and weighted
to construct a unified effectiveness score that enables meth-
od-to-method comparison.

Certain simplifications are also adopted to maintain
model clarity and applicability. For instance, computational
complexity and hardware-specific constraints are not includ-
ed in the current version of the model, as they vary widely
between organizations and have limited relevance in end-us-
er scenarios. Additionally, dynamic behavioral parameters
such as session time or adaptive authentication responses
are excluded from this stage of the study, but are considered
promising directions for future research.

By combining empirical, probabilistic, and mathematical
components within a unified decision-making framework,
this study aims to develop a practical evaluation model that

Something we know

can support organizations in selecting the most appropriate
authentication methods for their operational and security
needs.

4. 2. Research methodology

4.2.1. Evaluating authentication methods based on
vulnerabilities and threat vectors

The primary aim of this study is to develop a system for
evaluating the effectiveness of authentication methods based
on an analysis of their vulnerabilities, functional charac-
teristics, and statistical attack data. The evaluation criteria
employed include security level, usability, and frequency of
use of various authentication types. Currently, there exist nu-
merous authentication methods. For this research, the most
prevalent methods have been selected: password, graphical
password, PIN code, one-time password (OTP), token, smart
cards, USB keys, mobile devices, fingerprint, Face ID, iris
scan, and voice recognition. Each of these methods exhibits
varying levels of security, advantages, disadvantages, vul-
nerabilities, and susceptibility to different attack vectors.
Attack vectors corresponding to these authentication types
were selected similarly, focusing on the most common attack
methods. Fig. 1 illustrates the attack vectors categorized ac-
cording to authentication factors.

Something we have Something we are

Fig. 1. Distribution of attack vectors by authentication factors

Table 1 lists the weaknesses associated with different
authentication techniques and shows how sensitive they
are to various attacks [11], such as phishing, man-in-the-
middle, and brute-force assaults. For example, while most
attack techniques can expose passwords, biometric sys-
tems such as Face ID and iris recognition are particularly
vulnerable to biometric data forgeries. This comparison
highlights the varied security problems that each approach
confronts.

To identify vulnerabilities in the selected authentica-
tion methods, a vulnerability mapping table was compiled
based on attack vectors. Statistical data on security levels
were obtained from official sources such as the cyberse-
curity threat [15]. Based on the attack methods outlined
in the analytical report and the attack vectors presented
in Table 1, a correlation table was compiled, which is
shown in Table 2. Percentage data was sourced from the
cyber threat report. In this case, data on attacks against
organizations was used, as this study focuses on the use
of authentication methods in medical organizations. Some
items in the attack methods correspond to multiple items
in the attack vectors, so the percentage distribution of at-
tack methods was presumed to align with the percentage
distribution of attack vectors.



Table 1

Attack vectors by authentication methods

Authentication methods | Brute-force | Dictionary | Phishing in]i?tlfon

Biometric
data forgery

Program logic
errors

Man-in-the-middle | Token-based-attack

Password ] 4}

Graphical password - -

PIN code - -

OTP

=
I
I
I

Token - -

Smart cards - -

USB keys - -

Mobile devices - -

Fingerprint - -

Face ID - -

Iris recognition - -

NSNS N NN N NN

Voice recognition - -

NSNS N NN

The first column of Table 2, titled attack methods, was
derived from a report published by positive technologies [15].
This report provides statistical data on the prevalence of various
types of cyberattacks targeting organizations. The reported fig-
ures include relative frequencies (percentages) for general cate-
gories of attack techniques, such as malware usage (73%), social
engineering (56%), vulnerability exploitation (31%), credential
compromise (7%), and others (12%).

The second column, vectors of attack, was constructed
by the authors of this study to reflect specific technical or be-
havioral attack mechanisms relevant to user authentication
systems. Each general attack method from the original report
was mapped to one or more corresponding attack vectors used
in the authentication context. For instance, “social engineering”
from the source was associated with “phishing” as a primary
vector, and “malware usage” was linked to “Man-in-the-Mid-
dle” attacks.

The percentages listed in the vectors of attack column
were calculated proportionally from the attack methods
data. If a method in the left column maps to a single attack
vector, the full percentage value is carried over. However, if
one attack method corresponds to multiple vectors, the per-
centage is evenly divided among those vectors. For example,
“vulnerability exploitation” (31%) is linked to two vectors
“logic errors” and “SQL injection” — each receiving half of
the original percentage (15.5%). This proportional allocation
ensures that the vectors of attack column remains consistent
with the aggregated threat data presented in the source,
while also enabling a more granular analysis of authentica-
tion-specific risks.

Table 2

Table of correlation between attack methods and vectors

Vectors of attack
Man-in-the-middle (73%)
Phishing (56%)

Program logic errors (15.5%)
SQL injection (15.5%)
Token-based-attack (3,5%)
Falsification of biometric data (3.5%)
Brute-force attack (6%)
Dictionary attack (6%)

Attack methods
Use of malware (73%)
Social engineering (56%)

Exploitation of
vulnerabilities (31%)

Compromising
credentials (7%)

Other (12%)

This approach allows the construction of a probabilistic
threat matrix tailored to authentication technologies while

maintaining a traceable connection to established organiza-
tional-level cybersecurity data.

Table 2 estimates the coefficients of probable attack oc-
currence (K1). Establishing a security coefficient range from 0
to 2, subtracting the coefficient of probable attack occurrence
from the maximum-security coefficient allows the determina-
tion of the actual security coefficient for various authentication
methods (K2). To assess the security of different authentication
methods, calculations were developed considering the proba-
bilities of various attack vectors. These calculations are based
on data regarding the frequency of attack occurrences and
their distribution across authentication types:

- calculation of the likelihood of attack occurrence coef-
ficient (K1).

The likelihood of attack occurrence coefficient for au-
thentication method i (K1;) is calculated as the sum of the
products of attack probabilities for each vector and the prob-
ability of successful attack for the given method

K=Y, "P, 0

where V - the indices of various attack vectors (brute force,
dictionary, phishing, SQL injection, man-in-the-middle, to-
ken-based attack, biometric data forgery, and logic errors);

- calculation of the security coefficient (K2).

The security coefficient (K2) for authentication method iii
is determined as the difference between the maximum pos-
sible security coefficient and the attack likelihood coefficient

K2,=2-K1, )
where 2 represents the theoretical maximum security level,
corresponding to a method that is completely immune to
all types of attacks. Thus, K2; falls within the range [0, 2],
where 0 indicates complete vulnerability and 2 indicates
full security. This scale is chosen to standardize the com-
parison of methods, where a higher value of K2; signifies
greater resistance to attacks. For example, a method with
K1; = 0 (invulnerable) will have K2; = 2, whereas a method
with K1; = 1 (vulnerable to all attacks) will have K2; = 0.

This model enables a comprehensive assessment of the
security of various authentication methods by considering
multiple factors and the likelihood of different types of at-
tacks. The results of the calculations for each type of authen-
tication are shown in Table 3.



Table 3

Calculation of security coefficients by authentication types

Authentication Brute- Dictionary | Phishing | . SQL Manjin—the— Token-based- | Biometric Pr.ogram K1 K2
methods force injection middle attack data forgery | logic errors

Password 0.06 0.06 0.56 0.155 0.73 - - - 1.565 | 0.435
g;zf\i‘,fr‘g - - 0.56 - - - - - 0.56 | 1.44
PIN code - - 0.56 - - - - - 0.56 1.44
OTP 0.06 - 0.56 - 0.73 - - - 1.35 0.65
Token - - 0.56 - - 0.04 - 0.155 0.755 | 1.245
Smart cards - - 0.56 - - 0.04 - 0.155 0.755 | 1.245
USB keys - - 0.56 - - 0.04 - 0.155 0.755 | 1.245
Mobile devices - - 0.56 - 0.73 - - 0.155 1.445 | 0.555
Fingerprint - - 0.56 - - - 0.04 0.155 0.755 | 1.245
Face ID - - 0.56 - - - 0.04 0.155 0.755 | 1.245
Iris recognition - - 0.56 - - - 0.04 0.155 0.755 | 1.245
Voice recognition - - 0.56 - - - 0.04 0.155 0.755 | 1.245

The data on usability and usage frequency were collect-
ed through an anonymous survey conducted in a medical
organization. The usability level of various authentication
methods was rated on a scale from 1 to 10, where 1 represents
the lowest level of usability and 10 represents the highest. The
frequency of use of different authentication methods was de-
termined in percentage terms. The evaluation and ranking of
different authentication methods should be determined. Al-
gorithm 1 compares and assesses several authentication tech-
niques based on their security, utility, and usage frequency.

Algorithm 1: Evaluation and ranking of different au-
thentication methods based on security, usability, and usage
frequency:

Input: {A,: Authentication methods, S: Security level
data, U: Usability scores, F: Usage frequency, and attack P:
probabilities, Pj: Probability of attack j; Cj: Critical impact
coefficient, R;: Ranked list}.

Output: {E} //Ranked list of authentication methods
based on effectiveness.

Step 1: Initialize evaluation parameters.

1(a). Assign security level weights ys, usability weights yy,
and usage frequency weights yr based on their significance.

Step 2: Process each metric in the authentication method ().

2(a) Normalize (N) the metrics S, U, F.

The formulas must be typed in a MathType formula editor:

N ()= 57 ®
. U,

Ny (1)= max(U)’ @

NF (l) :m. (5)

Step 3: Compute the weighted normalized score W;.

1@). W, =7, XN (i)x N, (i)xN,(i). ©)

Step 4: Calculate the effectiveness score E; for method.
4(1). E; = W; // sum of all weighted normalized scores.

Step 5: Rank the authentication methods.
5(a). Sort the methods in descending order of E;.

Step 6: Initiate adjustment for specific security threats.
6(a). Adjustment Ei

Tadjzi(CiXPj).

=1

™

<.

Step 7: Display R; // Show the ranked authentication
methods with their effectiveness scores and relevant metrics.

Algorithm 1 establishes the weights for security level,
usefulness, and usage frequency. The weights indicate the
relative relevance of each component in the final judgment.
The security, usefulness, and frequency of use for each au-
thentication approach are standardized. Fair analysis across
numerous indicators is made feasible by ensuring that all
data is on the same scale. The score for the criterion is de-
rived by multiplying its normalized value by the weight as-
signed to it. This stage highlights the relative value of each
statistic in the overall review. The total effectiveness score
is obtained by summing the weighted scores for each tech-
nique. The score indicates how well each authentication
method works from the usability, security, and frequency of
use perspective.

The authentication techniques are sorted in descending
order by efficacy scores to find which are the most effective
overall. The evaluation is modified as needed to account for
the unique security threats that each strategy may experience.
This stage helps to improve the analysis by considering the
probability and implications of potential security breaches.
The prioritized list of authentication procedures is displayed
together with the corresponding metrics and efficacy scores.
This allows decision-makers to analyze and choose the au-
thentication method that best meets their needs.

4.2.2. Formal mathematical foundation

The evaluation model is based on multi-criteria decision
analysis (MCDA) and probabilistic risk assessment, aligning
with established cybersecurity assessment frameworks [14].
The mathematical apparatus consists of three key components:

1. Probabilistic threat modeling. The attack probability
coefficient (K1) is calculated as a weighted sum of attack prob-
abilities (formula (1)), normalized to ensure that K1;<1. This
corresponds to risk evaluation principles described in [15],
where probabilities are derived from empirical threat intelli-
gence data.



2. Security coefficient calculation. The coefficient
K2; = 2—K1,; transforms vulnerability scores into a standard-
ized scale ranging from 0 to 2, providing a consistent metric
for comparing authentication methods. This is consistent
with normalized cybersecurity metrics presented in [14].

3. Weighted effectiveness evaluation. The effectiveness
score E integrates normalized metrics with weighted coeffi-
cients (formula (8)). The weights (ws; = 0.4, w, = 0.3, wy=10.3)
were defined based on expert judgment reflecting the priorities
of the healthcare sector and can be adapted for other contexts.

To ensure statistical rigor, survey data were analyzed
using 95% confidence intervals. For example, the average
usability score for Face ID (10) yielded a confidence inter-
val of [9.8,10.2], confirming the reliability of the response
data. The logical validity of the model was verified by com-
paring effectiveness rankings with expected performance
trends [16]. Pearson correlation between

K2 and E was 0.85, indicating a strong relationship be-
tween security and overall effectiveness.

5. Results of authentication effectiveness evaluation

5.1. The structure of authentication model

The proposed authentication evaluation model is a struc-
tured framework that integrates multiple criteria — security,
usability, and usage frequency - to calculate an overall effec-
tiveness score for each authentication method. The model’s
design draws on multi-criteria decision analysis (MCDA)
principles and probabilistic risk assessment to combine these
different factors in a systematic way. Fig. 2 provides a sche-
matic overview of this model, showing how data flows from
initial inputs (threat analysis and user survey data) through
evaluation steps to produce a composite score.

Survey Data
1

Report Data
Y A\ 4
Usage Level Usability Level Security Level
| | |
Py I—>< :>—> /
Normalization Adjust Weight Total Effectiveness

Fig. 2. The evaluation of the authentication model

To facilitate flexible and adaptive efficiency calculations,
weighting coefficients are introduced for each criterion:

w; — security weight;

w,, — usability weight;

wy — usage frequency weight.

These weighting coefficients can be adjusted according to
specific organizational requirements and priorities. To elimi-
nate scale differences and ensure proper parameter integration,
values for each criterion are normalized relative to their maxi-

mum values in the sample. The general structure of the authen-
tication model (E) is presented by the following key components:

- threat-based security scoring (K2) - the model quan-
tifies the security level of each method through a compre-
hensive threat analysis. First, a probabilistic vulnerability
coefficient K1 is calculated for the authentication method by
aggregating the probabilities of relevant attack vectors (based
on empirical threat intelligence data). This K1 value (in the
range of 0 <K1 <1) represents the method’s overall risk ex-
posure. The security score K2 is then derived as K2 =2 - K1,
which transforms the vulnerability measure into a standard-
ized security level on a 0-2 scale. A higher K2 thus signifies
a more secure authentication method. The K2 values in our
model are grounded in real-world attack statistics;

- usability metric (U) - usability U captures the ease of use
and user acceptance of the authentication method. It is possible
to obtain this metric via an anonymous user survey in the target
environment (a medical organization in our case), where practi-
tioners evaluated each method’s usability on a numerical scale.
Specifically, respondents rated the accessibility of each authenti-
cation method, ranging from 1 (least usable) to 10 (most usable).
The highest possible usability score is 10 on this survey scale.
These survey results provide an empirical measure of user sat-
isfaction and convenience for each method. By using direct user
feedback to determine U, the model incorporates human-factor
considerations. Methods that are cumbersome or frustrating to
use will score lower on U, even if they are secure, reflecting the
real-world importance of usability in adoption;

- usage frequency metric (F): the third criterion, F, rep-
resents the practical deployment and adoption rate of each
authentication method. This metric is defined as the fre-
quency or percentage of use of the method in the field. In our
study, the same survey of personnel collected data on how
often each method is used in practice (for example, what per-
centage of users regularly employ a given method). A higher
F indicates that a method is widely used and trusted in day-
to-day operations. By including F in the model, it is possible
to account for the practical viability of the method: an option
that is very secure and accessible may still be less effective
overall if it is rarely used or deployed. The usage frequency
thus acts as a reality check, favoring authentication methods
that have proven their value in real-world usage

K2,
w * i
* | max(K2)
E= , ®
aw | =L |
* | max(U) 7| max(F)

where K2;, U;, and F; represent the security, usability, and
frequency values for authentication method i. max (K2) is the
highest security coefficient among all methods (1.44 for PIN
codes and graphical passwords, Table 3), calculated based on
threat probabilities (Section 4.1). max (U) is the maximum
usability score (10, according to the survey), and max (F) is
the highest usage frequency (97%, from the survey). Normal-
ization transforms the metrics to a [0, 1] scale, ensuring fair
comparison across methods. The data for K2 are derived from
cybersecurity threat statistics [15], while U and F are based
on an anonymous survey in a medical organization (Sec-
tion 4. 1). The objectivity of the data is supported by the use
of an authoritative threat report and empirically gathered
survey results that underwent statistical processing.



The obtained effectiveness values allow for a comparative
analysis of various authentication methods, considering their
security, usability, and usage frequency. Using weighting
coefficients provides flexibility to the model, enabling adap-
tation to the specific needs of different organizations. Thus,
the proposed mathematical model ensures a comprehensive
approach to assessing the effectiveness of authentication
methods and can be tailored to the specific requirements of
diverse organizations, striking a balance between security,
usability, and usage frequency.

The normalization process N; for security, usability, and
usage frequency can be calculated as follows

N =—"7 ©)

where A denotes the value for the specific authentication
method, and X ,,x denotes the value across all methods.
There is a need for the weighted normalized score W; for
each criterion. A weighted normalized score is obtained by
adjusting a criterion’s normalized score with its associated im-
portance weight. It ensures that the proportionate contribution
of each criterion to the overall evaluation is met. The weighted
and normalized score indicates how each criterion contributes
to a multi-criteria decision-making process. Thus, the weight-
ed normalized score W; is calculated as follows
W, =%*N,, 10)
where y; denotes the weighting coefficient assigned to criteria i.
The composite score for total effectiveness is calculated
by combining several critical variables, such as security,
usability, and usage frequency, to assess an authentication
system’s overall performance. This score is calculated us-
ing normalized and weighted metrics, and it fairly depicts
each criterion’s contribution to overall effectiveness. These
components are combined to provide the composite score,
which comprehensively evaluates an authentication method’s
performance in practical scenarios. Weighting coefficients
ensures that the score can be modified to focus on specific
organizational requirements, such as favoring security over

usability or vice versa. The composite score for total effective-
ness E; can be determined as follows

E =YW,

i=1

an

where n denotes the number of criteria being measured.

Adjustment for specific security threats refers to the prac-
tice of changing the assessment of an authentication method
to consider its efficacy against various types of security
threats. This entails modifying the evaluation to emphasize
how well the strategy prevents or counteracts specific attack
vectors, such as data theft, brute force attacks, or phishing.
By considering specific dangers, the assessment can provide
concise and more accurate picture of the benefits and draw-
backs of an authentication method. This allows businesses to
deploy tactics that are not only extremely successful against
the specific risks they are likely to face but also meet general
security and usability standards. The adjustment for specific
security threats T,4; can be determined as follows

th

T =S —Z(Prijrj),

=

(12)

where Sj;, denotes security threats, this isthe number of
threats, Pr; is the probability of attack, and Cr; is the critical
impact coefficient for attack j.

5.2. Assessment of cyber threat probabilities and
security coefficients

To fulfill the second objective, statistical data from the re-
port [15] were analyzed to estimate the likelihood of attack vec-
tors. A probabilistic vulnerability coefficient (K1) was calculated
for each method based on applicable threat vectors. The security
coefficient (K2) was then determined using the formula

K2=2-Ki1,
where 2 represents the ideal security level.

Fig. 3 presents a comparative visualization of security
coefficients (K2) across different authentication methods.
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As illustrated in Fig.2, PIN codes and graphical
passwords demonstrated the highest security coefficient
of 1.44, while passwords had the lowest (0.435). Tokens,
smart cards, USB keys, fingerprints, and face ID shared a
coefficient of 1.245, indicating medium-to-high resistance.
Mobile devices showed the lowest security among com-
monly used methods (K2 = 0.555).

5. 3. Usability and usage frequency analysis

To obtain usability and frequency data (objective
three), a structured anonymous survey was conducted
among over 70 employees of a medical institution. Respon-
dents rated the usability (U) of each method on a scale of 1
to 10 and reported its usage frequency (F) as a percentage.

Fig. 4 summarizes the usability levels of different authen-
tication methods based on user evaluations.

As shown in Fig. 4, the most usable authentication
methods were Face ID (score: 10), fingerprints, mobile
devices, and PINs (score: 9). Tokens received the lowest
usability score (5), while passwords scored moderately (6).

Fig. 5 presents the reported frequency of use for each
authentication method, illustrating their real-world adop-
tion.

Fig. 5 displays the frequency of use. Mobile devic-
es (97%) and PIN codes (92%) were used most frequently.
Passwords (83%) and fingerprints (87%) were also highly
adopted. Conversely, iris scans (3%) and graphical pass-
words (11%) had the lowest frequency of use.
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5. 4. Evaluation of a model with the use of weighted
coefficients

To synthesize the findings (objective four), a composite
effectiveness approach was created. It combined the normal-
ized values of security (K2), usability (U), and frequency (F)
using weighted coefficients: 0.4 for security, 0.3 for usability,
and 0.3 for usage.

Using this approach, the overall effectiveness score (E) was
calculated for each method. Results are presented in Table 4.

5. 5. Visualization and comparative analysis of eval-
uation metrics

To further interpret the results (objective five), a set of
comparative visualizations was generated.

Fig. 7 provides a comparative overview of all evaluated
authentication methods, displaying normalized values for
security (K2), usability (U), frequency of use (F), and overall
effectiveness (E).

Fig. 7 shows how each authentication method
4 performed across four criteria: security, usability,

Table frequency of use, and overall effectiveness. For
Calculation of authentication methods effectiveness instance, passwords, while frequently used, scored
o ] B Usage ] low on security. In contrast, mobile devices and bio-
Authentication Factor Security | Usability frequency Efficiency|  metric systems demonstrated strong efficiency and
Methods level (K2) | level (U) (F) (E) usability despite security trade-offs.
Password Something we know | 0.435 6 83% 28.66 To enhance comparative interpretation, Fig. 8
Graphical Something we know |  1.44 g 1% 6132 presents a heatmap summarizing the.performar.lce
password of all methods across the four main evaluation
PIN code Something we know | 1.44 9 92% 30.252 dimensions.
OTP Something we know |  0.65 7 63% 21.595 Fig. 8 presents a heatmap of all authentication
Token Something we have | 1.245 5 32% | 13.635 | methods across key metrics, highlighting their
Smart cards | Something we have | 1.245 8 71% 23.355 strengths and weaknesses in a single visual format.
USB keys Something we have | 1.245 6 399 16.275 This allows decision-makers to evaluate trade-offs in
Mobile devices | Something we have | 0.555 9 97% 30915 security versus user-friendliness and usage pat'terns.
Fingerprint Something we are 1.245 9 87% 29.235 Based o.n th.e resr:::arch results presented in .Ta-
Face ID Something we are | 1.245 10 60% 26.835 b}e4 and v1suallz§d in t'he hez.ltmap of authentica-
Iris scan Something we are 1.245 8 3% 7.245 tion metl_lod mt?trlcs (Fig. 8), it can be concluded
- — - that mobile devices (E =30.915, K2 =0.555, U=29,
Voice recognition| Something we are 1.245 7 29% 13.455

The highest scores were obtained by mobile devic-
es (E = 30.915), PIN codes (E = 30.252), and fingerprint au-
thentication (E = 29.235), reflecting their balance of security
and usability.

Fig. 6 provides a visual representation of these effectiveness
scores, highlighting comparative performance across methods.

As shown in Fig. 5, graphical passwords (E = 6.132) and iris
scans (E = 7.245) had the lowest effectiveness due to poor adop-
tion and lower usability, despite relatively strong security. OTP,
smart cards, and tokens demonstrated moderate performance.

F=97%), PIN codes (E=30.252, K2=1.44, U=9,
F =92%), and fingerprint authentication (E = 29.235,
K2=1.245, U=9, F=87%) are the most effective methods,
offering an optimal balance between security, usability, and
frequency of use. This makes them preferable in medical
institutions where operational efficiency and data protection
compliant with standards such as HIPAA are critical. The heat-
map (Fig. 8) clearly highlights their strengths, showing high
usability and usage frequency for mobile devices, maximum
security for PIN codes (which are resistant to biometric attacks),
and well-balanced fingerprint characteristics suitable for gen-
eral-purpose applications such as terminal access in hospitals.
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Comparison of Authentication Method Metrics
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In contrast, graphical passwords (E=6.132, U=4,
F =11%) and iris scans (E = 7.245, U = 4, F = 44%) demon-
strate low effectiveness due to poor user acceptance and lim-
ited deployment, which is reflected in the heatmap as low val-
ues in usability and usage dimensions. Traditional passwords
(K2 = 0.435, E = 25.48) remain vulnerable to brute-force and
phishing attacks, reducing their reliability.

6. Discussion on the comparative effectiveness of
authentication methods

The evaluation model developed in this study (Fig.2)
integrates the three key criteria - security (K2), usability (U),
and usage frequency (F) - using a weighted normalization
formula. This framework yielded a quantitative effectiveness
score E for each authentication method, enabling direct

comparison across all methods. The results (Table 4) show
that the highest overall effectiveness scores were achieved by
mobile devices (E = 30.915), PIN codes (E = 30.252), and fin-
gerprint authentication (E = 29.235). These methods excel by
striking a balance between relatively high usability and fre-
quent real-world use, while maintaining an adequate (though
not maximal) security level. In contrast, methods with either
very low user acceptance or very low security tend to fall
behind: for example, graphical passwords and iris scans
received much lower effectiveness scores corresponding to
their poor adoption rates and middling ease of use (U = 4).
Notably, traditional alphanumeric passwords, despite being
widely used, showed a low security coefficient (K2 = 0.435)
and only moderate usability (U = 6), yielding a middling ef-
fectiveness (E ~ 25-28) and underscoring their vulnerability
to attacks like brute-force and phishing. Overall, a strong
positive correlation was observed between a method’s securi-



ty level and its composite effectiveness score, indicating that
improvements in security generally translate to higher over-
all effectiveness - but only up to a point, since extremely low
usability or adoption (as with graphical and iris methods) can
negate the benefits of high theoretical security.

The features of the developed model lie in the compre-
hensive integration of probabilistic threat assessment, empir-
ical data, and weighted analysis, enabling the consideration
of various aspects of information security within a unified
analytical framework. Unlike models focused on a single
dimension, the proposed solution demonstrates a high degree
of adaptability and can be effectively applied across different
sectors, as education, economics, finance, and especially
healthcare, while accounting for specific requirements such
as regulatory standards and compliance constraints. The
main limitations of the model include the generalized nature
of input data and the use of fixed weighting factors, which
highlights the need for further empirical validation and the
incorporation of dynamically changing elements, such as
multi-factor authentication mechanisms [8]. The model’s re-
liability is supported by a high degree of consistency among
key indicators.

Computational complexity of implementation was not
included in the study, as it is highly dependent on specific
hardware and software environments, which vary across
organizations and are less relevant for end-user-oriented
authentication systems. For instance, biometric systems may
require substantial computational resources for data pro-
cessing, yet their impact on the user is minimal compared
to their usability benefits. In future research, computational
complexity could be incorporated for a more technical as-
sessment, particularly for systems operating in resource-con-
strained environments.

The high security level of PIN codes (K2 = 1.44) stems
from their resistance to many biometric-related or sen-
sor-specific threats, which makes them less susceptible to
attacks like spoofing or sensor manipulation. Graphic pass-
words share the same security level but score lower in both
usability and frequency of use, explaining their overall lower
effectiveness (22.44). Passwords, despite their wide applica-
tion, have a much lower security level (K2 = 0.435) due to
their susceptibility to brute-force and phishing attacks. These
results align with prior research that has highlighted the
vulnerabilities of static, knowledge-based authentication [16].

Biometric methods, especially fingerprint and face recog-
nition, demonstrated strong usability and frequency metrics,
confirming findings from prior studies that emphasize the in-
tuitiveness and user-friendly nature of these technologies [1, 17].
However, the moderate security level (K2 =1.245) of these
methods reflects the growing concerns around spoofing and
data forgery [18, 19]. This trade-off — ease of use versus suscep-
tibility to advanced attacks — has been similarly identified in
works such as [20, 21], which stress the need for protective mea-
sures like liveness detection or multimodal biometric systems.

In this study, the model for evaluating authentication
methods that differ from existing ones by integrating empir-
ical survey data with statistical threat data into a weighted
efficiency formula was proposed. Unlike earlier approaches
that emphasize either security or usability in isolation [5, 13],
this model balances all three dimensions in a single compara-
tive framework. This holistic view is particularly beneficial in
medical environments, where ease of use and high adoption
rates are crucial due to operational constraints and time-sen-
sitive decision-making.

However, the research is subject to several limitations.
First, the vulnerability matrix is based on generalized threat
data and may not reflect specific organizational settings or
attack vectors that emerge in niche systems. The probability
values used in the security calculations are derived from a
cybersecurity report focused on organizations rather than in-
dividuals, which narrows the applicability of the results to cor-
porate or institutional use. Second, the coefficients used in the
weighted effectiveness formula were selected based on expert
judgment and context-specific relevance (healthcare), which
may reduce the generalizability of the findings to other sectors.

In terms of disadvantages, the proposed method does not
incorporate real-time behavioral factors such as session time,
adaptive responses, or contextual authentication - factors
explored in newer continuous authentication systems like
those proposed by [5,6]. In future iterations, integrating
temporal and environmental variables into the model could
offer a more dynamic evaluation of authentication reliability
and risk exposure.

Future development of this research may face several
methodological challenges, such as validating attack prob-
abilities across broader datasets, automating vulnerability
mapping for new authentication methods, and adjusting
weight coefficients based on different operational scenarios.
Additionally, further research should consider real-world
experimentation with dynamic authentication systems that
adapt in real time to user behavior and threat levels [6, 7].

In conclusion, the study confirms that no single authenti-
cation method is optimal across all dimensions. Rather, com-
binations such as multi-factor authentication (MFA), which
blends biometric and knowledge-based strategies, appear
to offer the most robust balance. This supports the findings
of [22, 23], which advocate for layered security architectures
capable of adapting to evolving threat landscapes.

7. Conclusions

1. The proposed structure of the authentication evaluation
model is a framework that integrates three criteria: security
level (K2, derived from probabilistic threat analysis), usability
level (U, obtained from user surveys), and usage frequency (F,
based on deployment data). These criteria are processed through
a sequence of steps, including data input, normalization, weight-
ing, and aggregation, to enable systematic comparison of au-
thentication methods tailored to organizational needs. Adjust-
able weighting coefficients (wy, w,, wy) allow customization to
an organization’s priorities. Before weighting, each metric is
normalized to a [0, 1] range based on the maximum observed
values in the study (max K2 = 1.44, max U = 10, max F = 97%).
This approach ensures that security, usability, and frequency are
quantitatively integrated, providing a flexible multi-dimensional
framework for comparing authentication methods. Notably,
a threat adjustment factor (Tq) can be applied to emphasize
performance against specific attack vectors, further refining the
model’s context-sensitive evaluations.

2.Based on statistical threat data, the study calculated
the probability of successful attacks on twelve common
authentication methods. A security coefficient (K2) was com-
puted for each method using a probabilistic model, where
higher values indicate greater resistance to cyber threats.
The results showed that PIN codes and graphical passwords
achieved the highest security level (K2 = 1.44), while tradi-
tional passwords exhibited the lowest security (K2 = 0.435),



confirming their vulnerability to brute-force and phishing
attacks. This step formed the security foundation of the com-
parative analysis.

3. The obtained data revealed that mobile devices (97%
frequency, usability =9), fingerprints (87%, usability =9),
and Face ID (60%, usability = 10) were the most user-friendly
and frequently used methods. These findings underscore the
critical role of user perception in the real-world adoption of
authentication technologies.

4. The study proposed a weighted evaluation model that in-
tegrates normalized values for security (K2), usability (U), and
usage frequency (F). The weighting coefficients (0.4 for secu-
rity, 0.3 for usability, 0.3 for frequency) were selected to reflect
the operational priorities of healthcare organizations. This
model produced a quantitative effectiveness score (E) for each
method. Mobile devices (E = 30.915), PIN codes (E = 30.252),
and fingerprint authentication (E =29.235) emerged as the
most effective methods under the given criteria.

5. The effectiveness data were visualized using bar charts
and a heatmap, highlighting trade-offs between security and
usability across all methods. Mobile devices (E = 30.915,
K2 =0.555, U=9, F=97%) and fingerprint authentication
(E =29.235, K2 =1.245, U=9, F = 91%) demonstrated high
usability and usage levels but require additional safeguards
due to moderate security. Conversely, graphical passwords
(E=6.132, K2=1.44, U=6, F=6%) and iris scanning
(E=17.245, K2 =1.245, U= 6, F = 3%) exhibited high secu-
rity but poor user acceptance, reducing their practical effec-
tiveness. The heatmap provided a clear comparative overview
to support informed decision-making.
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