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The object of this study is the process of classifying illicit Bitcoin
transactions in blockchain datasets. The problem addressed in this
work is the difficulty of detecting suspicious activity in cryptocurren-
cy networks due to the high dimensionality of transaction data and
the lack of semantic labels, which limits the effectiveness of conven-
tional manual feature engineering. The proposed method combines
domain-specific indicators of illicit behavior with a Genetic Algorithm-
driven selection mechanism that dynamically evolves informative fea-
ture subsets. The developed framework was implemented and eval-
uated on the Elliptic and Elliptic++ datasets using random forest.
The results obtained demonstrate that the GA-based method signifi-
cantly increases model performance: the best-performing configura-
tion achieved an Fl-score of 84.3%, a precision of 99.4%, and a recall
of 73.1%. Compared to baseline approaches on the same dataset, this
method provides relative improvements of 0.9% in Fl-score, 0.3% in
precision, and 1.2% in recall. The effectiveness of the proposed solution
is explained by its ability to detect hidden patterns in transactional
data with many potential attributes without resorting to manual heu-
ristics, as well as an optimized setting of Genetic Algorithm parame-
ters. A distinctive feature of this method is the combination of heuris-
tic search with domain-informed feature categories, which improves
classification accuracy and reduces model complexity. The obtained
results can be applied in practical scenarios such forensic analysis
of cryptocurrency transactions. However, successful implementation
requires access to historical transaction records and sufficient comput-
ing resources to process large, feature-rich datasets
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1. Introduction

Cryptocurrencies are a new class of digital assets that
operate independently of centralized banking systems and
government regulation [1]. Among them, Bitcoin, introduced
in 2009, has become the most prominent example, combin-
ing cryptographic protocols with a decentralized blockchain
infrastructure to enable peer-to-peer transactions with low
associated costs [2, 3]. While these technological innovations
have demonstrated significant benefits in terms of trans-
parency, efficiency, and financial inclusion, they have also
opened new opportunities for illicit financial activity [4].

One of the major concerns surrounding Bitcoin is its
potential use in illicit transactions due to the pseudonymous
nature of blockchain records. While all transactions are
publicly recorded on the ledger, the lack of direct identifying
information poses significant challenges for law enforcement
and compliance agencies [5]. Recent reports have shown that
terrorist organizations, including internationally sanctioned
groups, are increasingly using cryptocurrencies to finance
activities such as fundraising, sanctions evasion, cybercrime,
and internal value transfers [5, 6]. According to the Chainal-
ysis (2025) report, in 2024, illicit cryptocurrency addresses
received approximately 40.9 billion USD, with estimates
suggesting the total could exceed 51 billion USD once all
transactions are accounted for. This marks a significant in-
crease from the previous year, indicating a growing trend in
crypto-related crime [7].

The detection and prevention of illicit transactions in
Bitcoin networks is complicated by the unique properties of
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blockchain data. Unlike traditional banking systems, all
Bitcoin transactions are publicly recorded in an immutable
ledger accessible to anyone [8]. Despite this transparency,
Bitcoin remains pseudonymous: wallet addresses are not
directly tied to personal identities, making it challenging
to trace funds to individuals or organizations. This para-
dox-full visibility of transaction flows yet limited visibility
of actors-poses a significant obstacle for regulatory and
compliance efforts.

In recent years, researchers have proposed a variety of
analytical approaches to detect suspicious activity in cryp-
tocurrency networks. These approaches include network
topology analysis, heuristic address clustering, and increas-
ingly, the application of machine learning methods capable
of analyzing transaction patterns at scale. Machine learning
classifiers, whether supervised, unsupervised, or semi-super-
vised have demonstrated promise in identifying anomalous
behavior by exploiting features such as transaction frequen-
cy, value distribution, and address connectivity. Nonetheless,
a persistent problem in this domain is the high dimension-
ality of transaction data combined with the lack of semantic
labels for many features, which complicates effective feature
engineering and increases the risk of model overfitting.
Given the accelerating adoption of cryptocurrencies and the
evolution of criminal techniques for obfuscating transaction
trails, there is an urgent need for research aimed at develop-
ing robust, scalable methods to detect illicit financial flows in
anonymized blockchain environments.

Therefore, research on the development and application
of automated feature selection methods based on genetic




algorithms to improve the detection of illicit Bitcoin transac-
tions is timely and highly relevant.

2. Literature review and problem statement

Detecting illicit transactions on the Bitcoin network has
attracted significant scientific interest, leading to many stud-
ies focusing on various machine learning methods, feature
selection strategies, and graph approaches.

A foundational study by [9] introduced the elliptic data-
set, one of the first publicly available Bitcoin transaction
graph datasets annotated with legality labels. The authors
compared classical machine learning models, such as logistic
regression, random forest, and multilayer perceptrons with
graph convolutional networks (GCNs). Although GCNs did
not achieve the highest F1-score (62.8%), they effectively cap-
tured topological dependencies in transaction graphs. Ran-
dom Forest, however, outperformed both GCNs and logistic
regression due to its ensemble voting mechanism, achieving
higher predictive accuracy. The study also proposed ideas for
combining graph neural networks with decision trees - for
example, replacing the logistic regression output layer in
GCNs with differentiable decision trees — but these approach-
es remain untested, highlighting a key direction for future
research on integrating graph representations with ensemble
learning.

The study [10] conducted a comprehensive evaluation
of traditional and ensemble models, demonstrating that
methods such as random forest, extra trees, and bagging
significantly outperformed others in terms of accuracy (up to
98.13%) and F1-score (83.36%), affirming their effectiveness
for anti-money laundering (AML) tasks. The authors showed
that ensemble learning approaches were particularly success-
ful in reducing false positives without increasing false nega-
tives when applied to both local and aggregated transaction
features derived from the Bitcoin graph. However, the work
primarily focused on static classification performance with-
out integrating more advanced graph-based deep learning
techniques. The authors emphasized that effective prepro-
cessing of graph-structured data remains a challenging prob-
lem and identified the exploration of graph structure-aware
models and deep learning architectures as critical directions
for future research.

The paper [11] presents the results of research on a
hybrid architecture that combines Graph Convolutional
Networks (GCNs) with linear layers and a Multi-Layer Per-
ceptron (MLP) for predicting illicit transactions in the Bitcoin
network. It was shown that this approach significantly out-
performs standard GCN models on key metrics, achieving an
accuracy of 89.9% and an F1 score of 77.3%. But there were
unresolved issues related to the potential distortion of node
representations caused by the spectral aggregation process
and the limitation of GCNs designed primarily for undirected
graphs. The reason for this may be that the normalization
factors in the Laplacian matrix can unfairly weight the con-
tribution of neighboring nodes, which complicates learning.
A way to overcome these difficulties can be the concatena-
tion of latent features from GCN layers with representations
learned by linear layers, which was demonstrated to improve
performance compared to using graph convolutions alone.

In the study [12], an extended dataset, Elliptic++, was
developed to increase the number of features and labels to
improve the classification performance of illicit transactions

and accounts. The authors employed ensemble models,
including Random Forest, XGBoost, and MLP, and applied
feature selection based on feature importance, which enabled
improvements in classification accuracy and recall. However,
the study did not consider specialized feature selection meth-
ods adapted to the anonymous nature of blockchain data,
such as evolutionary algorithms. Moreover, the potential for
overfitting due to performing feature selection on the same
dataset, as well as the lack of validation on other cryptocur-
rencies, raises questions about the transferability and robust-
ness of the proposed approach.

The paper [13] presents the results of research on un-
supervised approaches for detecting abnormal transaction
behaviors in the Bitcoin network. It was shown that cluster-
ing and anomaly detection algorithms, such as K-means and
other unsupervised models, can identify real cases of theft
and fund loss without labeled data. But there were unre-
solved issues related to the lower precision and recall of these
methods compared to supervised approaches. The reason for
this may be the inherent difficulty of modeling pseudo-anon-
ymous blockchain transactions and the absence of ground
truth labels, which limits their practical effectiveness.

The paper [14] presents the results of research on active
learning approaches to reduce the need for labeled samples
in the classification of blockchain transactions. It was shown
that combining active learning with supervised models can
yield competitive results, especially in large-scale, partially
labeled networks. But there were unresolved issues related
to the poor performance of unsupervised methods compared
to supervised algorithms. The reason for this may be the
limited relevance of features and insufficient availability of
high-quality labeled data.

In [15], the utility of random forest classifiers for measur-
ing feature importance was examined, but without a rigorous
selection process, redundancy in features can persist. This
inefficiency is countered in [16], where heuristic optimiza-
tion techniques, including particle swarm optimization and
evolutionary computation, were employed for financial fraud
detection. These studies demonstrate that metaheuristic
algorithms like GAs not only improve classification metrics
but also reduce training times, enhancing their viability for
real-time applications. These generic methods, however, do
not consider the anonymized structure of the Elliptic data-
set, which poses unique challenges for interpretability and
feature selection.

Finally, the study [17] applied genetic algorithms to
feature selection in domains such as biometric security,
demonstrating their capability to evolve high-quality feature
subsets. It was shown that genetic algorithms can effectively
reduce dimensionality while preserving predictive accuracy.
However, their application in anonymized blockchain trans-
action networks has not been comprehensively investigated.

Summarizing the above studies, it can be noted that
despite substantial progress in applying supervised, unsu-
pervised, and ensemble learning methods to the detection
of illicit transactions in the Bitcoin network, several criti-
cal limitations remain unresolved. These include the lack
of specialized feature selection techniques adapted to the
anonymous and high-dimensional nature of blockchain data,
limited validation across different cryptocurrency networks,
and insufficient integration of graph-based deep learning
models with ensemble approaches. Given the accelerating
adoption of cryptocurrencies and the evolution of criminal
techniques for obfuscating transaction trails, all this suggests



that it is advisable to conduct research focused on the develop-
ment and application of automated feature selection methods
based on genetic algorithms, tailored specifically to the specifics
of anonymized Bitcoin transaction graphs. This approach is
timely and highly relevant, as it has the potential to improve
classification performance, enhance interpretability, and enable
more efficient use of computational resources by reducing the
dimensionality of the input data, while ensuring better gener-
alization of predictive models and contributing to more reliable
detection of illegal financial activities in decentralized systems.

3. The aim and objectives of the study

The aim of the study is to develop an evolutionary feature
selection framework based on genetic algorithms for improving
the classification of illicit Bitcoin transactions in anonymized
blockchain datasets. This will enable more accurate, scalable,
and interpretable identification of suspicious activity in crypto-
currency networks, where conventional manual feature engi-
neering is limited due to data anonymity and complexity.

To achieve this aim, the following objectives were accom-
plished:

—to design and formalize the genetic algorithm-based
feature selection process, covering data preparation, eval-
uation metrics, parameter configuration, and selection of
optimal features;

- to implement the proposed method and experimentally
assess its effectiveness by evaluating the impact of different
parameter configurations on classification performance and
computational efficiency;

- to compare the performance of the genetic algorithm
based method with baseline models and state-of-the-art
methods, using metrics such as precision, recall, and F1-
score.

4. Materials and methods

4.1. The object and hypothesis of the study

The object of this study is the process of classifying illicit
Bitcoin transactions in blockchain datasets. The subject of
the research is the application of feature selection methods
based on genetic algorithms to improve the efficiency of clas-
sification models in this area.

The main research hypothesis is that applying a genetic
algorithm-based feature selection method will improve the
classification accuracy, precision, and recall of machine
learning models by identifying a compact and informative
subset of features.

The following assumptions are adopted in this study:

- the ground-truth labels in the Elliptic and Elliptic++
datasets are sufficiently reliable for supervised learning and
evaluation;

— despite the anonymized nature of the features in the
datasets, they contain enough structural information to sup-
port effective classification;

- tree-based and ensemble classifiers (e.g., Random For-
est) are appropriate benchmarks for evaluating the impact of
feature selection.

The following simplifications are adopted:

- the analysis is limited to the features provided in the
Elliptic datasets, without incorporating external data sources
or feature interpretation efforts;

- only classical and ensemble-based classifiers were used:
deep learning or graph neural network architectures were
not explored in this work;

- the study focuses on static data snapshots and does not
include real-time detection.

4. 2. Theoretical methods

As described above, there are multiple machine learn-
ing algorithms that can be used for detection of illegal
transactions. Through extensive research and review of
relevant literature, it has been observed that Random
Forest algorithm produces better results in various con-
texts compared to other supervised machine learning al-
gorithms, as demonstrated in previous studies [9, 10, 12].
Random Forest is an ensemble learning technique consist-
ing of multiple decision trees trained on random subsets
of the dataset. It leverages the diversity of individual trees
to enhance predictive accuracy and robustness. Each tree
in the forest independently contributes to predictions, and
the outcome is determined through a voting or averaging
mechanism. Random Forest mitigates overfitting by in-
troducing randomness in the tree-building process, such
as selecting random subsets of features. Its application
extends across diverse fields, demonstrating efficacy in
handling complex relationships, reducing variance, and
providing valuable insights into feature importance [18].

Considering the above advantages, it was decided to use
Random Forest in this research as well. In addition to select-
ing the best algorithm, another important task to obtain a
model with excellent accuracy is feature engineering or fea-
ture selection. Feature selection improves the performance
of the model by focusing on the most important features and
removing unnecessary or redundant features, which reduces
the chance of overfitting and helps enhance model accuracy
and making predictions more reliable.

In addition to the above-mentioned theoretical ben-
efits, Feature selection also has several practical advan-
tages. Firstly, it reduces computational complexity and
costs. By identifying and storing only significant features,
feature selection can significantly reduce the dimension-
ality of a dataset. Secondly, this dimensionality reduction,
in turn, speeds up model training and reduces memory
requirements. Third, it reduces the amount of disk space
needed to store the data and the model. Fourth, increasing
model efficiency means reducing processing time, mak-
ing it especially suitable for real-time detection of illegal
transactions.

In general, there are three main types of supervised fea-
ture selection methods [15]:

- filter methods: these methods assess the relevance of
features based on their statistical properties and intrinsic
characteristics, independent of the learning algorithm. Com-
mon techniques include correlation-based feature selection,
mutual information, and statistical tests such as ANOVA or
chi-square tests;

—wrapper methods: wrapper methods evaluate subsets
of features by employing a specific machine learning algo-
rithm to assess their performance. These methods typically
use a search strategy to iteratively select subsets of features
and evaluate them using the chosen learning algorithm.
Examples include recursive feature elimination (RFE) and
forward/backward feature selection;

- embedded methods: embedded methods integrate fea-
ture selection directly into the model training process. These



techniques select features as part of the model building pro-
cess, usually during the optimization of model parameters.
Examples of embedded methods include Lasso (L1 regular-
ization), decision tree-based feature selection).

To identify the most relevant features in this study, two
methods were employed: the first is SelectKBest, which is a
filter method, and the second is genetic algorithm, which is
a wrapper method. More details about this will be in the ex-
periments section. The metrics that were used to evaluate the
performance of the models are the classic metrics: F1-Score,
precision and recall. These metrics are widely used when
dealing with imbalanced datasets, such as the dataset used in
this study. Recall indicates the number of actual positive data
the model was able to correctly predict. The mathematical
equation of recall is shown in (1)

True Positives
Recall = — —. (1)
True Positives + False Negatives

Precision is a metric that quantifies the number of correct
positive predictions made. The mathematical equation of
precision shown in (2)

True Positives

Precision = — —, 2
True Positives + False Positives

Fl-score is calculated by the precision and recall value.
The mathematical equation of F1-score shown in (3)

F1 score — 2* Precision*Recall 3)
Precision + Recall

When faced with the task of identifying illegal transac-
tions, it is the recall metric that is important, and therefore
priority should be given to recall rather than precision, since
the penalty for classifying an illegal transaction/account as
legitimate far outweighs the penalty for the opposite [12].
Although the F1-score provides a balanced view of precision
and recall, in the context of detecting illicit cryptocurrency
transactions, recall remains the priority, as missing an illegal
transaction (false negative) carries a higher risk than flagging
a legal one. Weber [9] also noted that for anti-money launder-
ing, more important is the illicit class.

4. 3. Datasets

During the study, 2 datasets were used: Elliptic and EI-
liptic++ bitcoin transaction datasets. The elliptic dataset
associates Bitcoin transactions with real entities belonging
to legitimate categories such as exchanges, wallet provid-
ers, miners, legitimate services, etc., not illegal ones such
as fraud, malware, terrorist organizations, ransomware,
Ponzi schemes, as well as unknown ones. The data-
set includes about 200,000 transactions. The percentage
breakdown is as follows: 2 percent were marked as illicit,
21 percent as licit, and 77 percent as unknown [9]. The
Elliptic++ dataset, an extension of the Elliptic dataset that
includes all Bitcoin wallet addresses and their temporal
interactions related to transactions within the Elliptic
dataset. By collecting Blockchain data associated with
transactions, augmenting each transaction with 17 addi-
tional features, and compiling the dataset, the Elliptic++
dataset comprises over 822,000 labeled wallet addresses,
each described by 56 features, and more than 1.27 million
temporal occurrences [12]. Throughout this article, the

term “Elliptic++” specifically refers to its transaction
dataset. This convention will be maintained for clarity in
all discussions regarding the Elliptic++ dataset.

4. 4. Experimental setup

After choosing a machine learning algorithm, an
approach, datasets, and defining metrics to evaluate the
model, the experiment was initiated. At first, all 166 fea-
tures for the Elliptic dataset and 187 features for the El-
liptic++ transaction dataset were used to train the model
without any feature selection in order to establish baseline
results. The objective was to compare these results with
models in which feature selection methods would subse-
quently be applied.

The dataset was split into training and test sets in a
70:30 ratio. Specifically, the first 34 time steps were used for
training the model, while the remaining 15 time steps were
reserved for testing.

As an initial feature selection technique, SelectKBest
from the scikit-learn library was applied. SelectKBest oper-
ates by scoring individual features using a specific statistical
test to determine their importance and then selecting the top
k features with the highest scores, where k is a user-defined
parameter. Various k values were tested, but the results were
worse than when using all features.

Subsequently, a genetic algorithm was applied for feature
selection, as described in detail in the next subsection.

4.5.0verview of genetic algorithms for feature
selection

Genetic algorithms (GAs) are heuristic search algo-
rithms within the broader category of evolutionary algo-
rithms. They leverage the principles of natural selection
and genetics to intelligently guide random searches using
historical data, aiming to improve performance within the
solution space. Widely applied in generating high-qual-
ity solutions for optimization and search problems, GAs
mimic natural selection, favoring species that can adapt
to environmental changes and reproduce. In essence, they
emulate “survival of the fittest” among individuals across
generations to address problems. Each generation com-
prises a population of individuals, with each individual
representing a potential solution within the search space,
often encoded as a string of characters, integers, floats, or
bits [19].

4. 6. Computational environment

During this work, the experiments were conducted on
an ASUS laptop, with Intel(R) Core (TM) i7-1065G7 CPU@
1.30GHz 1.50 GHz based processor, 16.0 GB of RAM.

5. Results of applying genetic algorithm-based
feature selection to illicit bitcoin transaction
classification

5.1. Design of the genetic algorithm-based feature
selection framework

Fig. 1 illustrates the complete workflow of the genetic
algorithm-based feature selection framework. It includes
the following stages: data preparation, fitness evaluation,
evolutionary search using genetic algorithm, selection of the
best feature subset, and model training. Each of these steps
is described below:



- data preparation: the dataset was divided into training and
testing sets in a 70:30 ratio. Specifically, the first 34-time steps
are used for training the model, and the remaining 15-time
steps are used for testing;

- evaluation function: an evaluation function was defined
to assess the quality of feature subsets. This function served
as a guiding metric for the genetic algorithm, measuring the
fitness of each candidate subset of features in relation to the
classification objective;

- genetic algorithm: the core of this methodology is the
genetic algorithm. Through successive generations, Genetic
Algorithm iteratively refines subsets of features, aiming to
maximize their performance in the context of scoring func-
tion. This selection method of choice, tournament selection
(tools.selTournament), ensures a robust and diverse selection
process, promoting the exploration of diverse feature combi-
nations. Careful tuning of genetic algorithm parameters is
paramount to the success of this methodology. Meticulously
adjusting of parameters such as population size, number of
generations, crossover probability, and mutation probability
to strike a balance between exploration and exploitation
within the search space. These parameters significantly
influence the convergence and performance of the genetic
algorithm;

- best individual: upon completion of all iterations, the
genetic algorithm identifies the best-performing feature sub-
set, termed the “Best Individual.” This subset represents the
optimal configuration of features that achieved the highest
fitness according to the evaluation criteria;

- final feature selection and model training: after se-
lecting the optimal subset of features, a machine learning
classifier was trained using the selected features to build a
robust model. The classifier underwent an evaluation on the
testing dataset to assess its performance and generalization
capabilities. In the final evaluation phase, the model’s effec-
tiveness in making accurate predictions on unseen data was
systematically measured.

Elliptic Dataset

Training dataset

Initialize Genetic
Algorithm parameters

valuate fitness of each
individual using RF

Select best individual

Best subset of Features

New individuals
(Mutation&Crossover)

Train Model

5.2.Implementation and experimental evaluation
on the public available datasets

Table 1 summarizes the optimal Genetic Algorithm con-
figurations that achieved the best performance for each data-
set, including the time required to select the optimal feature
subsets. The results are reported in terms of precision, recall,
and F1-score.

Table 1

The optimal Genetic Algorithm configurations and
corresponding results

Dataset GA parameters Results Time
Population = 250 | Precision = 99.37%
Generation = 100 | Recall = 73.13%
Elliptic 41 hours
Crossover = 0.9
F1 = 84.26%
Mutation = 0.2
Population = 250 | Precision = 99.37%
Generation = 100 | Recall = 72.85%
Elliptic++ 51 hours
Crossover = 0.9
F1 =284.07%
Mutation = 0.2

As can be seen from Table 1, for both datasets the
best results were obtained with the same GA parameters:
Population = 250, Generation = 100, Crossover = 0.9,
Mutation = 0.2. But different amounts of time were
spent on the GA to select features, since the Elliptic++
dataset has 17 additional features. T best model for El-
liptic showed the following results: precision — 99.37%.
recall - 73.13%, F1 Score — 84.25%. For Elliptic++ showed
the following results: precision - 99.37%. recall - 72.85%
and F1 Score - 84.07%. In terms of recall and f1-score the
difference between the datasets were 0.18% and 0.28%,
respectively, and in terms of precision they were the
same.

Final Evaluation

Report performance

Fig. 1. Process of feature selection using GA and training model



5. 3. Performance comparison with baseline and
state-of-the-art models

Table 2 and Fig 2. shows a comparison of the results of this
study with those of similar studies using the Elliptic dataset.
The results surpass those of comparative studies across all three
metrics. Especially if look at the recall. [9] reported a result of
67%, while [10, 12] both achieved 71.9%; The result in this study,
at 73.1%, exceeds these by 1.2%.

Table 2
Comparison with related studies using Elliptic
Reference Precision Recall F1
[9] 95.6% 67.0% 78.8%
[12] 97.5% 71.9% 82.8%
[10] 99.1% 71.9% 82.4%
Current study 99.4% 73.1% 84.3%

Table 3 shows a comparison of the results of this study with
those found in the work of [12] using the Elliptic++ transaction
dataset, where it is also clear that this result outperforms theirs:
0.8% precision, 0.2% recall, and 0.5% F1 score.

Table 3
Comparison with the study by [12] using Elliptic++
Reference Precision Recall F1
[12] 98.6% 72.7% 83.6%
Current study 99.4% 72.9% 84.1%

Furthermore, it is important to emphasize that the
framework was evaluated on the complete Elliptic dataset and
conducted experiments systematically increasing both the pop-
ulation size and the number of generations. It was observed that
increasing these parameters in the genetic algorithm does not
always guarantee better results. Excessive increases can lead to
overfitting: the algorithm may begin to memorize training data
instead of learning general patterns, resulting in poor perfor-
mance on validation data. Moreover, larger population size and
generation counts can slow down convergence or cause prema-
ture convergence, where the algorithm settles on a sub-optimal
solution without exploring the entire search space.

For example, a configuration with a population size
of 500, 250 generations, a crossover probability of 0.9, and a
mutation probability of 0.1 resulted in 96.8% precision and
72.6% recall but required 989,462 seconds (approximately
11 days and 12 hours) of computation time., with no substan-
tial improvement in recall compared to smaller configura-
tions. This confirms that simply scaling up these parameters
on the full dataset does not consistently yield better perfor-
mance and, in practice, leads to diminishing returns and
excessive resource consumption.

6. Discussion of the proposed genetic algorithm-based
feature selection method

The integration of genetic algorithms (GA) for feature
selection in the detection of illegal Bitcoin transactions
has demonstrated considerable effectiveness in this study.
By mimicking natural selection, GAs dynamically evolves
feature subsets, ensuring that only the most informative
characteristics are retained for classification tasks, as
shown in Fig. 1. The high precision (99.4%) and improved
recall (73.1%) and F1-score (84.3%) obtained in these
experiments, as illustrated in Table 1, underscore the su-
periority of GA-based feature optimization compared to
traditional approaches such as SelectKBest. This method
addresses the challenge of identifying relevant features
in anonymized blockchain data with many potential attri-
butes, where semantic labels and explicit transaction char-
acteristics are often unavailable. The capability of Genetic
Algorithms to discover hidden structures in high-dimen-
sional feature spaces without requiring manual annotation
is particularly valuable in this context.

Compared to existing approaches described in [9-12],
the proposed GA-based framework demonstrates several
distinctive features. Firstly, it enables fully automated and
adaptive identification of relevant features in anonymized
blockchain data, which is not feasible with manual heuris-
tics. Secondly, the method provides higher recall (+1.2%)
and Fl-score (+1.5%) relative to baseline implementa-
tions, as shown in Table 2 and in Fig. 2 for the Elliptic
dataset.

Score

Weber et al

Elmougy and Liu

N Precision
I Recall
I F1-score

Alarab et al This study

Studies

Fig. 2. Comparison of the results of four studies using Elliptic



Additionally, a comparison with the study by [12] on the
Elliptic++ dataset is presented in Table 3. The results show
that the proposed method achieves higher precision (99.4%
vs. 98.6%), slightly higher recall (72.9% vs. 72.7%), and an
improved F1-score (84.1% vs. 83.6%)

This finding aligns with recent research suggesting that
heuristic search methods like GA significantly enhance
detection accuracy when applied to complex and high-di-
mensional financial datasets. For instance, in [20], the
combination of GA with random forest classifiers improved
classification performance by isolating relevant financial
indicators in a reduced feature space. Similarly, [21] demon-
strated that gradient boosting-based models benefited from
advanced feature engineering techniques, which not only
improved accuracy but also decreased computational com-
plexity, enabling faster model training and inference - an
essential requirement for real-time fraud detection systems.

Importantly, these comparative experiments with both
the Elliptic and Elliptic++ datasets confirm that optimal GA
parameter tuning — specifically population size, generation
count, crossover, and mutation probabilities configured as
shown in Table 1 is critical to achieving robust feature se-
lection.

The increasing complexity of illicit financial flows
through blockchain platforms necessitates advanced analyt-
ical techniques capable of adapting to evolving criminal be-
havior. This study emphasizes that conventional static mod-
els are often insufficient to capture dynamic, multi-layered
transaction structures within Bitcoin networks. By applying
GA-driven feature selection, model demonstrates resilience
in distinguishing illicit transactions despite class imbalance
and temporal variability.

This is particularly relevant given recent trends in crypto-
currency misuse, as observed in [22], where market dynamics
and decentralized structures were exploited to conduct illegal
transfers. These activities often manifest through intricate
transaction chains that evade detection by simplistic rule-
based systems. Consequently, leveraging machine learning
classifiers trained on GA-optimized features represents a
promising direction for enhancing detection capabilities.

Furthermore, findings in this study support the argu-
ment presented in [12], which advocates for the adoption of
ensemble learning strategies in money laundering detection.
Ensemble methods, particularly when paired with optimized
input features, improve generalizability across datasets and
transaction types. In this case, random forest models trained
on GA-selected features effectively mitigated overfitting and
yielded stable performance across both datasets, thereby
reinforcing their applicability to real-world cryptocurrency
forensics.

In addition to accuracy metrics, recall values are critical
in compliance-sensitive applications. The slightly improved
recall observed in this study (73.1% for Elliptic) compared
to the benchmark studies highlights the capacity of feature
selection to enhance sensitivity toward illicit transactions,
aligning with the assertion in [9, 12] that recall should be
prioritized in financial crime detection to minimize false
negatives.

Despite the positive outcomes, several limitations of this
study should be acknowledged. One limitation lies in the
computational cost associated with GA, particularly when
applied to large, feature-rich datasets such as Elliptic++. As
noted in [20], although heuristic optimization can yield su-
perior results, it can also significantly increase training time

and resource requirements, which may hinder applicability
in low-resource or real-time environments. Moreover, the
reliance on historical labeled datasets (Elliptic, Elliptic++)
without external validation on alternative blockchain data
may limit the generalizability of results across different plat-
forms. The stochastic nature of GA introduces variability,
potentially affecting reproducibility across multiple runs.

In addition to these limitations, certain disadvantages
should be noted. First, the method requires manual configu-
ration and tuning of GA parameters, which can be challeng-
ing for practitioners without prior experience in evolutionary
algorithms. Second, even outside large-scale deployments,
the approach demands access to high-performance com-
puting resources to maintain reasonable processing times,
making it less practical for organizations with limited in-
frastructure or for deployment on low-power or embedded
devices. Future research could address these disadvantages
by developing automated parameter optimization techniques
and exploring lightweight implementations suitable for con-
strained environments.

Looking ahead, several opportunities and challenges
for further development can be identified. While the model
achieved robust performance on historical data, the adapt-
ability of GA-based systems to real-time or streaming trans-
action scenarios remains to be explored. Research in [23]
has proposed the use of LightGBM-powered systems for
real-time blockchain analysis, highlighting the potential for
incorporating more lightweight and adaptive algorithms in
future implementations. There is also scope for integrating
explainability mechanisms into detection pipelines. As em-
phasized in [24, 25], incorporating explainable AI (XAI) into
financial crime models is vital for building trust and ensuring
regulatory compliance. However, integrating explainability
with heuristic optimization introduces methodological chal-
lenges, including the difficulty of maintaining consistent
attribution of feature importance across evolving populations
and ensuring the reproducibility of explanations over multi-
ple GA runs. Additionally, the development of interpretable
GA-based models may require substantial computational
resources and careful tuning of explanation granularity to
balance clarity and fidelity.

In summary, this study confirms the value of genetic
algorithm-based feature selection in improving the classifi-
cation of illegal Bitcoin transactions. The method effectively
addresses the limitations of manual feature engineering and
enhances model accuracy and recall. However, balancing
predictive performance, interpretability, and computation-
al feasibility remains a central focus for future research.
Further work on optimizing resource efficiency, expanding
cross-chain validation, and embedding explainability will be
critical to realizing the full potential of this methodology in
operational cryptocurrency compliance systems.

7. Conclusion

1. A robust evolutionary framework was developed that
uses genetic algorithms to autonomously select meaningful
feature subsets, eliminating the need for manual heuristics
or prior domain knowledge. This framework is character-
ized by its consistent ability to produce stable and accurate
classification results across different datasets, parameter
configurations, and repeated experimental runs. Unlike
common filter methods, the GA-based method leverages pop-



ulation evolution and fitness evaluation to explore non-linear
feature interactions in anonymized blockchain data. In this
context, the notion of robustness also refers to the reproduc-
ibility of the selected feature subsets and their effectiveness
when varying algorithm parameters such as population size,
crossover rate, and mutation probability. Such design choices
make the framework particularly effective for the Elliptic
dataset, where feature semantics are unknown, and tradi-
tional methods often fail to generalize. The resulting subsets
significantly reduced dimensionality while maintaining high
classification performance, demonstrating the framework’s
reliability and practical applicability in handling anonymized
and high-dimensional inputs.

2. The framework was implemented and tested on both El-
liptic and Elliptic++ datasets using random forest. The GA-se-
lected feature subsets led to improved recall and F1-scores
compared to models trained on full feature sets. For example,
the best-performing classifier achieved an F1-score of 84.3%,
precision of 99.4%, and recall of 73.1% on the Elliptic dataset.
These results validate the adaptability of the framework across
datasets and classifiers and demonstrate its practical utility
for feature reduction in blockchain-based classification tasks.

3. Comparative analysis confirmed that the GA-based
feature selection outperformed both baseline models using
all features and the leading techniques previously applied to
this task. Compared to the best published results, this meth-
od improved F1-score by 0.9%, precision by 0.3%, and recall
by 1.2% on the Elliptic dataset. On Elliptic++, the improve-
ments were similarly consistent. These performance gains
are attributed to the GA’s ability to optimize feature relevance

in the absence of labeled feature descriptions, making it par-
ticularly effective for anonymized financial datasets where
conventional feature engineering is infeasible.
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