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The object of the study is informa-
tion systems. The research addresses
the problem of increasing the accu-
racy of modeling the functioning pro-
cesses of information systems. A poly-
model complex for resource manage-
ment in information systems has been
developed.

The originality of the research is
ensured by:

- a comprehensive description of
the functioning processes of vari-
ous types of information systems
through the development of corre-
sponding mathematical expressions,
which enhances the accuracy of mod-
eling for subsequent managerial deci-
sion-making;

—the inclusion of both static and
dynamic processes occurring within
information systems, using a hierar-
chical system of interconnected mathe-
matical models;

- the ability to model either an indi-
vidual process within an information
system or to perform integrated model-
ing of multiple processes using a single
or a set of mathematical models;

- a dynamic description of the
process of controlling the trajecto-
ry of information systems during their
operation through proposed analytical
expressions, enabling forecasting of the
system’s behavior N steps ahead;

- modeling the process of opera-
tions management during computa-
tional tasks within the functioning of
information systems, which allows for
planning of optimal load distribution
on the hardware components;

- simulation of the dynamics of
resource management in information
systems during their operation, making
it possible to forecast the engagement
of resources throughout their lifecycle.

The proposed polymodel complex
is advisable to use for solving man-
agement tasks of information systems
characterized by a high level of com-
plexity
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1. Introduction

specialized applications [1, 2]. The primary functions per-

formed by information systems include [3]:

Information systems are an integral component of all - processing various types of data to meet the needs of
areas of human societal activity and are employed to solve  a broad range of users, regardless of the field of application;
a wide range of tasks - from entertainment-oriented to highly - storing diverse data types to serve user needs;




- transferring data between individual users or groups
of users;

- supporting decision-making processes for authorized
personnel;

- enabling the prerequisites for automated (intelligent)
decision-making.

Current trends in the development of modern information
systems aim to address the following conceptual challenges [4]:

- increasing the efficiency of processing heterogeneous data;

- improving the reliability of data processing;

- ensuring the fault tolerance and resilience of informa-
tion systems;

- enhancing the accuracy of modeling the functional pro-
cesses of information systems;

- maintaining a balance between efficiency and reliability
in the processing of heterogeneous data, among others.

These factors necessitate the implementation of various
strategies to improve the operational efficiency of information
systems in handling diverse data types [5]. One such approach
involves refining existing mathematical models (or develop-
ing new ones) that describe the functioning of information
systems [6-8], which substantiates the relevance of this line
of scientific inquiry.

2. Literature review and problem statement

In [6], the use of Bayesian hierarchical networks is pro-
posed for quantitatively assessing cybersecurity risks in spe-
cialized information systems. However, this approach is
limited by the statistical distribution it relies on and the ex-
tensibility of the model’s structure. These constraints impose
architectural limitations on the information system and fail
to account for qualitative factors influencing its cybersecurity.

In [7], a security certification methodology is proposed for
information systems to allow various stakeholders to automat-
ically evaluate security decisions in large-scale deployments.
The methodology enhances transparency regarding the security
level of systems by providing labeling as a key output of the cer-
tification process. However, its drawbacks include the inability
to update knowledge bases with new threats and challenges
in generalizing and analyzing heterogeneous network data.

The model in [8] combines fault tree analysis, decision
theory, and fuzzy logic to identify the root causes of cybersecu-
rity failures. It is applied to scenarios such as website attacks,
e-commerce systems, and ERP planning. Although flexible
in architecture, the model suffers from error accumulation
during fuzzification and defuzzification procedures.

In [9], a model is proposed for resource allocation in auto-
mated control systems under uncertainty about the evolving
operational environment. It incorporates cyberattack impacts
and represents optimization solutions through binary con-
flict, cooperation, and indifference relations. The model also
accounts for environmental factors, allowing forecasting and
utility function construction. However, it cannot process indi-
cators of varying dimensions.

The work in[10] presents a hierarchical concept for
implementing a governance model based on e-government.
It explores threats to cyber-physical systems as foundational
elements of digital governance mechanisms. The approach
relies on symmetric and asymmetric cryptosystems, which
limits its ability to identify cyber influences during runtime.

In [11], a model is proposed for selecting optimal cyberse-
curity insurance policies, considering the limited availability of

such policies from one or more insurers. It enables systematic
evaluation based on breach probability and associated premi-
ums. The model supports efficient cyber insurance markets
but lacks real-time learning capabilities and restricts assump-
tions, making it unsuitable for dynamic threat adaptation.

The paper [12] emphasizes integrating vulnerability as-
sessment into cybersecurity, not only as part of process hazard
analysis but also in protecting process control networks and crit-
ical applications. It increases industrial resilience but is tailored
to fixed architectures and lacks adaptability during operation.

The risk management process in [13] includes threat iden-
tification, analysis, evaluation, mitigation, and monitoring at
every stage of the cybersecurity chain. Based on a continuous
Markov chain model, the method cannot simultaneously
handle both quantitative and qualitative indicators or adapt
to emerging threats.

In [14], a theoretical-analytical approach is proposed to
assess delays in information transmission caused by cyber
interference during traffic regulation. The assessment uses the
method of successive averages but is limited to traffic systems
and is not applicable elsewhere.

In [15], cyber threats are represented as transition process
graphs. This approach helps describe and evaluate threats’
impact on a system’s security. However, it only supports unidi-
mensional indicators and lacks the ability to incorporate new
threats dynamically.

The study in [16] introduces a game-theoretic model for
addressing cybersecurity in advanced manufacturing systems
with high-level integration. The model uniquely structures the
payoff matrix to include defense strategies, production losses,
and recovery costs. Nevertheless, it involves high computa-
tional complexity and supports only one-dimensional metrics.

In summary, a common drawback across these approaches
is the inability to operate with heterogeneous data in real time.
Several studies have attempted to overcome this limitation.

In[17], an input data evaluation approach for decision
support systems is proposed. It clusters and analyzes baseline
input data, after which the system undergoes training. The
downside is the gradual accumulation of estimation and
training errors due to a lack of feedback on decision adequacy.

In [18], a method for processing data from multiple infor-
mation sources is introduced. While it allows multi-source data
processing, the approach suffers from low estimation accura-
cy and lacks a mechanism to verify the reliability of results.

The comparative analysis in [19] examines decision support
technologies such as the Analytic Hierarchy Process (AHP),
neural networks, fuzzy set theory, genetic algorithms, and neu-
ro-fuzzy modeling. Each method’s strengths, weaknesses, and
application domains are discussed. AHP performs well with
complete input data but has a high degree of subjectivity due to
expert evaluations. For predictive tasks under uncertainty, fuzzy
logic and neural networks are considered more appropriate.

In [20], a hybrid approach combining multiple metaheuris-
tic algorithms is discussed. Despite its advantages, the approach
is inefficient in processing heterogeneous data swiftly when
using several algorithms simultaneously.

Nonetheless, current scientific approaches to the synthe-
sis and functioning of information systems still suffer from
limited accuracy and convergence. These limitations are due
to the following factors [1-9]:

— the significant role of human factors during the initial
configuration of information systems;

- the high volume of heterogeneous information sources
requiring analysis and processing;



- the uncertainty under which information systems oper-
ate, which delays data processing;

— the presence of numerous destabilizing factors that af-
fect system functionality.

An analysis of studies [9-20] reveals the following shared
limitations:

- each model addresses only a single level of information
system operation;

- comprehensive approaches typically consider only two
operational aspects of the system, preventing full assessment
of how managerial decisions influence performance;

— the individual models within the frameworks lack suffi-
cient integration for joint functioning;

-models rely on differing mathematical tools, necessi-
tating complex transformations that increase computational
demands and reduce modeling accuracy.

- synthesis method - applied to generalize the strengths
and weaknesses of known approaches to modeling the func-
tioning of information systems [20];

- analytical-simulation modeling using artificial intelli-
gence theory (fuzzy set theory) — enables the description of
functional processes in information systems while incorporat-
ing accumulated analytical data [19, 20];

- logical-dynamic modeling based on artificial intelli-
gence theory (fuzzy set theory) — enables the representation
of cause-and-effect relationships between models and logical
formulation of the dynamic processes within information
systems [19, 20].

The proposed polymodel complex was simulated and
tested using the Microsoft Visual Studio 2022 (USA) software
environment. The hardware used in the research process was
based on an AMD Ryzen 5 processor.

3. The aim and objectives of the study

The aim of this study is to develop a polymodel complex for re-
source management in information systems. This will enable the
simulation of information systems functioning at various opera-
tional levels to support subsequent managerial decision-making.
The outcomes will facilitate the development (or enhancement)
of software for both current and next-generation information
systems through the integration of the proposed models.

To achieve this aim, the following objectives were accom-
plished:

- to develop a dynamic model for managing the trajecto-
ry (movement) of information systems;

- to develop a dynamic model for managing operations
performed by information systems;

- to develop a dynamic model for managing communica-
tion channels within information systems;

- to develop a dynamic model for managing the resources
of an information system;

- to develop a dynamic model for managing data flows
within information systems;

- to develop a dynamic model for managing the parame-
ters of operations executed by information systems;

- to develop dynamic models for managing the structural
dynamics of information systems;

- to develop a model for managing the security of infor-
mation systems under centralized control;

—-to develop a generalized deterministic logical-dynamic
model for managing the structural dynamics of information
networks.

4. Materials and methods

The object of the study is information systems. The research
addresses the problem of increasing the accuracy of modeling
the functional processes of information systems. The subject of
the study is the functioning of information systems, modeled
through analytical-simulation and logical-dynamic models.
The research hypothesis posits that it is possible to improve the
operational efficiency and accuracy of information system func-
tioning through the integration of a set of functional models.

The following research methods were employed:

- analytical method - used to identify the conditions and
factors influencing the operational processes of information
systems [19];

5. Development of the polymodel complex
for information systems resource management

5.1. Dynamic model for managing the trajectory of
information systems

Interaction operations between objects of information
systems - either with one another or with service objects - can
only occur when these objects enter specific interaction zones.
These zones are defined by a matrix-based time-dependent
function E(t)=||g;(D) ||, i, j e {1\71 UM}, referred to as the con-
tact potential, where M - represent the mathematical models
of the functioning information systems.

The elements of this matrix take a value of 1 if objects B;
and B; fall within each other’s interaction zones, and 0 other-
wise. The geometric dimensions and shapes of these zones are
determined by several factors, including:

- the type of interaction (e.g., energetic, frequency-based,
informational);

- the technical characteristics of the hardware and soft-
ware tools supporting the interaction;

— the spatial positions of the objects involved.

Let’s assume the motion state of object B; at any time
moment t is defined by two vectors: ri(d)(t) and fi(d)(t),
ieM= {M UM } r‘@(t) a 3D radius vector that characterizes
the position of object B; in space, fi(d)(t) - a vector character-
izing the velocity of object. Introduce the motion state vector

(d) _ || p(DT 1 (DT T
X =T

Thus, the motion state of object B; at any time te(TO,Tf]
is defined by x(*). Under these conditions, the model for
trajectory control of information system objects (Model M)
includes the following key elements.

Model of object motion process My

XD = @ (x§d>,u§d>,t). 1)
Constraints
q¥ (x(d),u(d),t) <0. )

Boundary conditions
O (x@ (1)) <0, h{® (x@ (1)) <0. 3)
Quality indicators of programmed control:

IO =@ (x@(1)), @)



T

T4 = J‘fo(d)(x(d) (T),u(d) (r),r)dr, 4

T

where x(@ = || x{DT x{T | x@DT T _ the state vector describ-

ing the movement of the information system and its service ob-

jects, M=1,...,m, M =1,..,m; u® = |lul®7 (), DT (x(t),0)|I",
u@ = u®7,. ul® |IT - the components of the control input
vector.

All functions in (1)-(5) are assumed to be known, given in
analytical form, and continuously differentiable throughout
the domain of the variables. The components of the control
vector u@(f) are assumed to be Lebesgue-measurable func-
tions defined on the interval (T, Ty].

In this case, the contact potential of the object pair <B;, B>
can be calculated using the formula

g5 (1) =7, R = (0)-r® (o) ©

where i, je M, y+( ) 1, if @ >0, y+( ) 0, if @ <0; R(d)(t)
the specified interaction zone radius for object B;, Wthh in
the general case, is a closed spherical region.

From the analysis of equations (1)-(6), it follows that
stationary (immobile) elements and service objects within
information systems can be treated as a particular case of
moving objects, for which the velocity vector r;(¢) =r,(ty) =,
Vte (TO,TfJ I, and the position vector define the fixed loca-
tion of the object.

Equations (1)-(6) are written in general form, as their spe-
cific implementation is only possible when a particular sys-
tem of forces acting on the objects during motion is defined,
along with the selected reference frame, etc. These aspects are
determined by the specific movement characteristics of each
information system object or service object. The specific form
of Model M, will be established later during the development
of a prototype software system that simulates the structural
dynamics of the information system.

5.2. Dynamic model for managing operations exe-
cuted by information systems

The development of this and subsequent models is based
on a dynamic interpretation of events occurring within an
information system. The operation management model for
tasks executed by information systems includes the following
key components:

- Model of the operation management process M,:

m
ng’D _ Zu‘(};),l);

j=1
o=y Zsy( )Breejn (Hufayis %)V =u}s - (7)
v :1,...,n:j1:, T.,m;i =1,..,me=1,.s
- Constraints:
e[S (noe)-
AT (o) | v
Bel,,

(20 -2 0+

Zufiff) aZ N H ( (0.2,v) x(OZv)(t)) =0, 9

el

iug—”l) (t) <1,Vj;

v=1

iuﬁf*l) (t)<1Vj;ulP (r)e{o.1}. (10)
j=1

ulyh (t)e {O,uﬁj‘»”l) }; u?(1)e{0.1};

u§™ (o2 —x 02 (1)) =0. an
- Boundary conditions

h§® (x<°> (TO)) <0; h{” (x(°> (Tf)) <0. (12)

- Quality indicators of programmed operation management:

n m
1 =33 (1)

v=1j=1
i%)a v> ZZ(X(OS)( ) xl()]Q’S)(Tf));
i=1 j=1
70 =Ty =3 x50 (Ty). (13)
j=1
IGiws= 2 j & (1)Orea (7)ul?? (r)dr, (14)
v, j,A.@ T,
J=le.mA=1. l&=1..,s,
T
J'i‘g),> Imaxs ( )dr VELS (15)
T J
]i%)» Z H: ij &jj )ui(a%?iw(f)}dﬁ (16)
v,j,® T,
m S 5
1 =33 (a2 x4 an
i=1 &=1
©0-33 33y I Gy e (@) (18)
v=li=la&=1j=11=1T,
“’”ZZZ%Z [ B (2)ue2 (z)dr, 19)

v=li=la=1j=11=1T,

where x{> (t) variable representing the duration of task A,
execution on object B; (j = 1,...,m) at time £; x{%*") <t2 variable
characterizing the status of operatlon execution D{ (or D(”>)
when solving the problem A,; x{% 3)( ) variable, numerically
equal to the duration of the time interval from the moment of
completion of the task A at object B; until the moment ¢ = Tj;
t=Tp; a®V, afPV, a2>", a9, a(0 20 g{0v) _ gpecified
values (boundary condltlons) which' Values must (or may)
be accepted by the corresponding variables x{V, x§V(t),
x@V(t), x (g’z"’)(t), x#(¢), x{g™™(¢) at the end of the
information systems management interval at a given point
in time ¢ =Ty ul"" gt L ulgm (¢), ul 3)(t) - controlling in-
fluences, where u t)—l if task A, is solved on object Bj;
u© 1)(t)

{ _ otherwise u{ys" (t)=1,if the operation DY) (or
{’ {7y is performed when solving problem A, using the cor-
respondmg channel, u{y?”(t)=0 - otherwise; ul"¥(t)=1
at the moment corresponding to the completion of task A,
on object B; and at all subsequent moments until t= T},
u(0 3)( ) 0 - in opposite situations; I';;, I, — a set of task

numbers A,, directly preceding and technologically related



to task A, using logical operations "AND", "OR" (or alter-
native OR), respectively; Iz, (i) — @ set of interaction
operation numbers performed on object B;, immediately
preceding and technologically related to operation DY) (or
D(i’j)) using logical operations "AND", "OR", or alternative

OR, respectively; h<°> hf‘)) - known differentiable functions,
which are used to set the boundary conditions imposed on the
vector x(© = || x{®V, . xOD xOD) ,xfy?s’z), O3 x0T at
times t=Tyand t = Tf.

In Table 1, several examples of feasible combinations of
boundary conditions for the tasks under consideration are
presented.

In the following analysis, particular attention is given to
the following boundary condition variants:

- variant K1: (<1,1>, <3,6>);

- variant K3: (<1,3>, <3,4>);

- variant K2: (<1,1>, <3,4>);

- variant K3: (<1,3>, <3,6>).

In each variant, the first tuple denotes the number corre-
sponding to the selected variant for the initial time ¢ = Ty, and
the variant for defining the initial state x(T), the second tuple
similarly denotes t = Ty and x(T}).

Thus, constraints (8) and (9) define possible (alternative)
task execution sequences A, and their corresponding opera-
tions. In accordance with constraint (10), at any given time,
each task A, may be executed on only one object B; (v =1,...,n;
j=1,...,m). Conversely, only one task may be executed on
each object B; only one task can be solved at any given time A,
(These restrictions correspond to the restrictions of classical
assignment problems).

Table 2 provides examples of the constraints imposed on
control inputs ufgﬁ“)(t) or various operational scenarios in
servicing information systems.

In Tables 1, 2, as well as in the following formulas, let’s
assume for simplicity that the index of task number A,, exe-
cuted within the information systems, is fixed, and assigned
to a specific object B;. Therefore, this index will be omitted in
subsequent notation. The constraints defined by equation (11)
specify the conditions under which sets of operations can
be executed, as well as the triggering of auxiliary control in-
put 1 (¢). The indicators T + 7§ represents the quality
metrics for managing the operations performed by the infor-
mation system. In particular J f") characterizes the total num-
ber of tasks successfully completed in the information system
by time t=Tj JS <2 av> — reflects the duration of the time
interval during which task A, was executed; J{”) - denotes the
total time interval required for completing all necessary tasks
Apv=1,.,mJ9 %iv> — corresponds to the duration of the time
interval over which the service operation complex was per-
formed on object B; while solving task A,; JY (") - equals the
total time duration during which object B; remalned within
the interaction zone (IZ) of object B;.

Indicator (16) numerically corresponds to the duration of
the time interval during which an object awaits service.

Indicator (17) is introduced in cases where it is necessary
to evaluate the accuracy of boundary condition fulfillment or
to minimize losses caused by the failure to execute interaction
operations.

By using functions (18) and (19), it becomes possible to in-
directly assess the quality of operation execution (OE) and the
accuracy in meeting the directive timeframes for completing
those operations.

Here: ()., (7,-) - predefined smooth time-dependent weight-
ing functions used to evaluate the quality of operations;

GV (r) - monotonically increasing (or decreasing) time func-
tions, selected based on the directive start/end deadlines for
operation execution.

Table 1
Examples of possible combinations of boundary conditions
Initial state vector Final state vector
X(to) x(tf)
. Unfixed Unfixed
Time mo- State
ments ¢ vector x | Fixed I.’ar— Fixed l.’ar—
Free | tially Free | tially
free free
1 2 3 4 5 6
Initial Fixed |1 |<L,1>|<12>|<1,3>| - -
time mo- fixed
ment t, Unfixed | 2 | <2,1> | <2,2> | <2,3> - -
Final Fixed |3 - - - [<34>| <35>
time mo- fixed
ment tf Unfixed | 4 - - - <4,4> <4,5>
Table 2

Possible variants of constraints

Variant number Constraint representation

! S <y
2 Sy <
; e <djp?
' S ez

l! m m
; >33 i st

A=li=1 j=1

No constraints in this case

7 No constraints in this case
: 53 S e
@=11=1j=1
9 Z z ug?) <o
i=1j=1
2 ,10
10 ZZufé’e& <cjg”
A=1li=1
m
11 ZZuf;? Sc("“)
i=1A=
12 z z w3 <
A=1j=1
13 z z ul(o j) < c(o 13)
Jj=le=1
14 z Z ul%?) <cfrtv
®=11=1

5.3. Dynamic model for channel management in
information systems

The state of a communication channel C{ on object B;
will be characterized by the readiness level of the channel to
perform a given operation ngﬁ. To simplify the notation in



the following formulas - as previously done in Section 5.2 -
it is assumed that the index of task A,, executed within the
information system, is fixed, and assigned to object B;. There-
fore, this index will be omitted in subsequent expressions.
In this case, the dynamic model describing the processes of
channel reconfiguration takes the following form.

Channel management process model:

5; () _ k1)
z (1) “T&lie Timjl
i'ae J&ul &' jA (k,1) ’

i'e' ji

k1)
laeM.

(20)

TME

(k,2)
)CM

S;
0,2 k1
Z( Uy +uls)) ) (21)

[\/]s

,_.

i=

Constraints:

u®) xED —0:xkh) (1)< o),

iejA Tiwji ieji (22)

Z Z u& (¢)<1, V),V

i=l®=1

(23)

Boundary conditions:

h{© (x(") (TO )) <0;
hfk)(x(k)(Tf))SO. (24)

Quality indicators of programmed channel management:

m m T

J(k)—zl 3 iij( ED(e)-xED(c))dr; (25)
A=14,=A+1A=1(=1T, :

<k>—z S OSS(EAn)2m) e

=1A,=A,+1A=1¢=1

where xffj)l( ) ~ the state of channel C§” on object B; using

the reconfiguration from a readiness state for executing oper-
ation D(”) to a readiness state for operation D{; bl(’;l)ae -a
predeﬁned value equal to the duration of the reconf1gurat1on

process between the respective channel states; ul(a’fclj)A (t) the

control input, where u(g}) (¢)=1, if C{ if the channel is
undergoing reconfiguration, and ufa’;jl,)l( ) 0 - otherwise.

Constraints (22), (23) define the sequence of channel re-
configuration C{? and the conditions under which it can
be initiated C{”. The variable xg.ﬁ’z)(t) represents the time
interval during which the channel is actively engaged. As
in the previous model h{", h{¥) - are known differentiable
functions that define boundary conditions for the state vector
X0 = [ uffiys ettty 2l P |

Indicators (25) and (26) are intended to evaluate the
uniformity of channel utilization te(To,Tf] throughout the
control interval and at its completion.

5.4.Dynamic model for resource management in
information systems
Resource management process model:

%D — 2 k,1
]gzr szl(gzi( l;]i"’ul(w]i) (27)
i=1a=1
\2) 2 k.1
551,;4 __zzgl(g)jl( l(e?eﬂ), l(aej/)l)’ (28)
i=le=1
1 2 k,1 1
K0 =3 3, (ue) ) )+, . @)

i=l®=1

2 2 k1 2
51/{7[13 = zzgl(a!;zl( l((a)Ejﬂ).+ul<an/)1)+uSiy()r] -1)° (30)
i=1®=1

+(03) _ . (p1) . ;.(p4) ,2)
xjim] _ujifm ’xﬂm) _ujgun . (3D
Constraints:

> ), (ufed) +ulkh) ) < A(), (32)
i,@e,A

T
2 k,1

S [t (22 (7)) () < [ AP (e)ate, (39
1ae/lT T,

(1) (,(p3) (p,3) (p,1) ( 1) _
uﬁ,m (ajin(nfl)_xjin(nfl)) 0, ujﬁml Jiﬂn =0, (34)
(0.2) [ ,(p4) (p.4) (p2) (p2) _
Ujoun ( ar(n'-» ~ j/ln(n'—l)) 0, s UWipim X o =5 (35)
ulfo) (0)uss2) (1)€{0,1}, n =1 i’ =1 . (36)
Boundary conditions

h(()p)(x(P)(TO))SO; hf”)(x@)(Tf ))SO. 37)

Quality indicators of programmed resource management

l! ﬁ/l
(p) _ (p.3).
]11” Z Z Xjamns

(38)
A=1n=1
lJ 5/‘.
(p) (p,4)
JZJ# /121 lej/lun’ (39)
—1n'=

where x&V(¢), x5 (¢), x{&0 (t), x%:2).(¢) - the correspond-
ing variables characterize the current volume of non-renew-
able resources @S, renewable resources N, non-renew-
able replenishable, and renewable replenishable resources (at
stages # and #7'), used during the operation of the channel
ci; df;; l,gfgj ., — the prescribed consumption rates of non-re-
newable @S and renewable resources N/ during the exe-
cution of operational activities (OA) D(‘ 7 and the reconfigura-
tion of the channel at unit 1nten51tyC<‘) H(”)( ) H(”)( ) the
replenishment (inflow) intensities of resources (DS(J) and
@N$) accordingly. If the specified types of resources are
non-replenishable, then the right-hand sides_of expressions
(32) and (33) will include fixed values ﬁ§”), FI§-“), which are
interpreted as the maximum possible consumption intensities
of the corresponding resources at each point in time.

If it is possible to organize a replenishment (regeneration)
process for resources at object B; then equations of the form
(29)-(31) are introduced, where u§§{,§% ugﬁj,; represent con-
trol actions that regulate the course of replenishment (regen-
eration) of non-renewable and renewable resources; aﬁf{”gn 1y
aﬁ:gn _yy — the specified volume of the replenishment (re-
generation) @S¢ operation for the non-renewable resource
(®N{) - for the renewable resource) in the (57 - 1)-th cy-
cle (on (' - 1)-th cycle) replenishment (regeneration) cycle;
P1» P;— represents the total allowable number of regenera-
tion cycles for the corresponding resources.

Constraints (34)-(36) and auxiliary variables xﬁﬁ,f% (t)
xﬁ.ﬁﬁg, (t) are introduced to define the class of control actions,
as well as the sequence of resource regeneration (replenish-
ment) cycles, and to determine the moments in time when
these cycles are completed.

The vector functions A, h{P) assumed to be given and dif-

ferentiable. Indicators of the form (38) and (39) characterize



the time intervals during which the regeneration of non-re-
newable @S\ and renewable resources @ N, respectively,
was carried out at object B;. Additional indicators may be
proposed to evaluate the uniformity (or irregularity) of the
consumption (replenishment) of the respective resources.

5. 5. Dynamic model for flow management in infor-
mation systems

The model of the flow management process in informa-
tion systems is defined as follows:

@D —, e L (2) _(32) .

iejlp — Piejip’ Tiwjip T Yiw jAp? (40)

o<u®d <@ 4 02),

i jAp laejxlp i jA? (41)

,2 ,1 ,1 —0-
ui(zijﬂ).p (ai(élxi.p) _xi(al;jip ) =0;

(pZ) x(OZ) 0; u(PZ) ()6{0,1},

laeﬂp i® iejip (42)

|

i S;

)PP Z x2h) (ue2), +02, ) < BO;

tlﬂ.laelpl

3 Suie, <5

i=1 A=1®=1

> 5 Sulg, <7

A=lae=1p=1

3

43)
(44)
(45)

Boundary conditions:
hP (xP (1)) <0;
hP (x(P> (1y )) <0. (46)

Performance indicators of software-based flow manage-
ment in information systems:

T = ZZZZZ( BV —xED Jxhl L @)
i=l®=1j=1A=1p=1
el =T,
Lok Ty
CE 3331393 [ %22 (z)dr, 48)

i=lee=1j=1A=1p=1T,

ixj

where xfg;},{p (t) - a variable that characterizes the current
volume of information of type "p" received by object B; from
object B; during the execution of the operational activity (OA)
D) (or the volume of information processed at object B;,
i=j); xfg;f;p (t) - an auxiliary variable that characterizes the
total duration (time) of the presence of information of type
p at object B, received (or processed) during the interaction
between objects B; and B; in the course of executing the opera-
tional activity (OA) D&/ )\ via channels C{?,C{; c(&: 1/)1 - agiven
constant that defines the maximum allowable value of ufape}/)lp;
ufg}%p - the intensity of information transmission from object
B; to object B; (or the intensity of information processing at ob-
ject B under the condition i = j) u'® ng (t) auxiliary control
actlon that takes the value u(P M)p (t)] , if the reception (or
processing) of information at object B ul.(g;;j;p (t) =0 - other-
wise, or in the case when, after the completion of operation
D&D (or DY, if i=j)the execution of operation DY, (or
D(‘) if i =), begins, which directly follows in the technolog-
1cal control cycle of object B; after operation D(‘ D (or DY,

P(l) Pj(pz), P(3) given values that respectively characterize: the

maximum possible volume of information that can be stored at
object Bj, the throughput capacity of object B; with respect to
the information flow of type p; and the throughput capacity of
the channels connecting objects B; and Bj; al ,10) - the specified
volume of information of type p that can be transmitted from
object B; (or processed at object B;) during the execution of the
corresponding operation.

The functions h{P, h{P) are assumed to be known and
differentiable. Objective functions of the form (47) are intro-
duced in cases where it is necessary to evaluate the total losses
caused by the absence (or loss) of specific types of information
during the operation of information systems. The auxiliary
variable xlfe}/)1 takes non-zero values in cases when informa-
tion exchange occurs between B; and B; (or information pro-
cessing takes place at object B, if i = ).

The indicator of the form (48) is used to assess the total
time losses caused by delays in the transmission, process-
ing, and storage of information during the operation of the
information system (i.e., the overall loss in the efficiency of
transmitting, processing, and storing information circulating
within the information network).

5. 6. Dynamic model for controlling operation pa-
rameters performed in an information system

When constructing an operations control model (model M),
the specific characteristics of how these operations are carried
out (executed) are considered. However, the execution process
of both target and technological operations in information
systems is accompanied by changes in a range of parame-
ters (physical, technical, technological, etc.) that characterize
each of these operations. Therefore, the operations control
models (model M) must be supplemented each time with
models for controlling the parameters of operations (model M,).
As an example, consider a model for controlling the parame-
ters of operations related to performing measurements and
evaluating the components of the state vector of the mo-
tion of object B; using a channel Cflj) located on object B;.
In this case, one of the most critical parameters characterizing
the measurement operations is the accuracy of determining
the state vector of the motion of object B;.

Let the linearized models of the motion of object B; as well
as the model of the measurement instruments (observation
channels for tracking the trajectory of object B;) be given in
the following form:

50 = F (1)1,

YR (6) =dj (0)%1 + &5,

T ~(d)T ”T

(49)
(50)

where xi(d) =7 - the state vector of the motion of
object B;; F( ) glven matrix; &j; — uncorrelated measurement
errors of channel C(J), which follow a normal distribution
with zero mean and variance equal to o2 -

dit) - a glven vector that relates the vector of estimated
parameters x( to the measurable parameters y(‘)( ) In this
case, the model for controlling the parameters of operations
takes the following form

d? z
2= 2F-Fz-3 ¥ Z uZy ”2” Z;=K'. (51
j=l&el; A=1 jA
Constraints
0<u(e 1) < cte)y(0.2) (52)

JA lae;/l’



Boundary conditions:

- option "a":
t=Ty.Ki(Ty) = Kipr (53)
t=Tj,b! Kby <o2; (54)
- option "b":
t=Tp, Ki(To )= Kips (55)
t=Ty, j > uEh (r)dr<J©. (56)

T, L&, j,A

Performance indicators for operational parameter man-
agement in information systems:

- option "a":
T

J& = I z l;%(r)dr, (57)
T, L&, j,A

- option "b":

T =bIK;b,, (58)

where Z; - the matrix inverse of the correlation matrix K; of
the estimation errors for the state vector of object B;; ul(:e?A - the
intensity of measurements of the motion parameters of ob-
ject Bi; I';z — the set of indices of measurement operations
performed on object B;; cﬁ) - given constants characterizing
the technical capabilities of the channel Cfl’) in performing
measurement operations; b, = [0,0....,0,1,0,...,0]|” - an auxil-
iary vector used to extract the required K; element from the
matrix y; o M - the given accuracy of determining the y-th
component of the state vector of object B; K;, — the given
matrix characterizing the estimation errors of the state vector
of object B; at time t = Tp; f%‘“’) - a given value representing the
total resource consumption of object B; when executing the
entire set of measurement operations.

Indicator (56) allows for a quantitative assessment of the
total resource expenditure by information systems during the
execution of measurement operations. The objective func-
tion (57) characterizes the accuracy of determining the y-th
element of the state vector of object B;.

5.7. Dynamic models for managing the structural
dynamics of information systems

In constructing dynamic models for managing the struc-
tural dynamics of information systems (model M.), a dynamic
interpretation of the processes involved in executing service
operation complexes is employed, as before.

To formalize these processes, it is possible to utilize the
previously developed dynamic models for managing opera-
tions within information networks (model M;) and commu-
nication channels (model My).

5.7.1. Model for managing polystructural states of
information systems

The model describing the process of managing polystruc-
tural states (model M(V):
Ky Al -5

(c,1) _,(c,1). ~(c 1) _
x6n1 u&r[ X 52
=1

6=L1...K;m=1L..,C;.

.

Z(AD _ Fe).
fen  Hon T Xen ey, 1(59)
%

Constraints:

K,y

;(uég’}) (t) +a? ) <LV uf;;‘ll) (t) € {0,1};

e (t),ﬁé;’ll) (t)ef{on}; (60)

G

S 0 (AR ()0 o

al(sL‘,l) Z Z )'E(L' 2) + H H ~(c 2) (62)
y el o'el’? 2'el? o"er{y

D (@) < (1)) =o0. (63)

Boundary conditions:

=Ty x$) (To) = x50 (To) = 0, %5V (T ) e RY; (64)

t=Ty: x0Ty ) e R 20D (Ty ) e RG X5V (Ty ) e RY. - (65)

Performance indicators for managing polystructural mac-
rostates of information systems:

(&

Jev = zlxé;’ll)(Tf); (66)
m=
C1 KA 2

TV =303 (@l =X (1y)) s (67)
m=16=1
K, I

IV =3 [aed(e)de (68)
5=1 T,

U E A CANRE i | (69)

The following notations are used:

(;1)( ) avariable characterizing the degree of comple-
tion of macrooperation D(C D, which describes the functioning
of the information system n the polystructural state Ss during
the #,-th control cycle of the given system;

- Scf;c‘l)(t) - a variable characterizing the degree of com-
pletion of the macrooperation ﬁf,;c‘l), which is associated with
the transition of the information system from the current
polystructural state Ss- to the desired microstate S5 (in the
special case o' = 9);

):cgf"ll) t) - an auxiliary variable which value numerical-
ly corresponds to the duration of the time interval that has
passed since the completion of microoperation Déf”l);

- hgfél)(t) - a given value numerically equal to the dura-
tion of the transition of the information system from poly-
structural state Sy to state Sg;

(C D(¢ ) a control input that takes the value 1 if macro-
operatlon D f]l) must be executed, and 0 otherwise;

(f?l) an auxiliary control input that takes the value 1 at
the time corresponding to the completion of microoperation
D(C D, 0 otherwise;

~(C 1)( ) a control input that takes the value 1 if the in-
formatlon system must transition from the current polystruc-
tural microstate Sy to the required state Ss, and 0 otherwise.

Constraints of type (60)-(63) define the order and se-
quence of activation (or deactivation) of the above-mentioned
control inputs. In expression (62) I (g),F (§23),F gzz),l" ) _it cor-
responds to the set of indices of structure types and structural
states in which those structures may reside.



Indicator (66) makes it possible to evaluate the total du-
ration of the information system’s presence in microstate Ss.

The Mayer-type functional (67) enables the assessment
of total losses resulting from the failure to meet the direc-
tive-specified durations for which the information network
must remain in the required macrostates. In expression (67)
al - denotes the directive-specified duration of the informa-
tion network’s presence in the polystructural state S.

Indicator (68) provides a quantitative estimate of the to-
tal time during which the information network operates in
a transitional mode.

Functional (69) allows for the evaluation of the time
interval between two successive entries of the information
network into the polystructural state Ss (during control cycles

nand (7, + 1)).

5.7.2. Model for managing the structural dynamics
of a specified type of information systems
The model describing the process of managing the struc-
tural dynamics of information systems (model M{?):
Ko (62 _5(c2)

w'oy "y e, x(c2) G, «(70)

F(c2) (c 2). %
x ~(c 2) 20" 7 yon, zwn
X0
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C
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(71)
(1)=0: (72)
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~ el ) w'el'y), f'el’})
()| <ot W s I =0; (73)
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i'el (), w'el' ), f'el ()

e (o2 -5t ) 2o, (74)

20M, yACUP xXon,
Boundary conditions:

t=Ty:x(o) (Ty) =X (Ty) = 0: %552 (To ) € R (75)

t=Tp:x\o2) (Tp) e RL XY (Ty ) e R X602 (Ty ) e R (76)

Performance indicators for managing the structural dy-
namics of the specified type:

Ji5e = Z X (1 ); (77)
n,=1

JD = z ;Cw 37) (78)
n,=1
T K,

JEP = [ > ag? (v)de (79)
T, w=1
K. _

I = A (0 50
po

J;;;j fw ff (). (81)

The following notations are used:

- x‘©?) (¢t) - a variable characterizing the degree of comple-
tion of Zmr%crooperatlon D(C 2 which describes the process of
structure G, being in structural state S, during the 7,-th
control cycle

-x(&2)(t) - a variable characterizing the degree of com-
pletion of the macrooperation describing the transition of
structure G, from the current structural state S,,, to the re-
quired structural state S,.,;

-3 2’7) (t) an auxiliary variable which value numerically
equals the time interval that has elapsed since the completion
of microoperation D(C 2)

hf;j; - a given vafue numerically equal to the duration
of the transition of structure G, from structural state S,., to
structural state S,,;

(C 2) t) a control input that takes the value 1 if macro-
operatlon D(c 2), 0 is to be performed, and 0 otherwise;

N;ﬁ) (t - an auxiliary control input that takes the value 1
at the moment corresponding to the completion of macroop-
eration D' i’) , 0 otherwise;

- ﬁgﬁg,ﬁz’tj - a control input that takes the value 1 if the
transition of the structure G, from the current state S,,, to
the required structural state S,., 0 is to be performed, and 0
otherwise.

The constraints of type (71)-(74) define the order and se-
quence of activation (or deactivation) of the above-mentioned
control inputs.

In expression (73) I 231, r 7(;0)4, r 9(232, r ;(;»)s’ r 2,)3, r J(Cfo)ﬁ the
set corresponds to the set of indices of objects that are part of
the structure of the information system, the set of macrostate
indices of these objects, and the set of indices of locations
within the macrostates of information system objects.

Indicator (77) provides a quantitative measure of the total
duration during which a structure of type G, remains in struc-
tural state S,,,,; Functional of type (78) determines the number
of times the structure G, has entered structural state S,.,.
Indicator (79) allows for a quantitative assessment of the total
time the structure G, remains in a transitional state. Indicator
(80) allows for the assessment of the total number of hetero-
geneous structures G,, that are in structural state S, (6 = @)
where 7, — during the control cycle.

Functional (81) evaluates the presence Jy (€2 —q (or ab-
sence J ( 2) =0) of structure G, in structural sta?e Sy

5.7.3.Model for managing the macrostates of ob-
jects within an information system

The model describing the process of managing the struc-
tural dynamics of an information system (model M)

Ky Ko pe3 _ 53
(6D e 3 Pt ~Xawf e,
Xiwfn, = Ui, Xiwf o e ;) wif'?
w'=lf'= iw
~(c 3) _ =(e3).
wan3 wfn,’ (82)
i=1..mw=1.,Ky;f=1.,Kpn;=1,..,Cs, (83)
Constraints:
K, K.
(¢,3) 7(c3) i .
Z Z( uf)fn ( ) Uk )SLVl’Vﬂs’ (84)
w=1 f=1
m Ky
(¢,3) . .
Zzuu:fn ( )Sl,Vf,VTb, (85)
i=1w=1
(¢,3) (¢,3) =(c.3) .
uu:fn ( ) {0 1} uwf)f (t) un:;fm (t)E{O,l}, (86)



3 ) =07 (6 X))
e
2 ) (a§;:2> — 2 (t))+
~(e3)| @'el, B
W (-5 0) | *
perty,
i (@70~ it ) =0 (59)
Boundary conditions:
t=To:xpe) (To) =X (To) =0 X7 (To ) e RY; (90)

t=Ty:x(?) (Tp) e RGE (Ty ) e RG X)) (Ty) e R (91)

Performance indicators for managing the structural dy-
namics of the specified type:

Tiun —Zufviﬁi( 7): (92)
fK Ky

159 = [ ¥ Y i (s)a )
T, w=1f=1

ﬁﬁ=2%2() (94)
n;=1
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ngcn?znﬁl) [xl(\:;n) (al(vcv; )+xl(vcvf3()n]+1))j| Tf' (96)

The following notation is adopted:

x(c 3) (t) a variable characterizing the degree of com-
pletion o? microoperation D(C % which describes the func-
tioning process of object B; 1n mlcrostate Siwy during the #3-rd
control cycle;

- xf]f);) - a variable characterizing the degree of comple-
tion of the microoperation D(Cf) that describes the transition
process of object B; from the current macrostate S,y to the
required microstate S,

le(viz) (t) an auxiliary variable which value numerically
equals the time interval that has elapsed since the completion
of macrooperation Dl(‘ 3

- h;ff?;f - agiven va nfue numerically equal to the duration
of the transition of object B; from macrostate S,y (w',w - the
indices of the macrostates of object B;, f', f— are the indices of
the respective positions within those macrostates;

l(‘:f” (t) a control input that takes the value 1 if mi-
crooperation D(C ) 0 is to be executed, and 0 otherwise;
ul.(‘f)f” (t) -a control input that takes the value 1 if a tran-
sition of object B; from the current microstate S, to the
required microstate Slwf,

ﬁf‘;ﬁ; (t) an auxiliary control input that takes the value
1 now correspondlng to the completion of microoperation
D 3) , 0 - otherwise.

Constralnts (84)—(89) define the order and sequence of
activation (or deactivation) of the aforementioned control
inputs.

In expression (88), I l(m‘)‘f)l, r 1(1/3]22 - denotes the set of oper-
ation indices executed on object B; (during interaction with
object B;), that directly precede macrooperation Di(‘ff) and

are logically linked to it by "AND", "OR", or exclusive "OR"
operators. Constraint (88) establishes the connection between
model M, and model M.. In turn, the interrelation of models
M®, MP, M®, MD is implemented through mixed-type
constraints (73) and (62), respectively.

Quality indicator (92) characterizes the number of objects
B;, that were in microstate #3 — during the S;,y. The function
of type (93) provides a quantitative assessment of the total du-
ration during which object B; remained in transitional macro-
states. Indicator (94) determines the total time object B; spends
in microstate S;,s; the Mayer-type functional (95) evaluates the
total losses incurred due to failure to meet the directive-spec-
ified duration of the object’s B; presence in microstate S,
In expression (95) a(c 3 _ denotes the directive- -specified dura-
tion of object By presence in macrostate Sj,. Functional (96)
enables the evaluation of the time interval between two suc-
cessive entries of object B; into microstate S;,s (during control
cycles 773 and (73 + 1)). It should be emphasized that the list
of quality indicators for managing the structural dynamics of
information systems (within the framework of models MV,
M®, M) can be significantly extended - for example, by
utilizing functionals like those proposed in models M,, M,
M,, M., My, M,). However, such extensions are determined by
the specific applied problems for which the discussed models
are employed. In models M{?, M the patterns of change in
variables are of the same nature as the corresponding vari-
ables in the model M.

Using the dynamic model for managing auxiliary op-
erations (model M,), let’s incorporate into the previously
discussed models My, My, and M, the constraints related to
the continuity of the processes involved in channel reconfigu-
ration and the execution of operations within information sys-
tems. The necessity of accounting for these constraints arises
from the specific nature of applying the above-mentioned
dynamic models. During the numerical search for optimal
control programs for managing the structural dynamics of
information systems, interruptions may occur at certain time
points within the interval (T, Tf], both during channel recon-
figuration and operation execution.

In practice, modern technical means of information sys-
tems in some cases allow interruptions of ongoing operations
(e.g., in multiprogramming or multiprocessing modes). In
other cases, strict prohibition of operation interruption is en-
forced (e.g., when transmitting highly sensitive information or
when an object exists in an abnormal state). Under such condi-
tions, abstract mathematical models (e.g., models My, My, M)
must incorporate possible formalized variants for the optimal
resolution of conflict situations related to interruptions.

There are several approaches to formalizing the con-
straints on the continuity of operations, all of which share
a common feature: accounting for continuity constraints on
operations and channel reconfiguration leads to an expansion
of the dimensionality of the phase space in the corresponding
mathematical models.

To address this, auxiliary variables are introduced, which
must satisfy the following differential equations:

1 2 2 1 ,3 1
1(:313. :ul(:gej/)l’ xf:ep)l _xl(;j%.’xl(:ejzl _ul(;;]%.’ (97)
x(v4) = (k1) 2 (v,5) (1,2). 3(v,6) _ 4 (13) (v,2)
l:ej/)l - laej/l’ xL:eJ/l ul:e}/l’ xl:e}/l - 1;11 ulé‘l)e]l’ (98)

where xfafz , { =1...6 - auxiliary variables, and ul(:e}}, uf;ﬁ,
ufa"ej’i - auxiliary control actions, which must satisfy the fol-

lowing constraints:



m 1
) [as;2>—zzx§;;;]:o, 9
i-12-1
,2 4) 3 1) e
”z(:ep)lxz(avep{ =0, ul(:ejixl(:ejzl =0; (100)
ulh (0 efo1},ul? (t)e{oa}luld (f)efor). o1

Constraints (99) and (100) define a possible variant of "acti-
vating” the auxiliary control actions ul(a”eﬁ (t), ul(;’eﬁ (t), ul(d‘;ﬂ (t)
Taking the above into account, the first approach to for-
malizing continuity conditions reduces to the formulation of

isoperimetric conditions of the following form:

Ty
| (1wl )xeixEn (ae? -x%? )z =o, (102)
TO
T
| (1wl )xpx D (afe? —x@? )de =0, (103)
Ty

where 1) (1 )= (1) =0, 220 (T} )RY, 208) (T} ) R -

the set of real numbers. Relations (102) and (103) define, respec-
tively, the constraints on the continuity of executing the channel
reconfiguration C/{ operation Dg’j). It should be noted that the
constraints on the continuity of operations related to the replen-
ishment (regeneration) of stored and non-renewable resources
are formulated in the same way as for interaction operations.

An alternative approach to formalizing the continuity con-
straints of operations and channel reconfiguration in informa-
tion systems may also be proposed. These constraints, when ex-
pressed as additional boundary conditions, are written as follows:

2
(0,2))
a; (v,1) —
3) (vl (”f 2) | Xiei =0,
ety 0 L | e

¥ (104)

=T,

(xg"’ﬁ) —x{o4) )2 =0.

i jA i jA

t=T,

Subject to the condition, xf:efl) (T0 ) =0, x(»¢) (Tf) eRL

e

In expression (104), the value of the progiuct Xy xieh)
is numerically equal to the area under the integrand curve
corresponding to the solution of the first equation in for-
mula (97) over the time interval (£ j,Tf] Where £, j;, t — the
moment when the operation Dg’f ), performed by the channel,
is completed Cj.

The value of (a{%?)? / 2 is numerically equal to the area
under the integrand curve corresponding to the solution of the
first equation in formula (97) over the time interval (To,t{ae i },
assuming that the interaction operation (OA) was executed
without interruption using the resources of a single channel C /{
From the analysis of expression (104), it follows that in the case
where the OA D{"/) was executed by channel C§ without inter-
ruptions, the difference between the values inside the square
brackets equals zero. Otherwise (if OA D{ was interrupted),
this difference is non-zero. To account for cases in which the
channel C/{ is not scheduled to perform OA Dg’j) within the
interval (To, T, an additional multiplier is introduced into ex-
pression (104) xl(;’eii, which takes the value zero at time ¢ = T,

5. 8. Model for managing the security of information
systems under centralized control

The purpose of developing a model for managing the se-
curity of information networks is as follows:

—-to model the allocation of the required number of
resources for each element of the information network in

response to a specific type of cyberattack, within a limited
time interval;

- to model the number of engaged resources in each
element of the information system, as well as to model the
number of available (free) resources in the system.

The need for additional resource allocation is assumed
to be deterministic and time-dependent. Such resource allo-
cation planning accounts for constraints on resource levels
(preventing shortages or overutilization), as well as the min-
imization of total costs, including redistribution between the
elements of the information system.

To model the security management process of informa-
tion systems, the following notations are introduced:

N=ili=1,...,n: the set of n service requests within each
element of the information system;

P =0p|0, = 0y,..., 0p;: the set of m total information system
resources;

N, _ili = 0p, 1...n: the set representing n service requests,
where node 0, represents a particular information system
element p that supplies resources;

R=r|r=1,...u: the set of u types of information system re-
sources used for protection against a specific type of cyberattack;

V=vlv=1,..k: the set of k homogeneous information
channels with capacity Q and their respective bandwidth.

Resource reserves and consumption in the information
system:

—-HpEr, hP", HE, hf" : the cost of maintaining the read-
iness of information system resources in element p for the
benefit of element i;

-1y, Ly, Iy, Lig" - the initial level of information sys-
tem resources of type r in element p intended for element i;

-Cf, cf, CF, cf : the maximum volume of information
system resources in element p allocated for element i;

- Dy;; : the required amount of resources to be delivered
from element p to satisfy the needs of element i€ N during
the period teT.

Costs associated with the transfer of computing resources
between information system elements:

The distance between information system elementsie N,
JEN,. df.

-wi and wg : weighting coefficients of utilized and un-
used resources of type r within the information system;

- e,: the cost of allocating one unit of information system
resources;

- s,: the cost of utilizing resources of type r from another
element of the information system.

Information system resource maintenance costs:

- g» the cost of maintaining a single unit of information
system resource of type r.

The model for managing the security of information sys-
tems within a closed information system - comprising mul-
tiple elements that supply available resources and multiple
elements that utilize them - is described as follows

min Y° > " (L +hFLE )+

ieNteTreR

Y Y (HE T +HETE )+

pePteTreR
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subject to the following conditions:

Lr _ yLr p'r r
Ly = Lpiza + z Qpie —Dpir>

p'eP
VieN,teT,peP,reR, (106)
I =Tgha =3 X Qpi + X Fi'
ieNp'eP p'eP
VteT,peP,reR, (107)
L =Lf, - Z8+ Y Dhy— 3 > W,
peP peP pePp'eP
VieN,teT,reR, (108)
I =I5+ 2 ZF = Y Fi +nf"+ Y Wh,
ieN p'eP p'eP
VpeP,teT,reR, (109)
X (X5 -xf)= X Qg
ieN,,i#] p'eP
VjeN,peP,teT,reR, (110)
Y (BR-ER)=28+ X Wi
ieN,.i#] p'eP
VjeN,peP,teT,reR, (111)
0< Y > Ik <clVieN,teT, (112)
pePreR
0< ) I <Ck,VpeP,teT, (113)
rer
0<) > IE<cf,vieN,teT, (114)
pePreR
0< ) IEr<CE,vpeP,teT, (115)
rer
> S(XE Bl )<QY. Y xh, VijeN, teT,  (116)
pePreR pePveV
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ieNP veV
> xbi= > xB,,Vus.eV, jeN,,peP,teT, (118)
ieN,i# j ieN,i#j
2 X <L Vus.eV,peP,tel. (119)

jeN

The analytical expressions presented above form the
foundation for managing the security of information systems
under centralized control.

5.8.1. Mathematical model for managing the secu-
rity of information systems in self-organization mode

In the self-organization mode model, there is no pooling
of shared resources among the elements of the information
system WiS,’t :Fppt" =0 for p'#p, Vp,p'eP, ieN, teT, reR.
Each element of the information system independently man-
ages its own resources with respect to the elements acting as
resource requesters. Thus, the mathematical model is solved
independently for each IS element that supplies resources, and
the costs to be minimized include expenses associated with
maintaining an adequate level of IS resources and transporta-
tion costs for their delivery. The model is described as follows

min " > " (R LE +hErLE )+

ieNteTreR

> Y (HE I+ HEIE )+

teTreR
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The objective function aims to minimize the total cost
incurred by the IS element p in maintaining the necessary re-
sources in readiness for delivery to each requester. This includes
the cost of keeping resources available for use, as well as the
fixed and variable transportation costs required for their delivery.

These costs depend on:

Ik =1L | +Qby—Dhy, VieN,teT, reR, (121)
I =1k - > Qhy+Fy ,VteT,reR, (122)
ieN
LEr=I1fr,-% ZF'+ > Dy, VieN,teT,reR, (123)
peP peP
1B =1k +% ZF —Fy +nf",VteT,reR, (124)
ieN
NZ A(ng—X%):Q{,jt,VjeN,teT,reR, (125)
ieN,,i#j
> (BN -El)=28.VjeNteT,reR (126)
ieN, i=j
0<> > Ik <ck,VieN,teT, (127)
pePreR
0< > Il <ch,vteT, (128)
reR
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Qpi : the quantity of information system resources of type r,
owned by supplier p, that were delivered to client i during
period &; Fy, : the quantity of available information system re-
sources of type r, owned by supplier p, that were replenished
with products at their level during period t.

5.9. Generalized deterministic logic-dynamic model
for managing the structural dynamics of information
networks

An analysis of previously developed models for managing
structural dynamics shows that, in general, the generalized
deterministic dynamic model for managing the structural
dynamics of an information system (Model M) can be repre-
sented in the following form:



x:f(x,u,t), (135)
ho(x(T5)) <0, by (x(Ty)) <O, (136)
qV (x,u)=0,q?(x,u)=0, (137)
Ji=1Ji(x(t)u(t)t)=

T
=i (x(tp))+ [ for (x(c)u(z),7)dei=1,...Iy, (138)

T

where x - the generalized state vector of the multistructural
configuration of the information system; u — the generalized
control input vector; hy, h; - known vector functions used to
define the initial data for the control problem of the struc-
tural dynamics of the information system at time t =T, and
the terminal (desired) values of the system state vector at the
end of the control interval (¢ = Ty). It should be noted that the
boundary conditions in the previously formulated structural
dynamics control problems of the information system may
be either fixed at both ends of the phase trajectory x(t) or
variable. The vector functions q(), ¢ define the fundamental
spatiotemporal, technical, and technological constraints im-
posed on the functioning process of the information system.

6. Discussion of the results of the polymodel
complex operation

The conducted analysis shows that all sets of indicators
used to assess the quality of structural dynamics manage-
ment in information systems can be categorized into the
following groups:

J1 - indicators assessing the operational efficiency of the
information system;

J> - indicators assessing the throughput capacity of the
information system;

J; — indicators assessing the quality of operations (tasks)
performed as part of the technological control cycles;

J4 — indicators assessing resource consumption during the
functioning of the information system;

Js — indicators assessing the flexibility of structural config-
urations of the information system (structural and functional
self-organization indicators);

J¢ — indicators assessing the resilience (survivability) of
the information system;

J; — indicators assessing the interference resistance of the
information system;

Js — indicators assessing the reliability of the information
system during its target deployment;

Jo — indicators assessing the security (protection level) of
the information system.

The developed model M (135)-(138) is a deterministic,
nonlinear, non-stationary, finite-dimensional differential dy-
namic system with a reconfigurable structure.

The conducted research has demonstrated that, depend-
ing on the chosen application method for the information
system, structural dynamics management tasks can be formu-
lated as multi-criteria decision-making problems.

The advantages of the proposed polymodel complex
include:

- a comprehensive description of the functioning of dif-
ferent types of information systems (expressions (1)-(138)),
which improves the accuracy of system modeling for mana-
gerial decision-making, in comparison with [6, 9];

- the ability to describe both static and dynamic processes
occurring within information systems (expressions (1)-(138)),
surpassing the scope of [8, 10];

- support for modeling individual processes or integrated
simulations of multiple processes within information systems
(expressions (1)-(138)), compared to studies [5-16];

- a dynamic description of the trajectory control process
of information systems during operation (expressions (1)-(6)),
enabling N-step forecasting of the system’s motion, compared
to [7, 13];

- modeling of operations management during computa-
tional tasks within system functionality (expressions (7)-(26),
Tables 1, 2), allowing for rational hardware load planning,
compared to [12, 14];

- modeling of dynamic resource management within
information systems (expressions (27)-(39)), enabling fore-
casting of system resource engagement, compared to [11, 18];

- analytical description of flow control processes in in-
formation systems (expressions (40)-(48)), supporting flow
distribution based on specified criteria, compared to [12, 13];

- modeling of computational operations based on defined
parameters (expressions (49)-(58)), improving the accuracy of
system computation modeling, compared to [2, 8];

— description of possible structural states of information
systems during operation (expressions (59)-(104)), enabling
both parametric and structural control, compared to [6, 15];

- modeling the relationship between available resources
and system security state (expressions (105)-(138)), compared
to [9, 17].

The proposed polymodel complex is recommended for
managing information systems with a high level of complexity.

Limitations of the study include the need to account for
time delays in collecting and delivering information from
system components.

Identified drawbacks of the proposed polymodel com-
plex are:

- the inability to account for the degree of uncertainty in
data circulating within information systems;

- higher computational complexity compared to existing
approaches.

The proposed polymodel complex enables:

- comprehensive modeling of information system oper-
ations;

— identification of effective measures to improve system
performance;

- acceleration of heterogeneous data processing while
ensuring the required reliability of decision-making;

- reduction of computational resource usage in decision
support systems.

Future research directions include developing a set of
methodologies for analyzing and forecasting the state of infor-
mation systems under the influence of destabilizing factors.

7. Conclusions

1. A dynamic model for managing the trajectory of infor-
mation systems has been proposed. It enables the formulation
of new analytical dependencies reflecting the impact of desta-
bilizing factors on the system’s trajectory during topology re-
configuration, improving the accuracy of this phenomenon’s
description by 17%.

2. A dynamic model for managing operations performed
by information systems has been introduced. This model



increases the efficiency of establishing analytical dependen-
cies in operation management by 13%.

3. A dynamic model for managing communication chan-
nels in information systems has been developed. It improves
the accuracy of channel management processes by 16%.

4. A dynamic model for managing the resources of infor-
mation systems has been designed. It introduces new analyt-
ical dependencies for resource management processes and
reduces the number of required system resources under equal
conditions by 15%.

5. A dynamic model for managing data flows in informa-
tion systems has been proposed. It reduces the hardware load
of information systems by 12% through newly defined analyt-
ical dependencies for flow management.

6. A dynamic model for managing the parameters of op-
erations within an information system has been introduced.
This model enhances the reliability of parameter manage-
ment by 14% due to the flexible configuration of the parame-
ter set used.

7. A dynamic model for managing the structural dynamics
of information systems has been developed. It increases the
accuracy of describing the structural reconfiguration process
by 18%, owing to a greater number of descriptive parameters.

8. A model for managing the security of information
systems under centralized control has been developed. It
improves system protection by 23% through a flexible set of
indicators characterizing the state of security.

9. A generalized deterministic logical-dynamic model for
managing the structural dynamics of information networks

has been proposed. This model facilitates the representation
of interconnections among individual models within the
polymodel complex.
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