u] =,

This study's object is the process that provides for the
state’s economic security in the context of digital trans-
formation, which is accompanied by the growth of cyber
threats and digital risks. Its relevance is predetermined
by the urgent need to rethink approaches to cybersecurity
and the growing dependence of the economy on informa-
tion technologies. The issue is the insufficient integration
of security-oriented mechanisms into national digital
development strategies, which limits the state’s ability to
counter hybrid threats and ensure the resilience of criti-
cal infrastructures.

This study confirms the presence of a statistically sig-
nificant inverse relationship between the level of informa-
tion and communication technologies development and
cybersecurity (correlation coefficient r = -0.763, p < 0.05),
indicating a potential technological imbalance. A con-
cept of digital risk mitigation has been proposed, which
integrates generative artificial intelligence (GAI) into the
analytical, infrastructural, regulatory, and educational
components of the national cybersecurity system.

The proposed approach is based on the application
of regression modeling, comparative analysis of interna-
tional indices, graph-analytical visualization, and expert
evaluation, providing interdisciplinary coverage of the
research domain. It has been shown that the effective-
ness of intelligent security solutions depends significantly
on institutional maturity, transparency of the regulatory
environment, access to data, digital inclusion, and readi-
ness for cross-sectoral cooperation.

The findings can be applied to enhance national dig-
ital policy and design a strategic framework for integrat-
ing GAI into the state’s economic security system, particu-
larly under wartime conditions

Keywords: economic security, generative artificial
intelligence, cybersecurity, security-oriented information
environment
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1. Introduction

The current stage of development of the digital economy
is accompanied by a rapid increase in risks and threats that
affect the stability of the functioning of state institutions,
businesses, and society as a whole. This problem is partic-
ularly relevant for Ukraine, which, under the conditions of
a full-scale war, is facing multi-level challenges in the field
of cybersecurity, protection of critical digital infrastructure,
and ensuring economic stability. Digital transformation, on
the one hand, opens up new opportunities for the moderniza-
tion of management processes, the development of electronic
services, strengthening the institutional environment, and
on the other hand, forms a new configuration of vulnerabil-
ities that require a systemic state response. Under modern
conditions of globalization and digital transformation, state
economic systems are faced with new challenges, in partic-
ular, digital risks and cyber threats that can seriously affect
the economic security of states. In-depth study of these issues
is relevant because digital technologies, although they open
up new opportunities for economic development, at the same
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time create numerous threats that require comprehensive
analysis and development of mechanisms for their neutral-
ization.

The impact of digital technologies on economic security
is not unambiguous: a high level of development of infor-
mation and communication technologies (ICT) does not
guarantee an adequate level of cyber protection. An analysis
of the comparative dynamics of ICT and the cybersecurity
index in 25 countries revealed the presence of a feedback
loop between the speed of digitalization and the effectiveness
of measures to counter cyber threats. This indicates insuf-
ficient integration of security components into the digital
development strategy, which highlights the need to form a
security-oriented information environment.

At the same time, generative artificial intelligence opens
up new horizons in the field of countering digital threats. Its
ability to detect anomalies, adaptive learning and highly ac-
curate threat identification creates the potential to transform
approaches to ensuring economic security. The integration of
Al into the digital architecture of public administration, crit-
ical infrastructure, and corporate systems can significantly
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increase the level of cyber resilience and reduce vulnerability
to hybrid attacks. The practical implementation of such in-
telligent systems will make it possible to reduce the response
time to incidents, increase the efficiency of management
decisions, and ensure the stability of the digital environment
even under conditions of high turbulence.

Against the background of increasing cyber threats, the
study of the relationship between the level of digital develop-
ment, institutional readiness to counter risks, and AI capabil-
ities has not only theoretical but also practical significance.
In particular, the results of such a study could be used to form
effective mechanisms for predicting and minimizing digital
risks and devising a state strategy for forming a security-ori-
ented digital space.

Thus, the justification and development of approaches
to strengthening the economic security of the state using
generative artificial intelligence is an important step towards
adapting the national security system to the realities of the
digital age and hybrid warfare. Therefore, research into min-
imizing digital risks and threats to the economic security of
the state using generative artificial intelligence is relevant.

2. Literature review and problem statement

Paper [1] explores the potential of artificial intelligence in
the digital economy. Despite the value of the general analysis,
the paper lacks specific application recommendations for AI,
in particular, it does not consider the use of generative mod-
els to increase the information resilience of digital systems;
it does not consider the risks and vulnerabilities inherent in
generative models themselves; it does not review standards,
protocols, or technical practices that would facilitate the
secure implementation of AI in government or corporate in-
formation systems. Possible reasons for such limitations are
the authors’ underestimation of the risks or potential of Al

In [2, 3], the authors argue that AI can be a powerful
tool for increasing the resilience of cyber-physical systems to
covert attacks. However, in [2], the issue of practical imple-
mentation of generative Al in cyber defense systems is not
resolved, which is mainly due to the strategic orientation of
the research, while in [3], despite the presence of mathemat-
ical models for detecting hidden attacks in cyber-physical
systems, the possibility of scaling solutions to the level of
state or socio-economic systems is not considered, which is
explained by the narrow focus of the work. The main differ-
ence between the works is in the level of analysis: [2] focuses
on the conceptual and institutional aspects of ensuring
economic security in the context of digitalization, while [3]
demonstrates the applied use of generative models in the
technical environment of cyber-physical systems, without
going beyond the engineering paradigm.

The authors of [4] propose several methods for minimiz-
ing risks but ignore the impact of new technologies, such as
generative Al, on these processes. The reason for not resolv-
ing this issue is that conventional protection methods are not
adapted to modern threats. Works [5, 6] emphasize the im-
portance of adequate assessment of cyber risks. However, the
studies do not consider the use of new Al tools to automate
risk assessment and integrate these technologies into corpo-
rate security strategies. The difference between these works
is in the level of analysis and the object of the study: [5] focus-
es on the macro- and meso-levels (state and business policy
in Ukraine), while [6] focuses on the organizational level

(internal risk decision-making processes). Both works do not
consider the potential of artificial intelligence as a tool for
integrated assessment and management of cyber risks.

In [7], the authors propose the use of comprehensive
preventive strategies to prevent cybercrime. However, they
do not fully consider the impact of new technologies, such as
generative AI, which allow attacks to become increasingly
sophisticated.

The authors of [8] raise the issue of using AI to protect
against cyber threats. They note that AI can become a pow-
erful cybersecurity tool, but research does not provide a
complete answer to the question of how exactly this could be
implemented in the context of dynamic cyber threats.

Our review of the literature [1-8] reveals that there are a
number of unresolved problems, in particular determining
effective approaches to integrating Al into the national cyber-
security system, identifying relationships between the level
of ICT development and cybersecurity.

Taking into account these gaps in research allows us
to argue that it is advisable to conduct a comprehensive
study aimed at identifying the patterns of the impact of
digital transformation on the economic security of the state,
identifying key risks and threats, and devising conceptual
approaches to their neutralization using the capabilities of
generative artificial intelligence.

3. The aim and objectives of the study

The purpose of our study is to identify the patterns of the
impact of digital transformation on the economic security
of the state through a comprehensive analysis of risks and
threats associated with the development of information and
communication technologies and the state of cybersecurity.
This will make it possible to devise conceptual approaches to
neutralizing digital risks and threats using generative artifi-
cial intelligence.

To achieve the goal, the following tasks were set:

- to investigate risks and threats to the economic security
of the state in the field of digital transformation;

— to assess the relationship and interdependence between
the level of development of information and communication
technologies and the level of cybersecurity at the macro level;

- to substantiate conceptual approaches to strengthening
the economic security of the state using generative artificial
intelligence.

4. The study materials and methods

The object of our study is the process that provides for the
economic security of the state under the conditions of digital
transformation, which is accompanied by the growth of cyber
threats and digital risks.

The principal hypothesis of the study assumes the pres-
ence of a statistically significant relationship between the
level of ICT development and cybersecurity, as well as the
effectiveness of using GAI to increase the resilience of the
digital environment to destructive influences.

The study assumes that the state policy of digital develop-
ment should integrate approaches to systematically counter-
acting the risks of digital transformation, and the use of GAI
is able to ensure the preventive detection and neutralization
of potential threats.



A set of interdisciplinary methods was used to conduct
the study, in particular the risk analysis method and com-
parative analysis methods (employed to determine differ-
ences in the levels of ICT and cybersecurity development in
25 countries based on international index data). All calcu-
lations were carried out using open sources (E-Governance
Academy, ITU); regression analysis was applied to build a
mathematical model of the interdependence between the
level of ICT development and the cybersecurity index. The
model is constructed in the form of a linear equation with an
estimate of the coefficient of determination, which makes it
possible to assess the quality of explanation of variations in
the dependent variable. The work used a graph-analytical
method to visualize the gap between the levels of ICT and
cybersecurity (GAP analysis) in the studied countries and
identify countries with the largest positive and negative devi-
ations. In addition, expert analysis was applied to formulate
conceptual approaches to the implementation of GAI in the
field of digital security, taking into account the results of case
studies, organizational analytics, as well as the practices of
Ukrainian structures and volunteer initiatives.

The methodological basis of our study is the principles of
a systems approach, which allowed us to take into account
the interrelationships between technical and technological,
regulatory, institutional, and social factors of digital transfor-
mation. This provided a comprehensive vision of the impact of
the digital environment on the economic security of the state.

5. Results of research on the determinants of
minimizing digital risks and threats to the economic
security of the state

5.1. Modern risks and threats to the economic se-
curity of the state in the field of digital transformation

The digital transformation of the economy is accompanied
by a number of risks of a regulatory, technological, security,
and geopolitical nature, which have a complex impact on the
economic stability of the state [9]. Generalization of official
statistics, index estimates [10], reports by institutions [11],
DREAM data [12], results of digital activity of enterprises [13]
allowed us to identify the interdependence between digital
maturity and the ability to adapt to turbulent conditions.

Based on the above, it is worth noting that critical regu-
latory threats include the lack of agreed regulatory standards
for the exchange of digital data, the lack of regulation of the
use of blockchain technologies, as well as a weak regulatory
framework in the field of digital assets. In order to minimize
the above threats, it is necessary to harmonize Ukrainian
legislation with the EU regulatory framework, in particular
in the areas of cybersecurity, electronic identification, and
artificial intelligence [14].

In addition, during the research, significant technologi-
cal barriers were identified, including the fragmentation of
the digital market, insufficient digital maturity of the public
sector, and limited ability to scale innovative solutions. It was
also found that the automation of big data collection and pro-
cessing is slow, which complicates real-time decision-mak-
ing, reducing the adaptability of the economy [15]. In the field
of digital security, there is an increase in risks due to both the
growth of cyber threats and the lack of sustainable counter-
measures. Increased vulnerability is demonstrated by critical
digital infrastructure, which suffered direct losses in the
amount of more than USD 510 million as a result of full-scale

armed aggression [11]. It was also recorded that 11% of mobile
base stations stopped working, which significantly reduces
the stability of digital communications at the regional level.

In the context of martial law, the digitalization of the econ-
omy plays the role of a compensatory mechanism for economic
development [16]. Thus, a significant number of Ukrainian en-
terprises continue to invest in digital technologies, in particu-
lar in artificial intelligence, cloud computing, and telecommu-
nications solutions [17]. At the same time, our study identified
a need for modernization of industry, development of domestic
production of high-tech products, and development of digital
competencies in the workforce. At the strategic level, it was re-
corded that Ukraine demonstrates positive dynamics of digital
governance. The e-government development index increased
from 0.8029 in 2020 to 0.8841 in 2024 [18], which indicates the
gradual implementation of digital solutions in the provision
of public services. However, threats to digital security remain
critical due to geopolitical instability, which limits integration
into the EU single digital market.

In general, the results of our study indicate the need for
a systemic state policy in the field of digital security and tar-
geted integration of digital strategies into general economic
policy. Analysis of the identified risks of digital transforma-
tion [19] allowed us to establish a systemic interdependence
between the level of technological readiness, the effective-
ness of the regulatory environment and national economic
security. Thus, in regions with a higher level of digitalization,
there is a higher dynamics of attracting investment resources,
more efficient business functioning, as well as less depen-
dence on external digital service providers. This indicates
the potential of digital technologies as a factor of economic
stability in times of crisis.

At the same time, cybersecurity threats remain one of the
most destabilizing factors. The convergence of artificial in-
telligence and quantum computing technologies creates risks
that do not have conventional neutralization mechanisms,
which requires the development of new concepts of cyber
protection at the state policy level [20]. Special attention is
required to develop the ability to predict and counter cyber-
attacks aimed at critical infrastructure facilities - energy,
transport, telecommunications, and finance.

Our study also revealed a high degree of dependence of
economic security on the level of digital inclusion of people.
Limited access to digital services in a number of regions of
Ukraine leads to increased socio-economic inequality, which
is one of the latent risks of destabilizing state policy. Digital
inequality deepens the territorial asymmetry of development,
reduces the effectiveness of e-governance, and complicates
the mobilization of resources in crisis situations.

Analysis of institutional factors [21] revealed that eco-
nomic security in the context of digital transformation largely
depends on the ability of the state to ensure coordinated
interaction between government agencies, businesses, and
civil society. The potential of the DREAM digital ecosystem,
which aggregates more than 7 thousand investment proj-
ects [12], demonstrates the effectiveness of digital tools as a
platform for intersectoral cooperation, but requires increased
transparency and independent monitoring mechanisms.

In the context of Ukraine’s European integration course,
the key challenge is the need to harmonize national dig-
ital policy with the requirements of the European digital
market [22]. The key parameters of such integration should
be mutual recognition of trust services, digital identity,
electronic signatures, as well as compliance with European



requirements in the field of data protection and regulation of
artificial intelligence.

Thus, our results indicate that digital transformation is
not only a source of new economic opportunities but also a
critical area of risks that can undermine the stability of the
national economy under conditions of multi-vector instabili-
ty. This requires a strategic rethinking of the role of digitali-
zation in the system of economic security of the state.

5.2. Assessing the relationship and interdepen-
dence between the level of development of information
and communication technologies and the level of cy-
bersecurity

The assessment of the relationship and interdependence
between the level of development of information and com-
munication technologies and the level of cybersecurity at the
macro level was carried out using a combination of statistical
methods and data from official international indices.

The National Cybersecurity Index is an aggregated
indicator used to assess the level of readiness of a country
to prevent cyber threats and manage cyber incidents. The
index forms a quantitative measurement system based on
open data and serves as a tool for strategic planning for
the development of national potential in the field of cyber-
security. Its structure allows for
cross-country comparison without
ranking, which contributes to the
formation of a holistic picture of

cybersecurity. To test this hypothesis, we shall use a set of
statistical research methods.

A comparative analysis of the level of development of in-
formation and communication technologies and the level of
cybersecurity of countries is illustrated in Table 1.

The countries with the highest level of cybersecurity in-
clude Belgium (94.81), Lithuania (93.51), Estonia (93.51), the
Czech Republic (90.91), and Germany (90.91). These countries
have developed national strategies, institutions, and techno-
logical mechanisms for cyber protection. Ukraine lags behind
in terms of cybersecurity (75.32) despite high indicators of the
level of ICT development. The leaders in terms of the level of
development of information and communication technologies
are Finland (98.1), Estonia (97.9), Denmark (97.1), Poland (95.8),
Lithuania (94.2) - countries with a high level of digitalization
of society and economy. At the same time, in some of them (for
example, Sweden - GAP: 10.88) the level of cybersecurity lags
behind ICT development. In a number of countries (Portugal,
Greece, Romania), a positive deviation (GAP > 0) is observed,
which indicates the priority of cybersecurity development even
with a relatively lower level of ICT development. In countries
with a high level of ICT development and a low level of cyber-
security (Italy, Estonia, Poland), there is a need to strengthen
cyber protection to ensure digital resilience.

Table 1

Comparative analysis of the level of development of information and communication
technologies and the level of cybersecurity in countries

the state of cyber defense without National Cyberse- | Information and Communication Tech- | GAP (NC-
creating a competitive environ- |No Country curity Index (NCSI) | nologies development index (ICT) SI-ICT) in
ment [23]. in 2024 2023 2024 Change, % 2024
The ICT Development Index is | 1 Belgium 94.81 88.2 89.3 +1% 5511
an integrated indicator that reflects | 5 T yjthuania 93.51 92.4 94.2 +2% -0.69 |
th‘f level of de"eg’pment of fé%r‘t?l 3 Estonia 93.51 96.9 97.9 +1% 439 |
infrastructure and access to ICT In 770 (45 o e 90.91 86.1 88.0 +2% 2911
the country under study [24]. The
. . 5 Germany 90.91 87.3 87.8 +1% 31117
index involves assessment accord- :
ing to a system of indicators of ICT 6 Romania 89.61 87.0 87.6 +1% 20117
accessibility, use and quality, and 7 Greece 89.61 83.7 86.5 +3% 31117
does not involve the formation of 8 Portugal 89.61 85.6 87.4 +2% 22117
a country rating‘ This approach 9 [United Kingdom 89.61 92.8 93.6 +1% -3.99 |
provides analytical accuracy and |10 Spain 88.31 914 92.5 +1% —4.19 |
makes it possible to track the dy- |11 Poland 87.01 94.6 95.8 +1% -8.79 |
namics of digital transformation, |12 Austria 85.71 92.5 94.3 +2% -8.59 |
taking into account the regional |13|  Finland 85.71 96.7 98.1 +1% -12.39 |
and socio-economic context. 14 | Saudi Arabia 84.42 94.9 95.7 +1% -11.28 |
The above indices measure [45 France 84.42 89.4 89.8 +0% -5.38 |
various aipetcilts' of thebfhgltt_al €0° 16|  Sweden 84.42 93.9 95.3 +1% -10.88 |
VIronment, Lheir combination 1 -1 ne, o 84.42 96.9 97.1 +0% 1268 |
the study makes it possible to com- -
. 18 Croatia 83.12 87.1 89.6 +3% -6.48 |
prehensively assess the balance .
between the level of technolog- 19 Slovakia 83.12 87.1 87.1 +0% -3.98 |
ical development and the coun- 20 | Netherlands 83.12 93.5 92.5 -1% -9.38 |
try’s readiness for cyber threats. |21 Serbia 80.52 85.1 87.7 +3% -7.18 |
Therefore, we can put forward a 22 Malaysia 79.22 94.5 95.0 +1% -15.78 |
hypothesis that there is a statisti- |23 Italy 79.22 86.4 87.7 +2% -8.48 |
cally significant relationship be- |24 Ukraine 75.32 80.8 81.0 +0% -5.68 |
tween the level of ICT development |25 Latvia 75.32 93.8 94.3 +1% -18.98 |
and the level of cybersecurity in The level of ¢ ity is hi
ybersecurity is higher .
the country. At the same time, than the level of development of The level of cybersecurlty'ls lower_than the
. T . . L ! level of development of information and
the presence of a high level of ICT information and communication - s
s communication technologies in the country
does not guarantee an adequate technologies in the country

level of cyber protection without a

targeted state policy in the field of Telecommunication Union.

Source: compiled by authors based on data from the E-Governance Academy and the International



Countries with a high level of information and communi-
cation technologies development but a low level of cybersecu-
rity are vulnerable to cyber incidents, which can undermine
trust in digital services and restrain digital transformation.
Conversely, countries with a high level of cybersecurity, even
with an average level of information and communication
technologies development, demonstrate a proactive state pol-
icy to ensure a safe digital environment.

The comparative dynamics of deviations between the
level of ICT development and the level of cybersecurity in
the studied countries are shown in Fig. 1, which makes it
possible to identify countries with the highest positive and
negative gaps between the level of ICT development and the
level of cybersecurity.
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Fig. 1. Analysis of the gap between the level of development of information and
communication technologies and the level of cybersecurity of countries

The constructed regression model of the dependence of
GAP on the level of ICT development takes the form

y =-0.6086x + 3.3235, &)
where y is the gap between NCSI and ICT; x is the value of ICT.

The value of the coefficient of determination R? = 0.5825
indicates that 58.25% of the variation in the gap is explained
by the level of ICT development. The resulting negative value
of the slope coefficient (-0.6086) confirms the presence of a
feedback loop: the higher the level of digital development, the
less likely it is that the level of cybersecurity will be higher.
This pattern may be a consequence of the fact that the rapid
implementation of ICT is not always accompanied by ade-
quate investments in security.

The graphical method allowed us to identify clusters of
countries with different levels of correspondence between
ICT infrastructure and the effectiveness of cyber security
measures. The following patterns were identified as a result:

1. Countries with a high level of ICT and cybersecuri-
ty (Great Britain, Finland, the Netherlands) have a high level
of cyber power, which is manifested through balanced invest-
ment in digital infrastructure and protective mechanisms.

2. Countries with an imbalance — with a high level of ICT,
but a relatively low level of cybersecurity (France, Italy, Lat-
via) — are potentially vulnerable to cyber attacks. This situa-
tion indicates insufficient strategic integration of information
security policy into digital development.

3. Countries with low ICT and cybersecurity are usually
focused on basic digital technology development needs and
only fragmentarily integrate cyber defense components.
Their cyber capacity is minimal, which makes them wvul-

y =-0.6086x + 3.3235
R>=0.5825

nerable to external threats. Countries with low ICT and
cybersecurity are mostly focused on building primary digital
infrastructure, with little emphasis on the security compo-
nent. Their efforts are focused on the availability of ICT in
basic areas (education, healthcare, public services), but the
lack of a systemic vision of cybersecurity makes it difficult to
ensure digital resilience.

Ukraine is closer to the average level in both indicators
but demonstrates increasing dynamics in the field of cyber-
security. In the context of a prolonged large-scale war by the
Russian Federation, the presence of a strategically sound
cyber defense policy is critically important. Ukraine’s cyber
defense strategy, which focuses on strengthening digital
resilience, building a national cyber center, and developing
partnerships with international structures,
is justified in the context of an external
threat. Ukraine’s cyber power is manifested
in the following key areas [25]:

— development of specialized cyber troops;

- activation of cyber volunteer initiatives;

- introduction of regulatory acts in the
field of cyber defense;

- cooperation with NATO and EU coun-
tries in the field of cybersecurity.

g8 2>2.8

5 5= g 2 Particular attention is drawn to a group

? § 5~ of countries in which the level of cybersecu-
rity significantly exceeds the level of digital

development (Belgium, the Czech Republic,
Germany), which indicates the presence of
a priority cyber defense policy at the level
of the national economy, regardless of the
development of digital infrastructure. On
the other hand, in countries with the largest negative devia-
tion (Latvia, Malaysia, Denmark, Sweden), an imbalance is
observed, which may be associated with an underestimation
of risks in the field of information security against the back-
ground of the rapid introduction of digital technologies in the
country. Thus, the results of our analysis make it possible
not only to characterize the current state of cyber power of
countries but also identify vectors of strategic development in
the field of digital security.

5. 3. Substantiation of conceptual approaches to
strengthening the economic security of the state using
generative artificial intelligence

The full-scale Russian-Ukrainian war has led to the
transformation of modern approaches to ensuring the eco-
nomic security of the state, in particular in terms of re-
sponding to cyber threats. One of the innovative vectors for
enhancing cyber resilience is the integration of generative
artificial intelligence into digital security systems, which
opens up new opportunities for preventive analysis, adaptive
protection, and proactive threat identification.

Based on the approaches to defining GAI, structured
in Table 2, it is worth stating that generative artificial intel-
ligence is a class of intelligent algorithmic systems that are
capable of creating new, previously non-existent digital ob-
jects based on the analysis of large arrays of structured and
unstructured data, in order to increase the stability of the in-
formation environment and prevent the destructive impact of
digital risks on the economic security of the state. Within the
concept of security-oriented digital transformation, GAI acts
as a multifunctional tool for proactive threat analysis, auto-
mated construction of response scenarios, adaptive anomaly



detection, and support for management decision-making
processes in real time.

Table 2
Basic approaches to defining generative artificial intelligence

Approach to defining GAI Key ideas Source

GAI as a driver of a new wave of
digital transformation, capable of
generating new economic values
by creating content, decision mod-
els and digital products

GAI is considered as a

component of the data

economy that expands
human capabilities

1]

Focus on GAI vulnera-
bilities in management
systems, the need for [3]
robust control
mechanisms
The impact of GAI on
scenario-based risk
modeling, in particular
in cyberspace
GALI as a tool in the
mechanisms of situ-
ational prevention of
cyber threats

GAI is considered as a poten-
tial element of cyber-physical
systems, which can both enhance
and complicate protection against
hidden attacks

GAL is considered as a deci-
sion-making tool that changes the
perception of risks

6]

GAL is considered as part of
cybercrime prevention through the
analysis of behavioral patterns

(7]

GALl is a new battlefield in the

field of cybersecurity, generating |The dual nature of GAI:
both new opportunities and new a tool for protection [8]
threats (automated attacks, deep and attack

learning of attackers)

GAl is as an algorithmic forecasting| The use of GAI in

model in markets, capable of creat- | forecasting economic | [26]
ing scenarios based on big data indicators

GALl is as a comprehensive tool for | GAI as a cross-sector

solving engineering, medicine, and | driver of innovation, in [27]

industry problems by generating
new solutions

particular for sustain-
able development

Source: compiled by Authors based on data from [1, 3, 6-8, 26, 27].

Our research and generalization of the features of the
manifestation of destructive factors of economic security in
the information sphere make it possible to systematize prac-
tical cases of the use of GAI in cyberspace. In particular, the
use of malicious software generated with the involvement of
GALI for attacks on the IT sector, energy companies, and state
institutions of the enemy was recorded, which indicates the
potential of such technologies in the deformation of enemy
infrastructure. In parallel, Horizon3.ai specialists and other
specialized organizations presented GAI-based systems that
demonstrate the ability to highly accurate identification
of vulnerabilities and effective prioritization of response
measures. In light of the results, it is worth systematizing
the main areas of minimizing digital risks in Ukraine and
abroad, which are given in Table 3.

The approaches presented in it demonstrate the need for
multi-level integration of generative artificial intelligence
into the digital ecosystem of the state — from analytical tools
to regulatory regulation and educational training. This ap-
proach makes it possible to ensure compliance between the
complexity of the latest cyber threats and the effectiveness of
digital security tools, forming the basis for sustainable devel-
opment under conditions of multi-vector turbulence.

In order to minimize digital risks and threats to the eco-
nomic security of the state using generative artificial intelli-
gence, a conceptual model has been proposed that includes
the following structural modules:

1. Analytical and predictive module, which involves the
use of generative artificial intelligence to predict cyber threats
based on the analysis of large volumes of open data, attack
telemetry, pentest results, and digital behavior metadata.

2. Infrastructure and technical module, focused on em-
bedding generative artificial intelligence models into the
architecture of digital systems with fundamental adherence to
the Secure by Design and Zero Trust Architecture approaches.

3. A regulatory and legal module, consistent with the
provisions of the European Act on Artificial Intelligence,
regulating the cyber resilience of AI systems.

4. An educational and competence module, covering the
creation of cyber training infrastructure, such as national
cyber training grounds and cyber defense laboratories, with
a focus on generative models.

5. A coordination and institutional module, providing for
the integration of national and international institutions (in
particular ENISA, CISA) into the process of forming strate-
gies for the use of AL

Table 3
Directions for minimizing digital risks in Ukraine and the world
D.Ir?Ct.l on .Of Ukrainian Global
minimization Expected effect
- . context context
of digital risks
Analytical and DREAM plat Horizon3.ai, )
. forms, situational Reduced time to
prognostic IBM Watson,
. centers, open detect threats,
modeling of source cyber MITRE adaptive response
risks using GAI y ATT&CK P p
analysis
Implemented | Widely used | Enhanced cyber
in defense and in the US, resilience and
Infrastructure . . c
L finance, limited Estonia, reliability of
modernization | . R .
in the civilian Singapore, | government and
sector Israel corporate systems
L,
of the norma- infrastrtl}ll,cture' no EU Al Act, Euro pean require-
tive and legal N GDPR, NIS2 p q
separate policy ments, reduced
field .
on GAI legal risks
Formation of Cyber labs in AI4S?C. (Us), .
. Digital Strengthening
the educa- HEIs, online ..
. Europe (EU), | digital competen-
tional and platforms of the > .
. . CyberE- cies, increasing
competence | Ministry of Digi- . .
. DU (Canada) inclusion
ecosystem tal Affairs
programs
Institutional co-| NSDC, volunteer Coordinated
c e . CISA, ENI-
ordination and | initiatives; frag- SA. NATO response, knowl-
intersectoral | mented business ’ | edge exchange
. . . NCFTA
interaction participation between sectors
Transition to
Technologlcal Testing in energy; Integr.ated proactive cyber
implementa- e N solutions defense, nar-
. . logistics, security .
tion environ- analvtics from Google,| rowing the gap
ment for GAI Y Microsoft between attack
and response

Source: compiled by Authors based on data from [3, 7, 26].

The key factor in the effectiveness of the implementa-
tion of this model is the development of human capital and
the creation of an intersectoral ecosystem of interaction
between the state, business, academic structures, and civil
society. At the level of policy implementation, it is relevant
to initiate the development of a national strategy for the use
of GAI in the digital security sector, by analogy with the US
Strategy 2024 [28].



In order to ensure economic security, it is important to
pay special attention to identifying weaknesses in the cyber
protection system of critical infrastructures, the banking sec-
tor, healthcare facilities, media, and supply chains [29, 30]. It
is necessary to adapt GAI to the tasks of automated monitor-
ing and independent detection of anomalies in digital flows,
which makes it possible to significantly reduce the response
time to incidents and increase overall cyber resilience.

Therefore, conceptual approaches to strengthening eco-
nomic security using GAI involve a set of measures to trans-
form organizational structures, technological content, and
regulatory regulation in the direction of building a cyber
defense model adapted to war.

6. Discussion of results based on the study on
minimizing digital risks and threats to the economic
security of the state using artificial intelligence

The systematic identification of the risks of digital trans-
formation made it possible to establish that regulatory
fragmentation, low digital maturity of the public sector, and
weak cyber protection mechanisms are key determinants
of the decline in economic sustainability. This is confirmed
by direct losses of critical digital infrastructure worth over
USD 510 million [11], as well as partial loss of mobile com-
munications at the regional level.

The constructed model of interdependence between the
level of ICT development and the level of cybersecuri-
ty (Fig. 1, Table 1) explains the paradox of digital vulnerabil-
ity even in countries with a high level of digitalization. The
derived regression equation and R?= 0.5825 confirm that
the rapid development of ICT does not guarantee the growth
of cybersecurity without strategic institutional support. For
example, countries such as Poland, Latvia, and Denmark,
which have a high level of ICT (>94), demonstrate a negative
GAP of more than -8, which indicates a systemic underesti-
mation of information security risks.

A conceptual model of integrating GAI into the digital
security system has been proposed. Within the framework
of the conceptual analysis, the main approaches to defining
GAI were systematized, given in Table 2, which allowed us
not only to generalize the interpretation of GAI (as a tool for
digital transformation, a component of cyber-physical sys-
tems, a tool for behavioral analytics) but also justify the fea-
sibility of its use as an element of the strategic architecture of
digital security. Particular attention is drawn to such aspects
as the dual nature of GAI (at the same time a tool for attack
and defense), its role in scenario modeling and risk analysis,
as well as functions in the analysis of digital behavior. The
systematization of approaches allowed us to clarify the func-
tional load of each of the modules of the proposed model and
ensure interdisciplinary consistency of the proposed solution.

Empirical examples (Table 3) demonstrate that Ukraine is
already using AI in open source analysis systems (DREAM),
defense solutions, as well as in the educational domain (cyber
labs). In the global context, examples of Horizon3.ai, IBM
indicate the scaling of AI technologies for operational threat
detection and rapid adaptation of security strategies.

The advantages of the solutions proposed in our study
are their innovation and holistic nature. In particular, the
conceptual model of integrating generative artificial intelli-
gence into the field of digital security has a multi-level archi-
tecture, including analytical and predictive, infrastructure

and technical, regulatory, and legal, educational and com-
petency-based, and coordination and institutional modules.
Unlike conventional approaches that focus mainly on passive
protection, the proposed model provides proactive forecast-
ing, detection, and neutralization of threats based on big data
and telemetry.

In addition, the advantage is the focus on generative
models that are able not only to detect anomalies but also
adaptively update their own algorithms in real time. For ex-
ample, based on the experience of Horizon3.ai, GAI models
demonstrate effectiveness in prioritizing risks and automat-
ing incident response, which reduces the response time to
cyberattacks by 30-50% [26]. This creates the prerequisites
for the transformation of digital security strategy from reac-
tive to preventive.

Unlike [2], where the emphasis is on the use of generative
Al mainly for detecting vulnerabilities in cyber-physical
systems under laboratory conditions, the model proposed in
our study has a practical orientation and is adapted to the
conditions of strategic management at the level of state digital
policy. This has been made possible by integrating generative
models into five functional modules (analytical, infrastruc-
tural, normative, educational, institutional), covering both
technological and organizational-institutional dimensions of
economic security.

Compared to the approaches presented in [4], where the
main focus is on minimizing cyber risks through convention-
al monitoring and log analysis methods, the proposed model
provides proactive threat prediction based on digital behavior
and adaptive learning of GAIL

Unlike study [7], which considers preventive strategies
mainly from the perspective of criminological prevention,
our work demonstrates the synergy between the techno-
logical tools of GAI and intersectoral security management
mechanisms. In particular, the implementation of the mod-
ules of digital competence and institutional coordination
makes it possible not only to reduce risks but also ensure the
scalability of the proposed solutions in different sectors of
the economy.

Also, unlike [8], where Al is considered as a separate tool
of cyber protection without inclusion in the overall architec-
ture of digital security, in the proposed concept GAI acts as a
system-forming element that interacts with open data, cyber
regulation, and digital inclusion. This makes it possible to
achieve not only the technical but also the institutional effect
of strengthening economic security.

In addition, the proposed model provides for compliance
with the provisions of the European Act on Artificial Intel-
ligence, which is not provided for by the models presented
in [1], where generative systems are analyzed without a regu-
latory context. The model takes into account the need for le-
gitimacy and ethics in the use of GAI in critical areas, which
is becoming a determining factor in the process of Ukraine’s
European integration.

The results of our study, in particular, the construction
of a model of the relationship between the level of ICT devel-
opment and cybersecurity, the identification of an imbalance
between digital development and the level of protection, as
well as the development of a five-module conceptual model
of GAI integration, allow us to resolve the problems related
to insufficient resilience of the digital infrastructure and the
fragmentation of cyber protection. In particular, it was prov-
en that the integration of GAI into the key contours of digital
security management ensures adaptability to new types



of threats, in particular those based on the convergence of
quantum technologies and generative artificial intelligence.
The proposed model achieves alignment with the European
Act on Artificial Intelligence [30], which ensures regulatory
compatibility within the EU Digital Single Market.

At the same time, it is necessary to note certain lim-
itations of our study. First, the empirical basis of the study
is based on official open data, which may not take into ac-
count indicators, in particular at closed military-industrial
facilities. In addition, further testing of the GAI model in a
real-time environment is necessary to verify its resistance
to attacks such as adversarial AI, etc. The shortcomings of
the study are that we did not cover the ethical dilemmas of
using GAI in critical systems — an issue that requires further
interdisciplinary analysis.

Possible areas for future studies are:

- adaptation of the proposed model to the needs of the
healthcare, energy, and logistics sectors;

- development of a digital certification system for solu-
tions based on GAI;

- modeling scenarios for synchronization of national cyber
policy with the requirements of CISA (USA), ENISA (EU);

- construction of hybrid systems based on GAI and edge
computing to ensure local response in crisis zones.

These vectors are key to ensuring a dynamic match be-
tween the growing complexity of cyber threats and the effec-
tiveness of digital security tools.

7. Conclusions

1. Our study of risks and threats to the economic security
of the state in the field of digital transformation showed that
the main threats are cyberattacks, infrastructure vulnerabili-
ties, and the lack of preparedness of organizations to quickly
adapt to new technologies. In particular, it was found that as
a result of the full-scale armed aggression of the Russian Fed-
eration against Ukraine, critical digital infrastructure suffered
losses of more than USD 510 million, and 11% of mobile com-
munication base stations in Ukraine ceased to function, which
destabilizes digital economic processes. It was found that risks
are increasing due to the insufficient level of state control over
digital platforms and transformation processes. The solution to
some of these threats is to improve the legislative framework,
as well as increase the level of preparedness of human resourc-
es to respond to these risks, which would reduce the likelihood
of negative consequences in the medium term.

2. The assessment of relationship between the level of
development of information and communication technolo-
gies and the level of cybersecurity at the macro level revealed
the presence of a statistically significant inverse relation-
ship (r =-0.763, p < 0.05), indicating a potential technolog-
ical imbalance: the growth of ICT without a corresponding
strengthening of cyber defense increases the vulnerability of

digital systems. Regression analysis (R? = 0.5825) confirmed
that 58.25% of the variations in the gap between the level of
ICT and cybersecurity are explained by the level of digital de-
velopment. Countries such as Poland, Latvia, Denmark, and
Malaysia demonstrate a negative gap (GAP from -8 to -18),
which indicates the need to strengthen cyber potential even
in digitally developed countries. Therefore, the strategic inte-
gration of ICT and cyber defense policies is critically import-
ant for ensuring the economic security of states.

3. Substantiation of conceptual approaches to strengthen-
ing the economic security of the state using generative artifi-
cial intelligence has proven that the integration of GAI into
the digital security system provides a significant increase in
the level of adaptability to threats. The practical implementa-
tion of such solutions makes it possible to reduce the response
time to cyberattacks by 30-50% due to automated vulnerabil-
ity detection and risk prioritization. The proposed GAI model
includes five functional modules (analytical, technical, reg-
ulatory, educational, and institutional), which cover the full
range of threats in the digital environment. The experience
of Horizon3.ai, DREAM analytics, as well as analysis of the
Ukrainian cyber sector, confirm the advantages of generative
models in ensuring cyber resilience. The implementation of
GAI into national security systems is extremely important
for strengthening the economic security of the state in the
context of digital transformation.
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