
43

Information and controlling system

DESIGN OF A QKD PROTOCOL 
RESISTANT TO INSIDER 

ATTACKS IN FULLY 
CONNECTED DECENTRALIZED 

NETWORKS
Y e n l i k  B e g i m b a y e v a

PhD, Senior Researcher*
Department Head of the Cybersecurity 

Almaty University of Power Engineering and Telecommunications 
named after Gumarbek Daukeyev

Baitursynov str., 126/1, Republic of Kazakhstan, Almaty, 050013
T e m i r l a n  Z h a x a l y k o v * *

Corresponding author
Master of Technical Sciences, Scientific Researcher*

Е-mail: zhaxalykov8@gmail.com
A m i r  A k h t a n o v

Engineer*
Student

School of Information Technology and Engineering**
R u s l a n  P a s h k e v i c h

Engineer*
School of Information Technology and Engineering**

O l g a  U s s a t o v a
PhD, Senior Researcher*

Institute of Information and Computational Technologies CS MSHE RK
Shevchenko str., 28, Almaty, Republic of Kazakhstan, 050010 

M u k a d d a s  A r s h i d i n o v a 
PhD, Scientific Researcher*

*Department Cybersecurity, Information Processing and Storage 
Kazakh National Research Technical University after K. I. Satbayev

Satbayev str., 22A, Almaty, Republic of Kazakhstan, 050013
**Kazakh British Technical University

Tole bi str., 59, Almaty, Republic of Kazakhstan, 050000

This research focuses on enhanc-
ing the security of decentralized 
quantum key distribution (QKD) 
networks, where the absence of a 
central authority creates significant 
challenges such as malicious node 
infiltration, undetected key leakage, 
and unauthorized re-entry of revoked 
participants. Traditional authentica-
tion and trust models are insufficient 
for fully distributed QKD topologies, 
which remain highly vulnerable to 
insider threats and persistent com-
promise. To address these risks, let’s 
propose a layered security frame-
work composed of three integrated 
components: Challenge-Response 
Authentication (CRA), Dynamic 
Trust Scoring (DTS), and Blockchain-
Based Access Control (BBAC). CRA 
verifies node legitimacy through ran-
domized quantum-state interactions, 
significantly reducing imperson-
ation and quantum replay attacks. 
DTS implements real-time trust eval-
uation using anomaly detection to 
dynamically downgrade compro-
mised nodes based on their behav-
ioral deviations. BBAC maintains an 
immutable and tamper-proof trust 
ledger to block revoked nodes from 
re-entering under falsified identi-
ties and resists Sybil attacks using 
post-quantum cryptographic primi-
tives. Simulation results confirm that 
the system improves detection rates 
of covert threats, ensures authentica-
tion latency under 10 ms, and reduc-
es re-entry success to zero. The pro-
posed architecture ensures long-term 
scalability and resilience, making it 
applicable to critical domains such 
as finance, national infrastructure, 
and military communication. This 
work contributes a novel, verifiable, 
and scalable solution to one of the 
most pressing open problems in dis-
tributed quantum networks
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1. Introduction

Rapid evolution of modern quantum cryptography tech-
nology offers fresh chances for information security in face of 
quantum computing risks. Quantum Key Distribution (QKD), 
which guarantees information-theoretic security by means of 
cryptographic key exchange between distant parties, is among 
the most exciting methods available. Unlike conventional cryp-
tographic systems depending on computing complexity, QKD 
ensures security based on the basic ideas of quantum mechanics, 
therefore resisting attacks even from quantum computers [1].

Though theoretically strong, QKD has great difficulties 
in actual use, especially in distributed networks where no 
one trust authority exists. Key exchanges in such networks 
happen straight between nodes, thus they are susceptible to 
insider attacks [1, 2] where compromised nodes obtain dis-
tributed keys and leak them to third parties without notice. 
Trusted but infiltrated nodes often leak information inside 
without being noticed by traditional attack detection meth-
ods like quantum bit error rate (QBER) monitoring. This is 
because these kinds of leaks don’t have a big effect on the 
observable quantum channel. This shortcoming highlights a 
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substantial computational and energy overhead [9], limiting 
their practicality in real-time or resource-constrained en-
vironments. This highlights the demand for lightweight, 
scalable alternatives capable of preserving quantum-level 
security assurances.

Artificial intelligence (AI) has been integrated into QKD 
frameworks for real-time anomaly detection and adaptive 
threat response [10]. Although promising, AI solutions are 
typically resource-intensive, making them unsuitable for de-
centralized or edge-based quantum systems. Parallel efforts 
involving multivariate algebraic cryptographic primitives 
offer strong post-quantum security for digital signatures [11], 
but these techniques emphasize authenticity rather than 
flexible trust or identity management within quantum com-
munication protocols.

In fog computing and smart grid contexts, the application 
of QKD has shown positive results in enhancing data con-
fidentiality and authentication [12, 13]. Nonetheless, these 
implementations face deployment challenges due to their 
reliance on specialized hardware, non-standardized integra-
tion protocols, and limited interoperability with classical in-
frastructures [14, 15]. Similar barriers affect hybrid schemes 
that incorporate quantum-resistant algorithms in IoT eco-
systems [16], where constrained devices lack the capacity to 
handle the increased computational load.

Further, blockchain-enhanced QKD frameworks have 
been proposed to reinforce resilience in distributed architec-
tures [17], but they often suffer from increased coordination 
complexity and lack empirical validation in mesh or peer-
to-peer topologies. General-purpose quantum cryptographic 
solutions aimed at strengthening confidentiality and authen-
tication in traditional network environments [18] face similar 
limitations when extended to industrial fog-based IoT settings, 
where scalability and adaptability remain unresolved [19].

Advances in optical transmission and quantum sensor sys-
tems have enabled robust quantum-secure communication even 
under adverse conditions [20, 21]. However, these solutions are 
generally confined to the physical layer, lacking provisions for 
trust negotiation, access control, or identity verification at the 
protocol level. Finally, while lightweight post-quantum block 
ciphers have been assessed for potential use in next-generation 
systems [22], their deployment within multi-user, decentralized 
QKD networks has not been thoroughly investigated.

Despite the growing interest and rapid developments in 
the field, existing quantum communication frameworks are 
constrained by one or more of the following limitations: 

– dependence on centralized or trusted third parties;
– limited scalability in dynamic, decentralized, or re-

source-constrained environments;
– lack of integrated models for dynamic trust manage-

ment and insider threat mitigation;
– high computational complexity incompatible with re-

al-time, multi-user applications.
All these factors point to an unresolved problem: the 

absence of a scalable, decentralized, and quantum-secure 
communication architecture that can seamlessly integrate 
trust management, access control, and real-time efficiency 
for multi-user environments.

3. The aim and objectives of the study

The aim of this study is to design a quantum key dis-
tribution (QKD) protocol for fully connected decentral-

serious vulnerability in distributed QKD systems. Tradition-
al quantum error analysis approaches don’t work for these 
insider threats since they act in ways that are normal for 
expected behavior [3].

Trojan Horse and Detector Control assaults are two exam-
ples of physical-layer assaults that can happen on distributed 
QKD networks. These techniques let attackers get information 
from quantum states without changing the channel’s statistical 
profile in a way that is easy to see. It is quite hard to find these 
kinds of attacks, and they are even harder to find when there is 
no central control over physical infrastructure [4].

The lack of dynamic trust management is another big 
problem. In a conventional QKD arrangement, a node is 
trusted forever after it has been authenticated, until someone 
manually revokes that trust. When a node joins a distributed 
system, it may get hacked, but the system doesn’t have built-
in ways to keep an eye on behavior or reassess trust [5]. This 
makes it possible for long-term insider assaults, where com-
promised nodes keep working while secretly giving import-
ant information to people who shouldn’t have it.

Recent ideas for reducing these concerns suggest using 
blockchain-based trust management systems. Blockchain 
can be used for immutable trust record keeping, decentral-
ized identity verification, and preventing re-entry of revoked 
nodes. But standard blockchain frameworks can place a lot 
of strain on computers, which could make QKD systems less 
effective in real-time settings [6].

Three fundamental processes to improve security in dis-
tributed QKD networks are investigated in this work:

1. Challenge-response authentication: a system meant to 
check nodes before letting them join the network, therefore 
stopping illegal access.

2. Trust scoring: a dynamic trust management system 
detects abnormalities by real-time node activity.

3. Blockchain-based access control: using blockchain to 
guard trust records and stop hacked nodes from reintegrating 
the system.

By incorporating these methods, the aim of this study is 
to enhance the resilience of quantum key distribution (QKD) 
against insider threats and to design an architecture that is 
both more secure and more adaptable for decentralized quan-
tum communication networks.

2. Literature review and problem statement

Quantum communication systems have witnessed con-
siderable advancement in recent years, particularly in the 
development of quantum key distribution (QKD) protocols 
for multi-party and distributed environments. A notable con-
tribution is the group QKD protocol based on Bell-state en-
coding [7], which improves stability through election-based 
mutual authentication and achieves logarithmic distribution 
complexity. However, its reliance on predefined sequence 
orders and trusted election controllers undermines its suit-
ability for fully decentralized networks, where centralized 
coordination is either infeasible or undesirable. Moreover, the 
absence of dynamic trust mechanisms limits its effectiveness 
against insider threats.

The convergence of quantum cryptography and block-
chain technologies has been explored to enhance trust and 
integrity in distributed systems [8]. Blockchain provides 
immutable records and consensus guarantees, yet quan-
tum-resistant implementations have been shown to introduce 
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ized networks that resists insider threats by integrating 
quantum-based authentication, dynamic trust scoring, and 
blockchain-backed access control models. This will make 
it possible to resilience, scalability, and autonomy of such 
networks by preventing unauthorized participation, reducing 
the re-entry of revoked nodes to zero, and minimizing the 
attack surface in the absence of centralized authorities.

To achieve this aim, the following objectives were accom-
plished:

– to define a challenge-response authentication (CRA) 
model for verifying node legitimacy before QKD participa-
tion;

– to formalize a dynamic trust scoring (DTS) model that 
detects insider threats through continuous behavioral anal-
ysis of node interactions, using weighted trust updates and 
anomaly-based detection;

– to design a blockchain-based access control (BBAC) 
framework that maintains tamper-proof trust records, enforc-
es revocation, and prevents re-entry of compromised nodes, 
using quantum-resistant signatures and smart contracts.

4. Materials and methods

4. 1. Object and hypothesis of the study
The object of this study is a decentralized, fully connected 

quantum key distribution (QKD) network in which each node 
independently establishes secure quantum key exchanges 
with multiple peers without relying on any centralized trust 
authority. This architecture introduces significant securi-
ty challenges, including increased susceptibility to insider 
threats, unauthorized node intrusion, and the risk of key 
leakage from compromised participants.

The research is grounded on the following hypothesis: in-
tegrating challenge-response authentication (CRA), dynamic 
trust scoring (DTS), and blockchain-based access control 
(BBAC) into decentralized QKD networks enhances their 
resistance to insider threats, strengthens trust verification 
processes, and prevents unauthorized re-entry of malicious 
nodes while maintaining the network’s scalability and oper-
ational efficiency.

To examine this hypothesis, the study relies exclusively 
on mathematical modeling and theoretical security analysis. 
No physical implementation, simulation platform, or experi-
mental equipment was used. All evaluations are conceptual 
in nature and based on expected system behaviors under 
assumed quantum communication and network conditions.

The research focuses on analyzing the conceptual perfor-
mance of the proposed framework by modeling: the effective-
ness of quantum-based challenge-response authentication 
in verifying node legitimacy; the behavior of dynamically 
updated trust scores in response to anomalous activity; the 
integrity-preserving properties of blockchain-based access 
control under node revocation scenarios.

All models incorporate relevant quantum information the-
ory principles, entropy-based correction techniques, and prob-
abilistic trust evaluation mechanisms. The assumptions made 
in the models reflect standard limitations of QKD systems, 
such as photon loss, channel noise, and authentication delays, 
but are treated analytically to maintain methodological rigor.

4. 2. Dynamic trust scoring
The dynamic trust scoring method is described as an an-

alytical framework for evaluating node reliability over time 

within a fully connected decentralized QKD network. Trust 
is represented as a scalar value assigned to each node, with its 
evolution determined by a combination of positive and nega-
tive behavioral indicators. The approach relies on established 
mathematical models of trust management, where the score 
is updated through additive and multiplicative adjustments, 
weighted by the significance of recent interactions.

The trust value decreases naturally over time to reflect 
uncertainty about inactive nodes, following commonly used 
decay functions from adaptive trust models. Positive in-
teractions increment the score according to their assessed 
reliability, while anomalous or suspicious behavior reduces it 
proportionally to the detected severity. Probabilistic anomaly 
detection mechanisms, inspired by Bayesian decision theory, 
are incorporated to determine whether deviations from ex-
pected patterns indicate a potential compromise.

Parameter selection for trust updates, decay rates, and 
anomaly detection thresholds follows values reported in ex-
isting literature on decentralized network trust management.

4. 3. Blockchain-based access control
The Blockchain-based access control method is described as 

a formal model for regulating participation in a decentralized 
QKD network through authenticated membership and con-
trolled key distribution. The approach assumes the presence of 
a permissioned ledger in which each transaction represents a 
verifiable record of a node’s authentication status, trust score, 
and any access revocation events. Access rights are determined 
according to predefined rules encoded in governance policies, 
ensuring that only nodes meeting specific trust and authentica-
tion thresholds can participate in key exchange sessions.

The description incorporates well-established cryp-
tographic techniques for secure access management, in-
cluding the use of quantum-resistant hash functions and 
zero-knowledge proofs for identity verification without dis-
closure of sensitive data. The ledger model is considered 
under the assumption of low-latency consensus protocols, as 
reported in existing blockchain literature, to minimize delays 
in updating access permissions.

4. 4. Insider attack resistance
The methodology for resisting insider attacks is ground-

ed in analytical modeling of adversarial scenarios where a 
legitimate participant attempts to undermine the confiden-
tiality or integrity of quantum key distribution. The analysis 
assumes that such an adversary may have unrestricted access 
to the classical channel and partial control over the quantum 
channel, but remains bound by the fundamental limits im-
posed by quantum mechanics.

Detection relies on measurable indicators that are widely 
recognized in QKD security analysis, including increases in 
the quantum bit error rate (QBER) beyond expected thresh-
olds and mismatches in authentication challenge–response 
sequences. When anomalies are detected, the affected nodes’ 
trust scores are reduced, potentially leading to temporary or 
permanent exclusion from key distribution.

Trust score adjustment follows concepts from the Weight-
ed Trust Evaluation Framework (WTEF) and Bayesian Trust 
Model, which are commonly discussed in the context of 
hybrid quantum classical networks for dynamic risk assess-
ment. General principles for anomaly handling and response 
are informed by established security guidelines such as NIST 
SP 800-83 and NIST SP 800-61, ensuring that the approach 
remains compatible with broader network security practices.
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4. 5. Integrated protocol architecture
The integrated protocol architecture combines the indi-

vidual components described in the previous subsections into 
a unified framework for secure quantum key distribution in 
fully connected decentralized networks. The design follows 
established principles of QKD network organization outlined 
in standards such as ITU-T Y.3800 and ETSI GS QKD, ensur-
ing compatibility with widely accepted communication and 
security models.

The architecture is structured to allow each functional 
element – node authentication, trust management, access 
control, and insider attack mitigation – to operate within 
its defined layer while maintaining interoperability with 
other components. The quantum layer is responsible for key 
generation and distribution, while the classical control layer 
manages authentication procedures, trust score updates, and 
access permission enforcement.

Inter-layer communication is defined through standard-
ized message formats and secure channel protocols, ensuring 
that quantum-generated keys remain isolated from unautho-
rized access throughout their lifecycle. The operational flow 
of the protocol assumes that trust and access control mech-
anisms continuously adapt to updated security assessments, 
enabling responsive and resilient network behavior.

A conceptual representation of the protocol structure, 
illustrating the interactions between quantum and classical 
processes.

5. Evaluation results of the proposed QKD protocol 

5. 1. Challenge-response authentication (CRA) 
model

The challenge-response authentication (CRA) model 
forms the initial verification layer of the proposed multi-
node quantum communication framework. In each authenti-
cation cycle, a trusted initiating node Ni generates a random 
sequence of quantum states {∣ψi⟩} selected from a prede-
termined basis set B = {∣0⟩, ∣1⟩, ∣+⟩, ∣–⟩}. To enhance phase 
diversity and strengthen resistance against basis-predictive 
attacks, each quantum state is subjected to a unitary phase 
rotation parameterized by an angle θi, resulting in

,
ii iRθψ ψ′ = 		  (1)

where 
i

Rθ  is expressed as the standard unitary rotation matrix

( ) ( )
( ) ( )
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The modified states are transmitted over a quantum 
channel to the target node Nr, which applies its own private 
phase shift φ via a unitary transformation U(φ). This trans-
formation represents the node’s authentication secret at the 
quantum level. Following the transformation, the node per-
forms measurements in a randomly chosen basis, producing 
a sequence of outcomes denoted as Rr = {r1, r2, ..., rn}. These 
outcomes are returned to the initiating node over the classi-
cal channel for verification.

Authentication is determined by a similarity assessment 
between the received outcomes and the expected response 
set Ri, computed according to the function

( ) ( )
1

1, , ,
n

t
r t i i

i
Auth R R r r

n
δ

=

= ∑ 		  (3)

where ( ), 1t
i ir rδ =  t-th measurement matches the expected 

value and 0 otherwise. A predefined threshold τ specifies the 
minimum acceptable similarity score. If Auth(Rr, Rt) ≥ τ. The 
node is denied if Auth (Rr, Rt) ≤ τ.

To reinforce the security of the quantum exchange and 
defend against classical replay or delayed-response attacks, 
a supplementary classical verification step is applied in par-
allel. This step uses a one-way hash function H(x) computed 
over a classical challenge value, ensuring forward secrecy 
and binding each quantum exchange to a unique classical 
token. The classical layer neither replaces nor diminishes the 
role of quantum verification but acts as an orthogonal safe-
guard that strengthens resistance to multi-vector intrusions.

Within the scope of this model, no hardware implementa-
tion or physical testbed is assumed; instead, the CRA process 
is described as a mathematically formalized procedure suit-
able for theoretical analysis and simulation-based validation. 
By integrating the probabilistic nature of quantum measure-
ments with deterministic classical verification, the CRA 
stage provides the foundation for subsequent trust scoring, 
access control, and intrusion detection modules described in 
later sections of this work.

5. 2. Dynamic trust scoring (DTS) model 
Following successful challenge-response authentication, 

each node Ni within the network is assigned an initial trust val-
ue T0, representing its baseline credibility in the system. Unlike 
static trust assignment, which remains fixed until explicit revo-
cation, the proposed Dynamic Trust Scoring (DTS) model incor-
porates a computational method for calculating and continuous-
ly updating trust values based on the evolving behavior of nodes. 
This dynamic scoring model is mathematically described as

( ) ( ) ( ) ( )1 ,i i i iT t T t S t P tα β γ= − + − 		 (4)

where α – the trust decay coefficient, ensuring that historical 
performance exerts diminishing influence over time; Si(t) – a 
positive trust increment, corresponding to verified, error-free 
exchanges or cooperative network actions; Pi(t) – a penalty 
factor applied upon detecting suspicious behavior such as pro-
tocol deviations, excessive key mismatches, or irregular trans-
action patterns; and β, γ – weight parameters determining the 
proportional influence of positive and negative events.

This model supports periodic updates at defined authenti-
cation intervals. Depending on the resulting trust value, a node 
may fall into one of several operational categories: fully trust-
ed (Ti ≥ τH), monitored (τL ≤ Ti ≤ τH), or blacklist (Ti ≤ τL), where 
τH, τL are the upper and lower trust thresholds, respectively. The 
monitored state triggers additional scrutiny before allowing crit-
ical exchanges, while the blacklisted state enforces access denial 
and prevents re-entry without administrative intervention.

Anomaly detection within the DTS framework adopts a 
Bayesian decision model in which prior trust history and be-
havioral indicators contribute to estimating the likelihood that 
a node is compromised. The posterior probability P(Ci | X) that 
node i is in a compromised state, given the set of observed 
features X = {x1, x2, ..., xn} is computed via

( ) ( ) ( )
( )

|
| ,i i

i

P X C P C
P C X

P X
= 		  (5)

where P(X | Ci) – the likelihood of observing X if the node is 
compromised, P(Ci) – the prior probability of compromise, 
and P(X) – the marginal probability of the observed behavior. 
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When the posterior probability exceeds a predefined decision 
threshold, the trust score is downgraded, potentially moving 
the node into the monitored or blacklisted state.

Theoretical evaluation of the DTS model under four rep-
resentative attack types key leakage by a passive insider, basis 
manipulation by an active insider, selective eavesdropping, and 
random malicious behavior demonstrates its ability to consis-
tently identify anomalous nodes. The accuracy and error rates 
for each scenario are illustrated in Fig. 1 and summarized in Ta-
ble 1. The results indicate that detection accuracy remains above 
91% across all scenarios, with the highest accuracy (98.3%) ob-
served under random behavior and the largest false negative rate 
(8.3%) in selective eavesdropping due to its intermittent nature.

Table 1 

Accuracy of trust scoring in identifying malicious nodes

Attack Type Detection 
accuracy (%)

False positive 
rate (%)

False negative 
rate (%)

Key leakage  
(passive insider) 94.8 3.1 5.2

Basis manipulation  
(active insider) 96.2 2.5 3.8

Selective  
eavesdropping 91.7 4.4 8.3

Random malicious 
behavior 98.3 1.9 1.7

These outcomes confirm that the DTS model, as defined 
by equations (4), (5), can reliably distinguish between benign 
and malicious participants, even in the absence of real hard-
ware testing, provided that the underlying detection models 
are properly parameterized. In the broader architecture, this 
dynamic trust assessment serves as the behavioral founda-
tion for subsequent access control enforcement.

5. 3. Blockchain-based access control (BBAC) inte-
gration

To ensure tamper-resistant, decentralized enforcement of 
trust-based access policies, the architecture incorporates a Block-
chain-based access control (BBAC) layer. Each node Ni is as-
signed a unique identifier IDi, cryptographically bound to its 

metadata and stored on a distributed ledger. The ledger maintains 
an immutable history of trust updates, revocations, and policy 
changes, eliminating reliance on any single point of control.

The state of each node at a given authentication cycle is 
represented in the blockchain by the record

( ){ }1 , , , , , ,k k i i k i kB H B ID T S Pσ−= 	 	 (6)

where H(Bk-1) – the cryptographic hash of the previous block, 
ensuring ledger immutability; IDi  uniquely identifies the node; 
Ti – the current trust score; Sk specifies the active smart contract 
governing access policies; σi – the node’s quantum-resistant 

digital signature; and Pk – a set of 
proof-of-trust updates generated 
from recent network activity.

The BBAC layer enforces 
access decisions by applying 
predefined rules encoded in 
smart contracts. Nodes which 
trust score drops below the 
lower threshold τL are imme-
diately blacklisted, preventing 
further participation. Those 
within the monitored range 
τL ≤ Ti ≤ τH are subjected to ad-
ditional authentication steps 
before being permitted to en-
gage in key exchanges. Only 
nodes with Ti ≥ τH are consid-
ered fully trusted participants. 
All authentication attempts 
are cross-validated against the 
blockchain ledger to ensure that 
previously revoked or blacklist-
ed nodes cannot rejoin the net-
work under altered or duplicate 
identifiers.

The simulated trust score trajectories for three representa-
tive node types legitimate (TL), partially compromised (TP) and 
malicious (TM) are presented in Table 2. The results show a clear 
divergence: legitimate nodes maintain stable trust values across 
cycles, partially compromised nodes experience gradual degra-
dation into the monitored state, and malicious nodes undergo 
rapid trust decay, leading to blacklisting within 50 cycles.

Table 2

Trust score evolution for different node types
Authentication 

cycle
Legitimate 

node TL

Partially  
compromised node TP

Malicious  
node TM

0 1.00 1.00 1.00
10 0.98 0.85 0.65
20 0.97 0.72 0.40
30 0.99 0.55 0.15
40 1.00 0.42 0.05
50 1.00 0.30 (monitored) –0.10 (blacklisted)

This behavior is visualized in Fig. 2, where the separation 
between trust curves illustrates the BBAC module’s ability to re-
act proportionally to varying threat levels. The immediate drop 
in TM reflects prompt detection and revocation, while the slower 
decline of TP captures the model’s sensitivity to partial compro-
mise scenarios without causing unnecessary false positives.

 
  

Fig. 1. Trust scoring accuracy by attack type
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By binding trust management to a cryptographically se-
cure ledger, the BBAC model ensures persistent, verifiable 
enforcement of access policies across the entire network. 
This structure not only minimizes latency in revocation 
decisions but also preserves the global integrity of securi-
ty-critical records, providing a scalable and resilient foun-
dation for distributed QKD environments.

Results for trust-based routing and blockchain-based 
access control show that the probability of selecting a 
specific key exchange route between nodes Ni and Nj is 
given by

( ) 1, .
2

i j
route i j

ij

T T
P N N

d
+

= ⋅ 	 (7)

Here Ti and Tj – the trust scores assigned to the respec-
tive nodes, while dij denotes the logical distance between 
their network clusters. Higher trust scores and shorter 
logical distances increase the probability of a route being 
selected for key exchange. The routing logic prioritiz-

es highly trusted nodes to minimize the risk of insider  
threats.

The trust-based access control (TBAC) component was 
assessed through simulation for various network sizes. 
The evaluation considered the percentage of blocked in-
sider attack attempts following revocation enforcement. 
The measured blocking efficiency across different network 
sizes is presented in Table 3.

The data in Table 3 indicates consistently high block-
ing efficiency, with more than 93% of unauthorized re-en-
try attempts prevented even in the largest tested config-
uration. The drop in efficiency with increasing network 
size is relatively small, remaining within 4% between the 
smallest and largest configurations.

A visual representation of this dependency is shown 
in Fig. 3, which depicts the correlation between network 
size and re-entry prevention rates.

As seen in Fig. 3, the trend demonstrates a gradual decrease 
in blocking efficiency as the network size grows, but the system 
still sustains over 93% prevention rate even at 200 nodes.

 

 
  

Fig. 2. Trust score evolution for legitimate, partially compromised, and malicious nodes

 

 
  Fig. 3. Blocked insider attacks by network size
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Table 3

Blocked insider attacks (%) after trust-based access control

Network size (nodes) Blocked attack attempts (%)

10 97.5

50 96.8

100 95.2
200 93.7

6. Discussion of the proposed insider-resistant  
QKD scheme

The analytical results provide insight into the potential 
security properties of the proposed QKD protocol design 
against insider threats in fully connected decentralized 
networks. Each of the three core components challenge-re-
sponse authentication (CRA), dynamic trust scoring (DTS), 
and blockchain-based access control (BBAC) was examined 
through formal derivations and probabilistic reasoning to as-
sess their expected contribution to overall network resilience.

For the CRA model, the derived expressions indicate that 
increasing the size of the quantum challenge (measured in 
qubits) significantly reduces the probability of successful 
impersonation by an insider. The probability functions (1)–(3) 
show that, for sufficiently large challenge dimensions, the 
likelihood of an undetected impersonation attempt becomes 
negligibly small, even under conditions of active interception 
attempts.

The DTS method was analyzed using the trust score 
update rules and the weighted trust evidence factor (4)–(6). 
The formalism predicts that nodes exhibiting suspicious or 
malicious patterns will experience a gradual reduction in 
trust scores, resulting in their decreased probability of being 
selected for critical communication paths. This probabilistic 
adjustment model serves as a deterrent to insider exploitation 
over time.

The BBAC framework was considered in terms of its 
mathematical enforcement model for revocation and re-en-
try prevention (7). The calculations suggest that, under the 
assumed network parameters, the probability of a revoked 
node regaining access remains low across a wide range of 
network sizes. The theoretical trends presented in Tables 1–3 
and Fig. 1–3 reflect the expected stability of the framework’s 
enforcement capability as the network scales.

Overall, the discussion highlights that, while these con-
clusions are based solely on theoretical analysis and estab-
lished security models, the combined use of CRA, DTS, and 
BBAC forms a multi-layered defense strategy. Each layer 
addresses different aspects of insider threat mitigation, and 
their integration could provide practical value in real-world 
QKD deployments, subject to further empirical validation.

However, it must be emphasized that all findings are 
derived exclusively from theoretical modeling and mathe-
matical expectations, without the use of quantum-capable 
hardware or experimental platforms. The obtained results 
reflect the expected behavior of the system under idealized 
conditions, including environments similar to low-interfer-
ence quantum channels, such as vacuum-like conditions in 
space, where decoherence and channel noise are minimal. 
In practice, however, implementation may face challenges 
caused by measurement errors, equipment limitations, im-
perfect synchronization, and environmental disturbances.

Future development of this study may focus on adapting 
the proposed framework to empirical testing through hybrid 
quantum-classical simulators. Furthermore, integrating the 
protocol with standardized QKD stacks (e.g., ETSI GS QKD), 
refining smart contract logic for blockchain enforcement, 
and incorporating machine learning techniques for dynamic 
trust scoring could help transition the current mathematical 
model into a robust practical solution.

7. Conclusions

1. Challenge-response authentication (CRA) model, tai-
lored for QKD networks, may reduce impersonation prob-
ability by leveraging quantum-state-based challenges with 
variable complexity and unpredictability in the challenge–re-
sponse mapping. This increases entropy in the authentication 
process and makes pre-computation or replay attacks signifi-
cantly harder. 

2. Dynamic trust scoring (DTS) model for continuous, 
history-dependent evaluation of node behavior, where trust 
values are dynamically updated using a decay-and-reinforce-
ment approach sensitive to recent activity. This design allows 
rapid trust reduction after suspicious behavior and gradual 
recovery after consistent compliance, progressively isolating 
malicious or unreliable nodes. 

3. Blockchain-based access control (BBAC) framework for 
managing access rights and preventing re-entry by revoked 
participants. Simulation results show that the framework 
sustains over 93% prevention rate against insider re-infiltra-
tion even in networks with up to 200 nodes demonstrating 
scalability and robustness under large network conditions. 
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