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This study’s object is the process of manag-
ing (balancing) the load on the computing nodes
in a server cluster of information systems. The
task addressed is to enable optimal (even) distri-
bution of server resources within a cluster system.

A simulation model of the process that dis-
tributes the load on computing nodes of a server
cluster has been built, based on an improved
model of the optimal use of server resources in
a cluster based on Nash equilibrium and an
improved method of adaptive load balancing in
cluster systems according to Nash equilibrium.

The simulation model has been constructed
on the basis of fuzzy logic theory to determine
the feasibility of decomposing tasks into sub-
tasks, as well as game theory, in particular Nash
equilibrium, to determine the optimal distri-
bution of tasks/subtasks across cluster system
servers for their parallel processing.

The model built makes it possible to improve
the efficiency (uniformity) of server resource
distribution by an average of 13% compared to
the classical load management method based on
Nash equilibrium, by 61% with the Round Robin
method, and by 63% with the Least Connection
method throughout the entire process of cluster
operation. This, in turn, allows for a more than
2-fold increase in the number of processed tasks
from client requests compared to the above load
balancing methods.

In addition, the impact of the load balancing
process on the processing time of tasks/subtasks
by the cluster system servers was estimated.
Based on the results of simulation modeling,
it can be concluded that the application of the
devised model does not exceed the total allow-
able processing time (no more than 315 ms) of
tasks/subtasks from client requests compared to
existing load balancing methods

Keywords: simulation model, server cluster,
optimization, load management, resilience
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1. Introduction

Within the framework of implementing the provisions of
the Strategic Defense Bulletin of Ukraine [1] and the Strategy
for the Development of the Defense Industrial Complex of
Ukraine [2], the leadership of the Armed Forces of Ukraine
is working to design an effective system of operational con-
trol, communications, intelligence, and surveillance (C4ISR),
which would meet NATO standards, and enable its integra-
tion with the Unified Defense Resource Management System.
In militarily developed countries of the world, C4ISR systems
evolve according to the principles of the network-centric
concept of conducting combat operations. Such principles
provide for the creation of a single information space for the
exchange of information about the situation on the battlefield
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to ensure full awareness of relevant officials in the process
of making decisions on the management of troops (forces)
and weapons. At the same time, when implementing such
systems into the existing structure of the troop and weapons
management system, it is necessary to take into account the
peculiarities of the functioning of military systems, internal
processes, and tasks defined for individual subsystems.

It is obvious that the information circulating in such
military information systems is of critical importance for the
effective management of troops and weapons, making man-
agement decisions on the performance of assigned tasks, etc.,
at the same time, the processes associated with its collection,
processing, storage, and analysis have a direct and significant
impact on the effective control over computing resources
within their technical infrastructure.




In the context of the rapid growth of data processing vol-
umes, the increase in the complexity of both client requests
and military information systems themselves, as well as en-
abling their uninterrupted operation, the task of managing
the load on the technical component becomes critically im-
portant. The optimal distribution of tasks between the com-
puting resources of the server cluster in military information
systems has a decisive impact on their productivity, reliability,
stability, survivability, and readiness to function under various
influences, both external and internal.

Scientific achievements in this area open up ways to im-
prove the efficiency of the functioning of information systems
and computing processes. Research and development of new
load management methods is becoming a key factor in the
proper functioning and evolution of such systems. This makes
scientific research on improving the efficiency of optimal use
of server resources in military cluster systems relevant.

2. Literature review and problem statement

In [3], a multiple regression-based search algorithm (MRBS)
is proposed for optimal server and route selection in a data
center network. The server selection is performed in the case
of high loads, such as sudden spikes in the intensity of incom-
ing requests, unpredictable traffic patterns. When selecting
a suitable server based on the above parameters, regression
analysis is used, which has a high dependence on the quality
of training, low verification, and robustness, as well as insuf-
ficient guarantee of finding the global optimum. At the same
time, the proposed algorithm is aimed at reducing the delay
and processing time and response to the request. Insufficient
attention is paid to the optimal use of server resources.

In [4], a mathematical model of a load balancing system is
proposed, in which the load balancer is described using a queu-
ing system. The indicators of the central processor, network
card, and RAM utilization are taken into account. However, the
proposed model does not take into account the probabilistic dis-
tribution of tasks across cluster servers for more optimal use of
server resources but only calculates the probability of pushing
packets with a lower service priority out of the queue. That is,
some tasks will not be processed by servers. At the same time,
the application of the model is considered without taking into
account resource limitations. The possibility of decomposing
tasks for their parallel processing is also not taken into account.
The issue of reducing the response time to a user request is
mainly considered, and the issue of optimal use of server re-
sources is not investigated.

In [5], a multi-level system based on the theory of fuzzy
logic is proposed for assessing effective load balancing in
cloud data centers. The input linguistic variables are weighted
indicators of the data center, the number of virtual machines,
and Internet of Things tools. However, it should be noted that
the choice of an effective method (algorithm) of load bal-
ancing depends not on the general weighted indicators (pa-
rameters) of the data center but on a wider set of technical
parameters of the data center. However, insufficient attention
is paid to taking into account the indicators of the use of
server and virtual resources of the data center, only quan-
titative indicators. When applying the theory of fuzzy logic
for this class of problems, the global optimum is not always
achieved, the efficiency of load balancing may be within the
local optimum. The resource limitation factor is not taken
into account either.

In [6], a load balancing algorithm for homogeneous clus-
ter systems is proposed, which is based on the maximum
entropy method. It takes into account the calculation of
maximum entropy probabilities without any restrictions on
the execution of tasks by cluster servers. It should be noted
that tasks caused by client requests may require different
amounts of server resources for processing. Therefore, it is
not always possible to achieve the maximum uniform load of
cluster servers. In addition, in the case of achieving uniform
load (maximum entropy), it will not be stable because more
complex requests will be executed by one server and with
a longer processing time compared to simple requests. This
is explained by the fact that the possibility of decomposition
of complex tasks is not taken into account. Attention is paid
to reducing the time of task execution and response to the
request, increasing the cluster performance, but not enough
attention is paid to the uniform use of server resources. At the
same time, the cited work investigates the operation of this
algorithm in a homogeneous cluster while most information
and communication systems can be deployed and function on
the basis of heterogeneous cluster systems.

In work [7], an improved Round Robin load balancing
algorithm (EWRR) is proposed for distributing incoming
requests and tasks between servers of a cloud cluster. The
efficiency assessment was carried out in comparison with the
corresponding modifications of the Round Robin algorithm, as
well as other algorithms. The attention of the researchers fo-
cuses on reducing the response time to the request, downtime,
task migration, and delayed tasks by determining the required
number of virtual machines to improve the above parameters.
This need is caused by the uneven load of virtual machines
since the load indicators of the virtual machine components
are not fully taken into account by the algorithm. In addition,
the factor of limited cluster resources and their optimal use
during task processing is not taken into consideration.

In [8], an approach to load balancing is proposed, which
is based on a modified genetic algorithm. The approach is
aimed at reducing the time of execution of tasks by servers
of a cloud cluster. This approach includes a processing vector,
which consists of the number of instructions per second that
the server can execute, the cost of executing the instruction,
and the cost of delaying the processing of the user request.
However, the authors do not pay enough attention to the fac-
tor of limited server resources, and the issue of optimizing the
consumption of cluster resources for performing tasks caused
by client requests is not considered.

In [9], an improved load balancing algorithm based on
Weighted Round Robin using machine learning methods is
proposed. This algorithm includes a machine learning model
based on a decision tree to predict the most suitable server for
performing tasks. It takes into account the task profile and the
current state of the servers. However, this algorithm is aimed
at finding the shortest task processing time and subsequently
reducing the response time to the request. The authors did
not pay enough attention to increasing the efficiency of using
server resources with an acceptable task processing time.

However, scientific works [3-9] are united by the fact
that they report the results of applying different approaches
to reduce the response time to the request and improve the
efficiency of the functioning of the software component of
information systems. In most cases, this leads to an imbalance
in the load of the cluster system servers and subsequent over-
loading of both individual servers and the entire cluster system
as a whole. To some extent, the indicators of optimal (fair) use



of available resources are neglected. This is explained by the
fact that the authors do not pay enough attention to ensuring
the optimal use of server component resources in the context
of reducing the load distribution dispersion index between
cluster system servers. The process of processing tasks by clus-
ter servers caused by client requests has a significant impact
on the stable and efficient functioning of information systems,
especially those integrated into the military industry. There-
fore, the tasks associated with ensuring the stable functioning
of the server infrastructure of information systems are quite
important and relevant.

All this gives grounds to argue that it is advisable to con-
duct research on increasing the efficiency of load manage-
ment on server nodes within the cluster system in the context
of reducing the load distribution dispersion index between
cluster system servers.

In accordance with [10, 11], the use of methods based on
the theory of games — Nash equilibrium, makes it possible to
effectively find the optimal solution for using cluster resources
under conditions of limited resources and acceptable time for
processing requests. This is explained by the growing require-
ments for ensuring efficiency, stability, survivability, productiv-
ity, and readiness of military information systems to function
in the languages of modern information environment.

It is on the basis of the devised scientific and methodolog-
ical apparatus [10, 11] that it is advisable to build a simulation
model of load management on computing nodes in a server
cluster as a scientific task.

3. The aim and objectives of the study

The purpose of our study is to improve the efficiency of load
distribution on server nodes in the cluster system by reducing the
load dispersion index. This will allow for a more even use of the
cluster server resources during the operation of information sys-
tems under conditions of dynamic loads and resource constraints.

To achieve this aim, the following objectives were accom-
plished:

- to design a module for determining the feasibility of task
decomposition by client requests initiated based on the theory

of fuzzy logic;
x1

by a finite set of servers S of the cluster system is considered.
Each request g; initiates a task that must be performed. Client-
server interaction is represented by a non-cooperative, dy-
namic, symmetric game G with a non-zero sum since clients
do not know about each other but compete at the level of oc-
cupying server resources for a certain time in order to process
their requests [11].

Characteristics of cluster nodes: duplicate; database: dis-
tributed.

Cluster node status assessment: a generalized indicator of
the free space of the current Iy load level (processor, RAM,
network interface).

Game cycle G: for each client request:

- start of game G: client request received by the load balancer;

- end of game G: task performed, generated by client query
on the mixed profile of cluster system servers, free resources of
which were in Nash equilibrium.

Load balancing priorities: ensuring maximum functional
stability and survivability of the cluster system without in-
creasing the time for processing client requests.

The time of delivery of the client query for processing to the
cluster system and the return time are not taken into account.

The simulation model of the process of distributing the
load to the computing nodes in the server cluster by the load
management subsystem is divided into two main modules:

- determining the feasibility of decomposition of tasks
initiated by client queries;

- determining the optimal distribution of tasks/subtasks
across cluster system servers for their parallel processing
based on Nash equilibrium.

The essence of simulation modeling in the context of this
study is to reproduce the process of load distribution on the
computing nodes in the server cluster based on the results ob-
tained in the course of scientific research reported in [10, 11].

The module for determining the feasibility of task decom-
position by client-initiated requests based on the fuzzy logic
apparatus is proposed to be designed using the Fuzzy Logic
Toolbox™ package, which provides MATLAB' functions and
the Simulink” block [12, 13]. The functional diagram of the
module is shown in Fig. 1, where x; ... are input variables,
y is the output variable.

—to design a module for determining
the optimal distribution of tasks/subtasks

KON

across servers in the cluster system for 5
X

y (decomposition_status)

their parallel processing based on the Nash
equilibrium.

XN

FMDETD

XN

(Mamdani)

4. The study materials and methods xn

XN

The object of our study is the process

of managing (balancing) the load on the
computing nodes in the server cluster of
information systems.

The principal hypothesis of the study assumes that the
integration of fuzzy logic methods and the concept of game
theory — Nash equilibrium into the load management process
would make it possible to enable adaptive and optimal dis-
tribution of computing resources of the server cluster, which
could lead to a decrease in the imbalance of the server load
and an increase in the stability of the cluster system.

The following assumptions and simplifications were
adopted in our study. The process of handling client requests q;

Fig. 1. Functional diagram of the FMDETD module

According to the model proposed in [10], the design of the
module involves the following:

1) forming a set of statistical data on the parameters of
client queries and the current level of load on the cluster server
components during testing;

2) determining the class of client queries by types to be
processed:

- simple - requests that do not require significant comput-
ing resources and/or requests that are impractical to decom-
pose (video/audio streaming);



- complex - requests that require significant computing
resources (for example, related to the processing of large data
sets (Big Data), using information and analytical systems, com-
plex requests to the database cluster, etc.);

3) determining the type of membership functions to de-
scribe the ranges of v alues of the studied parameters and the
power of term sets for input and output linguistic variables;

4) determining input and output linguistic variables;

5) defining the algorithm for fuzzy logical inference based
on the knowledge base: Mamdani;

6) defining the defuzzification method to obtain the value
of the complexity weight indicator wg; of the received query g;;

7) defining the weight coefficient for all fuzzy rules;

8) preparing the test data format for the Fuzzy Logic
Toolbox™ software;

9) creating fuzzy production rules for the knowledge base
based on the generated set of statistical data;

10) writing a script for correct data entry from the gen-
erated set of statistical data for the purpose of their further
analysis by the Fuzzy Logic Toolbox™ library [12, 13];

11) conducting experimental studies on identifying com-
plex queries for their decomposition by the devised simulation
model, the functioning of which is based on the application of
the improved model [10]. Thus, the task of determining the
feasibility of decomposing the resulting task into 2 subtasks is
reduced to the following analytical expression (1)

X =(x1,X5500sX,) >

* ol alb )eD — (chyysersdly ), )

—>y:(a1 a5 ey

i=Ln,j=1m,

where X is the feature space of the description of all received
tasks g; by the balancer (network protocol; size of the re-
source to be processed; indicators of the processor/RAM and
network card utilization of the cluster node), based on the
analysis of which their type is determined (simple, complex);
y is the linguistic description of the decision (conclusion)
d; € D about the type of task for some fixed vector of values of
the feature space (x7,X5,...,X,) of task g;; jk; are the numbers
of combinations of fuzzy terms a; of feature space X of the
received tasks q;, which correspond to value d;.

The functional dependence between the studied feature
space of the received tasks and the corresponding decision
made on the need for their decomposition is formalized in the
form of the following system of fuzzy logical statements (rules)
of the type "IF-THEN, ELSE" (2):

IF (x; =ai!) AND (x, =ai') AND ...AND (x, =a}!)

OR (x; =a}?) AND (x, =a}?) AND ...AND (x, =a}?)

OR (x; =al®)AND (x, =al¥ ) AND ... AND (x, =atk)
THEN y =d,, OTHERWISE

IF (x; =a?') AND (x, =a3!) AND ...AND (x,, =a2!)

OR (x; =af?) AND (x, =a3?) AND ...AND (x, =a??) (2)
OR (x; =a?*) AND (x, =a2) AND ... AND (x,, = a2*:)
THEN y =d,, OTHERWISE

IF (x; =af™) AND (x, =ay"') AND ...AND (x,, =a™)
OR (x; =a]"?) AND (x, =a§*?) AND ...AND (x, =a?)
OR (x; =af™n) AND (x, =a*") AND ...AND (x,, =a™")
THEN y=d,,.

Thus, as a decision on the need to decompose the obtained
task g; into symmetric subtasks sq;?‘ based on a fixed vector of
values of the analyzed features, the result with the maximum value

obtained as a result of convolution of the membership functions
of the terms of the fuzzy rules for describing tasks g; is selected.

The module for determining the optimal distribution of
tasks/subtasks across cluster system servers for their parallel
processing based on Nash equilibrium is proposed to be de-
veloped using the Numpy and Nashpy libraries in the Python
programming language [14, 15].

Within the framework of this study, to simulate the distri-
bution of tasks/subtasks, it is proposed to develop the follow-
ing components by writing program code:

- 4 servers in the form of lists (List);

- a generator of tasks/subtasks with different weights of
the complexity of their processing;

- functions for distributing tasks/subtasks across cluster
servers using the Round Robin (RR), Least Connection (LC),
Nash Equilibria (NE), and Nash Equilibria with Task Split-
ting (NETS) methods;

- functions for calculating the value of dispersion indica-
tor Dy, of load distribution between cluster servers for each of
the above methods;

- functions for plotting server load charts and their disper-
sion for each of the above methods;

- function for plotting a general chart of the dispersion in-
dicators of load distribution between cluster servers for each
of the above methods;

- function for calculating the average balancing time and
the processing time of tasks/subtasks by cluster system servers
for the selected load management (balancing) methods.

The procedure for finding the optimal distribution of the
use of a set of cluster system servers (s; x---xs,,) based on the
Nash equilibrium (NE) under conditions of fuzziness of the
values of the studied space of features of the received tasks
and the generalized indicator of server workload is carried out
based on the mathematical model proposed in [11] (3), (4):

NE:p(Sq{L —>S):
psq;“ (si):psqgi (Si)*ull i[ Z Di (si)_psqgl‘ (Si )]*uln’
_ 5,8 (3)

Psqp (5.)= Psqs (5:) %t i[ 2 pi(si)- Psqy (si )J e

s;€S

NE:p(sqg‘ —>S):

Dygs (Si ) = Pygo (Si ) * Uy i[ z pi (Si)*Psq;h (Si )] *Up;,

s; €S

4)
b 5] st () )j

s; €S

where Dygs (s;) is the probability of choosing server s; to perform
the subtask sq;?‘, u; the gain (server utilization indicator Ig;)
that the subtask sq;l' receives as a result of the non-cooperative
choice of server s; € S.

The generalized server utilization indicator Ig; for the
game payoff matrix G is determined based on the values of un-
used resources, which are determined as a percentage of the
total amount of server resources:

- utilization indicator Ucpy of the central processor (CPU):
the average percentage of CPU usage over a certain period of
time (5)

cp UUsage

cPU *100, (5)

cp Capacity



where CPUyqg is the number of operations
performed by the processor in one second;
CPUcqpaciry is the maximum number of op-
erations that the processor can perform in
one second;

- utilization rate Uggpy of the random ac-
cess memory (RAM): the percentage of occu-
pied memory at the current time (6)

Test data input
block

.| Fuzzification .|  Fuzzy logic .| Defuzzification
i block "] inference block d block
A
S
‘ Knowledge

base

Fig. 2. Structural diagram of the fuzzy model of the task decomposition

RAM, Usage

Ugram = *100, (6)

RA Capacity

where RAMyyqg — amount of RAM used; RAM cqpaciry — total
amount of RAM;

—-network card utilization (NW): the percentage of the
server’s network card bandwidth usage at the current time (re-
ception, transmission of bytes) (7)

N = (bSem — bsentprev ) + (bRecv ~Drearprer ) *100, @)

bSent + bRecv

where bg,,; is the number of bytes transmitted at the current
time; bg,cy is the number of bytes received at the current time;
bsentprey is the number of bytes transmitted in the previous
time unit; brecyprey is the number of bytes received in the pre-
vious time unit.

On this basis, the server utilization indicator [g; is based on
the determined percentage of idle resource of the most loaded
component (Ucpy, Ugam, Unw) (8)

l;, =100 - max (Ucpy, Urans-Unw )- ®)

The load dispersion indicator Dy, of cluster servers is cal-
culated from (9)

D, :lzn:(x,.—)?)z, )

nis

where n is the number of servers; X;,i =1,n - load value on each
server; X — average value of loads on servers; (X; — X)? - square
deviation from the average for each load value.

It is advisable to evaluate the distribution of cluster
resources by the proposed model of optimal use of server
resources [10] based on a comparison of its application with
the method of adaptive cluster load balancing [11] before and
after improvement. At the same time, it is also advisable to
compare it with the most common and at the same time sim-
pler methods: Round Robin and Least Connections [16, 17].

5. Results of investigating the efficiency of load
distribution on the computing nodes in the cluster

5.1. Results of designing a module for determining
the feasibility of task decomposition by client queries
initiated based on the theory of fuzzy logic

The basis of the proposed module is a block diagram of
the organization of sequential iterative interaction between
components: a data input module for analysis, a fuzzification
module, a knowledge base, a fuzzy logical inference module,
and a defuzzification module [12, 13]. The structural diagram
of the simulation model for determining the feasibility of task
decomposition is shown in Fig. 2.

feasibility determination module

Test data input module — a set of statistical data on client
query parameters (protocol, resource size) and load on server
components (percentage of current CPU usage, RAM, net-
work card) (xIsx files).

Fuzzification module — quantitative and qualitative values
of the studied parameters are represented using term sets and
linguistic variables (the degree of their belonging to the term
sets of linguistic variables specified by experts is determined).

Knowledge base - a set of fuzzy production rules built by
an expert.

Fuzzy inference module - a decision-making module on
task decomposition based on determining the dependence
between input data (client query parameters) and expert con-
clusions using fuzzy logic.

Defuzzification module — conversion of the obtained values
of fuzzy inference into clear ones.

Thus, the input of the simulation model is fed with the
studied parameters in the form of data set files with feature
vectors of the generated statistical data set: the total number
of feature vectors is 9999 (Fig. 3).

1 | Protocol |Size_resource| Load_CPU |Load_RAM| Load NW
2 |[XMPP 34 35 37 65
3 |SMB 73 72 87 42
4 |NTP 13 10 1 76
5 |FTP 478931 20 43 9
6 |BackEnd 38008 43 79 12
7 |FTP 3225678 27 36 3
8 |SMB 153 58 36 38
9 |DHCP 208 51 85 23
10 |LDAP 159 44 10 68
11 |FTP 26943 37 64 12

Fig. 3. A set of statistical data on client query parameters
and load indicators on cluster server components

The module for determining the feasibility of decomposi-
tion of the received tasks q; implements the following settings:

1) types of membership functions for describing the ranges
of values of the studied parameters and the power of term sets
for the input and output linguistic variables:

-x; (Protocol) - artificial encoding of network pro-
tocol names, membership function: triangular, term set
power — 18 (Fig. 4);

- X, (Size-resource) — resource size (KB) to be processed,
membership functions: Gaussian, S - function, Z - function,
term set power - 5 (Fig. 5);

-X3 (LoadCPU) - processor load indicator in percent,
membership function: triangular, term set power - 5 (Fig. 6);

- X4 (LoadRAM) - RAM load indicator in percent, mem-
bership function: triangular, term set power - 5 (Fig. 7);

- X5 (LoadNW) - network card load indicator in percent,
membership function: triangular, term set power - 5 (Fig. 8);

- y (decomposition_status) - membership functions: S - func-
tion, Z - function, term set power - 2 (Fig. 9);



2) input and output linguistic variables: 5 input linguistic
variables, which correspond to the number of parameters
under study and one output — an indicator of the decompo-
sition state. Each input value (x;) corresponds to a parameter
according to the generated set of statistical data, and the
membership functions configured by the expert (author) are
represented by the following term sets:

-x; - {"BackEnd (web service server logic) - [0.5, 1, 1.5]",
"Telnet - [1.5, 2, 2.5]", "DNS - [2.5, 3, 3.5]", "DHCP - [3.5, 4, 4.5]",
"SMTP - [4.5,5,5.5]","SNMP - [5.5, 6, 6.5]", "FTP - [6.5, 7, 7.5]",
"SSH - [7.5, 8, 8.5]", "NFS - [8.5,9, 9.5]", "NTP - [9.5, 10, 10.5]",
"SNTP-[10.5,11,11.5]","XMPP-[11.5,12,12.5]","LDAP—-[12.5,13,135]",
"SIP-[13.5,14,14.5]", "RTP - [14.5, 15, 15.5]", "IMAP - [15.5, 16,16.5]",
"POP3 - [16.5,17,17.5]", "SMB - [17.5,18, 18.5]"};

- X, - {"Very low - [0, 2097152]", "Low — [104857, 262144]",
"Average - [104857, 524300]", "High — 104857, 786432]", "Very
high - [838900, 1049000]"};

-x;3 —{"Very low -[0,0,20]", "Low -[10,25,40]", "Aver-
age — 30, 45, 60]", "High - [50, 65, 80]", "Very high - [70, 100, 100]"};

-x; —{"Very low -[0,0,20]", "Low -[10,25,40]", "Aver-
age —[30, 45, 60]", "High - [50, 65, 80]", "Very high - [70, 100, 100]"};

-xs—{"Very low -[0,0,20]", "Low -[10,25,40]", "Aver-
age - [30, 45, 60]", "High - [50, 65, 80]", "Very high — [70, 100, 100]"};

- y: d; - simple problem: {"Does not require decomposi-
tion - 0, 10]"}, d, - complex problem: {"Requires decomposi-
tion - 10, 38+]"};

3) algorithm for fuzzy logical inference based on the
knowledge base: Mamdani;

4) defuzzification method: Centroid (center of weight) —
used to obtain the value of the complexity weight indicator wy;
of the received query q;

5) the knowledge base (set of fuzzy production rules) is
built according to the system of fuzzy logical statements (2)
and is shown in Fig. 10;

6) weight coefficient w for all fuzzy rules - 1;

7) total number of fuzzy production rules — 166.

The general scheme of the module for determining the fea-
sibility of decomposition of obtained tasks g; is shown in Fig. 11.
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Fig. 11. General scheme of the module for determining the feasibility of decomposition of received tasks g;

Thus, the need to decompose the received task into 2 sub-
tasks with the appropriate division of the weight w, of its
complexity is determined. In the case of the absence of feasi-
bility of decomposition of the received task g;, the players of
the bimatrix game G are the received task g; and the virtual
task with zero weight wy [10, 11].

Fig. 12 shows results of the module for determining the
feasibility of decomposition of client tasks based on the
analysis of the previously obtained statistical data set during
cluster testing.

The results of the module for determining the feasibility
of task decomposition demonstrate 100% efficiency in terms
of accuracy (out of 993 tasks for which there was feasibility of
decomposition, 993 were decomposed).
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Fig. 12. Results of the task decomposition feasibility
determination module

5.2. Results of developing a module for determin-
ing the optimal distribution of tasks/subtasks across
servers in a cluster system

Four cluster servers are gradually loaded with a significant
number of tasks with different weights (processing complex-
ity) (Fig. 13). The optimality criterion in this case is the indi-
cator of uniform distribution (dispersion) of the use of cluster
nodes during processing of the received tasks.

Fig. 13 shows components of the module for determining
the optimal distribution of tasks/subtasks across cluster sys-
tem servers for their parallel processing, which were defined
and developed using the Python programming language, and
which include the following:

-4 servers in the form of lists (List), which receive from
the task/subtask generator the values of different weights of
the complexity of their processing;

- a task/subtask generator with different weights of the
complexity of their processing (the percentage value of
server resource usage for each task/subtask), the task/subtask
weight is generated using the Random library and has a range
from 0 to 10;

- functions for distributing tasks/subtasks across cluster
servers using the Round Robin (RR), Least Connection (LC),
Nash Equilibria (NE), and Nash Equilibria with Task Split-
ting (NETS) methods;

— functions for calculating the value of dispersion indi-
cator D; of load distribution between cluster servers for each
selected load balancing method;

- functions for plotting server load charts and their disper-
sion in the process of distributing tasks/subtasks using each
load balancing method;

- function for constructing a general plot of load distri-
bution dispersion indicators between cluster servers for each
load balancing method;

- function of calculating the average balancing time and
processing time of tasks/subtasks by cluster system servers
using the selected load management (balancing) methods.

Fig. 14,15 show the results of modeling the obtained
distribution of cluster resources in the process of managing
tasks received from clients without their decomposition based
on the Least Connection (Fig. 14) and Round Robin (Fig. 15)
methods in the form of load variation curves of the above
servers. On the abscissa axis — the number of tasks that servers
manage to complete by the time the cluster is fully loaded (the
ordinate axis is in percent).

Fig. 16, 17 show the results of modeling the resulting dis-
tribution of cluster resources during the processing of tasks
received from clients before improving the model of optimal
use of server resources (Fig. 16) and after, taking into account
the decomposition of individual complex tasks (Fig. 17) in the
form of variational load curves of the above-mentioned servers.

The general plot of load distribution dispersion indicators
among cluster servers is shown in Fig. 18.

A comparative analysis of the calculations performed
based on the obtained results of modeling the process of
optimal task/subtask distribution across cluster servers using
the proposed approach (NE-TS) and existing similar solu-
tions (RR, LC, NE) is shown in Fig. 19.

An assessment of the impact of load balancing time on the
total task processing time is shown in Fig. 20.

Fig. 20 shows the average task processing time and the
time spent on the load balancing process using the selected
load management (balancing) methods.
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6. Discussion of results based on investigating
the efficiency of the distribution of server resources
in the cluster system

The results of the module for determining the feasibility
of task decomposition (Fig. 12) demonstrate 100% efficiency
in terms of accuracy. During the operation of the fuzzy model
of the developed module, it was found that out of the total
number of feature vectors of the generated set of statistical
data (9999), 933 needed decomposition, the processing of
which, in the case without decomposition, would lead to faster
overloading of both individual nodes and the entire cluster, as
well as the loss of some tasks.

Fig. 18 shows that in the case of using the Least Connec-
tions method (Fig. 14), the indicator of uniform distribution
of server resources of the cluster is higher than the similar
indicator when using the Round Robin method (Fig. 15) since
the dispersion of server load indicators at each point in time
is smaller, which in turn makes it possible to increase the
number of processed tasks initiated by client queries under
the conditions of limited hardware resources and acceptable
time for processing these requests.

Fig. 16-18 demonstrate that in the case of using the im-
proved model (Fig. 17), the indicator of uniform distribution
of cluster resources (Fig. 18) is significantly higher in contrast
to the indicator of the model before improvement (Fig. 16, 18),
which is significantly higher in the case of using the Round
Robin method. This, in turn, leads to an increase in the num-
ber of processed tasks by two times.

Fig. 20 demonstrates that when using the model built
(NE-TS), the time spent on load balancing (average balancing
time) is slightly higher than the time spent in comparison with
other methods. But at the same time, the average task processing
time is much shorter in contrast to RR, LC, and NE. As a result,
the total average task processing time when using NE-TS does not
exceed the total time when using the RR, LC, and NE methods.

Our results demonstrate an increase in the efficiency of
resource allocation according to the optimality criterion — uni-
form (stable in equilibrium) resource allocation throughout
the entire process of cluster functioning. This is evidenced by
the results of simulation modeling of this process, which are
shown in Fig. 14-19. This, in turn, makes it possible to sig-
nificantly increase the number of processed tasks, as well as
increase the level of functional stability of military IS (defense
and security forces of the state), especially in wartime.

At the same time, the results shown in Fig. 20 indicate
that the use of this apparatus does not exceed the total aver-
age processing time of tasks in comparison with existing
methods (RR, LC, NE).

A special feature of the proposed model of managing load on
computing nodes in a server cluster based on the theory of fuzzy
logic and Nash equilibrium, in contrast to existing ones [7, 9], is
to identify and determine the feasibility of decomposition of in-
dividual (complex) tasks after receiving incoming requests, using
fuzzy logic theories. After that, the probabilistic distribution of
tasks/subtasks across cluster servers is calculated based on Nash



equilibrium. Thus, optimal (even) use of server resources of the
cluster is achieved, which is also stable in equilibrium.

Our solution could be used in highly loaded information
systems during the operation of which the server infrastruc-
ture can be scaled, at regular and peak loads. The built model
of load management for computing nodes in the server cluster
based on the theory of fuzzy logic and Nash equilibrium can
adapt to changes in the operating environment.

The disadvantages include the fact that in the process of
determining the feasibility of task decomposition, the balanc-
ing system may miss some task that was potentially subject to
decomposition. This is explained by the fact that the value of
the server load indicators may be on the border of the terms
of the input linguistic variables of the fuzzy model and in the
future the calculation of the weight (complexity) of the task
may be incorrect. As a result, it is necessary to adjust the fuzzy
rule base by adding a new fuzzy rule that did not exist for the
given values of the input linguistic variables.

Promising areas for future research include the design of
a mechanism for automatic correction of the knowledge base
of the module for determining the feasibility of task decompo-
sition for their further processing, development of new and/or
improvement of our model for managing the load on comput-
ing nodes in a server cluster at the network and/or transport
levels of the OSI model as the model built takes into account
application-level information exchange protocols, etc.

7. Conclusions

1. A module for determining the feasibility of task decom-
position by client-initiated requests has been designed, which
is built on the basis of a fuzzy logic apparatus using the Fuzzy
Logic Toolbox™ package. To construct the module, the follow-
ing steps were taken:

1) a set of statistical data on the parameters of client que-
ries and the current level of load on the cluster server compo-
nents during testing was generated;

2) classes of client queries were defined by types to be
processed:

- simple - requests that do not require significant comput-
ing resources and/or requests that are impractical to decom-
pose (video/audio streaming);

- complex - requests that require significant computing
resources (for example, related to the processing of large data
sets (Big Data), using information and analytical systems,
complex requests to a database cluster, etc.);

3) input and output linguistic variables were defined;

4) the types of membership functions, the power of term
sets, and the ranges of input and output linguistic variables
were defined;

5) the algorithm for fuzzy logical inference based on the
knowledge base was defined;

6) the defuzzification method was defined to obtain the
value of the complexity weight indicator wy; of received query g;

7) the weight coefficient w was defined for all fuzzy rules;

8) the test data format was prepared;

9) fuzzy production rules were devised for the knowl-
edge base;

10) a script was developed for correct data entry;

11) experimental studies on detecting complex queries for
their decomposition were conducted.

The results of the fuzzy model of the module for determin-
ing the feasibility of task decomposition demonstrate 100% effi-

ciency in terms of accuracy (for 993 out of 9999 tasks for which
there was feasibility of decomposition, 993 are decomposed).

2. A module for determining the optimal distribution of
tasks/subtasks across cluster system servers for their parallel
processing based on Nash equilibrium has been built, which
was developed in the Python programming language. To build
the module, the following were selected and designed:

-4 servers in the form of lists (List);

- a generator of tasks/subtasks with different weights of
their processing complexity (percentage of server resource
usage for each task/subtask);

- functions for distributing tasks/subtasks across cluster
servers using the Round Robin (RR), Least Connection (LC),
Nash Equilibria (NE), and Nash Equilibria with Task Split-
ting (NETS) methods;

- functions for calculating the value of dispersion indica-
tor Dy, of load distribution between cluster servers for each of
the above methods;

— functions for plotting server load charts and their disper-
sion in the process of distributing tasks/subtasks using each
of the above methods;

—the function of constructing a general chart of load
distribution dispersion indicators between cluster servers for
each of the above methods;

- the function of calculating the average balancing time
and processing time of tasks/subtasks by cluster system servers
using the selected load management (balancing) methods.

The results of the module for determining the optimal
distribution of tasks/subtasks across cluster system servers
for their parallel processing demonstrate an increase in the
efficiency of resource distribution according to the optimal-
ity criterion — uniform (stable in equilibrium) distribution of
resources throughout the entire process of cluster operation.
At the same time, an assessment of the impact of the load
balancing process on the task processing time was carried
out. Based on the results of simulation modeling, it can be
concluded that the application of the simulation model built
does not exceed the permissible task processing time in com-
parison with existing load balancing methods.
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