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This study investigates unmanned aerial vehicle (UAV) networks oper-
ating under the influence of destructive and hostile factors. The study con-
siders, among destructive factors, changes in signal power at the receiver
side caused by distance and battery charge limitations. Among the hostile
factors, cyber-physical threats have been examined, including those caused
by electronic countermeasure (ECM) systems and malware-based attacks.

Algorithmic and software solutions have been developed to simulate
the behavior of UAVs under such constraints. A special feature of the pro-
posed model, in contrast to existing approaches, is that it integrates factors
such as signal degradation caused by ECM systems and the dynamics of
malware propagation within the network.

Scenarios include UAV behavior under jamming, the probabilistic
spread of malware, and the switching of operational modes in response to
threat exposure. The results were achieved by integrating a wide range of
parameters, including device identifier, signal power, transmitter radius,
transmission frequency, geolocation, task type, malware sensitivity, mes-
sage handling queue, propagation delay, as well as movement speed. These
features enable the model to realistically reproduce system behavior in
uncertain and hostile environments, allowing both defensive and offensive
security strategies to be explored. Devising appropriate operational scenar-
ios is also possible.

The proposed software solution is characterized by the high level of
detail in the simulation and the use of the Rust programming language,
which ensures performance, modularity, and future extensibility. The solu-
tion reported here supports visualization of the behavior of up to 100 UAVs
and more through both images and animations. It can be used for analyz-
ing attack scenarios, designing robust UAV architectures, and prototyping
offensive security tools. The source code is publicly available at GitHub
repository, supporting practical usage and further research applications
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1. Introduction

The use of unmanned aerial vehicles (UAVs) and relat-
ed technologies have become a critical component of both
civilian and modern military operations. A prime example
is the ongoing war in Ukraine, when UAV technologies are
widely deployed on the battlefield, providing a significant
strategic advantage. In modern warfare, UAV networks are
exposed to a wide range of threats, the most serious of which
are communication disruptions caused by electronic counter-
measures (ECM) systems and the spread of malware.

Most existing UAV network modeling systems are adapt-
ed to civilian environments, such as industrial, agricultural,
or logistics applications in peacetime, and usually do not take
into account the complexities of combat environments. These
include electronic warfare interference, cyberattacks, unre-
liable communication channels, as well as the risk of losing
control over UAVS. As a result, their applicability to military
simulations and operational planning is limited.

Research into this area is important because ensuring the
reliability, resilience, and security of UAV networks is a key
factor for the successful execution of missions under combat
conditions. Construction of models that integrate mesh and
star topologies, take into account electronic countermea-
sures, and reflect the dynamics of cyber threats allows for a
deeper understanding of system vulnerabilities and supports
mission planning and risk assessment. Such solutions have
practical applications for improving UAV control systems,
simulating battlefield scenarios, and training operators.
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Given these considerations, research focused on model-
ing UAV networks under cyber-physical threats is relevant.

2. Literature review and problem statement

Malware poses a significant threat to the operational
integrity of UAVs. It can be used to hijack control systems,
interfere with firmware analysis, disrupt mission execution,
or organize covert surveillance [1].

In [2], various categories of malware targeting UAV net-
works were investigated, which provide a meaningful under-
standing of the principles of UAV malware operation. It was
shown that it is possible to categorize and explain the princi-
ples of malware operation. However, modeling of threats and
their spread was not carried out. The reason for this is that
the study focused only on the analytical part without involv-
ing network dynamics models.

In [3], documented cases of compromised UAV systems
were reviewed; paper [4] considers malware in relation to
specific types of UAVs. In [5], the role of data manipulation
and DosS attacks on UAV networks is shown. In [6], examples
of countering these threats are given, and in [7] a case is
described where attackers were able to gain control over a
system from several devices. These studies show that attacks
using malware are real and highly effective. However, mod-
els of malware propagation in complex network topologies
taking into account the principles of device operation have
not been built. The reason is the lack of available tools for




reproducing scenarios taking into account combat condi-
tions. To overcome the difficulties, it is necessary to develop
software solutions aimed at modeling the spread of malware
in UAV networks close to actual conditions.

In (8], a formal model for UAV trajectory planning using
three-dimensional cellular automata was proposed. A similar
approach was used in [9] for obstacle-aware path planning.
Cellular automata have also been used to coordinate robot
swarms [10]. These discrete rule-based methods are suitable
for modeling the movement of mobile agents, including UAV
swarms. Further studies [11, 12] also show how cellular au-
tomata can be used for UAV behavior modeling tasks, in par-
ticular, for shortest route planning and device path planning.
However, cellular automata have limitations when modeling
battlefield dynamics: they assume synchrony of transitions
and neglect stochastic delays, time, and functional character-
istics of devices. This is due to the simplified discrete nature
of the model. An option to overcome these difficulties may
be the use of stochastic or hybrid simulation models that can
take into account temporal and spatial factors, as well as ad-
verse environmental factors.

In [13], a genetic algorithm-based approach was proposed
for optimizing flight trajectories under energy constraints.
However, the work did not take into account factors such
as the spread of malware and the presence of electronic
warfare (EW). The reason is the focus of the work on civil-
ian applications of UAVs, which is also typical of previous
studies. The way to overcome these gaps is to provide solu-
tions that also take into account the aspect of operation in
environments complicated by military operations. Such solu-
tions should not contain information with limited access but
should be based exclusively on open data, which distinguish-
es them from closed military technological advancements.

An alternative approach based on Petri nets is reported
in [14-17]. In [14], a model for monitoring tasks is proposed,
taking into account the battery charge of devices. In [15], a
model is built that shows the interactions of a UAV network,
however, without a control center. Paper [16] considers tech-
nical security issues that can be taken into account in the
context of a model based on Petri nets. Work [17] is aimed
at modeling UAV clusters, taking into account the mission
of the corresponding cluster. It is shown that these models
reproduce parallel processes and resource allocation well.
However, they are not intended for spatiotemporal dynamics
or highly detailed behavior. The reason is the conceptual
limitations of the Petri nets apparatus. The solution can be
to combine Petri nets with other simulation tools, or to use
other approaches.

More general-purpose simulators, such as NS-3 [18],
OMNeT++ [19], and the GAMA platform [20], have shown
that they can be used to simulate standard attacks on net-
works. However, their architectures are focused on predefined
scenarios and do not take into account the specificity of
combat conditions, they are not designed to develop scalable,
platform-independent applications. The reason is the initial
purpose of these tools for civilian tasks and scientific research
tasks, which is overcome by taking into account battlefield
conditions, in particular cyber-physical attacks on UAVs.

In [21], the fragmentation of existing simulators with a
video interface and their orientation mainly to the simulation
of flight physics, sensor systems, and navigation tasks is em-
phasized. At the same time, there is a lack of consideration of
specific battlefield conditions, which is explained by the fact
that these simulators are intended mainly for operator train-

ing tasks, and not for planning missions with many devices.
In addition, the problems of scaling existing simulators to
UAV swarms are noted, which are overcome by the imple-
mentation of modular and fast software solutions. The reason
is the use of languages, algorithms, and platforms that are not
always focused on scalability and performance. The solution
can be the development of software solutions using languages
and algorithms that meet the relevant requirements.

The above gives grounds to argue that it is advisable to
conduct research into designing a simulator for UAV mission
planning. The model should be built taking into account
the influence of obstacles [22], the spread of malicious soft-
ware [6], and realistic logic for coordinating devices in topol-
ogies relevant to actual situations in military operations [23].

3. The aim and objectives of the study

The aim of our research is to build a scalable and
high-performance simulation model for UAV networks op-
erating under cyber-physical threats. The proposed solution
would make it possible to integrate real-world operational
constraints and scenarios into the simulation and serve as a
flexible tool for both researchers and practitioners in the field
of UAV security.

To achieve the goal, the following tasks were set:

- to define the relationship between UAVs, enemy devic-
es, and the control center;

- to determine cyber-physical attack scenarios, including
the impact of electronic countermeasures and malware, re-
flecting operational conditions arising under modern battle-
field conditions;

- to implement a software simulation model and verify it
for UAV networks.

4. The study materials and methods

The object of our study is unmanned aerial vehicle (UAV)
networks operating under destructive and hostile factors.
Destructive factors include changes in signal power on the
receiver side because of distance and battery limitations.

The hypothesis of the study assumes that a simulation
rule-based modeling approach could provide more realistic
and operationally relevant prediction of UAV network behav-
ior than existing universal modeling frameworks.

The following assumptions were adopted when con-
structing the simulation model:

1. Network topologies: UAVs operate using either mesh or
star communication topologies.

2. Communication structure: Each UAV communicates
with the control center, either directly or indirectly through
repeaters.

3. Electronic countermeasure interference: Electronic
countermeasure systems are capable of jamming communi-
cation signals, with the effect being determined by the signal
power and distance to the transmitter/receiver.

4. Autonomous behavior: UAVs are capable of autono-
mously responding to loss of communication based on a set
of predefined behavior scenarios.

Simplifications accepted in the study:

1. Environmental noise and terrain effects are not explic-
itly modeled but are indirectly represented through signal
degradation functions.



2. UAV power consumption and battery limitations are
considered in a simplified form: each device has a charge,
the level of which is indicated in conditional units. When the
charge is discharged, the device fails.

3. Malware implementation involves deterministic activa-
tion after successful connection to an adversary network node.

4. UAVs were considered as points in three-dimensional
space.

Modeling approach and software implementation.

The modeling software was developed in the Rust pro-
gramming language to ensure high performance, modularity,
and scalability. The source codes are publicly available at the
GitHub repository. The application was implemented with a
flexible architecture consisting of a backend and a frontend.

The modeling platform supports modeling up to 100 UAV
nodes and provides functions for defining scenarios, import-
ing/exporting data, and visualizing UAV motion and network
states. Communication scenarios were defined to reflect the
interaction between transmitters and receivers and the im-
pact of control messages on UAV behavior.

Network topologies.

Modeling supports both mesh and star topologies. In a
mesh topology, UAVs communicate with each other and with
a control center to coordinate mission tasks. In star topology,
one or more relays act as intermediaries between the UAV
group and the control center. This topology is particularly
relevant for real-world battlefield scenarios where the num-
ber of UAVs is limited, as is the case in the current Ukrainian
context. Relay devices are considered vulnerable to electronic
countermeasures, and signal degradation or loss is modeled
dynamically.

Electronic countermeasures simulation.

The following effects of ECM systems were implemented
in the model:

1. Powerful jamming, leading to complete signal loss and
disconnection from the control center.

2. Low-power jamming, which weakens the signal, lead-
ing to poor communication and reduced data transmission
quality (e.g., photos or videos).

3. GPS (Global Positioning System) data spoofing, which
replaces the original navigation data, potentially redirecting
the UAV or causing a mission failure. This mechanism can
also serve as a vector for introducing malware.

The simulated effects of electronic countermeasures take
into account the signal frequency, jamming radius, and dis-
tance-dependent signal attenuation. Signal loss is determined
by comparing the power of the control signal with the power
of the jamming signal.

Real-world EW tactics observed in Ukraine.

The behavior of electronic countermeasure systems, as
part of the EW used by the Russian military, as reported in
open sources [23-25], was used to define realistic jamming
scenarios. These include stationary powerful jamming de-
vices deployed to protect key positions, as well as mobile
electronic countermeasure installations.

Empirical data from Ukrainian UAV operators indicate
that in the event of signal loss, many UAVs try to autono-
mously restore the signal by climbing until the control con-
nection is restored. This maneuver increases the probability
of signal restoration and prevents forced landing in electronic
countermeasure zones. In some cases, UAVs can follow
programmed trajectories after disconnection, although they
have a lower probability of restoring the connection, being in
an area under the influence of electronic countermeasures.

Data sources.

Numerical data for the software were obtained from
open descriptions of radio electronic warfare equipment
and empirical data on the current use of UAVs in Ukraine,
including [23-25].

Software environment used in the development of the soft-
ware:

—rustc 1.88.0 - Rust programming language code compiler;

—-vim 9.1.1215 - text editor for writing the main applica-
tion code in the Rust programming language and the auxil-
iary code in Python;

- git 2.51.0 - an application for managing versions of the
developed software;

- Mozilla Firefox 142.0.1 — a web browser for viewing
generated visualizations and managing the repository on
GitHub;

—docker 28.4.0 — an application for containerizing the
Rust programming language toolKkit;

—cargo 1.88.0 - a utility that makes it possible to manage
Rust packages, compile and test the written code of the de-
veloped software;

- Python 3.13.7 - an execution environment for the Py-
thon programming language code.

5. Results of building a model of a network of
unmanned aerial vehicles taking into account
interfering factors

5.1. Definition of communication between inter-
acting devices

The system modeled in this study consists of three types
of entities:

1. UAV network is a system of interconnected unmanned
aerial vehicles that receive and process messages from a con-
trol center. The developed solution was tested with a number
of devices of 100 units or more.

2. Control center is a stationary unit that transmits sig-
nals and messages to a controlled network of UAVs. The
model includes a single control center that corresponds to
actual deployment conditions.

3. Malicious devices are entities that disrupt the opera-
tion of the UAV network and the control center, generating
interference that impairs communication between transmit-
ters and receivers, similar to the functioning of electronic
countermeasure systems. They also carry out GPS spoofing
attacks, sending falsified GPS data to UAVs and spreading
malware throughout the network.

4. Electronic warfare (EW) is a set of tactical and technical
measures aimed at detecting, complicating, or neutralizing the
electromagnetic capabilities of the enemy. Technical means
that implement the functions of jamming or replacing naviga-
tion signals are referred to in our paper as ECM systems.

The principles of interaction between UAVs and enemy
devices are illustrated in Fig. 1.

A special data structure called Signal was designed to im-
plement communication principles. This structure includes the
transmitter and receiver identifiers, an additional data payload,
the transmission frequency, and the signal power, which de-
pends on the transmitter signal power at the receiver location.

The Signal structure provides the ability to model various
data in the program (e.g., GPS data, control commands) and
interference signals (e.g., electronic countermeasure noise),
depending on the role of the sender.
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For a signal to be successfully received, the following
conditions must be met:

1. The receiving module (RX) in the software must ana-
lyze the frequency of the incoming signal.

2. The current signal supported by the RX module must
have a lower level than the new incoming signal.

3. The level of the received signal must not exceed the
maximum threshold that the RX module can process; other-
wise, the signal will be perceived as unreadable noise, and its
data will not be extracted.

This feature allows for a more realistic simulation of ECM
means modeled as transmitters that send empty but powerful
signals to all devices within their effective range. The power
of these signals is determined by the characteristics of the
ECM transmitter module (TX).

The communication between devices is described based on
two introduced concepts: signal power and signal level. Both
metrics serve to quantify the quality of the connection between
devices. The key difference between them is their nature: pow-
er is a continuous value, while level is discrete. In particular,
the following signal levels are distinguished: Lgreen, Lyeliow, Lreds
Lpiack (high, medium, and low quality, respectively).

The calculation of the transmitter signal power at a given
distance is based on the free space path loss formula, assum-
ing that the distance between devices is significantly greater
than the wavelength of the transmitted signal
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where S, is the signal power at the receiver side, S; is the sig-
nal power at the transmitter, k is a constant, A is a constant, d
is the distance between the devices.

Calculate the receiver signal level L, at a certain distance
d from the transmitter at level L,
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The calculation of the receiver signal level I:r under the
influence of ECM system at level Lgyy is performed according
to the following rules:

ifL. =L _:L =L

EW black : r red’ (3)
L =L, if Lsw = Lyea) and (Ly = Lyreen): @
L, =L, if (Lew = Lyetiow) and (Ly = Lgreen))
or

((LEW = Lred) and (Lr = Lyellow))' (S)

The signal reception occurs with a certain probability,
which depends on the level and takes values Pgreens Pyeliow,
Pred, Phiack-

It is assumed that the positions of electronic countermea-
sure means are known in advance and can be obtained using
radio reconnaissance. Electronic countermeasure means are
located in such a way that their zones of activity do not overlap.
Scenarios of the impact of electronic countermeasures on UAVs
are considered in the chapter “Cyber-physical attack scenarios”.

5. 2. Cyber-physical attack scenarios

Scenario 1. Impact of ECM, loss and recovery of commu-
nication with UAV.

ECM devices are transmitters that broadcast a high level/
power signal, but not data, to all devices in range.

The model takes into account the negative impact on the
frequencies of the UAV control networks and GPS.

Let D represent the UAV, C denote the control center, J is
the ECM jamming device. Quantity r; is the effective inter-
ference radius of J, d(D,J) is the Euclidean distance between
D and J, f, is the control signal frequency, Sc is the signal
power from the control center, S; is the interference signal
power at frequency fc, t is the current time. Let Ap be a set of
predefined actions of the UAV in case of loss of connection,
state D(f) is the current operating state of aircraft D, Con-
n(D,C) € {1,0} is the connection state (1 means “connected”,
0 means “connection lost”):

Step 1. Checking the interference zone.

If d(D,J) < rythen D is inside the interference zone.

Step 2. Signal and  frequency conflict.

If freq(J) = fc ma S; > Sc then Conn(D, C):=0.

Step 3. Reaction to loss of communication.

If Conn(D, C) = 0, then the UAV switches to autonomous
behavior

stateD(t)-select (A,),
where

A, ={Hover,Ascend,ReturnToPoint,ContinueTask,FailSafe}.

The choice of actions is made according to

select (A, ) = f ( DroneType, FailSafeSettings).

Step 4. Reconnection.
If at time £’ > ¢

S.(t')>S,(t")= Conn(D,C):=1,
then

ReceiveNewTask (D);stateD(t') := ExecuteTask.



Scenario 2. Impact of ECM on GPS communication.

Let fgps be the frequency of the GPS signal, Sgps be the
GPS signal power at the position of UAV D, S; be the interfer-
ence signal at frequency fgps. The value t is the current time,
dirpg is the direction of UAV at time ¢, posp is the current
position of UAV D, Conn(D, GPS) € {1,0} is the status of GPS
connection (1 is connected, 0 is lost):

Step 1. Checking the interference zone.

If d(D, J) < ry, then D is inside the GPS radio suppression
zone.

Step 2. GPS signal conflict.

If freq(J) = fc ma S; > Sgps, then Conn(D, GPS): = 0.

Step 3. Reaction to loss of GPS connection.

If Conn(D, GPS) = 0, then the UAV continues horizontal
movement in the current direction:

dirp(t’): = dirp(t) for t’ > t;

posp(t’): = posp(t) + At dirp(t) vp, where vp is the UAV
speed.

Step 4. Restore GPS connection.

If at time t” > t’

S (t)>S, (") = Conn(D,GPS):=1,

The UAV requests the current location posp(t”) via GPS
and updates its navigation path accordingly.

UpdateNavigation ( pos,, (t))

Scenario 3. Propagation of UAV malware under the influ-
ence of an attacker.

Let M be the malicious transmitter (attacker device), ry
be the effective radius of propagation of malware from M,
d(D, M) be the Euclidean distance between UAV D and the
malicious device M, State(D) € {V,I,P} be the vulnerability
state of D, where V be vulnerable, I be infected, P be protect-
ed, Tinpe be the time delay between receiving a signal with
malware and infection, Tgraq be the time delay between
infection and transmission of malware W to others, Pay-
loadType be the classification of malware impact (e.g., data
leakage, control seizure, denial of service).

Malware spreads through signals transmitted by infected
UAVs or attacker devices.

Rules for changing states.

Initial states. State(D) = V for uninfected, unprotected
devices. State(D) = P for devices resistant to malware infec-
tion. State(D) = I - absorbing since infected devices cannot
be disinfected.

Permissible transitions:

- V—I after delay Tiyfect.

- I, P - final states.

Step 1. Checking the area of infection with malware.

If d(D, M) < ryr, then UAV D is inside the infection area
of device M.

Step 2. Receiving the signal with malware.

The malicious device M sends a signal containing mal-
ware to UAV D. If State(D) = V, then the UAV enters the latent
infection state

At time ¢ + Tippee = State(D) := 1.

Step 3. Spreading the malware to infected UAVs.

If State(D) = I ma t’ > t + Tinfect + Tspread> then D starts
broadcasting malware signals to all UAVs D’ within commu-
nication range.

Step 4. Recursive infection.

For each UAV D’, receiving a malware signal from D

If State(D’) =V, then at time t”:= t’ + Ty = State(D’) := L.

Scenario 4. GPS spoofing.

This attack is based on the fact that GPS signal sources
do not perform authentication. As a result, any device can
spoof GPS data and transmit it to other devices. If the delay
of signal transmission from the attacker’s device is less than
that of legitimate GPS signals, and the signal quality is high-
er, the victim UAV will receive and use the fake signals. The
attacker’s device itself functions as a standard transmitter.

Let J be the GPS spoofing device, r; be the effective range
J, d(D, J) be the Euclidean distance between D and J, Sgps be
the power of the real GPS signal, S; be the power of the
spoofed GPS signal from J, Conn(D, GPS) € {1,0} be the GPS
connection status. GPS;,. are the real GPS coordinates,
GPSgpoos are the spoofed coordinates from the attacker:

Step 1. Checking the spoofing zone.

Ifd(D, j) < rj, then UAV D is within the range of malicious J.

Step 2. Receiving the spoofed signal.

Malicious J broadcasts the spoofed GPS data GPSgp, to
UAV D.

Step 3. Evaluating the spoofing condition.

If S;> Sgps , then GPSg,,ris accepted by D and Conn(D,
GPS) := 1 (spoofed).

Step 4. Incorrect navigation.

UAV D updates its navigation system using the fake co-
ordinates

Navigation(D): = GPSgp,or and continues its movement
based on the spoofed position and trajectory data.

Step 5. Spoofing termination condition.

If at some time t’ > t, d(D, J) = rj, then Conn(D, J): = 0
(loss of the substituted signal) and the UAV resumes receiv-
ing the GPS signal from legitimate satellites and recalculates
the true location:

GPS, , = Acquire();

1

Navigation(D):=GPS,,.
The above scenarios make it possible to algorithmize the
behavior of UAVs under adverse conditions and implement a
computer model that will simulate the behavior of the UAV
network under various conditions. Among such conditions are
the impact of ECM means, malware distribution devices, which
leads to falsification of GPS data and unavailability of UAVs.

5.3. Software package implementation

The implementation was carried out in the Rust program-
ming language, which outperforms Python and C/C++ in
several critical aspects:

1. Performance. As a compiled language, Rust is generally
faster than interpreted languages such as Python. While it may be
slightly less performant than lower-level languages such as C and
C++, Rust provides a favorable balance between speed and safety.

2.Memory safety. Unlike C and C++, which require
manual memory management, Rust provides memory safety



through a borrowing-checking mechanism that prevents
data conflicts.

3. Graph processing libraries. Graph visualization was
implemented using the petgraph and rustworkx-core libraries.
These libraries support not only the creation of static illus-
trations but also the generation of videos, which makes the
simulation results more visually understandable and dynamic.

The proposed solution is characterized by low requirements
for computing resources while maintaining the ability to per-
form operations on graphs up to 100 nodes and above. The
solution is able to provide visualization of computational results
in real time without compromising performance. The software
package is designed to work in Windows or Linux operating
systems with x86-64 processor architecture as a cross-platform
application that does not require specific hardware.

A comparison of the implemented software package with
known platforms and modeling tools suitable for modeling
UAV networks is given in Table 1. This comparison evaluates
key characteristics related to the modeling of cyber-physical
threats, such as support for modeling the effects of electronic
countermeasures, malware propagation mechanisms, flexibility
in determining network topology, and visualization capabilities.

When developing the software, it was possible to replace
the implemented variable values with those that correspond to
the characteristics of real aircraft, ensuring the ability to adapt
the simulator to the user’s needs. In particular, the speed, flight
altitude, flight range, and behavior scenarios when entering
the zone of the electronic countermeasure system were taken
into account. The initial data and types of behavior used in the
simulation best correspond to multirotor UAVs. By replacing the
values of speed, flight range, flight altitude, the software pack-
age can be reconfigured for specific UAV models. The commu-
nication topologies correspond to the mesh model (interaction of
each with each) and the star model (on repeaters).

The developed simulator software package consists of
software code in the Rust language and is provided in open
access on [26].

A series of experiments were conducted to demonstrate
the capabilities of the software implementation of the model
and to compare networks that use signal power (S-networks)
and networks that use level (L-networks). The parameters
for each model used in the experiments are given in Table 2.
Formulas (1) (S-networks), (2) to (5) (L-networks) and the
scenarios from the previous chapter were used during the
simulation.

In the plots (Fig. 2, 3), the colored dots represent devices,
mainly UAVs. The point surrounded by a green circle indi-
cates the control center. The red circle represents the approx-
imate area of influence of the device that disrupts the GPS
connection or spreads malware (Fig. 5, 6). The orange circle
indicates the approximate area of influence of the enemy de-
vice that performs a GPS spoofing attack (Fig. 7, 8).

Experiment 1. Star topology in the study of connection
quality.

Fig. 2, b shows that the connection quality in the L-net-
work is unstable, which is explained by the non-determinism
of the signal level calculation.

The influence of topology on establishing a connection
in a network with the same parameters was considered in
experiment 2.

Experiment 2. Network topology in the study of connection
quality.Thus, the change in network topology had a minor
impact on the quality of the S-network connection (Fig. 3, a).
Changes in the L-network (Fig. 3, b) are due to its non-deter-
minism associated with the influence of electronic counter-
measures, which is considered probabilistically in this model.
Additionally, an experiment was conducted with the reaction
of devices to the loss of communication with the control
center. The following behavior options were implemented:
continued movement to the target in a straight line (and
self-destruction), movement to restore the connection, free
flight in search of restoration of the connection, movement to
the control center, failure. Testing showed the correct reac-
tion to the programmed scenarios.

Table 1
Comparing the proposed solution with existing ones
Features Our Simulator NS-3 OMNeT++ GAMA Platform CPN Tools/IDE
Electronic Detailed electronic Limited
countermeasures countermeasures (GPS . Limited (add-ons Not included in .
. . - . - - . . (requires ; Not applicable
simulation (jamming, signal jamming, radio special models) available) platform tools
GPS data spoofing) frequency noise, spoofing) P
. Integrated state transitions . . . . Formally possible,
Malware propagation . Not directly | Possibly through exten- Possibly via .
simulation under the influence of supported sions scripts but lacks physical
malware (V/I/P) simulation
The difference between Both are simulated, Signal power RS.PI (Received Abstract vision
. - configurable for each . Signal Power Not used
signal power and signal level . modeling . . of the agent
device Indicator) is supported
Conﬁgunng device Different options Manual Built-in topology Agent-based | Can configure token
behavior under the supported (user defined) topology modules layout routin
influence of ECM/malware pp adjustment 4 &
Time-step based Unified space-time Modeling of Modeling of discrete Cor;tl;l:tous Focus onri:ftent logic,
movement 4+ communication modeling discrete events events &
movement movements
Real-time terrain/RF Planned (Digital Elevation| Through exter- | Extensions through the GIS read Not supported
model support Model integration) nal relief models INET framework y pp
Visual frontend 3D visualization and video Basic via Progressive graphical . Visualize only token
. . . . . Real-time 2D, 3D X
(visualization) are integrated NetAnim user interface shuffling
. . A sustained focus on Focus on Formal simulation
Orientation to - Focus on . . .
- cyber-physical systems Focus on networks socio-ecological | of cyber-physical
cyber-physical systems networks -
under attack issues systems
Openness and extensibility | Open (release on GitHub) Yes Yes Yes Yes




Table 2

Experiment parameters

Parameter Value Experiment number
Number of UAVs 100 and 1 control center 1,2,3,4,5,6
Network topol star 1,3,4,6
etwork topolo
POlogyY mesh 2,5
200 m 1,2,5
Approximate range of the control center 1000 m 3
300 m 4,6
30 m 1,2
Approximate UAV coverage radius 50 m 3,4,6
25m 5
Approximate GPS signal range 1000 m 1,2,3,4,5
) 100 m 4
Approximate ECM zone
50 m 5
Approximate range of devices for the spread of malware 200 m 6
GPS device position (0, 0, 200) 6
Falsified geolocation (=200, -100, -200) 6
not defined 1,2,3,5
UAV target
target (0,0,0) 4,6
0. 0 1,2,4,5
Data latency multiplier
1500000 3,6
Delay in the spread of malware 500 ms 5
100.0 80.0 60.0 40.0 20.0 0.0 100.0 80.0 60.0 40.0 20.0 0.0
| 0.0 0.0
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r 60.0 60.0
t
i : — . 80.0 80.0
|
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Fig. 2. Connection quality according to the star topology: a — S-network; b — L-network

Experiment 3. Data transmission delays.

The experiment analyzed the influence of delays with
which UAVs receive signals with new targets from the con-
trol center. To compare the operation of networks with and
without time delays, two networks were shown. In the main
network, signals arrive with a certain time delay (the UAVs
of which are marked in black). In the auxiliary network,
signals arrive instantly (the devices of which are marked
in red) (Fig. 4). All other parameters of these networks are
identical. The behavior of networks with a “star” and “mesh”
topology was analyzed, but in terms of network response
speed, they look almost equivalent.

Our experiment confirmed that UAVs located closer to
the control center receive signals and change their target
earlier.

The difference between S- and L-networks is insignifi-
cant, which can be observed in Fig. 4, a, b, respectively.

Experiment 4. The effect of ECM, which degrades GPS
communication.

The behavior of the UAV under conditions of loss of
GPS communication was also tested (Fig.5). Since the
GPS device broadcasts signals directly to all devices within
range, the choice of network topology does not affect this
scenario.

Before entering the effective area of influence of electron-
ic countermeasures, UAVs move along a straight line towards
the target. After reaching the obstacle zone, they completely
lose connection with GPS. Accordingly, they continue to nav-
igate along a straight line, maintaining the previous course
until the signal is restored.
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Fig. 4. Delays of changing the approach to the target of the UAV network according to the “star” topology:
a — S-network, b — L-network
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Fig. 5. Unmanned aerial vehicles in the effective range of electronic countermeasures: @ — S-network; b — L-network



Experiment 5. Malware propagation in the network.

In networks with a “star” topology, malware does not
spread since UAVs do not have sufficiently powerful trans-
mitters to send malicious data back to the control center.
Instead, the mesh topology makes it possible to demonstrate
the spread of DoS malware, as shown in Fig. 6.

In this scenario, all devices are considered potentially vul-
nerable, although this can be controlled using the software pa-
rameter “vulnerability probability”. The simulation illustrates
the sequential disappearance of devices from the network
as they become inaccessible due to infection and disruption
caused by an attack. The simulation demonstrates how the
network degrades over time. This experiment confirms that
the mesh topology enables recursive transmission of malware.

Experiment 6. GPS spoofing.

In this scenario, UAVs move towards a target, which is
depicted as a small orange circle enclosed within a larger
orange circle representing the area of influence of the GPS
spoofing signal (Fig. 7).

However, as soon as the quality of their connection to the
attacker’s device exceeds that of the real GPS device, they
start receiving falsified geodata. This causes them to change
their direction of movement (Fig. 8).

Metrics calculated using the developed software.

To illustrate the functionality and performance of the
developed software, a set of quantitative indicators was cal-
culated and analyzed.

One of these indicators is the packet delivery ratio (PDR),
which is defined as the ratio of the number of data packets
successfully received by the UAV from the control center to
the total number of packets transmitted by the control center
during the simulation.

PDR serves as a key indicator of the reliability of data
transmission in the UAV network. The results of PDR calcu-
lation are shown in Fig. 9.

The success threshold (ST) indicates the minimum per-
centage of UAVs that must reach the target for the mission to
be categorized as successful.
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Fig. 6. Malware propagation, Mesh topology: @ — S-network, step 1; b — L-network, step 1;
¢ — S-network, step 50; d — L-network, step 50
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Fig. 7. UAV movement to the target within the GPS substitution device zone: @ — S-network, b — L-network
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Fig. 8. Movement of unmanned aerial vehicles with falsified geodata in the opposite direction: @ — S-network; 6 — L-network
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The mean success ratio (MSR) reflects the average
proportion of missions that met or exceeded the success

threshold.
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Fig. 10. Dependence of the average mission success rate on
the success threshold value

Additional modeling parameters used in this scenario
included the following receival probabilities: Pgree, = 0.95,
Pyellow = 0.75, Preg = 0.5, Ppiger = 0.1.



6. Characteristics of the proposed software model of
the UAV network: discussion

Existing platforms [19-21] focus mainly on conventional
network scenarios, such as routing and traffic modeling,
and rarely take into account hostile battlefield conditions. In
contrast, the proposed solution integrates the effects of elec-
tronic countermeasures (jamming and GPS data spoofing),
recursive malware propagation, and device-specific behavior
(relations (1) to (5), scenarios 1-4). This provides a higher lev-
el of relevance to the tasks of assessing resilience and tactical
planning under modern military conditions.

The PDR plot (Fig. 9) demonstrates the impact of ECM
tools on the success of communications in the UAV net-
work. Sensitivity analysis of MSR with respect to different
success thresholds (Fig. 10) revealed a typical nonlinear
decline. Our work differs from cellular automata and Petri
nets [9-11, 14-17], in which modeling is limited to discrete
transitions without taking into account stochastic signal
degradation, the influence of ECM means. Our result
clearly connects the influence of signal attenuation and the
spread of malicious software with the behavior of UAV. This
allows for a more realistic representation of critical zones
(60-70% of the threshold), where the success of the mission
is sharply reduced.

The results reported here confirm the possibility of
analyzing the availability of the UAV network using the de-
veloped software under normal operation conditions (exper-
iments 1, 2), data transmission delays (experiment 3), and
cyber-physical threats (experiments 4-6). They also demon-
strate the ability of the model to reflect changes in UAV
behavior strategies in response to various environmental
and operational factors, in contrast to works [9-13, 15-17].

Papers [18, 19] that describe the NS-3 and OMNeT++
environments demonstrate the effectiveness of these tools
for modeling standard network attacks. However, unlike
them, our simulator reproduces not only loss of commu-
nication but also signal attenuation, delays, coordinate
substitution, and recursive propagation of malware at
the device level. This becomes possible due to formalized
scenarios that take into account real tactical conditions of
the battlefield.

The technical implementation also differs in that most
academic prototypes are implemented in Python, which lim-
its their performance in complex scenarios, or in C++ [22],
which potentially poses security issues. In contrast, the pro-
posed implementation in Rust provides safe memory man-
agement and high-speed graph operations for networks of up
to 100 nodes and above. This makes it possible to simulate
UAV movement, communication, and enemy interference
simultaneously without overloading resources.

The resulting software package combines the effects
of ECM and malware propagation with realistic UAV be-
havior logic, while maintaining computational efficiency.
Unlike isolated models, it offers an integrated environ-
ment for analyzing the resilience of UAV networks. Its
open source code creates conditions for further expansion,
including terrain-aware routing scenarios and hybrid at-
tacks.

Experimental tests have confirmed the performance
and suitability of the framework for tactical planning. In
contrast to models that only assess the controllability of
devices [14, 17], or studies that only describe the effects of
cyber-physical attacks [2, 5], our work recreates a simulated

scenario of GPS signal loss. Additionally, signal restoration
maneuvers and malware propagation (=83 infected UAVs
out of 100 in the mesh topology) are recreated. Using quan-
titative indicators (PDR, MSR, number of infected devices),
the reproducibility of the results and the suitability of the
model for assessing the success of planned missions in
combat conditions have been shown. This, at the same time,
can be considered as a step towards introducing indicators
for assessing the resilience of UAV networks and tactical
mission planning, which responds to one of the challenges
identified in [22].

There are certain limitations of our study: the simula-
tion does not take into account the effect of terrain on the
movement and communication of devices, the movement is
uniform, the devices are not able to collide with each other
and are represented by points in space.

The study’s results provide a basis for further work
aimed at devising optimized UAV response strategies
adapted to specific mission objectives and threat scenar-
ios, in order to increase the overall network resilience
and mission reliability. Future research should focus on
integrating terrain- and energy-sensitive modeling into
the modeling system to more accurately reflect operation-
al conditions in real military scenarios. In parallel, the
modeling of the battery charge level of each device con-
sidered in this solution in some conditional units, which is
affected by the distance traveled, could additionally take
into account the signal transmission activity and external
interference, which would facilitate the evaluation of ener-
gy-efficient strategies.

7. Conclusions

1. We have defined relationships between UAVs, mal-
ware propagation devices, ECM tools, and the control cen-
ter. Unlike cellular automata or Petri net models, stochas-
tic signal degradation and adversary dynamics were taken
into account, while omitting low-impact environmental
details. That made it possible to build a mathematically
understandable structure that could be scaled to battlefield
scenarios. A feature of our result is the explicit linking of
signal attenuation and malware propagation to UAV be-
havior, which provides an advantage over purely abstract
swarm models.

2. The formalized scenarios devised describe jamming,
GPS spoofing, and malware propagation, as well as device
signal behavior. Compared to NS-3 or OMNeT++ envi-
ronments, this solution makes it possible to model loss of
communication under the influence of ECM tools, signal
attenuation, coordinate substitution, and recursive malware
propagation at the device level.

3. The developed software package improves the simula-
tion of the UAV network by combining the effects of electron-
ic countermeasures and malware with realistic behavioral
logic, while maintaining computational efficiency. The open
source release of the software ensures reusability; its modu-
lar design supports future extensions such as terrain-aware
routing and hybrid attack scenarios. The software provides
high performance for graph operations at the level of up to
100 nodes and more. Tests have shown that the response
speed exceeds Python prototypes, while maintaining modu-
larity and extensibility, which distinguishes the framework
from academic prototypes with low performance and ex-



plains its ability to simultaneously simulate UAV movement,
communication, and enemy interference without overloading
resources.

Experimental verification of the software confirmed the
operability and compliance of the framework with the tasks
set. Our results included demonstrations of unstable connec-
tivity in L-networks due to probabilistic reception, predicted
GPS signal loss and recovery maneuvers, as well as high
infection rates (=83 out of 100 UAVs) under the condition
of spreading malware with a mesh topology. Quantitative
metrics such as packet delivery rate and mission success rate
(up to 100% at deterministic connectivity, reduced by elec-
tronic countermeasures) confirmed that the model provides
measurable, reproducible results. These findings confirm the
suitability of the framework for resilience assessment and
tactical planning.
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