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This study’s object is the process of
monitoring and managing environmen-
tal risks in railroad accidents involving
transportation of hazardous goods.

A problem has been identified, re-
lated to the absence of a single, holistic
approach to risk management during
transportation, which would integrate
methods of spatial-temporal forecast-
ing with a formal assessment of uncer-
tainty. A mathematical model has been
suggested that makes it possible to pro-
cess and analyze data acquired from
a mobile automated air quality moni-
toring system (MAAQMS). The estab-
lished dependences laid the foundation
for the machine learning and statis-
tical analysis model used in the oper-
ation of a simulation model (SM) of
monitoring and managing environmen-
tal risks.

The simulation model, unlike simi-
lar ones, has been developed in the fol-
lowing directions:

1) representation of data and pro-
cessing of omissions;

2) construction of probabilistic risk
maps taking into account uncertainty
and calibration of forecasts of the state
of environmental pollution at the acci-
dent site;

3) adaptation of the model in case
of data variability at the accident site;

4) multi-criteria optimization of man-
agement decisions.

In summary, the simulation model
reported in this study provides deci-
sion-makers with the prospect of not
only predicting the probability of exceed-
ing the maximum permissible concen-
trations (MPC) of pollutants on the rail-
road infrastructure but also forming
confidence risk maps.

Unlike similar solutions, the con-
structed model is ML-oriented. In other
words, the prediction of risk level is
built in a spatial-temporal statement
on a railroad network graph taking into
account data received from MAAQMS.
The adequacy of the model was con-
firmed by achieving the area under the
ROC curve (AUC =0.990) and the PR
analysis indicator (AP = 0.940)
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tainty, hazardous goods, rail transport

0 0

UDC 001.18:004.8+658.8:631.5
DOI: 10.15587/1729-4061.2025.344643

CONSTRUCTION OF

A SIMULATION MODEL FOR
MONITORING AND MANAGING
ENVIRONMENTAL RISKS IN
RAILROAD TRANSPORTATION
ACCIDENTS INVOLVING
HAZARDOUS GOODS

Olena Kryvoruchko

Doctor of Technical Sciences, Professor*

Maira Shalabayeva

PhD Student

Department of Communication and Monitoring Systems

Kazakh University Ways of Communications

Zhetisu-1, 32 a, Almaty, Republic of Kazakhstan, 050009
Svitlana Tsiutsiura

Doctor of Technical Sciences, Professor**

Mykola Tsiutsiura

Doctor of Technical Sciences, Professor**

Valentyna Makoiedova

PhD

Department of Digital Economy and System Analysis***
Valerii Lakhno

Doctor of Technical Sciences, Professor*

Oleksandr Alieksieienko

Corresponding author

PhD

Department of Transport Infrastructure System Design and Geodesy****
E-mail: alexalieksieienko@gmail.com

Yaroslav Shestak

PhD**

Alina Korchevska

Senior Lecturer

Department of Transport Systems and Road Safety****

Junior Researcher

State Enterprise "National Institute for Development Infrastructure”
Beresteyskyi ave., 57, Kyiv, Ukraine, 03113

*Department of Computer Systems, Networks and Cybersecurity
National University of Life and Environmental Sciences of Ukraine
Heroyiv Oborony str., 15, Kyiv, Ukraine, 03041

**Department of Software Engineering and Cybersecurity***
***State University of Trade and Economics

Kyoto str., 19, Kyiv, Ukraine, 02156

**%**National Transport University

Omelyanovicha-Pavlenka str., 1, Kyiv, Ukraine, 01010

Received 05.09.2025

Received in revised form 17.11.2025
Accepted 24.11.2025

Published 29.12.2025

How to Cite: Kryvoruchko, O., Shalabayeva, M., Tsiutsiura, S., Tsiutsiura, M., Makoiedova, V., Lakhno, V.,
Alieksieienko, O., Shestak, Y., Korchevska, A. (2025). Construction of a simulation model for monitoring and
managing environmental risks in railroad transportation accidents involving hazardous goods. Eastern-European
Journal of Enterprise Technologies, 6 (3 (138)), 35-47. https://doi.org/10.15587/1729-4061.2025.344643

1. Introduction transportation of huge volumes of cargo, among which a sig-

nificant share is hazardous goods. Transportation of such sub-

Railroad transport is a key link in the logistics system of many  stances as ammonia, chlorine, liquefied hydrocarbon gases, and
countries [1]. In the post-Soviet countries, railroads provide  petrochemical products is associated with increased risks [2].




Accidents on railroads during the transportation of hazard-
ous goods lead to catastrophic consequences. These include
chemical pollution of the environment, damage to ecological
systems, etc. In addition, such accidents in some cases pose
a direct threat to the life and health of people living near the
railroad infrastructure [3].

However, existing monitoring and response systems for
such incidents face a number of problems and do not provide
proper management of environmental risks [4]. Stationary
environmental control posts have limited coverage and can-
not promptly assess the situation at any point along the vast
railroad network. At the same time, standard procedures for
responding to accidents with hazardous goods are not flexible
enough since they do not take into account changing condi-
tions. The latter include the meteorological situation, topog-
raphy of the area, and the specific properties of a particular
dangerous cargo, etc.

Thus, taking into account the above problems, the task
of designing intelligent hardware and software systems ca-
pable of monitoring, analyzing, forecasting, and managing
environmental risks in railroad transportation becomes rele-
vant. In particular, the use of mobile automated monitoring
systems (MAAQMS), equipped with modern sensors and in-
tegrated with machine learning (ML) methods, opens up new
prospects in this direction [5, 6].

Thus, the relevance of this issue is predetermined by the
need to devise an effective model as a tool for monitoring and
managing environmental risks in accidents with hazardous
goods during railroad transportation. Such a model should
allow for multi-criteria optimization of management decisions
through processing data from mobile sensors (MAAQMS), risk
prediction on the railroad network graph, as well as adaptation
to sensor drift. This will make it possible to move from passive
registration of consequences to proactive, scientifically based
emergency management of railroad transportation.

2. Literature review and problem statement

Risk analysis and management in the transportation of
hazardous goods has been the subject of numerous studies.
Some of them consider the application of machine learn-
ing (ML) methods. In [7], approaches in this area are system-
atized but the paper did not cover advancements in the field
of graph neural networks. In [8], the authors use ML to ana-
lyze the severity of the consequences of incidents that have
occurred. However, the disadvantage of study [8] is the lack
of predictive ability for assessing and managing risks in real
time. Similarly, the framework for risk assessment proposed
in [9], although methodologically valuable, is a conceptual
structure, not an implemented model. A likely reason is, as
the authors of [9] note, the insufficient level of model testing
for various components of the transportation system.

The desire to design operational response systems has led
to the development of models for assessing risks in real time.
Thus, in [10], the authors used a hybrid GRU-DNN model for
risk assessment. However, they focused on time dependences.
Work [10] did not take into account the complex topology
of the transportation network. In [11], the authors outlined
a methodology for assessing risks in the transportation of haz-
ardous goods. However, study [11] did not take into account
the work with data from pollution sensors at the sites of acci-
dents with hazardous goods, which was due to the lack of real
source data. In [12], the authors use a fuzzy Bayesian network

to describe risks. However, such a model faces difficulties
in scaling to large and complex heterogeneous networks in
transport since the parameters of this model are more static
or cannot take into account the need for rapid data updates.
Work [13] describes a platform for optimizing hazardous goods
transportation routes but its main function is planning, not dy-
namic monitoring and risk prediction in the event of incidents.
This is due to the adopted initial research objectives [13].
Work [14] focuses directly on railroad transportation. The
authors propose models for describing incidents involving
the transportation of hazardous goods based on data analysis.
The disadvantage of this approach is that study [14] is more
focused on the analysis and classification of incidents. That
is, the model proposed in work [14] is not focused on building
a predictive spatiotemporal model of the spread of pollutants
at the scene of an accident involving hazardous goods.

Therefore, some authors have recognized spatiotemporal
graph neural networks (STGNN) as a promising tool for solv-
ing such problems. Studies [15, 16] confirmed that STGNN is
an effective method of predictive analysis in transportation
systems. However, those works were of a survey nature,
which is associated with the task of theoretical research set by
the authors. In [17, 18], the authors demonstrated the poten-
tial of this approach for tasks similar to monitoring the spread
of hazardous goods. However, the disadvantage of [17, 18] is
the assumption about the high quality of input data. And the
issues of reliability of the models themselves, information
systems, and data sources were ignored, since the researchers
conducted testing on a simplified set of time series data.

The key problem of such tasks is the uncertainty of both
the data from the scene of an accident with hazardous goods
and the model or control system itself. In [19], the authors
draw a clear distinction between the aleatory and epistemic
components. However, this differentiation has not been re-
flected in applied models for assessing the risks of transport-
ing hazardous goods.

It is worth noting that the primary source of uncertainty in
the data is the measuring devices themselves. Works [20, 21]
convincingly showed that low-budget sensors used in mobile
environmental monitoring systems are prone to significant
drift. Accordingly, they require frequent calibration, demon-
strating unstable operation in difficult situations. The authors
of [20, 21] considered the problem of sensor calibration, ma-
chine learning methods used during calibration, and various
ways to assess the effectiveness of calibration models. How-
ever, studies [20, 21] were limited only to stating this problem
and identifying the most critical research issues in this area,
which are associated with the inconsistency of studies, the lack
of sufficiently large data sets and effective models.

Our review of the literature [17-21] revealed a significant
gap in the considerations regarding models for monitoring
and managing environmental risks in railroad transportation
accidents involving hazardous goods. On the one hand, there
are powerful predictive architectures (STGNN) [15, 16], and on
the other hand, researchers face practical problems of uncer-
tainty [17, 18, 20, 21] and sensor degradation [11, 20, 21]. This
aspect is completely ignored in most theoretical models of risk
prediction at the scene of accidents with hazardous goods.
This calls into question their applicability as part of the corre-
sponding simulation models under real operating conditions
of railroad transportation when carrying hazardous goods. An
option to overcome these difficulties may be the integration of
spatiotemporal forecasting methods with formal uncertainty
assessment and mechanisms for online adaptation to sensor



drift. It is these approaches that are proposed to be used in
works [20, 21]; however, the authors did not propose a specific
solution tool, appealing to the lack of databases and effective
models. In addition, the proposals for solving this problem did
not contain mechanisms for taking into account uncertain-
ty [19] when modeling in the process of assessing the risks of
transporting hazardous goods. All this directly affects the qual-
ity of forecasts at the scene of accidents with hazardous goods.

The above allows us to argue that it is advisable to conduct
a study aimed at devising a single, holistic approach that would
integrate spatiotemporal forecasting methods with formal un-
certainty assessment and mechanisms for online adaptation
to sensor drift. This should occur within the framework of
a single decision support system at the scene of railroad trans-
portation accidents involving hazardous goods, which could
be implemented in the form of an effective simulation model.

3. The aim and objectives of the study

The purpose of our study is to build a simulation model
for monitoring and managing the environmental situation
that arose as a result of a railroad transportation accident
involving hazardous goods. This will make it possible, taking
into account the environmental consequences of the acci-
dent, available resources, and the purpose of taking actions to
eliminate the environmental disaster, to carry out an adaptive
interpretation of strategic decisions regarding the response to
environmental risks.

Research objectives:

- to build a mathematical model of automated monitoring
of environmental risks, based on the formalization of the in-
fluence of aleatory and epistemic uncertainty on the process
of assessing environmental risks at the scene of railroad trans-
portation accidents;

-to develop a functional model and algorithm of the
environmental risk monitoring and management system for
multi-criteria decision-making support;

- to perform experimental testing of the proposed simu-
lation model.

4. The study materials and methods

The object of our study is the process of monitoring and
managing environmental risks in the event of railroad trans-
portation accidents involving hazardous goods.

The principal hypothesis of the study assumes that con-
structing and implementing a simulation model of monitor-
ing and managing environmental risks on a railroad network
could lead to a prompt response to an emergency with mini-
mal consequences.

The basic assumption of our study is that ROC analysis,
PR analysis, and Pareto front evaluation of non-dominant solu-
tions could confirm the study’s hypothesis in simulation exper-
iments. The simplification of the study is the adoption of only
three mutually contradictory criteria for modeling in the simu-
lation model (time reduction, cost increase, damage increase).

The methodological foundation underlying our sim-
ulation model is the relevant works in the field of ML,
environmental risk analysis, and intelligent sensor net-
works [7-18]. However, unlike previous studies reviewed
earlier in [5, 6], the proposed model integrates the tasks of
calibrating the MAAQMS sensors, constructing pollution

maps, and optimizing the observation schedule into a single
mathematical model. A prototype of MAAQMS has been
proposed, which is a modular device based on Arduino Nano
and ESP8266 microcontrollers. MAAQMS contains sensors:
CCsS811, Si7021, BME280, GP2Y1010AUOF, as well as a Geiger
counter for monitoring ionizing radiation. Additionally, me-
teorological parameter sensors were installed — temperature,
humidity, pressure, wind speed. Data transmission is carried
out via the MQTT protocol using a Wi-Fi or GPRS module
(GSM/GPRS/GNSS/Bluetooth). Classical graph theory was
used to construct a mathematical model of automated mon-
itoring of environmental risks in accidents with hazardous
goods. The dependence proposed in [22] for describing the
modified focal loss function, taking into account temporal
consistency and the semi-tutoring technique, was improved
by taking into account the weights of sensitive zones. A spa-
tial-temporal machine learning model [23] was used for the
purposes of modeling environmental risk management sce-
narios. In this case, uncertainties that are distributed accord-
ing to the classical approach into aleatory and epistemic were
taken into account. The classical Pareto set approach was used
to solve the optimization problem, which determines a set of
strategies that cannot be improved according to all accepted
criteria simultaneously. The software implementation of the
simulation model of environmental risk monitoring and man-
agement was carried out on the basis of Python.

Simulation experiments on the performance of the math-
ematical model were performed using synthetic data. In the
task of automated monitoring and analysis of the risks of
accidents with hazardous goods, a spatiotemporal grid was
used to measure the data. That is, at each time point ¢, the
values of various features are recorded. These features include
air quality sensor readings, meteorological characteristics of
OKS, cargo parameters, and its hazard class [1]. In addition,
the features include binary or categorical information about
the fact of exceeding the maximum permissible concentra-
tion (MPC) on specific sections of the railroad infrastructure
using the example of Ukraine and Kazakhstan. The effective-
ness of the results of simulation experiments was assessed
by ROC analysis and PR analysis. In particular, the adequacy
of the simulation model was confirmed by achieving a high
area under the ROC curve (AUC = 0.990), PR analysis indi-
cator (AP = 0.940). These values confirm that the simulation
model is able to effectively identify events and minimize the
number of false positives. The Pareto front formed during the
experiment has no overlapping points, that is, it consists of
a set of non-dominant management decisions.

5. Construction of a simulation model for monitoring
and managing environmental risks in accidents
involving hazardous goods

5.1. Construction of a mathematical model for auto-
mated monitoring of environmental risks

A mathematical model for automated monitoring of envi-
ronmental risks in accidents with hazardous goods should be
constructed using graph theory as a basis. Let N be the num-
ber of spatial nodes in the railroad transport infrastructure,
including components for monitoring the state of the envi-
ronment. Then F is the number of taken into account signs
of changes in the state of the environment (exceeding MPC
or other). Therefore, for time point ¢, it is necessary to deter-
mine the observation matrix X; € RN(N X F), where the rows



correspond to spatial nodes, and the columns to attributes. For
this purpose, it is necessary to introduce additional variables:

- a vector of binary indicators y; € {0, 1}"N, reflecting the
fact of the presence or absence of exceeding MPC at the cor-
responding points, including places of railroad transportation
accidents involving hazardous goods;

- observability mask M, € {0,1}"(N X F), which registers
which specific features, including those obtained from mo-
bile sensors (MAAQMS), are currently available (that is, are
registered by the sensor and transmitted to the computing
module). Then, using a binary approach: 1 - the observed
feature is present, 0 — an omission.

Formally, this process can be represented by the following
equation

NxF

X, e RV, y efo1)", M, {01} (1

The proposed prototype of MAAQMS is a modular device
based on the Arduino Nano and ESP8266 microcontrollers. The
MAAQMS prototype provides autonomous collection, primary
processing, and transmission of telemetry to the server core
of the control system. The system contains sensors CCS811,
Si7021, BME280, GP2Y1010AUOF, as well as a Geiger counter
for monitoring ionizing radiation. Additionally, meteorologi-
cal parameter sensors are installed — temperature, humidity,
pressure, wind speed. Data transmission is carried out via the
MQTT protocol using a Wi-Fi or GPRS module (GSM/GPRS/
GNSS/Bluetooth).

Since the data from MAAQMS are characterized by incom-
pleteness, the task of correctly processing the gaps arises. For
example, incompleteness occurs due to temporary sensor fail-
ures or instability of the data transmission channel. Thus, there
is a need to introduce the observation operator — X,. This oper-
ator combines the actual received data, the recovered values of
the missing components, and the additive noise that describes
the random perturbations in the data transmission. Then the
observation operator model will take the following form

X!'=M,0X,+(1-M,)0X, +¢, )

where O is the element-wise product of matrices; X, is the
estimate of missing features obtained using specialized im-
putation algorithms [24] (autoencoders or graph imputators);
& is the noise component that models random errors in
MAAQMS measurements.

Accordingly, the observation operator (2) provides the
basis for further application of machine learning methods.
That is, each observed value X; € RN(N X F) should be treated
either as a real measurement or as an estimate supplemented
by probabilistic uncertainty.

Then the next step in such an analysis will be to take into
account the spatial structure of the railroad network. It should
be assumed that such a structure is naturally described in the
form of a graph. The nodes of the graph correspond to spatial
objects. These are the locations of sensors, both MAAQMS
and stationary ones. And the edges of the network are their
topological connections with density (E).

Then, taking into account the introduced adjacency matri-
ces 4 and D powers, the normalized Laplacian of the railroad
network graph L will take the following form

3

where L is the normalized Laplacian of the railroad network
graph; A is the adjacency matrix of the railroad network graph;
D is the power matrix (the sum over the rows of matrix A4).

Accordingly, the railroad network graph and the smooth-
ness by topology are determined from the following equation

Ly = X, tr{(2,)' 1 (112, @

where Z; - hidden embeddings of railroad network nodes
at time ¢; H - training linear projector (H is the head of the
model on the embeddings).

Functional (4) should be minimized in the process of
training the model. With the help of the obtained value of
Lgraph» the consistency of embeddings of neighboring nodes of
the railroad transport graph is "stimulated”. The Lgy,p, value
reflected the natural proximity of environmental conditions
on adjacent sections of the railroad infrastructure. After the
data structure is formalized and the topology of the railroad
network is taken into account, the main task arises — predict-
ing environmental risks at the scene of a railroad transpor-
tation accident involving hazardous goods. In other words,
under the conditions of an accident with hazardous goods, it
is not only necessary to record current MPC exceedances. In
addition, as a mandatory element of modeling based on ML
methods, to predict the probability of such exceedances on
sections of the railroad infrastructure in the future.

To this end, a spatiotemporal machine learning model [23]
should be introduced into the training algorithm. Such a model,
as shown in [25,26], is based on the sequence of observa-
tions X, the topology of graph A, and additional exogenous
factors. The latter include weather conditions and the type of
cargo being transported. It should be noted that A in the model
means the adjacency matrix of the railroad network.

Then the probability of exceeding MPC on horizon z should
be specified as follows

Pt :O'(fo (Xl:t’A’Clzt))’ Pric G[O’lJN, 5

where f; is a parameterized model (a graph recurrent neural
network predictor is used); (i, is exogenous factors (that
is, weather conditions and type of cargo transported, etc.);
o is a sigmoidal function [26]; p,,, is a vector reflecting the
probability of exceeding MPC for each node of the railroad
network graph during monitoring using MAAQMS;  is the
forecast horizon in time.

In the further analysis, a discrete time step is taken as
the time point ¢, counted from the moment of the emergency
event (¢t = 0). The time horizon 7 in equation (5) corresponds to
the forecast of the state of the air environment 7 steps ahead,
that is, within the response period of the mobile automated
air quality monitoring system (MAAQMS) after the event.
The time intervals ¢ are formed in accordance with the telem-
etry update cycle, which in the designed MAAQMS prototype
is 30 seconds. For a 10-minute observation interval, 20 discrete
observation points are taken. This provides the synthesis of
time series of concentrations of harmful substances.

In this problem, for the purposes of modeling using ML,
it is necessary to predict the exceedance of MPC at the scene
of a railroad accident during the transportation of hazardous
goods several steps ahead.

When implementing the model training procedures, it is
advisable to take into account the imbalance of classes (Pr).
That is, it should be assumed that situations with exceeding



MPC as a result of accidents during the transportation of haz-
ardous goods by railroad are quite rare. If we compare them
with normal conditions, then according to statistics, their
number is relatively small. And, accordingly, different sig-
nificance of spatial zones will be obtained. Thus, a modified
focal loss function should be used. Moreover, this function (6)
is supplemented with the weights of sensitive zones w, > 0.
The dependences used further in the model to describe
the weighted focal loss function (6), temporal coherence (7),
and the semi-tutoring technique were first proposed in [22].
The dependence for describing the modified focal loss func-
tion, taking into account [22], which is supplemented by the
weights of the sensitive zones, takes the following form

- a-yt[v]-(l—[)t[v])yx
Ly :zmwv x log p; [v]—(l—a)~(1—yt[v])>< R (6)
x ﬁ{v]y -10g(17ﬁt[v])

where w, > 0 are weighting factors for zones that have ecolog-
ical or social significance. These can be water protection areas,
urban development, etc. In other words, the so-called sanitary
zones; a., y are hyperparameters that regulate the contribution
of "positive” examples and the penalty for "difficult” cases for
classification. It is assumed that « € (0,1) and y > 0.

The novelty in expression (6) is the fact that the parameter
w, > 0 for "sensitive zones" from the point of view of ecological
monitoring at the site of railroad accidents with hazardous
goods is introduced into the model. This allows for further the-
oretical calculations and simulation experiments when using
ML to predict environmental risks for the railroad network.

To increase the stability of forecasts, it is necessary to in-
troduce an additional criterion of temporal consistency Liep.
This criterion will reduce the probability of sharp fluctuations
in forecasts that are not due to real changes in the environ-
mental situation on the railroad network, unlike [27, 28]. This
can be achieved by matching forecasts with predictions from
previous steps. The temporal consistency criterion can be cal-
culated from the formula

Liemp :Zt,v P [V]_% (ﬁt—l [V])’gt"z, 7

where qg is the regression model of the trend.

However, as with any risk assessment tasks (economic,
environmental, informational, etc.), including risks associated
with environmental factors, the data may be incomplete. In
addition, part of the information is unlabeled in such tasks.
Then, according to [28], the consistency criterion under sto-
chastic augmentations can be used in the calculations. In this
case, the model predictions for the original and modified data
should remain close, that is

Leons = ZtEr |: z:l’ )]

pi—p{”

where T is a set of stochastic data transformations. Or add-
ing noise, a random subsampling of sensors for MAAQMS;
E, is the mathematical expectation - the average value of
random transformations from the set T. That is, E, is the
value averaged over different random augmentations of MPC
at the accident site; p, - model predictions on "clean” data;
p{™) - predictions on data to which random augmentation T
was applied during ML.

In order for the MAAQMS sensor readings to be correctly
processed during ML, it is advisable to consider the subtask
of correct calibration of probabilities. For this purpose, the
conformal forecasting method should be used. In particular,
the event exclusion should be introduced into the ML model,
as well as the quantile estimate for the calibration set

8;=1-p;, q1_o =Quantile,_,, ({Si}jeC)’ ©)

where C is the calibration buffer, which is a sliding window
based on the latest observations of environmental pollution
parameters using MAAQMS; s; is the exclusion of "exceedance”.

Next, based on the calibration results, a confidence region
for exceeding the MPC is formed for the current time ¢

Aa(t):{v:ﬁt[v]ZI_‘il—a}’ Rt:szvﬁt[‘)]’ (10)
where A,(t) is the set of nodes of the railroad network, which
are classified as risk zones with a confidence level of 1 - a;
R, is the integral risk indicator for the entire network, taking
into account the weights of the zones.

For the completeness of the analysis, it is necessary to
divide uncertainty into alethoric and epistemic. Alethoric
refers to uncertainties according to [19], associated with the
randomness of observations using MAAQMS. And epistemic
uncertainties are those associated with the uncertainty of
knowledge of the presented model. Formally, this can be rep-
resented as follows:

Hi[v] == oy PE [ Jlogt [v],
an

where H, is the prediction entropy [19]; v, is the variance over
the dropout/ensemble.

Summarizing dependences (5) to (11), it should be noted
that they formalize the ML subproblems. Such decomposition
provides the prospect of their interpretation into the ML
model with subsequent implementation both as a simulation
model and as a computational kernel block for MAAQMS.

In other words, the aleatory uncertainty H, [v], modeled
using (11), reflects the natural randomness of the environ-
ment in the course of ML. Thus, in the problem of analyzing
the parameters of the state of environmental pollution at the
accident site, H; [v] shows that even with completely correct
data, there is always a probability of random fluctuations in
the concentration of pollutants. In particular, this can occur
due to the influence of turbulent air flows or unpredictable
wind gusts at the accident site.

Epistemic uncertainty v, [v] in expression (11) is associ-
ated with the lack of knowledge of the ML model. In other
words, in this problem it will manifest itself, for example, if
the MAAQMS sensor operates unstable. This can occur as
a result of the fact that data in a given area is collected ex-
tremely rarely, or the ML algorithm is not trained on a similar
situation. For example, there is a rare combination of weather
conditions and the type of dangerous cargo. The less data for
ML and the larger the scale of the unusual situation at the
accident site, the higher the epistemic uncertainty.

With the built ML model, two issues can potentially arise
during the operation of the MAAQMS:

- the so-called sensor drift occurs due to wear of electro-
chemical elements and causes an increase in epistemic uncer-
tainty if no correction measures are taken;



- change in data modes - such a problem is a consequence
of situations that are not typical for the training sample.

Therefore, further, based on the logic of applying ML
methods, the model should be expanded to dependences (12),
(13), (15). These dependences describe, respectively:

- sensor drift and online calibration procedure (for mod-
ern sensors, a priori is used);

- amechanism for adapting model parameters when chang-
ing the mode;

- statistical functionality for event detection (for example,
when an event should be understood as a sudden release of
a pollutant from sources other than railroad transport).

These dependences (12), (13), (15) together provide the
connection: "uncertainty” — "adaptation” — "detection”.

And such a connection is a necessary condition for the
operation of the computational core of the simulation model
and MAAQMS under conditions of real railroad transporta-
tion accidents.

Since one of the main reasons for the growth of the
epistemic component v, [v] is the drift of sensors, then, to
formalize the drift in the calculations, a model with additive
and multiplicative components should be introduced. Let %
be the true value of the pollutant impurity in the railroad
transport node (i) at time (). Then the observed value of the
MAAQMS sensor can be described by the following formula

2 o+ x 4+ g0 42, (12)
where oY - multiplicative drift, that is, change in sensitivity
of the MAAQMS sensor; ﬂt(i) - additive drift, that is, zero off-
set; ¢ — measurement noise.

The parameter vector (a(?, 8{) evolves in time as a ran-
dom process. Typically, the process is modeled as a low-order
autoregression. In order for the monitoring system to remain
operational, the APS computing core must perform online
calibration. Technically, this is usually achieved by applying
regular updates of estimates (a(”,B"). Online calibration
should be based on known "reference” observations.

The vector of drift parameter estimates can be described
as follows

0 =60 Vo Ly (¢).

‘calib (13)
where 7 is the learning step; L ., (t) is the calibration error
functional (in the MAAQMS system, the difference between
the observations of the sensor and reference sources - sta-
tionary sensors monitoring the state of the environment was
used); Vg is the gradient (nabla operator), or the vector of
partial derivatives of the error function with respect to pa-
rameters (a, ff) or

VoL (t):[a'l’ifalib (t) ’ 0 Ligyy, (t)J

‘calib oa P ﬁ

(14

In addition, when implementing a simulation model
with MAAQMS, in addition to the fact of sensor drift, it is
necessary to take into account the change in data modes.
In particular, for ML, it is necessary to take into account
emergency releases of hazardous goods, sudden changes in
weather conditions, and the receipt of data from new types of
sensors that are installed stationary. These changes in the ML
model must be recorded, so event detection statistics are used
for this purpose [2]

15)

S, =n:zb1]x(o,st,1 +1,—k),

where [, is the logarithmic likelihood ratio between the current
model and the alternative hypothesis of a "change in mode” of
the MAAQMS sensors; k is the regularization threshold.

Then, if the S; value exceeds the pre-set MPC level of haz-
ardous goods on the railroad network, MAAQMS will record
this event. This is either an emergency release or a necessary
change in the mode of operation of the MAAQMS sensor.

In other words, in the ML model, expressions (1) to (15)
ensure the system’s resistance to sensor degradation and unex-
pected situations. And in the hardware implementation of the
MAAQMS structure, expressions (12), (13), (15) connect the ML
model with the operation of the hardware part of the system.

Thus, the mathematical model of automated environ-
mental risk monitoring can be formalized as multi-criteria
optimization

min (i 14)- 2 (). s () (16)
where u; - management strategy (distribution of liquidation
resources, choice of evacuation routes, etc. is determined
when drawing up the technical task of emergency monitoring
and decision-making); U - admissible set of strategies.

The first optimization criterion is the integral environ-
mental damage, which takes into account the spatial-tempo-
ral distribution of the pollutant and its weight coefficients in
socially significant zones along the railroad transport network

Jh (ut) = ZTT:OZVWv “Dric [V]'Cu (utvf),

a7)

where w, — weight of the railroad network node (in terms
of consequences for the environment, population activities,
etc.); Diir [v] - probability of exceeding MPC as a result of
a railroad transportation accident involving hazardous goods;
cy(uy, 7) — cost of damage with the u, strategy.

The second optimization criterion is the time to eliminate
emissions of hazardous goods to a safe level

Ja (ut):min{rzﬁm [v]<5 VveV}, (18)
where J - MPC safety threshold (dictated by international and
national standards and regulations); V - the set of all nodes
of the railroad network, along which hazardous goods are
transported.

The third optimization criterion is economic costs, de-
scribed by a functional that depends on the mobilized resources
to overcome the consequences of a railroad accident [29]

Ja (ut):zTT:OCost(u,,r), 19)

where Cost(u,, 7)) — economic costs for liquidation of conse-
quences of accident on railroad transport during transporta-
tion of hazardous goods with the corresponding strategy u;.

Since criteria J;(uy), Jo(uy), J3(u,) are contradictory, there is no
single "best” solution. Therefore, it should be assumed that this
optimization problem can be solved in terms of Pareto set [22]

P={u,eU‘§9u;:jk (u,),vk k(u[)<jj (ut)} for _ just _one j.(20)

In (20), the set P will define a set of strategies that cannot
be improved on all criteria simultaneously.



Therefore, if decision makers want to minimize the elimina-
tion time J>(u,), they will have to sacrifice economic costs J3(uy).
On the contrary, if the goal is to minimize damage to the
ecosystem J;(u;), then the model during the simulation will
recommend more expensive and longer-term measures. The
latter include the complete closure of the railroad branch on
which the accident with hazardous goods occurred.

5.2. Construction of a functional model and develop-
ment of an algorithm for the environmental risk moni-
toring and management system

The functional model of the environmental risk monitoring
and management system includes the following levels (Fig. 1):

- the first level is hardware. This level includes sensor
modules, that is, sensors, a microcontroller for primary signal
processing, a communication module (LTE/LoRa) with sup-
port for the MQTT protocol;

- the second level is communication, which includes an
MQTT broker and a transport channel that ensure the deliv-
ery of telemetry from the MAAQMS to the computing server;

- the third level is computing, which includes a server
core that implements machine learning models and the as-
sessment of MPC indicators (that is, detection) and optimi-
zation of strategies. The calculation takes place in a program
implemented in the Python programming language;

- the fourth level is interface, which includes a module
for visualizing pollution risk maps and recommendations for
railroad transport dispatching services. Decisions regarding
environmental risk management are made at this level.

In the functional model, each level (a specific hardware
process) is associated with a corresponding mathematical in-
terpretation from the model of automated environmental risk
monitoring. In particular, dependences (1), (2), (4) work on
data received from sensors via MQTT. They provide normal-
ization and filtering of telemetry from sensors. Dependences
(5) to (11) are processed in the server ML module. They also
form pollution risk maps and calibrated probabilities. Depen-
dences (12), (13), (15) perform online correction of MAAQMS
sensor readings and detection of emergency events — emis-
sions of hazardous goods. Dependences (16) to (19) are im-
plemented programmatically in a high-level language in the
optimization core of the simulation model.

Fig. 2 shows a diagram of the algorithm based on the func-
tional model.
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Fig. 2. Algorithm of a simulation model for monitoring
and managing environmental risks

The developed algorithm allows for further software imple-
mentation of a simulation model of environmental risk mon-
itoring and management based on applied

programming languages. In particular, a demo
version of the program based on Python was
developed on its basis.

5. 3. Testing the proposed simulation
model

At this stage of the study, simulation
experiments were conducted without using

the results of real monitoring of indicators ac-

cording to MAAQMS, that is, using synthetic
data. First of all, the purpose of such a simu-
lation experiment is to check the performance

of the models in the demo version of the

program, described by expressions (1) to (20).

) . Process of transporting  f-
Railroad accident - hazardous goods B e mdoik
Environmental condition <:1[
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Level 4. Interface 1Sk map visualization protection
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Fig. 1. Functional model of the environmental risk monitoring

and management system

Sensors and, accordingly, the data obtained
from them on pollution are not yet used. The
use of synthetic data during the computa-
tional experiment will allow for a controlled
variation of the conditions. These include the
intensity of emissions of harmful substances
at the site of a hypothetical accident with



hazardous goods, the proportion of misses, sensor drift, etc.
Additionally, the results of these experiments will allow for the
calibration of probabilities and the assessment of the quality of
multi-criteria optimization.

The simulation experiment was conducted using a pro-
gram written in the algorithmic language Python. The proce-
dure for the simulation experiment is given in Table 1, the ex-
perimental factors (initial parameters) that were determined
by expert means for simulation modeling are given in Table 2.
It is assumed that the set of synthetic data for the experiment
includes 3000 records that were given empirically (Table 3).

The results obtained during the simulation experiment
are shown in Fig. 3-7, which are displayed by the SM soft-
ware module.

To assess the quality of the spatial-temporal predictor (for
the binary classification task - the presence or absence of
exceeding the MPC), the receiver operating characteristic was
obtained during the SM testing (Fig. 3). This is the so-called
ROC curve (Receiver Operating Characteristic curve).

The plot in Fig. 3 shows for the synthetic data set from
Table 3 the obtained ratio between the shares of true positive

classifications (True Positive Rate scale) and the shares of
false positive classifications (False Positive Rate scale) when
varying the decision threshold. As can be seen in Fig. 3, the
ROC curve demonstrates high predictive ability for model (1)
to (20). The ROC curve (solid blue line in Fig. 3) showed rapid
growth and rapid approach to the upper left corner of the
coordinate plane. The result indicated the ability of the classi-
fier to provide a high percentage of event detection. In Fig. 3,
it can be noted that the value of the indicator was AUC = 0.990
(area under the ROC curve or Area Under the Curve, AUC).
This is a high result for a simulation experiment. It is close
to the ideal value of 1.0. The distance of the ROC curve from
the diagonal dotted line (shown by the orange line in Fig. 3
and corresponding to the performance of a random classifier
(AUC = 0.5)) confirmed the acceptable predictive ability of the
model. And the results obtained for the synthetic laboratory
data set (Table 3) verified the effectiveness of the proposed
ML model (5) to (11) with a high degree of accuracy in distin-
guishing between states with and without exceeding the MPC
at the site of a hypothetical accident with hazardous goods on
railroad transport.

Table 1

Step-by-step procedure for a simulation experiment

Step number | Short name of the Step

Actions during the implementation of the simulation experiment Step

1 Initialization

The values are set: N, T, topology G, factor levels according to Table 2

2 Trajectory generation Cy., 1s set: weather conditions, emissions of hazardous goods u; etc.
3 Change calculation The ca¥culat.10n according to formula (1) is applied and the contemplation mask is determined M,.
X, (2) is derived
. Normalization is performed according to (2), and a regularization graph of the railroad network is
4 Preprocessing .
constructed according to (4)
.. Predictor is determined fy, (5) with losses (6) to (8).
> ML model training Calibration is performed according to (9)
6 Uncertainty assessment | From (11), determine H; and V;. Risk maps are built
7 Online correction From (13), reset the values ((x,("), ,(i)), and also from (15) statistics are collected for ML
3 ML block for Pareto op- | Using (17) to (19), the values are calculated: j;(u,), j2(u), j3(u;). The Pareto front is built. Determine
timization of strategies | strategy u,
9 Metrics and visualiza- | PR (Precision-Recall) and ROC (Receiver Operating Characteristic) curves, reliability diagrams, risk
tions heat maps, S;graphs are constructed (15), Pareto front, summary tables for taking management actions
10 Sensitivity testing The model is tested and the stability analysis is performed when the variable parameters supplied to
the output change
11 Result fixation Output tables and graphs are generated
Table 2
Experimental factors for simulation modeling
No. Factor Designation Variance level
1 Signal-to-noise ratio 1/o low/medium/high
2 Data gap fraction Fmiss 0%, 10%, 30%

3 Intensity of MAAQMS sensor drift AR for (af, B) weak/moderate/strong

4 Size of the railroad network graph N 20, 50, 100 nodes

5 Density of connections in the graph E 0-50

6 Pollutant emission capacity ||| low/medium/high

7 Duration of an emergency release of dangerous goods T short-term/medium/long-term
8 Class imbalance (exceeding MPC) (Pr) rare/moderate/frequent

9 Regularization coefficient in the loss function A Defined by expert

10 Probability calibration parameters a a=0.05,0.1,0.2




A fragment of the synthetic dataset used in the simulation experiment (11 records out of 3000 are shown)

Table 3

Indicator and its designation Railroad network graph node ID - node_id

in the simulation modeling module 0 1 2 3 4 5 6 7 8 9 2
plscrete s.tep of simulation model- 1 1 1 1 1 1 1 1 1 1 2
ing (t) - time
Air temperature — temperature 19.36 | 24.44 15.37 19.75 24.54 12.65 | 24.36 | 24.55 | 22.86 18.47 22.74
Wind speed - wind_speed 3.51 2.15 0.24 4.20 3.61 4.11 3.58 3.92 3.10 2.65 3.37
Moisturize - humidity 63.78 55.29 54.24 41.83 63.73 54.88 67.69 67.98 61.05 49.45 59.78
Type of hazardous goods (categori- Toluene | Toluene | Toluene | Toluene | Toluene | Toluene | Toluene | Toluene Ar{lmo- Toluene Formalde-
cally) - cargo_type nium hyde
The power of the release of hazardous

goods at the accident site — emis- 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
sion_level

Actual reading, taking into account | 54 | 55 | 035 | 110 | 037 | 065 | 050 | 036 | 011 | 002 0.90
noise and drift - sensor_value

Mask of observation (M;) — mask_obs 1 1 0 1 1 1 1 1 1 1 1
Binary indicator of exceeding the MPC

of hazardous goods - exceed_PDK 0 0 0 0 0 0 0 0 0 0 0

In addition to the ROC analysis, a Precision-Recall curve was
constructed to assess the quality of the model (5) to (11), Fig. 4.
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Fig. 3. Visualization of the Receiver Operating Characteristic
curve in the simulation model (output from
the software module)
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Fig. 4. Visualization of the Precision-Recall curve in the
simulation model system (output from the software module)

The curve shown in Fig. 4 demonstrated the effectiveness
of the developed predictor f; (5). The trajectory of the curve

at 4 is located close to the upper right corner of the plot. This
confirmed the ability of the model to maintain a high level
of accuracy over a significant range of values of the com-
pleteness of the data set in Table 3. The model maintained
the accuracy of predictions close to 1.0. The AP value was
AP =0.940. This AP value during simulation confirms that
the model is able to effectively identify events and at the same
time minimize the number of false positives.

To visually represent the results of modeling the spa-
tial-temporal distribution of the pollutant, a heat map was con-
structed (Fig. 5).
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Fig. 5. Concentration estimate (concentration_est) in matrix
form (output from the software module)

The visualization in Fig. 5 displays the estimated concentra-
tions (concentration_est) in a matrix form. In Fig. 5, the vertical
axis is time (time). The horizontal axis is the identifiers of the
railroad network nodes (node_id). The color intensity in each
cell in Fig. 5 is proportional to the concentration level in the rail-
road network node at a time according to the scale shown on the
right. Based on the analysis of the heat map, the decision maker
or the operator working on the server side concludes that there
is a pronounced spatial heterogeneity in the process of leakage
and spread of hazardous goods. Figure 5 shows that a limited
group of nodes is affected. For the dataset under consideration,
these are nodes with indices from 0 to ~ 5. For them, increased



levels of concentration of hazardous goods were recorded
during the experiment. In Fig. 5, they are shown in green and
yellow shades. The rest of the network remains in the zone
of low, background values. These are dark blue and purple
shades. That is, this result simulates the localized nature of
an accidental release of hazardous goods. A development of
this form of representation of the results of the simulation
experiment was the heat map (Fig. 6).
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Fig. 6. Visualization of the results of the machine
learning model in the form of a heat map (output from
the software module)

The map in Fig. 6 visualized the results of the ML model
(5) to (11). The axes in Fig. 6 show the states for each node
(node_id) and the time points (time) when an event was
recorded for the simulated data sets during the simulation
experiment - exceeding the MPC of hazardous goods. Ulti-
mately, such a result, which is displayed on the server, pro-
vides additional tools for prompt decision-making regarding
the response to emissions of hazardous goods at the scene of
a railroad accident.

But unlike the map of continuous concentrations (Fig. 5),
a discrete color scale was used in Fig. 6. In Fig. 6, bright yel-
low color indicated a recorded exceeding of the MPC. This is
an alarm state for the person making management decisions.
While dark purple - finding the concentration of hazardous
goods within the normal range, that is, it is a safe state. The
spatial distribution of risk events for the considered dataset
(Table 3) was consistent with previously obtained data. That
is, dangerous states are localized in the same limited group of
nodes with indices from 0 to ~ 7.

The final stage of the analytical core is the formation of rec-
ommendations for decision-makers. Fig. 7 shows a three-di-
mensional visualization of the results of the multi-criteria
optimization block.

Each point in the three-dimensional space in Fig. 7 corre-
sponds to one potential response strategy for the dataset under
consideration. The strategy, accordingly, was evaluated during
the simulation by three mutually contradictory criteria Jy, J5,
Js, expressions (17) to (19). The set of presented points for Jj,
J, J3 forms a Pareto front. That is, it is a surface consisting
of non-dominant solutions for J;, J,, J5. This means that for
any point on this surface of the plot in Fig. 7 it is impossible
to find another strategy that would be better by all three cri-
teria simultaneously. Improving one indicator, for example,
reducing the time J,, will inevitably lead to a deterioration of
at least one other. That is, to an increase in the value of J; or
aloss of J;. The graph in Fig. 7 for people making managerial

decisions illustrates these compromises. Such visualization of
simulation results offers not only the only correct answer but
also provides a full range of the most rational and balanced
alternatives. That is, the manager makes his/her choice based
on substantiated and quantitatively supported data when
choosing a strategy using the simulation results since s/he is
able to choose a strategy that best meets operational priorities
and available resources when eliminating an accident with
hazardous goods on railroad transport.

Strategy Candidates (3D)

33 (cost)

Fig. 7. Visualization of the Pareto front in a simulation model
(output from the software module)

For decision-makers, the Pareto set is displayed in 3D for-
mat (Fig. 7). It contains candidates for optimal strategies for
responding to an emergency situation with hazardous goods at
the scene of a railroad accident. In particular, for example, the
following strategies can be proposed based on the data provided:

1. Environmental optimization strategy (minimum J;).
This strategy is focused on the least environmental impact at
the cost of greater costs or time. According to the plot (Fig. 7),
these are the points closest to the beginning of the axis Jj.
In this case, the costs will be the highest (about 1.0-1.4) since
environmental measures are expensive. The conditional time
for eliminating the consequences will be about 1.0-1.5, since
the implementation of expensive environmental measures
often requires a lot of time.

2. Economic optimization strategy (minimum J,). This
strategy is aimed at minimizing the cost of measures at the cost
of greater environmental impact on the environment, while
the conditional time for eliminating the consequences will
take an average value. According to the plot (Fig. 7), these are
the points that are closest to the beginning of the axis J;. In this
case, the J; indicator is likely to be the highest (about 0.6-0.7)
since cheap solutions are often less environmentally friendly.

3. Compromise (balanced) strategy. This strategy is designed
to reflect the best balance between all three criteria, avoiding
extreme costs or risks. According to the plot (Fig. 7), these are
the points located in the middle part of the Pareto Front. This
is approximately the area where J; is 0.3-0.4; J, - 1.0-1.4;
J5 - 0.4-0.7 (Fig. 7).

The decision maker’s choice of the final strategy depends
on the priorities and goals of environmental risk manage-
ment. If the priority is ecology, solutions closer to 0 on the J;
axis are chosen; if the cost of the measures is closer to 0 on
the J; axis. If there is no clear priority, the decision maker



chooses a compromise strategy. Thus, the plot in Fig. 7is a key
tool in choosing the final action plan for the elimination of
accidents with hazardous goods.

6. Results of testing the proposed simulation model for
monitoring and management of environmental risks:
discussion and summary

A simulation model of monitoring and management of
environmental risks in accidents with hazardous goods on
railroad transport has been built. It is based on the model
of automated monitoring of environmental risks (1) to (20).
The model built differs from existing solutions by integrating
drift correction of sensors of the mobile automated air quality
monitoring system (MAAQMS) with differentiation of data
into multiplicative and additive components. A functional
model (Fig. 1) and an algorithm of the environmental risk
monitoring and management system (Fig. 2) have been pro-
posed. The functional model includes 4 levels, each of which
corresponds to separate dependences of the automated envi-
ronmental risk monitoring model. In particular, dependences
(1), (2), (4) are implemented at the hardware level, which oper-
ate on data received from sensors via MQTT. Dependences (5)
to (11) are processed at the communication (second) level of
the functional model. Dependences (12), (13), (15) perform
online correction of the readings of MAAQMS sensors and
detection of emergency events — emissions of hazardous goods
at the third level — computational. Dependences (16) to (19) are
implemented programmatically in the Python programming
language in the optimization kernel at the fourth level of the
model. This makes it possible to make informed decisions on
managing environmental risks in transport.

Unlike [17, 18, 20, 21], in which researchers encountered
practical problems of uncertainty, in our study this is taken
into account in dependence (11). For this purpose, uncertainty
is divided into alethoric, associated with the randomness of
observations using MAAQMS, and epistemic, associated with
the uncertainty of knowledge of the presented model. The is-
sues of sensor degradation [11, 20, 21] are taken into account
by online correction of indicators in the SM algorithm (Fig. 2),
dependences (12), (13), (15). Based on the logic of using ML
methods, these dependences, unlike [11, 20, 21], take into
account sensor drift and online calibration (12); adaptation
of model parameters when changing the mode (13); type
of emergency event and its consideration in modeling (15).
In particular, for ML, accidental releases of hazardous goods,
sudden changes in weather conditions, and data from new
types of sensors that are installed stationary are taken into
account. Spatial-temporal forecasting methods are taken into
account in the optimization kernel of the simulation model
and dependences (16) to (19). They adopted three optimiza-
tion criteria: integral environmental damage, time to elimi-
nate emissions of hazardous goods to a safe level, economic
costs of overcoming the consequences of a railroad accident.
As a result, it was proposed to apply the Pareto set approach
to solving the optimization problem, taking into account the
contradictions of its criteria.

Simulation experiments were conducted without using the
results of real monitoring of indicators according to MAAQMS,
that is, using synthetic data. The results of visual analytics are
reported, which were obtained after the final processing of
data in the optimization kernel of the model. The results of
simulation experiments were evaluated by ROC analysis and

PR analysis. The adequacy of the mathematical model was con-
firmed by achieving a high indicator of the area under the ROC
curve (AUC = 0.990), the indicator of PR analysis (AP = 0.940).
Pareto maps of alternatives for responding to environmental
risks were determined, which make it possible to make man-
agement decisions depending on the priority goals.

A limitation regarding the use of the constructed sim-
ulation model is the fact that its demo version involves the
use of up to 3 criteria simultaneously in the optimization
kernel. Therefore, in the future development of research, it
is envisaged to expand the parameters for optimization and
determine the Pareto front. The disadvantage of the study is
that at the moment the testing was not carried out on real but
on synthetic data. In the advancement of this study in the fu-
ture, it is planned to test the simulation model on information
about emergency situations in railroad transport, available in
statistical sources.

The results obtained during the study will further serve
to implement the simulation model in the activities of rail-
road transport units for monitoring and managing environ-
mental risks in the transportation of hazardous goods. Such
units operate in each country, as a rule, in the structure of
the main railroad transport operator for the purpose of im-
plementing environmental management and environmental
risk management.

Possible directions for the development of this research,
taking into account the above shortcomings and limitations,
may be the calibration of the mathematical model of automated
environmental risk monitoring by expanding the criteria in the
optimization kernel. This will be possible based on the results of
testing the simulation model using information on emergency
situations in rail transport available in statistical sources.

7. Conclusions

1. A mathematical model of automated environmental
risk monitoring has been constructed, which differs from ex-
isting solutions by integrating drift correction of sensors of the
mobile automated air quality monitoring system (MAAQMS)
with data differentiation into multiplicative and additive com-
ponents, as well as with ML-detection of MPC exceedances,
implemented in a single architecture of the simulation model
of environmental risk monitoring and management. This
together makes it possible to compensate for systematic mea-
surement biases and stabilize the triggering of early warning
under conditions of missed observations from MAAQMS sen-
sors, based on machine learning methods. It is shown that the
combination of alethoric and epistemic uncertainties in the
tasks of assessing environmental risks at the scene of accidents
with hazardous goods gives an effect in assessing risks in real
time. This occurs due to the formalization of uncertainty chan-
nels of MAAQMS sensor readings and ML models, as well as
their influence on risk assessment metrics. This is due to the
subsequent choice of strategies through a simulation model
by decision-makers at the scene of accidents involving rail-
road transport carrying hazardous goods. A multi-criteria de-
cision support model is proposed based on Pareto optimality
with explicit criteria of environmental damage, time to bring
to a safe state, and the cost of responding to the consequences
of accidents involving hazardous goods.

2. A functional model and algorithm of the environmental
risk monitoring and management system have been devel-
oped. The functional model of environmental risk monitoring



and management includes four levels: hardware, communica-
tion, computing, and interface. At the last level, pollution risk
maps are visualized, and recommendations are made for rail-
road transport dispatching services, as well as decision-mak-
ing on environmental risk management. The proposed algo-
rithm was used as the basis for the development of modules of
the simulation model of environmental risk monitoring and
management based on Python.

3. During the simulation experiments, it was demon-
strated that it is advisable to build the assessment of such
criteria on the data of environmental monitoring and use
them in the future for ranking strategies. The results of vi-
sual analytics obtained at the output for decision-makers are
presented. The results of the simulation experiments were
evaluated by ROC analysis, PR analysis. The adequacy of
the model was confirmed by achieving a high indicator of
the area under the ROC curve (AUC = 0.990), the indicator
of PR analysis (AP =0.940). Such values of the indicators
confirm that the simulation model is able to effectively
identify events and minimize the number of false positives.
The heat maps "time X node”, the drift tracing of MAAQMS
sensors, and the Pareto maps of response alternatives have
been described and analyzed. In practice, this ultimately
contributes to the prompt selection of uncertainty-resistant
strategies, including under conditions of limited resources
at the scene of an accident involving hazardous goods on
railroad transport.
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