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This study investigates processes of message trans-
mission via the Internet to a virtual private cloud using
Shamir’s scheme.

The evolution of the infocommunication infrastruc-
ture has led to an increase in the role of cloud services.
As a result, the requirements for information protec-
tion along the paths of message delivery to the clouds
are increasing.

The task addressed is to reduce the probability of
compromising messages transmitted by a communica-
tion system..

The parameters of the information transmission
system that affect the probability of compromise of
messages transmitted to the virtual private cloud
have been studied. The most vulnerable elements in
the communication system were found. To practical-
ly implement the Shamir scheme via the Internet, the
possibilities of using existing routing technologies
were studied.

For information transmission systems with ideal
nodes, the overall level of compromise significantly
depends on the probability of compromise of one path
element, especially for remote clouds. An increase in
the probability of compromise on a single hop from
0.03 to 0.1 for 10 hops in a three-path system leads to an
increase in the total compromise from 0.02 to 0.28.

Protecting intermediate nodes from attacks is criti-
cal for remote clouds. With 10 hops in a three-way com-
munication system, the overall probability of compro-
mise increases fourfold from 0.02 to 0.08 with the same
impact of an individual node and hop.

Protecting end nodes for a communication system
is of significant importance compared to nodes along
the paths. The probability of compromise of end nodes,
equal to 0.1, gives an increase in the total level of com-
promise from 0.03 to 0.21

Keywords: probability of message compromise,
Shamir’s secret distribution method, virtual private
cloud
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1. Introduction

The growth of information volumes transmitted in the
modern world between objects of infocommunication in-
frastructure leads to a significant complication of networks,
hardware, and software, which, in turn, increases the risks
of information damage. On the other hand, the methods of
influence and hacking of transmitted information flows by
attackers are being improved. Therefore, the development of
secure communication systems must comply with modern
information security standards [1, 2], which are constantly
being improved.

Modern infocommunication systems increasingly use
Virtual Private Cloud (VPC) infrastructure for data storage
and processing, which ensures scalability and flexibility of
services. However, the transmission of messages to VPC
occurs via the Internet, which is an open and potentially dan-
gerous environment. Even the use of conventional security
protocols, such as VPN, TLS, or IPsec, does not guarantee
full system stability in the event of compromise of intermedi-
ate nodes of the route. This necessitates devising additional
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mechanisms to reduce the level of compromise and resis-
tance to attacks.

One of the promising approaches is the use of multipath
routing in combination with the well-known secret sharing
method - Shamir’s Secret Sharing (SSS) [3]. The message is
divided into fragments that are transmitted via independent
routes, which significantly reduces the probability of compro-
mising all information when capturing part of the channels.
And the use of the SSS secret sharing method provides the
ability to choose a threshold parameter k at which the mes-
sage cannot be restored if there are fewer parts. This provides
mathematically justified cyber resilience and creates condi-
tions for increasing the level of security of data transmitted
to virtual cloud infrastructures via the Internet.

The results of the study of methods for reducing the level
of message compromise in systems for transmitting to VPC
clouds via the Internet will make it possible to improve com-
munication systems used in practice.

The requirements for the security of information flows in
the infocommunication environment are constantly increas-
ing; therefore, research into solving the issues of transmitting




messages via the Internet with a low probability of compro-
mise is relevant.

2. Literature review and problem statement

The task of using the Shamir scheme with multipath
routing between two nodes with intersecting paths is solved
in [4, 5]. Comparisons of the probabilities of compromising
messages transmitted in networks with intersecting paths
with networks in which the paths do not intersect are given.
Recommendations for reducing the probability of compro-
mising a message by using intersecting paths are devised.
An analytical solution is proposed for several simple net-
work configurations but research questions on the use of
the Shamir algorithm for networks of practical importance
remain unresolved. In addition, the issue for the Internet
network is not solved.

In work [6], the task of increasing the protection of in-
formation transmission using the Multipath TCP (MPTCP)
protocol is solved when a mobile terminal is simultaneously
connected to several network interfaces. The authors pro-
posed using a method of distributing data over different
paths. An attacker cannot obtain data even if s/he observes
traffic on a part of all paths. An example with two 4G and
Wi-Fi interfaces in a smartphone is considered. The MPTCP
module is located on top of TCP and ordinary programs are
not aware of the existence of the superstructure. The MPTCP
protocol establishes a connection with two or more TCP sub-
flows. The work provides one of the options for implement-
ing multipath routing, which can be used to organize the
Shamir scheme over the Internet using the MPTCP protocol.
However, the Shamir scheme was not used by the authors
to increase the protection of transmitted information. The
increase in message security was achieved by scattering data
over two paths.

In subsequent works, the possibilities of using the mod-
ernized MPTCP protocol [7] to increase the reliability of
information transmission by reserving channels were inves-
tigated; the security problems of multipath TCP [8] were also
considered. The impact of such attacks as denial of service
DoS and DDosS, Session Hijacking, SYN interception, etc.
were investigated.

To protect data transmission over the MPTCP pro-
tocol, a special protocol, Secure Connection Multipath
TCP (SCMTCP) [9], was devised, which used elliptic curve
cryptography to generate a secret key. This protocol also used
a third-party certification center to ensure the authenticity of
public keys exchanged between communicating parties.

In the reviewed studies [6-9] on the MTCP protocol the
problems of multipath routing with a small number of paths
were solved, which makes the use of the Shamir scheme in-
efficient due to the use of small-degree polynomials. This sig-
nificantly reduces the level of information protection under the
Shamir scheme. However, the problem of organizing a sufficient
number of paths to implement the Shamir algorithm with an
increased level of message protection was not solved in those
papers. The probabilities of compromising messages transmit-
ted over the network were also not considered and not solved.

The capabilities of the Shamir algorithm are described
in papers on the use of the Multiprotocol Label Switch-
ing (MPLS) protocol in the Internet.

MPLS technology is designed primarily to provide high-
speed packet delivery. The MPLS network architecture does

not provide encryption of headers or payload. Security issues
were not the main issue in the development of this technol-
ogy. In [10], it was proposed to integrate it with the Shamir
SSS secret data sharing scheme to improve security in the
MPLS network. The paper solves the problem of comparing
the performance of two secret discovery algorithms: the
classic Shamir scheme and a modified scheme using only the
XOR operation. It is shown that the proposed secret recovery
algorithm significantly reduces the processing time for secret
distribution and recovery. However, the authors did not study
the impact of the values of the combination (k, n), where k is
the threshold and n is the number of paths, on the level of
information protection when transmitting over the Internet
using the SSS scheme. The problem of the impact of elements
along the paths from the user to the VPC cloud on the proba-
bility of message compromise is not resolved.

MPLS technology is vulnerable to failures due to its ar-
chitecture. Path recovery is mainly provided by redirecting
traffic around the node that failed the LSP path, which leads
to significant recovery delays and can lead to packet loss.
Such vulnerabilities are critical when transmitting import-
ant information. In [11], to ensure fault tolerance in MPLS
networks with Multiprotocol Label Switching Traffic Engi-
neering (MPLS TE), the use of the Shamir algorithm with a
modified threshold distribution scheme (k, n) and multipath
routing is proposed. An IP packet entering the MPLS network
was divided into n parts, which were sent to n LSP paths of
the MPLS network. To reconstruct the original IP packet, it is
enough to obtain k parts. The proposed modernization of the
threshold distribution scheme in the Shamir scheme elimi-
nates both single and multiple failures in the communication
system. But the probability of message compromise during
transmission over the Internet was not considered and solved
by the authors.

In [12], an analysis of MPLS networks and ways of their
further development are provided. In addition to the technol-
ogy with MPLS TE traffic engineering, traffic engineering
technologies taking into account various MPLS TE DiffServ
services and Multiprotocol Label Switching Transport Profile
(MPLS TP) technology are considered promising. The MPLS
TP standard extends MPLS technology for use in transport
networks, combining packet transmission functions with
the reliability and capabilities of conventional transport
networks such as SDH/SONET. To solve the problem of
increasing the level of secure information transmission, it
is proposed to use MPLS TE technology with 1 4+ 1 and 1:1
redundancy. But redundancy cannot provide a high level of
message protection, which is provided by the Shamir scheme.
The issue of the probability of compromise of messages trans-
mitted in the network is not solved in the work.

Practical use of secret data exchange to increase confi-
dentiality in cloud systems based on the Shamir algorithm
is proposed in [13]. The authors developed the Datachest
application for storing confidential data in commercial cloud
data storage systems using Multicloud technology in com-
bination with the Shamir scheme. It is proposed to divide
cryptographic keys into shared resources and store them in
different clouds. According to the Shamir algorithm, not the
keys themselves were transmitted, but information for their
recovery. To do this, polynomials with random coefficients
and a secret, which is a free member of the polynomial, were
generated at the transmitting end, then for each polynomial
the mod residues from the prime number chosen by the
sender were calculated. The prime number and individual



mod values were transmitted to each cloud. At the receiving
end, the transmitted secret was calculated based on the mod
residues stored in different clouds and the prime number that
was transmitted to the end user. The power of the polynomial
was determined by the selected threshold and was equal to the
number of clouds for storing the secret particles. Several cloud
providers were used. Each cloud received only one shared
resource. After the first stage - key transfer using the Shamir
algorithm - the transfer of the encrypted information stream
began. This solution improved the security of storing confi-
dential user data in the cloud storage. The proposed Datachest
application was used to exchange secret data in the Internet of
Things technology. However, the issues of creating paths to the
clouds and calculating the levels of compromise and the effects
of elements along the paths on the probability of compromising
the transmitted messages were not considered in the work.

Cloud servers can store virtually unlimited amounts of
data. In this case, a cloud with servers can be considered a
centralized object. There are various types of risks associ-
ated with centralization, for example, a failure in one of the
servers. To avoid such a failure, third parties are involved to
provide data backup. To eliminate the need for third parties,
in [14] it was proposed to use blockchain to ensure trust and
transparency. A decentralized storage was used, which al-
lowed storing data independently on several network nodes
in the form of a distributed registry. The Inter Planetary
File System (IPFS) file system, which is a P2P peer-to-peer
architecture, was proposed as a solution. In this architecture,
there is no risk of failure at a single point. It works similarly
to the bittorrent technology. Data is stored on a decentral-
ized platform - the IPFS server. To request data, the user is
authenticated using digital signatures. Only after this is the
request processed, otherwise the transaction will be aborted
by the blockchain. Data security was achieved by integrating
the encryption scheme into the hashes of the uploaded data
on IPFS. These hashes were encrypted by the data owner us-
ing the SSS Shamir secret sharing scheme, which divided the
hash into n encrypted resources. Encrypted resources were
stored in a smart contract. But the problems of creating paths
to the clouds and the probability of compromise of transmit-
ted messages in the work have not been solved.

From our review of the literature, a number of conclusions
can be drawn. Existing works on the study of the probabilities
of message compromise [4, 5] consider issues of transmission
through several separate network configurations that do not
work as part of the Internet. The level of compromise was
calculated for individual cases of compromise values on line
segments without taking into account the influence of equip-
ment in the nodes. The choice of compromise thresholds in
the Shamir algorithm for schemes for building a communica-
tion system with different probabilities of compromise in sep-
arate paths and a different number of paths was not studied.
The issue of organizing territorially distributed paths on the
Internet has not been studied.

From papers [6-12], it can be concluded that the works
on the study of secure information transmission over the
Internet are focused on the use of backup methods and the
improvement of secure information transmission protocols.
The issue of creating multiple paths over the Internet for the
Shamir scheme was not considered.

In other studies [13, 14], the use of the Shamir scheme
with multiple cloud storages and the problem of integrating
blockchain technology with Shamir technology were stud-
ied. The study of the probability of compromise of a message

transmitted over the Internet to virtual private clouds was
not conducted.

Thus, the cited papers solved the problems of either
improving algorithms for secure message transmission or
studying the probability of compromise of messages trans-
mitted over simple network configuration models that do not
take into account Internet protocols. Therefore, the processes
of message transmission over the Internet using the Shamir
scheme to virtual private clouds have not been fully exam-
ined. There are a number of unsolved problems in finding
ways to reduce the probability of compromise of messages
transmitted by the information transmission system.

Practical methods for implementing the Shamir scheme
for transmitting messages over the Internet have not been
studied. The probability of compromise from the number of
hops from one to a neighboring router on the way to the VPC
via the Internet and the impact of router compromise on the
way of transmitting message particles via the Internet to the
VPC have not been identified. No studies have been found on
the probability of compromise of messages transmitted using
the Shamir scheme to virtual private clouds, depending on
the compromise threshold, which varies from the minimum
possible to values equal to the number of paths to the VPC
cloud via the Internet. The possibilities of using the main ex-
isting routing methods in the Internet for the practical imple-
mentation of a set of territorially separated paths operating
simultaneously for transmitting message particles to the VPC
virtual cloud using the Shamir scheme have not been studied.

3. The aim and objectives of the study

The purpose of our study is to increase the level of in-
formation protection in information transmission systems
to virtual private clouds via the Internet using the Shamir
scheme. This will enable the practical implementation of
information transmission systems with a low probability of
message compromise.

To achieve this goal, the following tasks were set:

—to build a model for transmitting messages from the
user’s server to a virtual private cloud via the Internet;

- to investigate the influence of the number of hops to the
virtual cloud VPC on the probability of message compromise at
different values of the probability of compromise on one hop in
the Internet and the number of geographically separated paths;

- to determine the influence of the probability of com-
promise of intermediate and end nodes on the probability of
message compromise;

- to investigate the influence of the compromise thresh-
old and its combination with the number of paths in the
Internet on the level of message compromise when using the
Shamir scheme;

- to investigate the possibility of using conventional rout-
ing methods on the Internet for the purpose of practical appli-
cation for organizing message transmission using the Shamir
scheme to virtual private clouds via the Internet.

4. The study materials and methods

The object of our study is the processes of transmitting
messages via the Internet to a virtual private cloud using the
Shamir algorithm to increase the level of information protec-
tion in communication systems.



The paper tested the hypothesis that the probability of
compromising a message transmitted from a user to a virtual
private cloud via the Internet is a function of the number of
paths, the compromise threshold in the Shamir scheme, as
well as the probabilities of compromise of network infra-
structure communication line elements. It was assumed that
reducing the probability of compromising messages could be
achieved by increasing the number of paths and choosing a
combination of the compromise threshold with the number
of paths.

The probabilities of compromising individual nodes and
segments of paths between nodes are assumed to be the same
along the paths.

The threshold value in the Shamir algorithm, which is an
integer, is taken in the range from two to the maximum, which
is equal to the number of paths in different implementations of
the algorithm.

In a Shamir data transmission system, each path consists
of sequentially connected nodes and lines between nodes.
The passage of a message through a path can be viewed as
a sequence of independent events E;, where each event cor-
responds to the successful operation of the i-th element of
the path.

If the probability of success p; of a single event is E;, then
according to classical probability theory [15-17], the proba-
bility of the total success of all events along a path containing
n consecutive elements is

P(En’Ezz""Em):szj’ @®
A

where pj; is the probability of success of a single event.
Similarly, if for each element the probability of failure p;’
is known, then the total probability of success is

n
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Accordingly, to calculate the probability of the overall
“failure” of a message passing along a path with n elements,
the following formula is used
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The paths in the communication system
according to the Shamir scheme operate
in parallel (simultaneously). Compromise
events on different paths are considered p1
independent. In classical probability theo- Fanf =
ry [15-17], parallel independent events can l”‘
be combined in two ways: S R,

- “OR” - when the “success” or “failure”
of at least one of the events determines the
outcome of the entire system. In this case,
the total probability is the probability of at
least one event occurring;

- “AND” - when the outcome is considered as the joint
“success” or “failure” of all parallel events, i.e., all events
must occur simultaneously.

For the paths in the communication system according to
the Shamir scheme under study, the case “AND” occurs. For
example, for the general event “not successful” for the proba-
bility of parallel events

P=HP(EEE) @

where m is the total number of parallel events.

For mathematical modeling of the Shamir threshold
scheme (n, k) with the total number of parts of the secret k,
and its recovery is possible provided that at least n parts are
obtained, the binomial distribution is used. According to
classical probability theory [15-17], if each part is transmitted
independently with the same probability of success p, then the
probability that exactly n successful results will be obtained as
a result of k independent attempts is described by the binomial

k(k ke
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The formula summarizes the probabilities of all possible
events, where the number of successful events j, starting from
j = n to k. The binomial coefficient indicates the number of
options for choosing j successful outcomes from k events. The
probability p; is the probability of success j, and (1 - p)k-iis
the probability that there will be (k - j) failures.

The following software was used to conduct the research:
MATLAB (USA) and Python.

5. Results of research on the probability of message
compromise depending on communication system
parameters

5. 1. Construction of a model for transmitting messag-
es from a user to a virtual private cloud via the Internet

A message to a virtual private cloud Virtual Private
Cloud (VPC) travels (Fig. 1) from the user’s server S; through
a short segment of the line to the router R;, which connects
via the Internet to router R,, which is an access point to the
VPC network. The VPC network can have a different archi-
tecture, for example, based on SDN technology and include
thousands of servers and tens of thousands of router ports.
The user in the cloud is served by server S,.

To increase the level of security of messages transmitted
to a virtual private cloud, the Shamir scheme [3] is used. The
message is divided into m parts with a compromise threshold
of k. Parts of the message are transmitted along m paths, each
part along a separate path. The main environments where the
paths run are the Internet and the VPC cloud.

Virtual Private Cloud

Fig. 1. General scheme of message transmission to a virtual private cloud

The VPC cloud is an isolated cloud environment with its
own secure network, within which all elements are under
constant control and management of information security
tools. To ensure a high level of security and, accordingly,
a low probability of compromise of transmitted messages,
many tools are used: traffic vulnerability monitoring scan-
ners, intrusion detection and prevention systems, firewalls,
and so on. Of course, no system can be completely free from



compromise, but compared to the Internet, the level of com-
promise of the VPC network can be considered quite small.

In systems with high security requirements, the elements
of access to the Internet and the cloud are usually controlled
and protected. But the probability of attacks on them is high.
Therefore, the study of the effects of end nodes on the level of
overall compromise is also important.

The main element of influence on the overall level of prob-
ability of message compromise in the communication system
is the Internet. This is explained by a very large number of el-
ements: nodes with equipment, communication lines between
them, and most importantly, the unpredictability of routes that
constantly change according to protocols, usually dynamic
routing, for example, OSPF. Therefore, we shall pay attention
to the processes of message passage through the Internet.

The first problem is the factor of the user’s distance from the
access point to the VPC cloud. There can be different options
from small - a few hops to significant distances of dozens of
hops, and when the Internet network is overloaded, the number
of hops can increase significantly due to dynamic routing.

Experimental pinging to access points of well-known
clouds, such as Amazon WEB Service (AWS), Google Cloud
Platform (GCP), and Azure, located in different cities in
Europe, showed that the number of hops was approximately
from 10 to 25. Sometimes it was more, which is explained by
the above reasons from the level of network load, as well as
the presence of access points to the cloud in different cities
for the same service provider. In the case of a private VPC
cloud, network access points can be located both at similar
distances and at distances of only a few hops.

The second problem is the complexity of creating a set of
geographically separated paths in the Internet network that
work simultaneously.

The developed model of message transmission from
the user to the virtual private cloud VPC via the Internet is
shown in Fig. 2.
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Fig. 2. Model of message transmission from the user to the VPC virtual private

cloud via the Internet

A message transmitted over the Internet to a virtual pri-
vate cloud is divided into m parts, each of which is transmit-
ted along a separate path. There are m parallel paths in total,
which are always used. Each path consists of a set of inter-
mediate routers connected in series by communication lines.

To obtain a secret, an attacker must have access to any
group of at least k paths of a total number m. The compro-

mise threshold k in the Shamir scheme can be equal to or
less than m. The model shows the case when k < m. Paths
from 1 to k are indicated by bold lines. It should be noted that
the group of paths from one to k is not necessarily chosen in
ascending order of index. It can be any combination of k paths
from a total number of m paths.

The probabilities of message compromise on individual
segments of each of the m paths between neighboring nodes
of the communication line were denoted by p;;, where j varies
from one to the number of segments »; on path i.

As for the probability of compromise at nodes, there
are two different processes of influence at the end nodes
and nodes along the paths. At the two end nodes, all paths
converge, so the external influence obeys different rules
compared to the intermediate ones. The probabilities of com-
promise at the end nodes are p; and p,.

The probabilities of compromise of intermediate nodes
along the paths are denoted by p,,q with indices that deter-
mine the path number from one to m and the intermediate
node number from one to h;, where h; is the number of
intermediate nodes in the i path. The number of inter-
mediate nodes is always one less than the number of seg-
ments h; = n; - 1.

5.2.Investigating the influence of the number of
hops to the virtual cloud on the probability of message
compromise

In the message transmission model (Fig. 2), all channels
in each path are arranged sequentially, and the paths in the
Internet cloud are “parallel” to each other, and there is a joint
compromise of all independent events in the paths - an “AND”
type event. Therefore, for the first stage of research, we can use
the well-known formulae of classical probability theory.

Distances in the Internet are estimated by the number
of hops — the number of data packet hops from one router to
the next that the packet overcomes on its way to the end user.
The more hops on the path, the longer
and more complex the route. As a result,
the level of compromise and the delay
in message transmission may increase.
Taking into account the above, the for-
mulae for the probability of message
compromise are:

Pcvmp:ﬁpi’ ©)
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where m is the number of paths; n; is
the number of hops in path i; p; is the
probability of compromise of path i;
p;j is the probability of compromise of
hop j of path i.

The above formulae are used for the
case when m = k, where k is the com-
promise threshold in the Shamir algorithm; the probabilities
of compromise of nodes are not taken into account.

The influence of the user’s distance factor from the ac-
cess point to the VPC cloud is studied. The probabilities of
message compromise when passing paths from the number
of hops n for different levels of compromise p; at a distance
of one hop are considered. All probabilities of compromise on



all hops of one path are considered the same. Calculations are
performed for five values of the probability of compromise
on one hop p;; from 0.03 to 0.2, and the number of paths m
increases from one to ten. The results of our calculations are
shown in Fig. 3.

Analysis of the calculation results reveals a significant
dependence of the probability of message compromise Peopmp
on the probability of compromise of one path element p;;.
For one path (Fig. 3, a) at small p;, message compromise in-
creases with increasing number of hops slowly (at p; = 0.03
for n =10 probability Pc,mp = 0.26). With increasing proba-
bility py, compromise quickly reaches values that are unac-
ceptable for practical use of the communication system (at
pij = 0.2 for n = 10 probability Peoyp = 0.89).

With the number of paths m > 1 due to the organization
of parallel paths, the probability of message compromise de-
creases. As can be seen from the plots (Fig. 3, b), even at a val-
ue of m = 2, the message compromise for small values of hop
probability p; = 0.03 significantly decreases with an increase
in the number of hops by approximately 2 times compared to
m = 1, for example, for n = 25 - from 0.53 to 0.28. But the use
of the Shamir scheme for the minimum k = m = 2 does not
provide a high level of protection.

Further increase in the number of paths to m = 3 and use
of a quadratic polynomial gives even greater gain. At p; =0.03
the probability P, compared to one path decreases for n =25
from 0.53 to 0.15. (Fig. 3, ¢). With a significant increase in m, for
example, to 10, we have a significant gain in protection against
compromise for large distances in the number of hops n. For

n = 25 there was a decrease in P,y from 0.53 to 0.002. In this
case, the probability of compromise may be acceptable for prac-
tical use for access to the ports of the edge router of a cloud re-
mote up to 25 hops, especially for small probabilities on one hop.

Such results are especially important when connecting to
clouds located outside Ukraine. The number of hops, as a rule,
can be, as noted earlier, based on the results of experimental
measurements, from 10 to 25. Sometimes more, with increas-
ing Internet load and the influence of dynamic routing.

5.3.Investigating the influence of the probability
of node compromise on the probability of message
compromise

It is necessary to pay attention to the presence of equip-
ment in the network nodes that can be attacked. Therefore,
it was important to study the influence of compromise in the
nodes on the overall level of message compromise. The nodes
are located in the path sequentially, so formula (7) is easy to
improve. At the first stage of the research, the influence of in-
termediate nodes was considered without taking into account
the two end nodes that are common to all paths.

Formula that takes into account the influence of compro-
mise of intermediate routers in nodes along the paths is

],

where pj; is the probability of compromise of hop j in path i; py, is
the probability of compromise of intermediate node & in path i.
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Fig. 3. Probabilities of message compromise depending on the number of hops for different numbers of paths:
a — for one path; b — for two paths; ¢ — for three paths; d — for ten paths



The first product consists of elements with path number
i from the first to m, where m is the total number of paths.
The second product consists of elements with hop number j
from the first to n;, where n; is the number of hops on path i.
The third product consists of elements with intermediate
node number h from the first to n;.;, where n;; is the number
of intermediate nodes on path i. The number of intermedi-
ate nodes is always one less than the number of hops.

The influence of compromise of intermediate nodes in
the network on the number of hops for two values: a small
number of paths m = 3 and a large number m = 10 with a
constant insignificant probability of compromise on one hop
Phop = p = 0.03 was studied. The influence of the probability
of compromise of intermediate nodes was studied if the prob-
ability of compromise of an individual node is the same as the
probability of compromise on one hop ppod = Prop- In the case
of underground electrical cables, the possibility of outsider
influence on intermediate nodes is in practice greater than
on segments of communication lines. Therefore, studies were
conducted for pnoq > Phop-

The results of the calculations are shown in Fig. 4. In the
plots, the probability of compromise of intermediate nodes
varied from py,p to 4pyep. For comparison, the plots show the
results for the case of ideal nodes obtained earlier at p,,,q = 0.

With the probability of compromise in nodes equal to the
compromise on one hop pn.q = p, the impact of compromise
of intermediate nodes was quite significant.

With the number of hops n = 10 and the number of paths
m = 3, the level of probability of compromise according to the
results of the calculations increases in comparison with ideal
nodes by four times from 0.02 to 0.08. At significant distanc-
es to private VPC clouds for n = 25, the level of compromise
increases by 3.1 times from 0.15 to 0.47.

Increasing the probability of compromise of interme-
diate nodes to p,,q = 4p leads to a significant increase in
the overall probability of compromise of the message. For
remote clouds with n = 25 and m = 3, the probability of
compromise is close to unity. Even increasing the value of
m to 10 only partially reduces the probability of message
compromise from 0.94 to 0.80.

From the comparison of plots in Fig. 4, a, b, it is clear that
increasing m significantly reduces the probability of message
compromise for communication systems with closely located
clouds.

PO - p nod=0 m=3
P1-p nod=p p hop=p=0.03 //*//;
0.8 Pz-pod=1.5p >
P3 - p nod=3p / /
P4 - p nod=4
206 P P .
E ——P0 /
& g gl P / 7
’ -o-P2 / /
--P3 /
0,2 P4
/ /
0 5 10 15 20 25
n,hop
a

The impact of compromise of end routers on the over-
all probability of message compromise was studied. End
nodes in the network are common to all paths. If we con-
sider that, unlike paths that are included in parallel, two
end nodes are included in series with a set of paths, then
we can formulate an expression for calculating the overall
probability of compromise Pomp

" I—H(l—pi}.)x 5
Pcompzl_ 1_r_1[ n‘—lj:1 Xr_!(l_pv)‘ (9)
IR (S |

h=1

where p, is the probability of compromising the end node.

The fourth product consists of elements with the number
of the end node v from the first to the second.

The calculation according to formula (9) showed (Fig. 5)
that the influence of end nodes is significant with a low
probability of compromising the set of paths without taking
into account the end nodes. For pl = 0.20, the growth co-
efficient is 2.44, and for p5 = 0.60 the coefficient decreases
to 1.56. Previous studies show that a low probability of com-
promising a message occurs at small distances to the VPC
cloud and an increase in the number of paths. If we take
into account the complexity of organizing a large number
of territorially separated paths through the Internet that
work simultaneously, then the positive effect of increasing
the number of paths is destroyed without proper protection
of the end nodes.

The protection of the end nodes for the communication
system is more important than the nodes along the paths
because they are common to all m paths. Increasing m does
not affect the end nodes and it is not possible to correct the
effect by increasing the paths. Fig. 6 shows the results of the
influence of the level of compromise of two end nodes on the
total level of compromise of a message with ideal end nodes.

The most vulnerable to attacks on end nodes are systems
with low message compromise probabilities. With a message
compromise probability of p1 = 0.03 in a system without tak-
ing into account the influence of end nodes, increasing the
probability of compromise of end nodes to 0.1 led to a signif-
icant increase in the overall level of compromise probability
from 0.03 to 0.21.
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Fig. 4. The influence of the probability of node compromise on the level of message compromise at different p,.s0n the
number of hops in a system with ideal edge nodes:
a — for three paths; b — for ten paths
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the coefficients of each polynomial are calculated
for all polynomials. Then the number z was trans-
mitted along all m paths, and along each separate
path — one of the m values of mod z. If k any values
of mod z are known at the receiving end, then the
secret S can be found, but with a smaller number of
values of mod z - this is not possible.

Increasing the power of the polynomial increas-
es the level of protection according to the Shamir
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scheme. But it is necessary to take into account
the increase in the complexity of recovering the
coefficients of the polynomial. For small powers of
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Fig. 5. The coefficient of increase in the probability of message
compromise due to the influence of end nodes for different probabilities of
total compromise without taking into account the influence of end nodes

1

1 the polynomial, the problem of finding the secret is
solved by solving a system of linear equations. When
the power of the polynomial increases, the solution
of the system of linear equations can become nu-
merically unstable, when a small change in the ini-
tial data leads to a large and unpredictable change
in the solution itself. This method is unreliable for
practical use. When using computer calculations,
errors can gradually accumulate during calculations
due to inaccurate representation of numbers.
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The Lagrange interpolation polynomial method
is more effective than direct solution of a system of

tationally complex finding of the inverse matrix or
the use of Gaussian-type methods for large systems
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and allows one to avoid errors. But still, when the
threshold k is increased, the requirements for the
computing power of computers increase. Therefore,
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choosing a compromise threshold that provides a
sufficient level of information protection and does
not lead to delays in computer processing for calcu-
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Fig. 6. The influence of end nodes on the probability of message

compromise in a communication system

5. 4. Investigating the influence of the compromise
threshold on the level of message compromise

In most cases, dynamic routing is used on the Internet.
This complicates the organization of a set of geographical-
ly separated paths for the practical implementation of the
Shamir scheme. On the other hand, the level of protection
in the Shamir algorithm depends on the compromise thresh-
old k, which determines the power of the polynomial.

According to the Shamir scheme, the compromise thresh-
old k is the minimum number of parts of the secret that is
sufficient for its cracking. The power of the polynomial is
chosen to be k-1. The minimum value of k = 2. In this case,
we have a polynomial of the first power, which is described by
a straight line given by two points. The level of protection in
such a scheme is weak, therefore, for practical use, k > 2 should
be taken. For example, at k = 3, instead of a polynomial of the
first power, there was a square polynomial, due to which the
level of protection increased. Polynomials of power k - 1 with
large values of k can be used to further increase the level of
protection. The transmitted message was always divided into
m parts, which were transmitted over m paths, each part over
a separate path. The number of paths can be m > k.

A prime number z is chosen, m random polynomials of
power k-1 are composed with a free term S, which is a secret,
and then the values of the remainder mod z of the sum of

08 09 1

lating the secret message is an important task.

In the Shamir scheme, the choice of the ratio
between the total number of paths m and the com-
promise threshold k is important.

For mathematical modeling of the Shamir
threshold scheme (k, m), the binomial distribution
from classical probability theory was used, which determines
the probability of finding k parts of the secret out of the total
number of parts of the secret m. It was assumed that the prob-
ability of compromising each part of the secret transmitted
along a separate path is the same for all paths and is equal
to p. Then the probability of compromising the secret is

m (m o

Pwmp=2[. ]pj(l—p) ' (10)
=\ J

At m = k, the formula is simplified to the form

Pcomp = pm’ (11)

which coincides with formula (6) for p; = p and confirmed the
correctness of the previous calculations.

The study of the level of probability of message compro-
mise for different values of p from 0.05 to 0.5 with the number
of paths m = 5, 10 depending on the choice of the compromise
threshold k was conducted. The results are shown in Fig. 7.

The following conclusions were drawn from analysis of
the plots (Fig. 7):

- at small values of the threshold k, compromise is more
likely, because fewer parts are required and as a result the
system is vulnerable;



—-with an increase in the thresh- 1.0
old k, the probability of compromise m=5
decreases sharply, especially the stabil-
ity of the system increases significantly
with small p and large k;

- an increase in the number of paths
m with a constant threshold k leads to
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an increase in the probability of message
compromise, which is explained by an
increase in the possibilities for attacks.
It should be noted that in Fig. 7 for
the case m = k, due to the small scale,
it is not visible that the probability of 0.2 1
compromise Pe,mp # 00 but is equal to
p™ according to formula (11). As a re-
sult, increasing the number of paths m 0.0 - T T
reduces the level of compromise, es-
pecially in this case, when m = k. But
this solution has several drawbacks. a
The choice of large values of m requires
the construction of a large number of 1.0
territorially separated paths through
the Internet, which is not a simple task.
On the other hand, large values of the
threshold k lead to a large number of
polynomials with significant powers
equal to k - 1. And this requires solving
the problem of finding the secret, which
is a free member of the polynomial in
the set of residues mod of the sum of
the coefficients of randomly generated
polynomials. This, in turn, requires
significant computer performance and
time consumption. Therefore, for prac-
tical use of the Shamir algorithm, it is \
necessary to use schemes with k < m. 0.0 2 3 4 5 6 7 8 9 10
To solve the problem of choosing K
the threshold k, the behavior of the
compromise probability Pe,mp as a func- b
tion of the threshold value for large
values of m, for example, for m = 20, Fig. 7. Probabilities of message compromise depending on the compromise
was considered. The results of the cal- threshold k at different probabilities of compromise p on one path:
culations, which are shown in Fig. 8, a — for five paths; b — for ten paths
demonstrate that at large levels of com-
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the results in Fig. 7, b. Our calculation =030
showed that a further increase in m =050
led to an expansion of the flat region.
Therefore, the more paths m, the larger
the threshold k should be taken.

The results from formulae (6)
to (11) make it possible to choose dif-
ferent combinations of values of the
probabilities of compromise of hops
Phop» NoOdes ppo4, the compromise
threshold k and the number of paths m
through the Internet depending on the

. 0.0 -
task at hand. If we take into account 2 4 6 8 10 12 14 16 18 20
the complexity of organizing territo- K

rially separated paths in the Internet,
then it is necessary to first consider Fig. 8. Probabilities of message compromise depending on the compromise

options with small values of m. threshold & and different compromise probabilities p on one path for twenty paths

0.6 1

promise

P_com

0.2 1




5.5. Investigating the possibilities of using conven-
tional routing methods for practical implementation of
Shamir’s scheme

The practical implementation of the Shamir algorithm for
transmitting messages over the Internet requires methods for
deploying a set of geographically separated paths in the net-
work that work simultaneously. The possibilities of using ex-
isting routing technologies were considered, which, as a rule,
are designed to build only one path with various reliability
requirements, choosing the shortest paths, etc.

One of the simple methods for creating a set of paths is
the use of static routing Static Routing [18]. This requires
manual configuration of fixed routes in the routing tables
of network devices. This method is characterized by ease of
configuration in small networks, the absence of additional
network load in contrast to dynamic protocols, and increased
security, but at the same time requires manual intervention
for any changes in the network topology.

Disadvantages of static routing:

- limited scalability for large, constantly changing net-
works;

- requires manual configuration every time the network
topology changes;

- limited redundancy capabilities, for example, in the
event of a channel failure.

In the case of remote cloud access points, the number of
configurations increases significantly, for example, for the
number of hops n = 25 and the number of paths m = 3, we
have more than 70 network devices that require configura-
tion. During operation, some nodes may fail and the system
will not be able to perform the task. It will be necessary to
configure new paths.

Therefore, static routing can be recommended only for
a small number of hops n, when the user is near a private
VPC cloud.

To increase the fault tolerance of standard static routing,
floating static routing can be proposed - this is a technology
for reserving the main route by creating a backup static route
with a higher administrative distance than the main one [19].
The backup path is used only if the primary route becomes
unavailable, to ensure continuity of network connectivity
and redirect traffic to the backup channel until the primary
route is restored.

Compared to conventional routing, redundancy increases
the resilience of paths to network device failures in nodes
but significantly increases the complexity of configuration
due to the increase in the number of elements that need to
be configured.

Another technology that can be used is MPLS Traffic En-
gineering (TE) [20, 21]. This is a modification of the standard
MPLS technology, which differs from the standard in that it
can manage and optimize paths for traffic in the network, in-
stead of relying only on the standard algorithms of the main
protocol Interior Gateway Protocol (IGP) for route selection.

In MPLS TE, network administrators can manually cre-
ate or dynamically define Label Switched Path (LSP) paths
for different traffic flows, bypassing the usual routing path.

For traffic management in MPLS TE, the Resource ReS-
erVation Protocol - Traffic Engineering (RSVP-TE) signaling
protocol is used. This protocol extends the standard RSVP
to manage traffic in MPLS networks. It is used to build LSP
paths with specified characteristics, such as routes, band-
width restrictions, or other parameters, as well as to reserve
network resources.

The above features of MPLS TE technology can be used
to solve the problem of creating a set of m geographically
diverse paths through the Internet when implementing the
Shamir algorithm.

However, the user must rely on third-party administra-
tors to configure the network, which leads to a decrease in
the level of cybersecurity.

In addition to the considered solutions, virtual private
network technologies VPN [22] can be used to implement the
Shamir algorithm with m paths. One method is to create geo-
graphically diverse VPN tunnels using multiple providers. In
order to increase the level of message security, it is advisable
to build VPN tunnels based on the IPsec protocol.

The main disadvantage of the VPN-based approach is the
difficulty of creating m independent geographically dispersed
tunnels through the Internet by the user unless the services
of several providers are used. If m is large enough, the direct
use of separate physical servers becomes inefficient and ex-
pensive. For example, for m = 10, creating ten separate phys-
ical VPN nodes is a resource-intensive solution.

Given the need for a set of m servers, hardware or virtual,
conventional VPN technology can be used only with a small
number of geographically dispersed paths. It should be noted
that the use of third-party VPN service providers is not advis-
able from the point of view of the level of security, which in
this case becomes dependent on third-party personnel.

To lay geographically dispersed paths in an MPLS net-
work using VPN technology, one can use MPLS L3VPN tech-
nology, which allows one to create logical networks on top of
a common physical infrastructure [23].

MPLS L3VPN technology is devoid of the disadvantages of
conventional VPN technology, which requires the deployment
of a large number of servers to solve the problem of creating a
set of m paths. This technology can be used as MPLS TE when
implementing the Shamir scheme. Compared to the previous
MPLS L3VPN technology, it has a significantly increased level
of protection by creating VPN tunnels at layer 3. The disadvan-
tage of this technology is similar to MPLS TE - it is the need
to rent and involve third-party administrators to configure the
network and, accordingly, reduce the level of security.

Another solution to the problem can be the use of SDN
technology [24]. To lay out geographically diverse paths
operating simultaneously in an SDN network, a centralized
controller can be used, which receives information about
the network topology and forwards routing rules to net-
work devices, such as switches and routers. These devices
are simplified, and do not contain a pre-installed operating
system, the so-called “bare metal”. At the transitional stage
of technology implementation, conventional switches and
routers are used, but with SDN support. Such devices must
support SDN protocols, such as OpenFlow, which allow the
controller to directly manage their flow tables. These tables
determine how packets should be forwarded, which makes
it possible to create several parallel geographically diverse
paths.

The functions of traffic control and forwarding in SDN
are separated, which makes it possible to create a more
flexible and scalable network, while the SDN network is con-
trolled by software.

Additionally, SDN can use VPN technology to create
secure connections between remote nodes in geographi-
cally distributed networks. Due to insufficient geographi-
cal coverage, SDN technology cannot currently be used to
create m-paths on the Internet. However, this technology



can be effective within private VPC clouds, the security of
which is determined by the cloud owners.

Dynamic routing is commonly used in the Internet. To cre-
ate multiple geographically separated paths that work simul-
taneously, Multipath Routing can be configured, for example,
using Equal-Cost Multi-Path (ECMP) protocols [25-27].

ECMP multipath routing can be used in the Internet
by configuring routers to use multiple paths with the same
metric to a single destination. This requires that routing pro-
tocols, such as BGP or OSPF, discover and form a set of routes
with the same cost ECMPset, and then the routing manage-
ment system distributes traffic over these paths.

ECMP routing makes it possible to create geographically
separated paths to implement the Shamir scheme. Howev-
er, configuring such routing has disadvantages such as the
complexity of implementation and the need to support such
routing from the hardware and software side. Involving a
third-party provider to provide services and configure ECMP
multipath routing leads to a decrease in the overall level of
secure message transmission.

From the analysis of the main methods for creating a set
of m geographically distributed paths in the Internet using
the Shamir scheme, three groups of methods can be distin-
guished. Methods that require the involvement of a third-par-
ty service provider and therefore have a reduced level of cyber
resilience. These are methods based on MPLS TE, MPLS
L3VPN, Multi Routing with ECMP. The second group is more
secure because it does not require third-party providers,
these are Static Routing, Floating Static Routing, and VPN
with servers belonging to the sender of messages. Methods
for centralized creation of a set of paths in SDN technology
can be attributed to both the first group, in the case of paths
through the Internet with SDN service providers, and to the
second - when using this technology inside the VPC cloud.

A common drawback for all considered methods is the
complexity of organizing large numbers of m distributed
paths through the Internet.

6. Discussion of the results of research into increasing
the information protection in transmission systems to
virtual private clouds

Unlike [4, 5], in which analysis is limited to simple net-
work configurations with ideal nodes and did not take into
account the peculiarities of message transmission over the
Internet, our proposed model makes it possible to analyze
multipath routes consisting of a different number of ele-
ments. This model takes into account the number of hops
between routers from the user on the paths to the virtual
private cloud, the parameters of the Shamir scheme, and the
probability of compromise in individual elements of the com-
munication system.

Compromise of messages during multipath routing on
the Internet depends on the influence of a whole complex of
factors from the security of nodes and segments of the path
to the construction of Shamir schemes and routing methods.
In order to study the influence of each factor separately, the
mathematical model was gradually complicated.

To model the influence of the number of hops, rela-
tions (6), (7) were proposed for the case when the number
of paths m = k, where k is the compromise threshold in
the Shamir algorithm. The probability of compromise of
equipment in the nodes was not taken into account. The re-

sults (Fig. 3, a) for one path showed a significant dependence
of the probability of compromise on both the distance to the
VPC cloud and the probability of compromise on one path
segment. Moreover, for significant probabilities of compro-
mise on one path segment, there is a sharp increase in the
total probability of compromise at small distances to the VPC
cloud. Already at 10 hops, the level of compromise tends to
unity. Due to the use of m > 1 parallel paths and the distribu-
tion of information between these paths, the total probability
of message compromise is significantly reduced (Fig. 3, a-c).
Especially for large values of m at small distances to the VPC
cloud (Fig. 3, ¢).

Our study on the influence of nodes was divided into
two parts. To model the influence of intermediate nodes,
relation (8) was proposed. The influence of routers in in-
termediate nodes with a probability of compromise equal
to the compromise on one hop on the overall probability of
message compromise is quite significant. With the number
of hops n =10 and the number of paths m = 3, the level of
probability of compromise according to the results of calcu-
lations increases fourfold compared to ideal nodes from 0.02
to 0.08 (Fig. 4, a). The results shown in Fig. 4b demonstrate
the possibility of a significant reduction in the probability of
compromise for clouds that are close to the user, due to an
increase in the number of paths along which information is
distributed.

To model the influence of end nodes, relation (9) was
proposed. The calculation showed that the influence of end
nodes is much greater compared to intermediate ones, espe-
cially with low probabilities of compromise of a set of paths
without taking into account end nodes (Fig. 5, 6). It should
be taken into account that the end nodes are common to the
entire set of paths. This explains their importance in ensur-
ing the protection of the communication system from attacks.
By increasing the number of paths, the influence of the end
nodes cannot be reduced, unlike the case of intermediate
nodes (Fig. 4). Therefore, ensuring the protection of the end
nodes is especially important.

To model the influence of the compromise threshold
k and its combination with the number of paths m in the
Shamir scheme, relation (10) is proposed, which deter-
mines the probability of finding k parts of the secret from
the total number of parts of the secret m. Such a mathe-
matical model is valid for the case when the probability of
compromising each part of the secret transmitted along a
separate path is the same for all paths and is equal to p. Ac-
cording to the Shamir scheme, the compromise threshold k
is the minimum number of parts of the secret sufficient for
its cracking. The power of the polynomial is chosen to be
equal to k - 1. The calculation showed that increasing the
threshold k reduces the probability of compromising the
message (Fig. 7). At high levels of compromise of a single
path p and a large number of paths m, a flat region of val-
ues of the total probability of compromise appears (Fig. 8)
in comparison with the results in Fig. 6, b. With further
growth of m, this region expands, which indicates the need
to choose correspondingly larger values of the threshold k.
This is explained by the increase in the field for attacks
with a large number of paths m.

The Internet is usually based on the use of dynamic rout-
ing protocols that form a single path with specified metrics.
For the practical implementation of the Shamir scheme, it is
necessary to create a set of geographically separated paths.
Routing methods are not always suitable for the Shamir



scheme. Therefore, the paper analyzes the possibilities of
using existing routing methods in the implementation of
the Shamir scheme for transmitting messages over the In-
ternet. The most acceptable methods for use are methods
based on MPLS TE, MPLS L3VPN, Multi Routing with
ECMP, but they require a third-party service provider,
which reduces their level of cyber resilience. Methods
based on Static Routing, Floating Static Routing, and VPN
with servers belonging to the sender of messages require
complex settings. SDN technology can be distinguished
separately, but it is not yet widespread and also requires
a third-party service provider. SDN technology is used
inside VPC clouds.

When using the results of our work, for example, for
dynamic real-time assessment of compromise probabili-
ties using vulnerability scanners, the following limitation
should be taken into account: the problem is solved for the
case when the probability of compromise of each part of
the secret transmitted along a separate path is the same
for all paths. In practice, these values may be different.
Such a limitation is not important for achieving the goal
set in the work.

As a rule, the combination of methods for creating a
set of paths through the Internet with the Shamir scheme
is used to transmit messages that are keys for decrypting
encoded information, which is then transmitted over the
network.

Further development of methods for transmitting in-
formation over the Internet using the Shamir scheme may
involve using the Shamir scheme to transmit the informa-
tion stream, and not only keys. This requires a significant
increase in computing resources. The constant improvement
of multi-core processors makes this method acceptable for
practical use.

7. Conclusions

1. A model of the probability of message compromise
due to the influence of the main parameters of the network
infrastructure has been proposed. The model describes the
process of message transmission through a set of m parallel
independent paths in the Internet, each of which consists
of serially connected path segments, intermediate network
nodes, and two common end nodes for all paths.

The input parameters of the model are the number
of parallel paths m in the Internet that do not intersect;
the number of segments n; and intermediate nodes h; on
each i-th path; the compromise threshold k in the Shamir
scheme, which corresponds to the condition k < m. The
model also specifies the values of the probability of com-
promise of individual elements of the communication
system. These are the probabilities of compromise of seg-
ments of the i-th path p;; the probabilities of compromise
in intermediate nodes along the i-th path p,,q; and the
probabilities of compromise in the end nodes of the com-
munication system p; and p,.

The output parameter of the model is the overall proba-
bility of compromise of a message Peomp transmitted over the
Internet to a virtual private cloud.

Due to the fact that the model takes into account the
probabilities of the elements of each path, it becomes possible
to analyze their impact on the overall level of probability of
message compromise.

2. When building a communication system for transmit-
ting messages over the Internet using the Shamir scheme,
there is a significant dependence of the level of compromise
Pcomp On the probability of compromise of one element of the
path py. For one path, at small py, the compromise of the
message increases slowly with an increase in the number of
hops (at p; = 0.03 for n = 10, the probability Peoyp, = 0.26).
With an increase in the probability p;, the compromise
quickly reaches values that are unacceptable for the practical
use of the communication system (at p; = 0.2 for n = 10, the
probability Peopp = 0.89). With the number of paths m > 1,
due to the organization of parallel paths, the probability of
message compromise decreases. With a significant increase
in m, for example, to 10, we have a significant gain in protec-
tion against compromise for large distances in the number of
hops n. In this case, the probability of compromise may be
acceptable for practical use for accessing the ports of the edge
router of a cloud remote by n = 25 hops, especially for small
probabilities on one hop.

3. Protection of intermediate nodes from attacks is criti-
cally important. At 10 hops in a communication system with
three paths, we have an increase in the total probability of
compromise by a factor of four from 0.02 to 0.08 with the same
impact of an individual node and hop. For remote clouds with
25 hops, the increase is 3.1 times from 0.15 to 0.47. Protection
of end nodes for a communication system is more important
compared to nodes along the paths because they are common
to all m paths. The most vulnerable to attacks on end nodes
are systems with low levels of message compromise proba-
bility. With a compromise probability of 0.03 in the system
without taking into account the influence of end nodes, a
compromise probability of end nodes equal to 0.1 increases
the overall level to 0.21.

4. The probability of compromise of messages transmit-
ted to a virtual private cloud can be reduced by increasing the
threshold k in the Shamir scheme, especially the probability
of compromise drops sharply at small p. An increase in the
number of paths m with a constant threshold k leads to an
increase in the probability of message compromise, which
is explained by an increase in the opportunities for attacks.
Given the complexity of organizing a set of paths through
the Internet, the results obtained for small m are of practical
importance.

5. For the practical implementation of a set of geo-
graphically dispersed paths in the Internet using the
Shamir scheme, three groups of methods can be dis-
tinguished. Methods that require the involvement of a
third-party service provider and therefore have a reduced
level of cyber resilience. These are methods based on
MPLS TE, MPLS L3VPN, Multi Routing with ECMP. The
second group is more secure because it does not require
third-party providers, these are Static Routing, Floating
Static Routing, and VPN with servers belonging to the
message sender. Methods for centrally creating multiple
paths in SDN technology can be classified as both the first
group, in the case of paths over the Internet with SDN
service providers, and the second — when using this tech-
nology inside the VPC cloud.
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