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The object of the study is spe-
cial-purpose information systems (IS). 
The problem solved in the study is 
increasing the functional reliability of 
special-purpose IS. The development of 
a scientific and methodological appa-
ratus for providing a functional spe-
cial-purpose IS was carried out. The 
originality of the study consists in:

– systematic assessment of the state 
of functional reliability of special-pur-
pose IS using the proposed principles of 
its provision;

– construction of multidimensional 
dependencies of the state of functional 
reliability of special-purpose IS, which 
achieves the assessment of functional 
reliability of IS based on an arbitrary 
number of indicators;

– assessment of the functional reli-
ability of special-purpose IS using the 
sharing of measurement data and fuzzy 
expert assessments, which solves the 
problem of dimensionality;

– construction of the time depen-
dence of changes in indicators that char-
acterize the state of functional reliabil-
ity of special-purpose IS, which allows 
determining the moments of deviation 
of their values from the nominal one;

– assessment of the functional reli-
ability of information services based on 
the concept of profiles, which achieves 
the possibility of decentralized influ-
ence on special-purpose IS to increase 
its functional reliability;

– to reduce uncertainty about the 
state of functional reliability of spe-
cial-purpose IS, due to the use of an 
appropriate approach in the method of 
assessing the functional reliability of 
information services based on the con-
cept of profiles.

The proposed scientific and method-
ological apparatus provides an increase 
in the efficiency of assessing the func-
tional reliability of the IS by an aver-
age of 40%, while ensuring high reliabil
ity of the obtained results at the level of 
92%, which is confirmed by the results of 
a numerical experiment
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1. Introduction

Special-purpose information systems (IS), as a separate 
class of complex systems, are becoming more and more 
widespread regardless of the field of use and the tasks solved 

by them [1]. In the conditions of military conflicts of various 
levels, special-purpose ISs have become widespread to solve 
a wide range of tasks, such as [2]:

– collection, processing, and generalization of information 
circulating in them;
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– storage of various types of data, their archiving, and 
output;

– solving individual and/or complex calculation tasks for 
a wide range of users;

– modeling the nature of military conflicts;
– transfer of information between IS elements, etc.
At the same time, taking into account the specific tasks 

performed by special-purpose ISs, higher requirements are 
placed on the hardware and software components, compared 
to ISs that perform the same tasks in the interests of general 
users [3, 4].

This is because special-purpose ISs function under a wide 
range of destabilizing factors such as [1, 2, 5]: 

– the influence of systems and means of radio-electronic 
countermeasures and cyber warfare;

– fire damage to special-purpose IS elements by various 
means of damage;

– the aggressive influence of climatic and mechanical fac-
tors that significantly affect;

– specific methods of using special-purpose IS.
One of the conceptual requirements that significantly 

distinguishes special-purpose IS is the functional reliability 
requirements imposed on them. 

Taking into account the above, one of the options for 
increasing the effectiveness of the assessment of the state of 
functional reliability of special-purpose IS is the development 
of a scientific and methodological apparatus for ensuring the 
functional reliability of special-purpose information systems.

Therefore, research aimed at increasing the functional 
reliability of special-purpose IS is relevant.

2. Literature review and problem statement

Article [6] proposes using Bayesian hierarchical net-
works to determine the quantitative assessment of cyberse-
curity risks in special-purpose IS. However, this approach is 
limited by the statistical distribution that can be used and 
by the extensibility of the model structure. This imposes re-
strictions on the architecture of the information system and 
overlooks qualitative factors that impact the cybersecurity 
of the system. 

Article [7] proposed a security certification methodology 
developed for ISs to enable various stakeholders to evaluate 
security solutions for large-scale IS deployments automati-
cally. The methodology supports transparency regarding the 
level of IS safety for consumers, as the methodology provides 
labeling as one of the main results of the certification process. 
The disadvantages of the proposed approach include the in-
ability to train knowledge bases for new threats, the problem-
atic nature of generalization, and the analysis of various types 
of data circulating in the network.

Article [8] proposes a model that integrates fault tree 
analysis, decision theory, and fuzzy theory to establish the 
current causes of refusals to prevent cyber attacks. The model 
has been applied to assess cybersecurity risks associated with 
a website attack, e-commerce, and corporate resource plan-
ning, and to assess the possible consequences of such attacks. 
The specified model has a flexible architecture; at the same 
time, the disadvantages of the proposed model include the 
accumulation of evaluation error during the fuzzification and 
defuzzification procedure.

Article [9] proposes a model for the distribution of spe-
cial-purpose IS resources in conditions of insufficient in-

formation on the development of the operational situation.  
In the specified model, mechanisms for the distribution of 
IS resources are proposed, taking into account the impact of 
cyber attacks. This allows the representation of the solution 
of the vector optimization problem in binary relations of con-
flict, facilitation, and indifference. And also takes into account 
the operational situation and allows to predict the state of 
the IS, taking into account external influences, build utility 
and guaranteed gain functions, as well as a numerical opti-
mization scheme on this set. At the same time, the specified 
model does not allow working with various indicators of the 
assessment of the functioning of the IS state.

Article [10] proposes a hierarchical concept for the intro-
duction of a governance model based on e-government. The 
article examines the main threats to critical cyber-physical sys-
tems as the basis of mechanisms for performing e-government 
functions. The specified hierarchical system is based on the use 
of symmetric and asymmetric cryptosystems, which do not al-
low them to be used for the task of identifying cyber influences 
on the system.

Article [11] proposes a model for choosing the optimal 
set of cybersecurity insurance policies by a firm, given the 
limited number of policies offered by one or more insurance 
companies. The model allows for the systematic evaluation of 
various insurance policies as a function of the likelihood that 
a cybersecurity breach will occur during the term of policy-re-
lated policies and premiums. The proposed model provides 
a risk-sharing approach that helps the root-mean-square 
choices of cybersecurity insurance policies in a way that 
contributes to an efficient cybersecurity insurance market. 
At the same time, the disadvantages of this approach include 
the impossibility of introducing new risks to the knowledge 
base during work and a limited number of assumptions. This 
makes it impossible for it to work in real time.

Article [12] discusses the importance of including vulner-
ability analysis in cybersecurity, not only as part of process 
hazard analysis, but also in terms of protecting the process 
management network and implementing adequate safeguards 
in general against cyber threats. Protection level analysis is 
tailored to assess potential weaknesses and ensure critical 
applications are protected from cyber attacks. The integration 
of cybersecurity into hazard and risk analysis, as well as other 
elements of technological process security management, is 
demonstrated by examples, making the plant more resistant 
to traditional and cyber threats. However, the proposed 
approach is adapted only for a clear architecture and is not 
intended for adjustment during operation.

Article [13] proposes a risk management process to identify, 
analyze, assess, respond to cyber threats, and monitor risks at 
each stage of the cyber protection chain. This approach can 
be used in organizations that are going to implement security 
mechanisms to align them to current requirements or reduce 
cyber risks to acceptable levels. Risk assessment method based 
on a continuous Markov chain. At the same time, the disadvan-
tages of the proposed method include the impossibility of si-
multaneous consideration of both quantitative and qualitative 
indicators, and the impossibility of adaptation to new threats 
in the system.

Article [14] proposes a theoretical-analytical approach to 
the analysis of the impact of information transmission delay 
in traffic regulation caused by cyber influence. The estimation 
is by means of the method of successive means. However, this 
approach is limited to use in motion control systems and is 
not adapted for use in other systems.



Eastern-European Journal of Enterprise Technologies ISSN-L 1729-3774; E-ISSN 1729-4061	 1/4 ( 139 ) 2026

8

Article [15] proposed that cyber security of an object be 
treated as a transient graph. The said approach allows for 
describing the threats that affect the object, to determine their 
degree of impact on cybersecurity. Disadvantages of the pro-
posed approach include the possibility of working only with 
single-dimensional values and the impossibility of adding 
new threats during the operation of the proposed approach.

The article [16] presents a method for creating and solving 
a game theory model to address cybersecurity issues specif-
ically for advanced manufacturing systems with high-level 
integrated computer integration. This method introduces 
a unique approach to determining the content of the game’s 
payoff matrix, including support for defense strategies, pro-
duction losses, and recovery from attacks as part of the cost 
function. Disadvantages of the proposed method include great 
computational complexity and the possibility of working only 
with one-dimensional values.

So, summarizing the above, the general disadvantage of 
all these approaches is the impossibility of working with mul-
tidimensional data in real time. Known works that allow solv-
ing the specified shortcoming are considered. Several different 
solutions have been proposed to eliminate this shortcoming. 

Work [17] presents an approach to evaluating input data 
for IS. The essence of the proposed approach is the clustering 
of the basic set of input data, their analysis, and after which 
the system is trained based on the analysis. The disadvantages 
of the mentioned approach are the gradual accumulation of 
evaluation and learning errors due to the lack of the possibili-
ty to evaluate the adequacy of the decisions made.

Work [18] presents an approach to data processing from 
various sources of information. This approach allows pro-
cessing data from various sources. The disadvantages of the 
specified approach include the low accuracy of the received 
assessment and the impossibility of checking the reliability of 
the received assessment.

In the work [19], a comparative analysis of existing decision 
support technologies was carried out, namely: the method of 
analyzing hierarchies, neural networks, the theory of fuzzy 
sets, genetic algorithms, and neuro-fuzzy modeling. The advan-
tages and disadvantages of these approaches are indicated. The 
areas of their application are defined. For the tasks of assessing 
the state of functioning of the IS state in conditions of risk and 
uncertainty, the use of neuro-fuzzy expert systems is justified. 

Work [20] states that the use of a combination of using 
different strategies for applying metaheuristic algorithms. The 
disadvantages of this approach are the insufficient efficiency of 
heterogeneous data processing when several metaheuristic al-
gorithms are used together to evaluate the functioning of the IS.

The analysis of works [9–20] showed that the common 
shortcomings of the above-mentioned studies are:

– assessment of the functional reliability of the IS state 
is carried out only at a separate level of their functioning, or 
only at a separate element of the special-purpose IS;

– with a comprehensive approach to assessing the func-
tional reliability of IS, as a rule, one or two components of 
the process of their functioning are considered. This does not 
allow to fully assess the impact of management decisions on 
the further functioning of the special-purpose IS;

– the approaches listed above (methods, techniques) pro-
vide weak integration into each other (or make it impossible 
at all), which does not allow them to be combined for a joint 
assessment of the functioning of the IS state;

– the above approaches for assessing the state of IS func-
tioning use a different mathematical apparatus, which requires 

appropriate mathematical transformations, which in turn 
increase computational complexity and reduce the accuracy 
of assessing the state of functional reliability of IS, etc.

3. The aim of objectives of the study

The aim of the study is a comprehensive assessment of 
the functional reliability of IS due to the development of 
a scientific and methodological apparatus for ensuring their 
functional reliability. This will make it possible to comprehen-
sively and multidimensionally assess the functional reliability 
of special-purpose ISs at different levels of their function-
ing (separate elements of special-purpose ISs) for the develop-
ment of subsequent management decisions. Also, it will make 
it possible to develop (improve) the software of modern and 
promising IS systems by integrating the proposed conceptual 
foundations into the corresponding software.

To achieve the aim, the following objectives were set:
– justify the principles and approaches of ensuring the 

functional reliability of information systems;
– develop a method of constructing multidimensional 

dependencies based on the sharing of measurement data and 
fuzzy expert evaluations;

– develop a method for assessing the functional reliability 
of information services based on the concept of profiles;

– carry out the development of a method of multidimen-
sional assessment of the functional reliability of special-pur-
pose IS;

– evaluate the effectiveness according to the defined crite-
rion of functional reliability of special-purpose IS.

4. Materials and methods

The object of the study is a special-purpose IS. The 
problem addressed in the study is the improvement of the 
functional reliability of special-purpose IS. The subject of the 
study is the process of assessing the functional reliability of 
special-purpose IS. 

The hypothesis of the study is the possibility of increasing 
the functional reliability of special-purpose IS due to the devel-
opment of a scientific and methodological apparatus for ensur-
ing their functional reliability. The assumptions of this study 
should be considered, as, due to the development of a scientific 
and methodological apparatus for ensuring the functional reli-
ability of special-purpose IS, it will be possible to increase the 
functional reliability of IS at all stages of the life cycle.

In the course of the study, the following research methods 
were used:

– is a general scientific method of analysis – for decompos-
ing problematic issues of assessing the functional reliability of 
special-purpose IS when they perform tasks as intended. Also, 
the general scientific method of analysis is used to determine 
the advantages and disadvantages of known approaches to 
assessing the functional reliability of special-purpose IS when 
they perform tasks as intended;

– general scientific method of synthesis – to substantiate the 
most appropriate approaches for assessing the functional reliabil-
ity of special-purpose IS when they perform tasks as intended;

– regression methods – to describe the dynamics of changes 
in the functional reliability of special-purpose IS. The specified 
approach was used to determine the regularity of changes in 
the state of functional reliability of special-purpose IS;
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– theory of fuzzy sets – for multidimensional assessment 
of the functional reliability of special-purpose IS.

The IS of the communication and informatization system of 
the operational grouping of troops (forces) was adopted as a spe-
cial-purpose IS for modeling in this study. The operational group 
of troops (forces) was formed according to the state of martial 
law (typical state). The mode of operation of the IS system of 
communication and information systems – defense operation.

A computational experiment of the proposed methods 
was conducted, which is an integral part of the scientific and 
methodological apparatus in the Microsoft Visual Studio 2022 
software environment (USA). The hardware of the research 
process is based on the AMD Ryzen 5 microprocessor.

5. The results of the development of a scientific and 
methodological apparatus for ensuring the functional 

reliability of special-purpose information systems

5. 1. Principles and approaches of ensuring function-
al reliability of information systems

Ensuring the functional reliability of special-purpose IS 
must be considered from the point of view of managing com-
plex systems. Consideration of the functional reliability of IS 
as a type of complex system creates a methodological basis for 
scientifically based adaptation of already known approaches, 
principles, methods, and models. These approaches have 
proven themselves well when solving the tasks of managing 
complex systems in other fields of use, in the field of ensuring 
the functional reliability of IS.

In this section, a system of principles is formed, which 
forms the basis of the proposed scientific and method-
ological apparatus for ensuring the functional reliability of 
special-purpose IS. These principles are necessary for the 
formation of theoretical developments, a system of views, and 
the selection of possible ways of informational support for 
ensuring the functional reliability of special-purpose IS at the 
stage of preparing them for application.

In accordance with the substantive characteristics and pur-
pose, it is appropriate to classify all the principles applied in the 
field of ensuring functional reliability into two main groups: 

– system-wide principles;
– principles of ensuring functional reliability of spe-

cial-purpose IS.
System-wide principles for ensuring functional reliability:
1. The principle of systematicity. This principle is basic in 

the group of system-wide principles, as it reflects the funda-
mental provisions of the system approach used in the study. 
The system for ensuring functional reliability is considered 
simultaneously as a complex subject-centric system, as well 
as a separate subsystem of the information support system of 
special-purpose ISs in their preparation for use.

2. The principle of polymorphism. The principle of poly-
morphism emphasizes the multiplicity of forms of special-pur-
pose IS elements and the variety of connections between them. 
The implementation of this principle allows describing the 
same system using different architectural models reflecting 
different approaches to ensure functional reliability, including 
scenario analysis as well as the concept of "barrier thinking".

The antipode of the principle of polymorphism is the 
principle of isomorphism. It assumes the existence of struc-
tural and characteristic similarities between ISs of different 
origins. The essence of this principle converges to the fact 
that the uniformity of forms of description of IS of different 

origins, the similarity of structures and properties of system 
characteristics, determines the possibility of using universal 
formalized methods of analysis based on the use of symbolic 
models. In the context of the tasks of ensuring the functional 
reliability of IS, this principle justifies the use of an architec-
tural approach and system archetypes as tools for determining 
functional reliability.

3. The principle of diversity. The essence of this principle 
is to recognize the existence of a set of forms (morphisms) of 
errors made by subjects in the development of special-pur-
pose IS, as well as defects caused by these errors. A partial 
manifestation of the diversity principle is multi-criteria, 
which implies the need to take into account and optimize 
different criteria. At the same time, the same criterion can 
be the basis for making decisions, including regarding the 
continuation or completion of tests of parts of IS for various 
functional purposes.

4. The principle of decomposition. As part of ensuring the 
functional reliability of IS, this principle means the possibil-
ity of step-by-step selection of key factors, time, and spatial 
characteristics of failure occurrence, as well as resources and 
mechanisms aimed at their prevention or elimination.

5. The principle of integration (composition). This princi-
ple provides for the possibility of building a set of models that 
contribute to the choice of rational strategies for achieving the 
required level of functional reliability of IS.

6. The principle of equivalent ways of achieving the goal. 
Taking into account the uncertainty inherent in both the state 
of the special-purpose IS and its individual characteristics at 
different stages of the life cycle, it is impossible to implement 
the principle of unity of R. Colman when building models 
focused on solving the tasks of ensuring functional reliability.

It is assumed that there are many alternative ways to 
achieve an acceptable level of functional reliability, which 
are implemented both within the framework of reactive and 
proactive approaches. The choice of a specific method should 
be based on the assessment of effectiveness and efficiency in 
the specific conditions of project implementation.

7. The principle of system readiness. In the context of ensur-
ing functional reliability, this principle consists of the fact that 
an incident (failure) leads to negative consequences only when 
a set of conditions necessary for its occurrence occurs simulta-
neously. This, in turn, can initiate the implementation of the 
so-called "domino" principle. Therefore, the main principle of 
failure prevention is to exclude the conditions under which this 
can happen and become a trigger of a chain reaction of failures.

8. The principle of objectivity. According to this principle, 
only those that rely on proven knowledge and reliable empiri-
cal data should be selected from a set of possible estimates. The 
a priori uncertainty of the information cannot be compensated 
by assumptions that have no actual basis, since such a replace-
ment leads to distortion of the results and reduces the reliability 
of conclusions about the state of the special-purpose IS.

9. The principle of multidimensionality. This principle 
provides for the functioning of special-purpose IS in several 
dimensions, such as time, energy, frequency, information, and 
others. That is why the process of functioning of special-pur-
pose IS should be considered from the standpoint of multidi-
mensionality and reduced to their comprehensive assessment.

Below are approaches to ensuring the functional reliabil-
ity of special-purpose IS, each of which is based on the prin-
ciples of creating and operating large and complex systems:

1. The system approach, which acts as a methodological 
basis of the study, is focused on the analysis of the processes 
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of ensuring the functional reliability of the IS from the stand-
point of system-wide principles. Within the framework of 
this approach, it becomes a priority to identify the functional 
importance of individual subsystems in the formation of the 
properties of special-purpose IS as a whole, as well as to iden-
tify the features of the interaction of special-purpose IS and 
the external environment.

2. A dynamic approach that involves taking into account 
changes in the composition and content of IS requirements 
under the influence of the external environment, including 
the transformation of end-user needs, as well as changes in 
the volume and availability of IS resources. Within this ap-
proach, the IS is considered as a dynamic object whose state is 
subject to the influence of both internal and external factors.

3. A structural approach aimed at identifying regularities 
in the creation of a system for ensuring the functional reliabil-
ity of IS, which allows establishing the relationship between 
the structure and its properties.

4. The cybernetic approach, implemented as a methodolog-
ical framework for research and management, considers the 
reliability assurance system as a manageable dynamic object. 
Management efficiency in this context is ensured on the basis 
of the use of feedback mechanisms, allowing the adjustment of 
IS behavior on the basis of information on the internal state of 
the facility and the state of the external environment.

5. A situational approach focused on making project and 
management decisions under conditions of uncertainty and 
dynamic changes in the operational situation. The situational 
approach is based on the analysis of up-to-date information 
and the use of accumulated experience in the conditions of 
changes in IS resources.

6. A resource-targeted approach that focuses on the justi-
fied and purposeful distribution of resources between activi-
ties aimed at ensuring the functional reliability of the IS. It in-
volves setting priorities and developing strategies that ensure 
the achievement of given targets with the limited resources of 
the special-purpose IS.

7. An informational approach focused on the creation of 
complex ISs that implement complex processing of various 
types of information. Within this methodology, the focus of 
the study is on information flows related to the study of the 
needs of end users of special-purpose IS.

8. A value-oriented approach focuses on creating a prod-
uct that meets the needs and expectations of users as much as 
possible. The main idea of the approach is to take maximum 
account of the initial stages of creating all the features of us-
ing IS to ensure that the functional reliability of IS meets the 
requirements set by users as much as possible.

9. The reactive approach focuses on the analysis of test 
results and retrospective data reflecting the experience of IS 
operation, to identify errors, establish the causes of their oc-
currence, and patterns in the appearance of failures.

10. A proactive approach involves identifying both present 
and future problems related to reliability assurance, the main 
objective of failure prevention. However, it is necessary to 
understand that it is impossible to prevent all failures before 
their occurrence, so it is necessary to maintain a balance be-
tween proactive and reactive approaches.

11. The barrier approach focuses on the development 
of multi-layered, echeloned protection systems against ag-
gressive external influences. None of the individual barriers 
provides full protection against the negative effects caused 
by the potential hazard. However, integration into a single 
system of barriers allows to increase in the level of protection 

due to the manifestation of a systemic effect. The conceptual 
basis of the "barrier thinking" approach is "defense-in-depth" 
philosophy [20].

The main criteria for ensuring the functional reliability of 
special-purpose IS:

1. Connectivity. Special-purpose ISs include sets of dif-
ferent types of agents, the interaction between which forms 
connections of different strengths, which determine the level 
of correspondence and mutual influence between agents.

2. Autonomy. Agents function without centralized man-
agement, having a certain autonomy within the established 
rules adopted for special-purpose IS. The high autonomy of 
the agents implies a higher complexity of the system.

3. Emergence. The behavior of special-purpose IS is 
formed from local interactions of self-organizing agents that 
lead to the emergence of global structures. These structures, 
in turn, begin to influence the behavior of the agents them-
selves in the form of negative (weakening) or positive (rein-
forcing) feedback.

4. Unbalance. The special-purpose IS functions in con-
ditions of constant external and internal disturbances. Such 
changes can lead to fluctuations associated with a cyclic tran-
sition from one equilibrium state to another, with the strength 
of the bonds between the elements affecting the stability of 
the special-purpose IC. Understanding the strength of con-
nections between special-purpose IS elements allows to iden-
tify "bottlenecks" and manage the behavior of special-purpose 
IS in the future.

5. Nonlinearity. The final behavior of a special-purpose 
IS is not a simple sum of the behavior of individual com-
ponents (agents). Minor disturbances can cause large-scale 
consequences – manifestation "butterfly effect". The emer-
gence of autocatalytic processes is often caused by minor and 
sometimes random events.

6. Self-organization. Special-purpose IS can independently 
rearrange structure and behavior in response to changes, 
restoring stability and preventing degradation. Such adapt-
ability can generate collective decisions and new forms of 
functioning – manifestations of "emergent mind".

7. Evolution. If to consider the external environment of 
a special-purpose IS as a set of all systems interacting with it, 
it becomes clear that complex systems are open: they not only 
adapt to environmental conditions, but also actively transform 
them. Such interaction has, as a rule, an irreversible nature – 
decisions made in conditions of self-organization cannot be 
reproduced again, since the initial conditions are already lost. 
In other words, developing in parallel and asynchronously, 
complex systems and their environments affect each other; 
that is, they co-evolve.

The given criteria, principles, and approaches to ensuring 
the functional reliability of special-purpose IS are components 
of the methodology for ensuring the functional reliability of 
special-purpose IS at the stage of preparation for application.

The conceptual framework of this study relies on the fol-
lowing system of views:

1. Ensuring the functional reliability of the special-purpose 
IS as part of the ISPR of network-centric management of dis-
tributed complex systems belongs to the class of management 
tasks in the conditions of dynamic fuzzy management goals.

2. ISs are a type of complex subject-centric system. This 
fact confirms the possibility of scientifically based adaptation 
of known approaches to the model description of failures that 
occur when managing complex systems of various nature in the 
field of ensuring the functional reliability of special-purpose IS.  



Mathematics and Cybernetics – applied aspects 

11

A model description of problematic situations is the basis for 
informational support for making rational decisions regarding 
their settlement.

3. A critical factor in functional reliability is the failure 
of IS elements. Sources of failures are destructive factors that 
affect special-purpose IS, as well as technical failures of soft-
ware and hardware.

4. The basis for ensuring functional reliability is the com-
plex use of information obtained from various sources: the 
subsystem of technical analysis of IS, the results of processing 
retrospective data on the experience of using special-purpose 
IS in similar conditions.

5. Functional reliability is determined by the number 
of failures that occurred at different stages of the life cycle, 
starting with the awareness of the presence of a problematic 
situation, for the settlement of which the use of IS is neces-
sary. Moments of failure and moments of their occurrence are 
distributed in space and time.

As part of the methodology for ensuring the functional 
reliability of special-purpose ISs at the planning stage of their 
application, the following is proposed in this study:

– method of constructing multidimensional dependencies 
based on the sharing of measurement data and fuzzy expert 
evaluations;

– method of assessing the functional reliability of infor-
mation services based on the concept of profiles;

– method of multidimensional assessment of the func-
tional reliability of special-purpose IS.

5. 2. A method of constructing multidimensional de-
pendencies based on the joint use of measurement data 
and fuzzy expert evaluations

The use of information on the causes and places of oc-
currence of failures in special-purpose IS is currently gaining 
particular importance due to the high cost associated with 
insufficient functional reliability of the IS [2, 10].

One of the aspects of the conceptual foundations of en-
suring the functional reliability of special-purpose IS is high-
lighted as follows:

− the basis for ensuring functional reliability is the com-
plex use of information obtained from various sources: 

− structural analysis of architectures of systems for ensur-
ing functional reliability and internal structure of IS;

− results of processing retrospective data (including met-
ric characteristics) related to the manifestation of failures of 
various nature, expert evaluations of subjects involved in the 
creation and application of special-purpose IS. This forms the 
basis of a systematic approach to ensuring functional reliabil-
ity at the application stage. 

The classical approach to solving this task is based on the 
use of empirical (regression) data characterizing the relation-
ship between the parameters of the conditions and processes of 
the implementation of IS creation projects and the parameters 
characterizing the properties of the obtained IS. Traditional 
approaches to the construction of regression dependencies [7] 
assume the presence of a table of values of independent and 
dependent random variables that are jointly observed. 

Regression dependencies are one of the main tools for 
constructing empirical descriptive models of inertialess objects.

To date, the theoretical apparatus for building regression 
models has been developed, on the basis of which soft-
ware-implemented tools have been developed. At the same 
time, a special place in the tasks of regression analysis is oc-
cupied by linear models. This is because they create the basis 

of studying the main properties of objects under conditions 
of a small number of measuring data, which is characteristic 
when studying the experience of using special-purpose IS due 
to the uniqueness of this process [4, 12, 13].

The information basis for the construction of regression 
dependencies is a table of jointly observed values of indepen-
dent and dependent random variables. When solving practical 
tasks, one has to face a situation where the formation of such 
tables meets a number of difficulties. Under such conditions, 
the lack of measuring data has to be compensated for by ex-
pert assessments of various types.

Due to these circumstances, it is of interest to develop 
a method of converting measurement data and fuzzy expert 
estimates, given in various forms to the form of a table of 
jointly observed values, which is the basis for the construction 
of multidimensional regression dependencies.

An approach to the construction of multidimensional 
regression dependencies is proposed in the case when the 
output data corresponding to different components of vectors 
of independent and dependent variables are presented either 
in the form of measurement results or in the form of various 
expert evaluations.

The classical approach to the construction of regression 
dependencies can be matched with a scheme

A x y y xN0
1 0

� � � � � � � �: , , ,   



� � 	 (1)

where  x y N,� �1  – a set of jointly observed values of the compo-
nents of independent vectors x  and dependent y  magnitudes; 
� �0





x,� �  – functional dependence given in parametric form; 
N – the number of pairs of values x  and y.

When solving practical tasks, due to the complexity of  
organizing the collection of initial data, formation  x y N,� �1  seri-
ous difficulties arise.

Work [19] describes an approach to the construction of 
one-dimensional non-parametric strict functional dependen-
cies based on solving the inverse problem of constructing the 
distribution law of a random argument function.

The scheme for solving the reverse problem has the form

A F x F y y x1
1

� � � � � �� �� � � �: , ,� 	 (2)

where F(x), F(y) – estimates of one-dimensional laws of dis-
tribution of independent and dependent random variables, 
determined on the basis of sample data processing

A x x F x A y y F yN M2
1

2
1

� � � �� � � � � � � � � � � �: , : .	 (3)

A feature of scheme (2) is that the properties of the sam-
ple data { } ,x N

1  { }y M
1  (scope, accuracy of registration) can be 

different. A limitation of scheme (2) is the need to justify the 
very fact of the presence of strict dependencies, for example, 
based on the physical content of the task.

Expert estimates are presented as estimates of the expected 
value of a random variable M[z] (in other words, estimates 
of mathematical expectation) and/or the interval of possible 
values of a random variable Z (the following options for pre-
senting intervals are possible: z a bz z��� ��, ;  z az� ��� �, ).

The works [2, 4, 7] consider the following separate tasks of 
constructing estimates of the laws of distribution of random 
variables based on expert estimates: if only the limits of the 
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interval of possible values of a random variable are known, 
i.e. z a bz z��� ��, ,  that’s it

A a b F zz z
3 3� � � ��� �� � � �: , . 	 (4)

In this case, the optimal assessment F(3)(z) there is 
a uniform distribution law; if mathematical expectations are 
known M[z], and the interval of possible values of a random 
variable is presented in the form [az, ∞), then the construction 
of the assessment is reduced to solving the task

A a F zM z z
4 4� � � ��� �� ��� �� �� � �: , , . 	 (5)

Optimal assessment F(3)(z) in this case, there is an indica-
tive distribution law

F z e z4 1� � �� � � � � . 	 (6)

The parameter of the distribution law is determined by 
the ratio

� � �� �� �� ��M z az
1
.

If known M[z] and the limits of the interval [az, bz], then 
the assessment of the distribution law is the result of solving 
the problem

A a b F zM z z z
5 5� � � ��� �� �� ��� �� � �: , , . 	 (7)

The assessment is presented in the form

F z e
a

z

z

5 0 1� � �� � � � � � � �d , 	 (8)

and the parameters of the model μ0, μ1 are as a result of solv-
ing a system of equations:

e

e M z
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,

.
	 (9)

In a separate case, if it is additionally known that  
F(5)(az) = 0, F(5)(bz) = 0, F(5) (z) is a triangular distribution.

The transformation of expert estimates into the form of 
laws of distribution of continuous random variables allows to 
expand scheme (2) in the case of the construction of one-di-
mensional non-parametric regression dependencies based on 
the joint use of measurement data and expert estimates. 

Methods of constructing strict functional dependen-
cies based on solving the inverse problem of constructing  
the distribution law of a random argument function are fo-
cused on the study of one-dimensional dependencies and 
are not adapted to the study of the behavior of multidimen-
sional systems.

Next, an approach is described that allows the adapta-
tion of the construction methods of strict one-dimensional 
functional dependencies to investigate the behavior of mul-
tivariate objects.

Static models used to describe multivariate inertial-free 
multiconnected objects include multivariate regression de-
pendencies

y x xj j j jk j� � �� 1, , ,  j N=1; ,	 (10)

where yj – vector component value Y dependent variable; x jkj , 
j N=1;  – components of the vector of independent variables; 
φj(•) – dependence (parametric or nonparametric), establish-
ing the relationship of the j-th component of the vector of the 
dependent variable to the values of the components of the 
vector of the independent variable.

The construction of the relation of the form (10) is re-
duced to the use of one of the transformations (4), (6), (8) to 
construct one-dimensional laws of the distribution of random 
variables, followed by the assessment of strict non-parametric 
functional dependencies taking into account (2).

The presence of one-dimensional functional dependen-
cies yj = fij(xj) allows to reduce the formation of a table of 
jointly observed values of independent and dependent vari-
ables to the sequential implementation of the following steps:

Action 1. Independent ones are generated q-th q Q�� �1;  
the value of random variables ξ j

q( ) ,  which correspond to the 
estimates of distribution laws 



F x j� �  based on random num-
ber sensors by inverse transformation method [11]

� j
q

jF x� � �� � � 1 , i M=1; .	 (11)

Action 2. By values � j
q� �,  using constructed one-dimen-

sional parametric dependencies fij(xj) values are calculated 
according to the rules

y fi
q

ij j
q

i�� ( ).( )� 	 (12)

Action 3. Meaning { , }( ) ( )ξ j
q

i
qy  entered as a row in the table 

of values.
In the future, the formed table is processed by known 

methods of multidimensional regression analysis.
Thus, a method of constructing multivariate regression 

dependencies is proposed, which allows for representing the 
IS in the form of a multi-connected object by a set of one-di-
mensional non-parametric regression dependencies. The basis 
of the method is the transformation of the original data, which 
are initially presented in different forms, to the form of the law 
of distribution of a continuous random variable. The method 
allows for investigating the behavior of multi-connected objects 
in the case where some components are metric characteristics, 
and some are represented by expert evaluations.

A distinctive feature of the proposed approach is that 
a multi-connected object is described by a collection of 
one-dimensional strict nonparametric regression dependen-
cies. A limitation of the approach is the need for a priori 
logical justification of the existence of a relationship between 
independent and dependent variables.

5. 3. A method of assessing the functional reliability 
of information services based on the concept of profiles 

Functional reliability is determined by the ability of the 
IS to provide the user with complete information in a timely 
manner [11, 20].

When implementing network-centric management and 
creating a single information and management space, it is ad-
visable to consider information services rather than functions.
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One of the factors that should be taken into account when 
building a profile of information services is the consideration 
of the set of modes of operation of the IS (full-time, the cause 
of non-full-time; non-full-time). In addition, different infor-
mation needs of service consumers arise in different modes, 
which causes them to change their assessments of the proper-
ties of the same services in different modes.

The profile of an information service means a complete set 
of alternatives (for example, a set of alternative categories of us-
ers, functions, etc.), for each of which occurr ence is probable.

Formally, the profile is a tree, each edge of which is 
matched by a weight characteristic that characterizes the 
probability of crossing it.

Since it is assumed that the transition of one and only one 
of the edges from each vertex is mandatory, and which is not 
known in advance, each of the nodes is assigned the corre-
spondence of formula (13)

Pi j
l

j
, ,� �� �1 	 (13)

where l – layer number; i – node number in the layer; j – the 
number of the edge coming out of i-th nodes.

Building a service profile allows to quantify the degree of 
coverage of tasks by special-purpose IS information services. 
Yes, for i-th the task of the task layer, the degree of coverage is 
determined by the following formula

SS IS

IS IS
i
S i

R

i
R

i
PR

� �
� �

� � � ��
�

,	 (14)

where ISi
R( )  – the number of implemented information services; 

ISi
PR( ) – the number of information services expected to be im-

plemented.
In a similar way, it is possible to evaluate all modes of op-

eration. One of the most important characteristics that must 
be taken into account when allocating resources, in particular 
temporary ones, to the development of new information ser-
vices and the improvement of existing ones is the degree of 
coverage of tasks by information services.

Different variants of service profiles can be matched with 
a system model of the type

<E, Pr, Rel>,	 (15)

where E – the set of possible events (simple paths in the 
graph); Pr – the set of probability values (implicit profiles) 
corresponding to each of the events (implicit profile is defined 
as the product of the weights of the arcs entering the simple 
path); Rel – the set of reliability assessments of informa-
tion services.

When constructing formal models, there is a need to con-
vert subjective user estimates to quantitative estimates.

To evaluate reliability characteristics based on subjective 
user evaluations, it is proposed to use an approach based on 
the membership function of the linguistic scale.

The linguistic scale in terms of which users belonging to 
the same m-th target group evaluate the reliability of the in-
formation service has the form: {low; medium; high}.

Each l-th value of the linguistic scale is matched with the 
membership function μl defined on the interval �l ��� ��0 1; . 
Provisions of maximum membership l-th the value of a lin-
guistic scale is defined as its reference value rl on axis y.

Each user expresses is opinion about the reliability of the 
information service and is degree of confidence in it.

It is postulated that the evaluations provided by users 
reflect their true independent opinion about the information 
service in the special-purpose IS.

The main issue of the task of quantifying expert evaluations 
is the selection of membership functions. Proposed solution: 
membership functions of a triangular type with the same bound-
aries that coincide with the boundaries of the axis y��� ��0 1; .

The cumulative reliability score based on subjective user 
scores is determined based on the ratio

D
rm k

l
l
k

k
N

k
l

k
N

m

m

� �
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�
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�

�

�

*
,1

1

	 (16)

where Nm – the number of users belonging to m-th target 
group; rl

k( )  – reference value corresponding to l-th the value 
of the linguistic scale determined k-th user; µk

l( )  – degree of 
confidence k-th user in the assessment given.

The main uncertainties complicating practical use (17) are:
– approaches to choosing values rl; 
– approaches to choosing the form of the membership 

function μl; 
– approaches to defining boundaries { , }.r rl

up
l
down� � � �

To eliminate the specified uncertainties, it is proposed to 
use the following approach. The basis of the definition rl to 
take into account the share of users owned m-th target group 
and selected l-th the value of the linguistic scale. Under such 
an approach as r1 the value is n Nm

m1
( ) , where n m

1
( )  – the 

number of users m-th target groups that have selected the 
value of the linguistic scale "low".

As r2 the value is

r n
N

n
N

m

m

m

m
2

1 2

2
� �

� � � �
,  

where n m
2
( )  – the number of users of the target group who 

selected the value of the linguistic scale "average".
Meaning r3 determined by the ratio

r n
N

n
N

m

m

m

m
3

1 2� �
� � � �

.  

Magnitude r2 is the middle of the sub-interval between 
values r1 and r3.

Regarding the uncertainties related to the choice of the 
form of the membership function, as well as the lower and 
upper bounds { , }( ) ( )r rl

up
l
down , the following should be noted.

If the value r1 corresponds to the maximum value of the 
linguistic scale "low", then to the left r1 the degree of satis-
faction cannot increase, i.e. μ1 at y r��� ��0 1;  takes the value 1.  
Right-hand than a point r1 the expert’s confidence in the 
selected assessment drops. Given that any information about 
the rate of value reduction μ1 as to move away from the right 
of the point r1 absent, following the principle of entropy max-
imization [5], it is appropriate to consider this rate constant.

In the absence of information imposing restrictions on the 
scope of the definition μ1, as such an area, it is advisable to 
take the entire interval y ∈ [r1; 1]. 

Consequently, the developed approach allows obtaining 
metric estimates of the reliability of information services tak-
ing into account the combined use of both measurement data 
and subjective user estimates.
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It should be noted that the proposed approach to the 
quantification of expert evaluations is largely formalized, 
which allows it to be implemented as a tool in the software of 
modern special-purpose IS.

5. 4. The method of multidimensional assessment of 
the functional reliability of special-purpose IS 

Let them be known: 
– the set of solutions D dj�� �,  j m�� �1, ,  which corre-

sponds to the result of the multidimensional assessment of 
the functional reliability of the special-purpose IS y; 

– the set of input indicators X x j�� �,  i n�� �1, ,  ranges 
of quantitative change of each input indicator character-
izing the functional reliability of the special-purpose IS, 
x x xi i i∈[ , ], i n=1, ;

– the membership functions that allow to present indi-
cators xi, i n=1,  in the form of fuzzy sets. knowledge matrix, 
which can be graphically displayed in the form of Fig. 1.

From the analysis of the functioning of the special-pur-
pose IS and indicators for assessing the functional reliability 
of the special-purpose IS in various operating conditions, the 
directions of evaluation are determined: 

– similarity of functional reliability indicators of spe-
cial-purpose IS;

– changes during the execution of IS special-purpose tasks.
Let’s describe the process of multidimensional assessment 

of the functional reliability of special-purpose IS

D k f
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where Y1(k − 1) − a vector characterizing the functional reli-
ability of a special-purpose IS based on the first indicator of 
the assessment on k − 1 modeling steps; Y2(k − 1) − a vector 
characterizing the functional reliability of the special-pur-
pose IS according to the second indicator on k − 1 modeling 
steps; Yn(k − 1) − a vector characterizing the functional reli-
ability of special-purpose IS by n-th evaluation indicator on 
k − 1 simulation steps; Q(k − 1) − a vector characterizing the 
time-frequency indicators of the functioning of the subsystem 
for assessing the functional reliability of special-purpose IS; 
R(k − 1) − a vector characterizing the information indicators 
of the functioning of the subsystem for assessing the functional  
reliability of special-purpose IS; Z1(k − 1), …, Zn(k − 1) − vec-
tors characterizing modes of operation of special-purpose IS.

For indicators that have a quantitative dimension, the 
range of change is divided into four quanta. This will provide 
the ability to transform a continuous universal set U u u� �� ��,  
into a discrete five element set [2]

U u u u�� �1 2 5, ,..., , 	 (18)

where u u1 = ,  u u2 1� � � ,  u3 = u2 + Δ2, u4 = u3 + Δ3, u u5 = , 
and � � � �1 2 3 4� � � � �u u,  u u� �  – the upper (lower) limit 
of the indicator change range. Then all matrices of even 
comparisons have dimension 5 × 5. The choice of four quanta 
is determined by the possibility of approximating nonlinear 
curves at five points [3, 19].

Each of the introduced terms is a fuzzy set given by the 
corresponding membership function. In the general case, 
input variables x1, x2, …, xn may be given by a number, a lin-
guistic term, or by the thermometer principle [1, 16].

A multidimensional assessment of the functional reliabil-
ity of special-purpose IS using expert information is carried 
out using fuzzy logical equations [4], which are a knowledge 
matrix and a system of logical statements. These equations 
make it possible to calculate the values of the membership 
functions of various identification results at fixed values of 
the input indicators. 

Let �� i
jp xi( )  – indicator membership function x x xi��� ��,  

fuzzy term αi
jp ,  i n=1, ,  j m=1, ,  p li=1, ;  µd

n
j x x x( , ,..., )1 2  – 

the function of belonging to the vector of input variables X = 
= (x1, x2, …, xn) the value of the initial assessment y = dj, j m=1, .

The relationship between these functions is determined 
by a fuzzy knowledge base and can be represented as the fol-
lowing logical equations
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The equations are obtained from a fuzzy knowledge 
base by replacing variables (linguistic terms) with their 
membership functions, and operations I and OR – with 
operations ∧  and ∨.

Let’s briefly write the system (20) as follows
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1, , . 	 (20)

Fuzzy logical equations are an analogue 
of Zadeh’s introduced procedure of fuzzy logi-
cal inference [4, 5], which is carried out using 
the operation "uzzy (min-max) composition", in 
which operations ∧  and ∨. min and max opera-
tions correspond.

5. 5. Evaluation of the effectiveness of the 
functional reliability of the special-purpose 
IS according to the defined criterion

To determine the effectiveness of the scien-
tific and methodological apparatus for ensur-
ing the functional reliability of special-purpose 
information systems, modeling of the speci-
fied provisions was carried out. It was carried 
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Fig. 1. Graphical interpretation of the process of holding 	
a multidimensional assessment of the functional assessment 	

of information systems 
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out when solving the task of assessing the state of func-
tional reliability of the special-purpose IS of the group 
of troops (forces) under the initial conditions specified  
in section 4. Separate parts of the computational experiment, 

using the proposed scientific and methodological apparatus, 
are given in the Tables 1, 2. The general computational ex-
periment is laid out on 126 sheets; in this section, only its 
separate part is presented.

Table 1

Results of calculations of the functional reliability of special-purpose IS using membership functions

No. rules
Results of calculations of decision membership functions according to the rules

1 2 3 4 5 6 7 8 9 10 11 12

1 0.00065 0.043 0.042 0.037 0.064 0.03 0.0068 0.0061 0.0087 0.045 0.066 0.045

2 0.06 0.0387 0.1148 0 0.1265 0.1534 0.1487 0.0112 0.0765 0.1381 0.166 0.1612

3 0.063 0.0443 0.05 0.0259 0.0122 0.0576 0.0341 0.067 0.0466 0.052 0.064 0.044

4 0.088 0.074 0.153 0.068 0.004 0.1 0.0018 0.169 0.0052 0.053 0.046 0.163

5 0.174 0.0147 0.083 0.083 0.076 0.002 0.102 0.083 0.162 0.116 0.09 0.105

6 0.028 0.057 0.019 0.036 0.047 0.038 0.025 0.028 0.0029 0.005 0.036 0.063

7 0.061 0.067 0.056 0.045 0.012 0.014 0.0007 0.012 0.022 0.056 0.069 0.00216

8 0.197 0.219 0.211 0.232 0.197 0.203 0.057 0.07 0.119 0.13 0.138 0.0054

9 0 0.122 0.124 0.157 0.243 0.003 0.262 0.208 0 0.165 0.084 0.151

10 0.146 0.079 0.142 0.076 0.005 0.121 0.107 0.121 0.114 0.091 0.049 0.139

11 0.165 0.139 0.065 0.044 0.07 0.1 0.083 0.163 0.061 0.165 0.133 0.086

12 0.026 0.039 0.001 0.006 0.043 0.021 0.036 0.013 0.014 0.034 0.02 0.03

13 0.035 0.006 0.037 0.04 0.021 0.038 0.004 0.0005 0.033 0.017 0.021 0.017

14 0.0054 0.003 0.033 0.021 0.007 0.028 0.029 0.0076 0.05 0.033 0.017 0.038

15 0.049 0.009 0.012 0.021 0.033 0.03 0.044 0.023 0.024 0.034 0.018 0.041

16 0.03 0.042 0.027 0.019 0.014 0.047 0.029 0.011 0.036 0.023 0.05 0.033

17 0.021 0.0005 0.031 0.028 0.032 0.047 0.031 0.02 0.024 0.012 0.02 0.032

18 0.03 0.008 0.016 0.044 0.02 0.036 0.016 0.048 0.05 0.014 0.035 0.0086

19 0.026 0.039 0.038 0.014 0.003 0.002 0.031 0.011 0.031 0.0076 0.034 0.013

20 0.007 0.046 0.049 0.033 0.015 0.007 0.049 0.023 0.05 0.016 0.03 0.034

21 0.042 0.026 0.026 0.025 0.037 0.029 0.027 0.021 0.015 0.01 0.041 0.00758

22 0.126 0.027 0.017 0.315 0.033 0.096 0.206 0.305 0.093 0.146 0.116 0.00332

23 0.391 0.462 0.616 0.443 0.077 0.231 0.0064 0.077 0.616 0.109 0.237 0.61

24 0.132 0.005 0.04 0.002 0.035 0.139 0.063 0.0088 0.112 0.118 0.109 0.037

2 0.14 0.125 0.044 0.139 0.13 0.074 0.107 0.125 0.1 0.054 0.021 0.158

26 0.041 0.047 0.02 0.026 0.008 0.016 0.025 0.019 0.043 0.031 0.04 0.049

27 0.022 0.014 0.041 0.037 0.034 0.046 0.013 0.027 0.022 0.011 0.042 0.012

28 0.038 0.008 0.015 0.011 0.018 0 0.017 0.033 0.018 0.042 0.043 0.023

29 0.037 0 0.039 0.015 0.035 0.004 0.021 0.017 0.039 0.031 0.004 0.05

30 0.007 0.028 0.011 0.031 0.012 0.048 0.021 0.026 0.032 0.036 0.033 0.026

31 0.032 0.011 0.007 0.018 0.033 0.036 0.04 0.011 0.038 0.024 0.018 0.045

32 0.041 0.02 0.05 0.027 0.008 0.017 0.05 0.024 0.031 0.045 0.034 0.022

33 0.022 0.019 0.039 0.049 0.043 0.000 0.045 0.029 0.0025 0.016 0.013 0.037

34 0.042 0.048 0.011 0.02 0.013 0.042 0.006 0.0035 0.014 0.0056 0.049 0.049

35 0.05 0.032 0.032 0.037 0.027 0.014 0.005 0.046 0.038 0.02 0.037 0.039

36 0.081 0.044 0.049 0.102 0.016 0.146 0.053 0.114 0.133 0.054 0.054 0.086

37 0.139 0.153 0.025 0.172 0.014 0.142 0.025 0.114 0.063 0.04 0.091 0.135

38 0.019 0.044 0.012 0.004 0.03 0.047 0.008 0.024 0.05 0.033 0.008 0.0015

39 0.023 0.034 0.041 0.003 0.015 0.015 0.05 0.048 0.018 0.036 0.035 0.027

40 0.034 0.063 0.056 0.023 0.085 0.045 0.025 0.0073 0.012 0.113 0.078 0.036

41 0.045 0.016 0.023 0.027 0.032 0.006 0.027 0.011 0.036 0.045 0.038 0.041

42 0.018 0.013 0.019 0.038 0.05 0.021 0.023 0.03 0.028 0.024 0.015 0.045

43 0.0005 0.031 0.033 0.028 0.047 0.023 0.0005 0.035 0.0066 0.034 0.044 0.031

Defense 
operation 0.166 0.151 0.177 0.011 0.146 0.162 0.152 0.173 0.164 0.147 0.161 0.168
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Table 2

Comparative results of the process of assessing the 
functional reliability of the special-purpose IS of the state 	

of the grouping of troops (forces)

Marginal 
cases

With use scientific and 
methodological apparatus

Without use scientific and 
methodological apparatus

Promptness of the process of assessing the functional reliability  
of the special-purpose IS of the group of troops (forces)

Better case 59–502 s 82–801.3 s
Worse case 255.1–2501.5 s 402.8–4007 s
The reliability of the obtained solutions for assessing the functional 
reliability of the special-purpose IS of the group of troops (forces)

Better case 0.94–1.0 0.76–0.82
Worse case 0.9–1.0 0.66–0.77

Table 2 demonstrates numerical indicators of the effective-
ness of the application of the specified scientific and method-
ological apparatus.

6. Discussion of the results of the development  
of a scientific and methodological apparatus for 

ensuring functional reliability 

From the analysis of Table 2, it can be concluded that the 
proposed scientific and methodological apparatus provides an 
increase in efficiency by an average of 40%, while ensuring 
high reliability of the obtained results at the level of 92%.

The advantages of the proposed scientific and methodolog-
ical apparatus for ensuring functional reliability are as follows:

– to systematically conduct a multi-level assessment of the 
state of functional reliability of special-purpose IS using the 
proposed principles of its provision. This will make it possible 
to comprehensively assess the functional reliability of the 
special-purpose IS, both as a separate element of it and the IS 
as a whole, in comparison with works [2, 5];

– to consider from different sides the problem of ensuring 
the functional reliability of special-purpose IS, with the help 
of the proposed methodology, which expands the system of 
views on its provision, compared to works [4, 7];

– to build multidimensional dependencies of the state of 
functional reliability of special-purpose IS (expressions (1)–(12)), 
which will allow to evaluate the functional reliability of IS based 
on an arbitrary number of indicators, compared to works [9, 13];

– to assess the functional reliability of special-purpose 
ISs by sharing measurement data and fuzzy expert evalua-
tions (expressions (1)–(12)), which will solve the dimension 
problem, compared to works [8, 12];

– to build a time dependence of the change in indicators 
that characterize the state of functional reliability of spe-
cial-purpose ICs (expressions (1)–(12)), which allows for de-
termining the moments of deviation of their values from the 
nominal one, in comparison with works [11, 14];

– to evaluate the functional reliability of information ser-
vices based on the concept of profiles (expressions (13)–(16)), 
which achieves the possibility of decentralized influence on 
special-purpose IS to increase its functional reliability, com-
pared to works [12, 16];

– to reduce uncertainty about the state of functional 
reliability of special-purpose IS, by using an appropriate ap-
proach in the method of assessing the functional reliability 
of information services based on the concept of profiles (sec-
tion 5.1.4), compared to works [10, 14];

– to conduct a comprehensive and multidimensional as-
sessment of the state of functional reliability of the special-pur-
pose IS due to the use of the method of multidimensional 
assessment of the functional reliability of the special-purpose 
IS (expressions (17)–(20)), compared to works [9, 17].

The disadvantage of the proposed scientific and method-
ological apparatus should include the need to coordinate the 
opinions of experts about the state of functional reliability of 
special-purpose IS.

The proposed scientific and methodological apparatus 
allows to:

– conduct modeling of the process of assessing the func-
tional reliability of special-purpose IS;

– determine effective measures to increase the efficiency of 
assessing the state of functional reliability of special-purpose IS;

– comprehensively assess the functional reliability of spe-
cial-purpose IS.

The limitations of the study are the need to take into ac-
count the delay time for collecting and proving information 
from special-purpose IS sensors (sensors). 

The proposed scientific and methodological apparatus 
should be used as software for automated troop control systems 
of the "Dzvin-AS", "Oreanda-PS" type, as well as integrated in-
formation systems of the "Delta" type.

7. Conclusions

1. Proposed and substantiated principles and approaches 
to ensuring the functional reliability of IS. This allows for 
a comprehensive assessment of new and modernized spe-
cial-purpose IS.

2. The method of constructing multidimensional depen-
dencies based on the joint use of measurement data and 
fuzzy expert evaluations was developed. The originality of this 
method lies in the construction of multidimensional depen-
dencies of the state of functional reliability of the special-pur-
pose IS, which achieves the assessment of the functional re-
liability of the IS based on an arbitrary number of indicators.

3. The method of assessing the functional reliability of 
information services based on the concept of profiles has been 
developed. The originality of the method consists in reducing 
the uncertainty about the state of functional reliability of spe-
cial-purpose IS, due to the use of the appropriate approach.

4. The method of multidimensional assessment of the 
functional reliability of special-purpose IS was developed. 
The originality of the method consists in conducting a com-
prehensive and multidimensional assessment of the state of 
functional reliability of special-purpose IS.

5. The effectiveness of the proposed methods was evaluated 
according to the defined criterion of functional reliability of 
the special-purpose IS. The proposed methods ensure an in-
crease in the efficiency of assessing the functional reliability 
of the IS by an average of 40%, while ensuring high reliability 
of the obtained results at the level of 92%, which is confirmed 
by the results of a numerical experiment.
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