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The object of the study
is the processes of automated
transaction classification and
Bitcoin address identification
for detecting malicious activi-
ty in conditions of pseudo-an-
onymity. The problem is the
insufficient effectiveness of algo-
rithms, such as graph convolu-
tional networks, in conditions
of strong class imbalance. This
discovery is particularly import-
ant when less than ten percent
of the data is clearly labelled.
However, the main difficul-
ty is excessive feature smooth-
ing, which complicates the effec-
tive detection of anomalies for
dense graphs. The results con-
firm that the Graph Attention
Network v2 (GATv2) model is
effective. It achieves an accura-
¢y of 91.19% and an F1 score of
91.11% in testing. In addition,
the stability of the approach is
confirmed when 15% of topo-
logical noise is added to the
graph structure. To prove the
selectivity of the classifier, the
Area Under the Curve (AUC)
value of the approach is 0.889.
The results are explained by the
implementation of a dynamic
anisotropic aggregation mecha-
nism that adaptively distributes
attention weights. This allows
selectively amplifying weak
signals of suspicious transac-
tions while ignoring irrelevant
connections and noise. A dis-
tinctive feature is the model
of feature unification through
logarithmic normalization of
sums and non-linear process-
ing of time intervals. Its unique-
ness lies in the use of weighted
loss functions and active learn-
ing strategies on boundary sam-
ples. Two-level transfer learn-
ing was applied to the Elliptic
and BitcoinHeist datasets. The
area of application is integra-
tion into real-time anti-mon-
ey laundering (AML) systems.
The approach allows overcom-
ing conceptual shifts when new
types of cyber threats emerge.
The method detects the activity
of CryptoLocker-type extortion-
ists in the absence of data
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1. Introduction

Detecting unusual transaction patterns in the Bitcoin
network is an important security operation that combines
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cybersecurity work with financial monitoring responsibili-
ties [1, 2]. The pseudo-anonymous nature of cryptocurrency
addresses allows cybercriminals to use these digital assets as
their primary financial resource for ransomware campaigns




that demand ransom payments in Bitcoin [1, 3]. Criminals
use mixing services along with CoinJoin pools and multi-lev-
el “peeling” chains to hide the origin of their assets by creat-
ing fake stock market transactions [2, 4]. The current envi-
ronment has shown that AML systems based on fixed rules
and blacklists are unable to detect adaptive anonymization
techniques [2, 5].

Blockchain data analysis has evolved from manual heu-
ristic approaches to machine learning methods, but standard
algorithms such as XGBoost and random forests do not take
into account the structure of the transaction graph. This leads
to the loss of important interaction details [5, 6]. The collect-
ed results demonstrate that graph neural networks (GNNs)
that utilize structural data lead to a significant improvement
in classification results [2,7]. Most modern solutions use
graph convolutional networks (GCNs), which average neigh-
bor vectors to generate node representations using isotropic
aggregation methods [6, 7]. This approach does not allow
for the detection of suspicious connections, as it mixes these
signals with the huge volume of transactions performed by
high-level nodes, creating a structural noise problem [2, 4].

The GAT model solves the GCN limitations using an edge
weighting system that applies different weights to edges de-
pending on their direction [8]. The basic structure of the GAT
network works with fixed attention weights that determine
the ranking of neighbors without using any information
about the state of the node query [9]. The GATv2 model has
been modified with a dynamic attention system that allows
the model to achieve better expressiveness and noise resis-
tance [9, 10]. Research from 2025 shows that graph attention
systems, combined with edge-aware analysis and adaptive
augmentation methods, will prove effective in addressing
class imbalance issues [11-13].

Despite existing progress, the research area exploring
dynamic attention architectures for Bitcoin-specific topolog-
ical models remains underdeveloped. The research concept
focuses on developing a GATv2-based method that performs
selective information aggregation. This allows the identifi-
cation of malicious transactions in data with a high level of
obscurity. According to sources [2, 9, 14], this approach will
improve the effectiveness of AML monitoring compared to
isotropic models.

The Bitcoin network requires adaptive financial monitor-
ing systems, as its complex anonymization methods require
architects to seek new architectural solutions. Standard iso-
tropic models are not capable of effectively filtering structural
noise, so the detection of malicious transactions depends on
selective aggregation mechanisms based on GATv2. There-
fore, research dedicated to developing a method for improv-
ing the efficiency of transaction classification in the Bitcoin
network using an attention mechanism in graph neural
networks is relevant.

2. Literature review and problem statement

Works [1, 3] present the results of fundamental research
on the evolution of the Bitcoin network topology since 2009,
focusing on the identification of clusters associated with
ransomware activity. It is shown that the use of developed to-
pological metrics (in particular, the characteristics of “loop”,
“number” and “strength” of connections) demonstrates high-
er efficiency in detecting malicious patterns compared to
standard heuristics. This is because attackers form specific

geometric patterns to obfuscate (confuse) asset flows. How-
ever, issues related to the low granularity of the analysis,
which ignores the semantics of individual transactions and
the attributes of unspent transaction outputs (UTXOs), re-
main unresolved. The reason for this is the high complexity
of blockchain data aggregation and the inability to effectively
engineer features due to pseudo-anonymity. This makes
classical topological methods insufficiently flexible for oper-
ational monitoring tasks.

One way to overcome these difficulties is to use deep
geometric learning methods (graph neural networks, GNN).
This approach is used in [2, 15], where the superiority of
graph convolutional networks (GCN) and inductive learning
architectures over classical algorithms has been experimen-
tally confirmed. However, these solutions remain limited
due to the use of isotropic aggregation mechanisms. In [6], it
was proven that the isotropic nature of GCN models leads to
the levelling (“blurring”) of anomalous signals in dense sub-
graphs, creating the effect of structural noise. Research [16]
additionally points to the problem of “over-smoothing” when
increasing the depth of the network, which leads to a loss of
distinguishability of vector representations (embeddings) of
nodes. In addition, the presence of a significant proportion of
unmarked nodes (“unknown”) creates the problem of “label
incompleteness,” which, in the context of a dynamic block-
chain, leads to model degradation (2, 4].

The development of the theoretical basis of GNN has
led to the emergence of architectures capable of operating
in inductive mode, which is necessary for dynamic graphs.
This approach is used in [15] (GraphSAGE - graph sample
and aggregate), where instead of training fixed embeddings,
it is proposed to train functions for aggregating information
from the local environment. It has been shown that this al-
lows for the effective processing of new nodes and edges that
constantly appear in the Bitcoin network. However, issues
related to sensitivity to local anomalies remain unresolved.
The reason for this is that basic GraphSAGE aggregators,
such as mean, pooling, or long short-term memory (LSTM)
networks, remain isotropic in nature [17]. They assign equal
or averaged weights to all neighbors of a node, making
it fundamentally impossible for such an architecture to
detect isolated suspicious transactions among thousands
of legitimate connections between exchange wallets. This
generates structural noise, which becomes a major obstacle
to accurate classification in anti-money laundering (AML)
systems [2, 18].

One way to overcome the difficulties associated with
isotropy is to introduce an attention mechanism. In [14] and
the classic article on graph attention networks (GAT) [8],
the results of applying anisotropic neighbor weighting are
presented. It was assumed that this would allow incoming
transactions to be ranked according to their degree of sus-
picion. However, fundamental research [9] shows that the
standard GAT architecture implements only a limited form
of “static attention.” It has been mathematically proven that
attention weights in GAT depend monotonically on neighbor
parameters and are virtually independent of the state of the
query node. This means that it is fundamentally impossible
to modify the importance values of neighbors according to
the specific context of the transaction, which makes this
approach ineffective for complex money laundering schemes.
One solution to this problem is to use the GATv2 architecture
proposed in [9]. This approach allows for the implementation
of “dynamic attention” by changing the order of operations:



applying non-linear activation after concatenation, but before
scalar projection. This provides a universal approximation of
attention functions, allowing the model to adaptively filter
noise [9, 10].

The works [11, 14] present the results of research on the
latest architectures. In [11], it is shown that hybridization
of GNN with neural ordinary differential equations (neu-
ral ODE) allows effective modelling of the temporal dynam-
ics of network evolution. One solution to the problem of class
imbalance (where illicit transactions account for less than 1%)
is the heterogeneous graph adaptive augmentation (HGAA)
method [12], which adaptively transforms graph patterns.
Also, in [13] (TE-G-SAGE), approaches to improving the
explainability of models are proposed. However, issues re-
lated to the selection of the optimal architecture depth and
resistance to adversarial attacks remain unresolved. On the
one hand, works [2, 7] argue that increasing the number
of layers is necessary to cover distant connections (K-hop,
K-step neighborhood). On the other hand, studies [16, 18]
prove that this inevitably leads to oversmoothing, making the
representation of nodes indistinguishable. The reason for this
is the cost in terms of computational stability when working
with deep graphs. Moreover, methods such as GrMA-CNN
(graph-based modified attention with convolutional neural
network) [14] and HGAA [12] are effective on static graphs.
However, they lose stability under the influence of structural
attacks aimed at creating fictitious connections. Current
AML solutions for Bitcoin largely ignore the potential of dy-
namic attention to filter such topological noise.

All this gives reason to argue that it is advisable to con-
duct research dedicated to developing a method for improv-
ing the efficiency of transaction classification in the Bitcoin
network using the GATv2 dynamic attention mechanism.
This approach will resolve the trade-off between search
depth and signal quality, providing adaptive filtering of struc-
tural noise and improving detection accuracy in conditions of
critical class imbalance.

3. The aim and objectives of the study

The aim of the study is to improve the efficiency of trans-
action classification in the Bitcoin network by developing a
method based on graph neural networks with a dynamic at-
tention mechanism. This provides adaptive filtering of struc-
tural noise and resistance to class imbalance in the dynamic
environment of the blockchain.

To achieve this aim, the following objectives were set:

- to build a mathematical model for unifying the feature
space of transactions, ensuring the invariance of characteris-
tics to the scale of sums and the intensity of network opera-
tions through the application of nonlinear transformations;

- to develop a graph neural network architecture based
on GATv2Conv layers with dynamic multi-head attention for
implementing adaptive ranking of node neighbors and selec-
tive filtering of structural noise;

- to justify the model training strategy in conditions
of extreme class imbalance and implement regularization
mechanisms to prevent the oversmoothing effect of node
representations;

- to conduct experimental testing of the proposed meth-
od on real data sets to evaluate its discriminatory ability
compared to existing isotropic and static anisotropic archi-
tectures.

4. Materials and methods

The object of the study is the processes of automated
transaction classification and Bitcoin address identification
to detect malicious activity in conditions of pseudo-anonym-
ity. The classification analysis process solves three main
tasks, namely: eliminating extreme imbalances between
classes, managing significant structural noise, and adapting
to the constant evolution of the graph structure.

The research hypothesis is based on a combined approach
that combines the dynamic anisotropic aggregation model
GATv2 with a unified feature space model. Multilevel knowl-
edge transfer methods. The established method increases the
selectivity of financial security due to its ability to amplify
signals of malicious patterns while suppressing noise from
loaded network hubs.

The following assumptions and simplifications were
made in the study:

- the transaction graph maintains a constant topology
within a single time step, providing a basis for applying spa-
tial convolution methods;

- the elliptic dataset contains sufficient attributes to mod-
el user behavior patterns while preserving their anonymity;

- the training data contains class labels that the system
accepts as true, even though the data may not contain infor-
mation about new attack methods.

The study uses a two-level training system to apply its
methodological approach, as this configuration allows for
optimal use of the available labelled information. The graph
neural network model begins its development from the initial
configuration before undergoing the first training session,
which uses the elliptic data set [2, 19] as the reference data-
set. The dataset includes a partially anonymized Bitcoin
transaction network containing 203,769 nodes representing
transactions and 234,355 edges showing the connections
between them in terms of payment flows. Each node con-
tains 166 features, including 94 local data points and 72 ag-
gregated data points from neighboring nodes. The dataset
contains 49 separate time segments, allowing researchers to
study how financial resources move over time [2, 16].

The second stage requires the application of transfer
learning, which allows models to learn from data from the
BitcoinHeist ransomware address dataset [3]. The dataset
contains information about addresses and transactions as-
sociated with 29 different ransomware families, including
CryptoLocker and CryptXXX. The BitcoinHeist system al-
lows the model to be adapted by identifying actual topologi-
cal attack patterns, which include both chain and star ransom
collection structures. The “Elliptic — BitcoinHeist” training
strategy allows trained filters to be adapted to the specifics of
malicious campaigns without completely retraining the mod-
el. This is critical when there are a limited number of labelled
samples for new types of attacks [1, 6].

The research base shows significant class differences,
as this situation is often encountered in blockchain network
cybersecurity cases. These two datasets require a special ap-
proach, as their unique features must be taken into account
using special visualization methods that help to understand
the distribution of classes and select appropriate regularization
methods. The elliptic dataset presents its class distribution
scheme using a graphical image, which is shown in Fig. 1.

A deep analysis of the data in Fig.1 shows that
the positive class “Illicit” with 4,545 nodes appears in
much smaller numbers than the class “Licit”, which con-



tains 42,019 nodes, and the unlabeled category “Unknown”,
which has 157,205 nodes. The uneven distribution between
these classes requires a weighted loss function along with
special oversampling techniques to process the data cor-
rectly. The large number of unlabeled nodes in this network
suggests that knowledge transfer may be useful, as their
structural connections reveal important details about the
organization of the network.

This method requires fundamental development, starting
with the creation of a mathematical model that combines the
feature space. Basic transformations are applied to trans-
action sum data using logarithmic normalization, which
standardizes

a=log(1+a), @

where a - the nominal value of the transaction in the Bit-
coin network (Bitcoin, BTC). The transformation process
ensures stable weight distribution, allowing for more effi-
cient gradient descent. The system calculates two key met-
rics for each address, which include the transit coefficient
ry and the transaction frequency f,, normalized to identify
the functional role of the node as a mixer, storage, or transit
point [1, 2, 16, 17].

The basic architectural structure of this system relies
on a graph neural network that operates using the GATv2
dynamic attention mechanism. The
GATv2 system operates with a que-
ry-dependent rating that works differ-
ently from traditional GCN systems,
as it calculates attention weights a;
using the following process

100000
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¢,= aTLeakyReLU(W[hi I h}]), @) ]
1000 &
where e;; - the importance (attention) ]
coefficient between nodes i and j;
a - the vector of attention mechanism
parameters; W - the linear transfor-
mation weight matrix; h;, h; - the fea-
ture vectors of nodes i and j, respec-
tively; || — the vector concatenation
operation. |
The model achieves its goal
through adaptive capabilities that al-
low it to identify suspicious business
partners and ignore complex patterns
that arise in normal customer transac-
tions [8, 9]. The loss function contains
weighting coefficients that solve the 1.4
class distribution problem by assigning
values that decrease as the frequency
of the class increases. The weighted 1
cross-entropy approach allows the sys-
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methods, which use a probability of 0.4,
and L2 regularization, which applies 0.2
weight decay to the network weights.
The learning process monitoring
system uses precision and recall values
together with F1-score metrics, which it
calculates based on the validation data
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set. The development of the loss function, which shows how
well the selected optimization method and regularization
technique work, is shown in Fig. 2.

A detailed evaluation of the results shown in Fig. 2
shows that the proposed method maintains stable per-
formance throughout the entire training period. The loss
curves for the training and validation datasets show a
steady downward trend without any signs of model overfit-
ting. The F1 score reached stability above 0.9 after the 30th
epoch, demonstrating that the dynamic attention system
effectively captures complex nonlinear relationships in
the graph structure. The system learns to handle concept
changes and new types of requesters through an active
learning phase that applies oversampling techniques to
positive examples in the latent feature space [4, 20]. The
system achieves scalability through the implementation of
neighbor sampling, which processes graphs that exceed the
memory capacity of the GPU by working with subgraphs
of fixed size [2,15]. The software system uses Python
(Python Software Foundation, USA) as its programming
language and PyTorch Geometric (TU Dortmund Universi-
ty, Germany) as its main library. The described materials,
together with the methods, create a unified technological
platform that allows detecting malicious transactions in
the blockchain while the blockchain network is operating
in real time.
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Fig. 1. Distribution of classes in the elliptic data set
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Fig. 2. Dynamics of the loss function on elliptic



5. Results of research into the classification of Bitcoin
transactions using dynamic attention

5.1. Mathematical model for the unification of
transaction features with nonlinear transformations
for large-scale invariance

The process of building an adaptive system for detect-
ing unusual activities in decentralized payment networks
requires a formal representation of the environment under
study using a variety of directed multigraph models

G=(V.E.X,.X,), ®

where V' - the set of vertices corresponding to unique ad-
dresses, and E - the set of edges representing asset transfer
transactions. The main problem arises when deep learning
methods encounter these structures, since their vertex char-
acteristics x, €RY and characteristics of ribs X, € R exist
in completely different metric spaces. The attribute space
representing addresses arises from a combination of statis-
tical indicators that include validity period, total account
balance, and network connectivity based on incoming and
outgoing connections. The transaction space comes to life
through real-time event parameters, which include transac-
tion amounts, processing fees, and event timestamps. The
Graph Attention Network v2 (GATv2) architecture requires a
mathematical model for unification that transforms different
data spaces into a single latent Hilbert space H with dpiqden
dimensions while preserving semantic invariants [1, 6, 19].
The first stage of the model requires that the input data re-
main unchanged when the sum values change. Analysis of
the Bitcoin transaction network based on the Elliptic dataset
shows that financial sums follow a power-law distribution
with extreme values ranging from 108 [2, 16]. The current sys-
tem environment applies linear normalization, which creates
a problem because it changes the gradient values during the
process. The logarithmic compression technique with zero
regularization is applied to the scalar values s

S=In(s+e), @

where § -the normalized sum value; s — the transaction
amount; U - the regularization constant (a small shift to
avoid a logarithm of zero). The system allows the model to ef-
fectively process both small financial transactions, including
“dust attacks”, and large money transfers. The system replac-
es absolute timestamps ¢ with differential time increments,
which employees must enter as At; = t; - t; for hyperbolic
normalization of processing.

¢(4t)=tanh(A4t), ®)

where At - the time interval between transactions; A — the time
scaling factor; tanh - the hyperbolic tangent function. This ap-
proach makes the model sensitive to transaction bursts gener-
ated by ransomware and mixers during their operation [3, 17].
The next task requires converting pre-processed vectors into
a single embedding space. The system performs this function
using linear mapping operations, which, in combination with
nonlinear activation functions, produce the desired result:

W = (W,x, +b, ), ©)
W =o(W,x, +b,), ©)

where WVeRd"“‘”"XdV and WEeRd”“”“"XdE - the matrices of
weight coefficients that are learned [6, 15]. The activation
function o() uses LeakyReLU as its activation function
to preserve negative signals, which help neurons function
during the first training steps. The mathematical model
focuses on a dynamic attention system that functions differ-
ently from a fixed GCN convolution, as it adjusts the values
of each connected node and the corresponding transaction.
The attention coefficient a;;, which shows the significance
of transactions from node j to node i, is calculated using a
modified GATv2 mechanism as follows

b

where a - the vector of attention parameters, || - the con-

catenation operation. The scoring system now includes the

edge vector h, , which allows the model to identify trans-
ij

a, =softmax (aTLeakyReLU(W . [hl. ||hj|

actions based on their structural location and complete
content information [8, 9]. This solution solves the problem
of over-smoothing, as standard GCN models lose import-
ant anomalous data in the process of averaging legitimate
and suspicious neighboring features in dense graph struc-
tures [7, 18]. The process of updating the node representation
at level [ + 1 depends on weighted aggregation, which com-
bines information from different

hi(M) _ O'(ngwjaif ~(Waggh51)))’ ©)

where hi(m) - the feature vector (embedding) of node i on
layer [ + 1. The function o() is a nonlinear activation func-
tion (e.g., ELU or LeakyReLU), and N; is the set of neighbors
of node i. The normalized attention coefficient a; determines
the level of importance of neighbor j for node i. The W,
matrix contains trainable aggregation weights applied to the
neighbor feature vector hE’ on the previous layer [. To stabi-
lize training, multi-head attention with K independent mech-
anisms is used, the results of which are concatenated. Model
parameters belonging to © are optimized by minimizing the
weighted binary cross-entropy loss

L@)=—23" o og()r -

. +|6F,
N=r +W0(1—y,-)10g(1—y,-)

(10)

where £(@) - the value of the loss objective function;
N - the total number of transactions in the training sample;
y; — the true class label for the i-th example (1 - illicit, 0 - licit);
¥, - the probability of belonging to the illicit class predicted
by the model; wy, wy - the weight coefficients of classes,
calculated inversely proportional to their frequencies to
compensate for imbalance; 4 - the hyper]garameter that reg-
ulates the strength of regularization; |@ - the Ly-norm of
the model parameters (weight decay) to prevent overfitting.
The elliptic and BitcoinHeist datasets require such a critical
approach because the distribution of their classes shows a
ratio exceeding 1:10. This approach allows model developers
to create strong penalties that focus on false negatives rather
than false positives [7, 8, 15]. The model trains its parameters
using L, regularization and dropout, which operates on the
matrix of attention coefficients a;;. The system achieves better
robustness to missing data and structural noise, as the model
is trained based on multiple ensembles of subgraphs. The
system demonstrated its ability to handle structural noise



and missing data during stress tests, which involved adding
15% random edges to the data [4, 5].

The model implements transfer learning through knowl-
edge transfer between the Elliptic domain, which contains
structured data, and the BitcoinHeist domain, which con-
tains authentic ransomware templates. The domain adapta-
tion task requires that the parameters ©, which were learned
from the source distribution P (X, Y), serve as a starting
point for the target domain Pr (X, Y). The model retains its
ability to identify topological patterns such as “detachment
chains” and star-shaped branched structures because it uses
a unified feature space, even though the statistical properties
of individual sums vary [1, 10, 20]. The mathematical model
developed provides a theoretical basis for creating an effective
classifier that functions efficiently when the data contains a
high level of uncertainty and diverse information structures,
as well as when attackers actively attempt to interfere.

5.2. Architecture of the second version of the graph
neural network with a dynamic multi-channel atten-
tion mechanism

Developing an effective architecture for detecting anom-
alous activity in the Bitcoin network requires developers
to move away from traditional isotropic data aggregation
methods in favor of approaches that adapt to the specific
context of network interactions. This method uses a graph
neural network (GNN) that functions as the main structural
element through a system of GATv2Conv (Graph Attention
Network v2 Convolution) layers that work with dynamic
anisotropic attention. The choice of this particular archi-
tecture solved the main problem faced by financial graphs,
as legitimate transactions between exchanges and mixing
services create a complex network that blocks the detection
of malicious activity. The GATv2 model provides selective
neighbor filtering, allowing it to focus on the most informa-
tive connections. Unlike spectral methods (GCN), this ap-
proach prevents the effect of over-smoothing in high-degree
nodes. This is because GCNs function as low-pass filters,
which often negate important local differences.

The neural network architecture includes a first stage
that combines transaction attributes with address informa-
tion by creating a shared latent space. The system processes
transaction attributes and addresses in the initial stage, cre-
ating a combined latent space. The system uses several at-
tention-based hidden layers that update node representations
through recursive processing. The system uses a modified
attention mechanism that generates edge weight values by
analyzing the current state of the query node rather than
following the standard GAT approach. The GAT architecture
presented by Velichkovich contains a fixed attention system,
as it ranks nodes based solely on their feature values, which do
not change when connected to different nodes. The model has
limitations in its ability to express complex patterns because it
cannot handle nonlinear relationships involving “detachment
chains,” which show that nodes function differently depending
on their position in the chain. The GATV2 architecture solves
this problem with its method of operation, which applies a
nonlinear activation function after linear transformation but
before scalar projection of the evaluation space.

The operation of updating node feature vectors at each
layer 1 creates hi(l“) by combining messages from all nodes
that share an edge with node i in set N;. The formula cal-
culates the attention coefficient a;, which determines the
importance of neighbor j for constructing node i

exp(aTLeakyReLU(W -[h,. ||hj h,, J))
%= ZkEMexp(aTLeakyReLU(W~[hi ||hk| h, J)) (11)

where W - the learning weight matrix, a - the vector of
attention mechanism parameters, || — the concatenation op-
eration, and he” - the vector of transaction attributes (edges)
connecting nodes.

The system requires that he‘ functioned as an important

architectural component, as it allows the network to distin-
guish transactions based on their topological structure and
content, which includes the amount, time, and commission
details. The proposed method adapts the basic neighbor ag-
gregation function to a contextual filtering mechanism. This
allows blocking low-value transactions (“dust attacks”) from
high-risk addresses. At the same time, the system identifies
hidden connections by analyzing dynamic time patterns. The
system learns to recognize multiple features using multi-head
attention, which ensures the stability of the learning process
when processing financial stream data and time correlation
models. The model operates using K independent attention
systems, which simultaneously calculate their specific sets
of coefficients afjk) and transformed features. The system
combines results from different heads by concatenation at
intermediate layers and averaging at the final layer to create
an improved representation

W=l o3, o W)

where h - the updated feature vector of node i; || - the con-
catenation operation of vectors from k = 1 to K; K - the to-
tal number of heads of attention; o() — the nonlinear ac-
tivation function; N; - the set of neighbors of a nodei;
o

which determines the importance of neighbor j for node i;
W® — the weight matrix of the linear transformation for
the k-th head; h; - the vector of neighboring node features j.
The system allows each “head” to develop expertise in spe-
cific categories of patterns on which they will focus. The
system allows certain channels to detect star patterns that
appear during redemption collection, but other channels
control chain transactions using mixing operations. The
model achieves better resistance to structural noise because
it allows one channel to generate false activations that other
channels can offset with their correct operations.

The system design focuses on solving scaling issues that
arise when multiple nodes in the network receive large amounts
of traffic. The Bitcoin network structure exhibits signs of “heavy
tails” as certain addresses support thousands of connections
according to the Elliptic dataset distribution [2, 16]. The stan-
dard GCN model creates feature pollution because these nodes
produce averaged vectors that obscure information from their
closest neighboring nodes. The architecture solves this problem
with a dynamic attention system that reduces the influence of
connections that are not important. The model training pro-
cess automatically reduces the weight values a; that connect
the target node to legitimate hubs, including exchanges, when
transaction characteristics do not match suspicious activity
patterns. The system maintains node-specific characteristics in
dense network environments, allowing it to protect important
information about abnormal behavior patterns.

The network contains a fully connected multilayer per-
ceptron (MLP) on the output layer, which processes node

(12)

- the normalized attention coefficient of the k-th head,



feature vectors to generate class predictions for the catego-
ries “licit” and “illicit”. The system contains dropout layers
with a neuron deactivation probability of 0.4, which protect
against overfitting by working with both attention coefficient
matrices and linear layer outputs. The system is trained using
a subgraph ensemble approach, which creates resistance to
attacks on the graph structure, including the addition of false
connections to protect the network [8, 15].

The proposed architecture demonstrates its effectiveness
through theoretical analysis comparing it to fundamental
models. GCN operates as a fixed Laplacian smoothing filter,
but GATv2Conv functions as an adaptive nonlinear operator
that can learn any graph-based function. The AML task
requires flexible detection methods, as signs of criminal
activity manifest themselves in small differences between
transaction distributions rather than in general network
patterns. A multi-channel attention system produces results
that experts can interpret, as they can visualize the sources
of transactions by analyzing the weight distribution between
the a;; values, which cover different time periods of financial
monitoring systems [9, 18].

The GATv2Conv architecture functions as a powerful an-
alytical tool because it implements a dynamic multi-channel
attention system that combines edge attribute data thanks
to its design. The system uses neural networks to learn rep-
resentations, which it then applies to process relational data
to solve classification problems related to the heterogeneous,
unbalanced, and noisy datasets that characterize the modern
Bitcoin ecosystem.

5. 3. Model training strategy in the case of extreme
class imbalance and regularization mechanisms
against excessive smoothing

Developing a GNN training strategy for financial mon-
itoring requires consideration of the specific patterns of
the Bitcoin network. Only a small fraction of transactions
is related to money laundering or cybercrime compared to
legitimate transactions. The Elliptic dataset shows a critical
imbalance, with illegal activity accounting for less than 10%
of the labelled data. In real-world flows, this figure is less
than one percent. This creates the risk of the model being bi-
ased towards predicting only the majority class. The standard
cross-entropy loss function does not work properly because
the total classification error from a few criminal transactions
becomes insignificant compared to the large number of cor-
rect classifications for legitimate transactions. The proposed
method solves this problem with a training strategy that
applies weighted binary cross-entropy and calculates class
weight coefficients w, using the inverse of their frequency in
the training data. The mathematical process applies a more
severe penalty to gradient descent when it fails to detect an
attack than when it produces a false alarm during normal
transaction processing. The proposed method shifts the op-
erating point of the classifier to improve recall. This provides
the “conservative” error profile required for anti-money laun-
dering (AML) scenarios [6, 8, 15]. This strategy is driven by
the fact that the losses from missed crimes far outweigh the
costs of verifying false positives.

The main problem with deep neural networks arises be-
cause their node representations become indistinguishable
due to excessive smoothing, which occurs when multiple net-
work layers perform continuous aggregation of neighboring
features. Malicious node features become invisible as they
merge with the normal features of nodes belonging to their

network connections, which include major hub nodes such
as stock exchanges and mixing services. The main architec-
tures that include GCN depend on aggregation mechanisms,
which, according to sources [16, 18], function as low-pass
filters. The proposed strategy uses the GATv2 architecture
as a structural basis that prevents excessive smoothing in
the system. The model learns to assign near-zero weights to
unnecessary connections to hubs using a dynamic attention
mechanism that functions to eliminate noise during the ag-
gregation process. The system operates with two main com-
ponents, consisting of L, regularization for network weights
and dropout layers, which are activated with a probability
of 40 to 50 per cent. The dropout mechanism performs two
main functions in this situation, as it prevents the classifier
from overfitting to certain features of the training samples
and works with the adjacency matrix to simulate learning
from multiple sparse subgraphs. The model must develop
this capability because attackers use structural attacks that
create deceptive transaction chains to conceal their malicious
activities [4, 5, 7].

The training process takes place using a two-stage trans-
fer learning system, which solves the problem of limited
labelled data for new attack categories. The model completes
the entire training process in 120 epochs, which it spends
training using the Elliptic Data Set reference graph [2, 19].
The dataset contains anonymized data but retains two im-
portant elements that allow the model to understand basic
financial flow patterns. The dataset contains 49 time steps,
allowing the model to understand basic financial patterns
through repetitive cycles and movements between points.
The batch subgraph selection process, called Neighbor Sam-
pling, allows graphs exceeding the memory capacity of the
GPU to be processed, as it supports the local connections
necessary for correct attention calculations. During the ini-
tial training cycles, the loss function shows rapid positive
dynamics. The training error decreased from 0.8 to 0.6, and
the validation error decreased from 1.4 to 0.4. This confirms
the effectiveness of the selected weight initialization scheme
and input data normalization methods. The validation error
does not show the typical U-shaped growth after the 30th
epoch. This proves the effectiveness of regularization meth-
ods (L2 and dropout) in preventing overfitting. As a result,
the model retains a high ability to generalize at new time
intervals [6, 7, 15].

The second stage of the strategy requires continuing to
train the previously developed model through fine-tuning,
which uses the Bitcoin Heist Ransomware Address data-
set [1, 3]. This process is necessary at this stage because El-
liptic provides broad categories of illegal activities that differ
from what is needed to detect specific ransomware samples,
including the CryptoLocker and Princeton families. The
training strategy requires that the weights of the lower layers
remain frozen, as these layers have learned to create effective
transaction embeddings, but the system will only modify
the attention layers and the classification block. The system
allows knowledge about structural invariants to be trans-
ferred, including patterns of decoupling chains between the
data-rich elliptic domain and the BitcoinHeist domain, which
has limited sample availability for each malware family. The
metric dynamics graphs show that the model’s performance
improves during the training process, as the accuracy and
F1 score metrics increase after training begins, but the sys-
tem retains its prior knowledge. Sequential learning allows
models to develop both reliability from working with large



datasets and specialized knowledge in processing specific
models [10, 17, 20].

The training strategy includes active learning components
that help combat conceptual drift, as cybercriminals are
constantly changing their attack methods. The system must
update its model by regularly expanding training samples,
which includes proven attack examples from experts as new
support vectors. The system uses oversampling, which creates
additional examples of minority classes by duplicating feature
space and batch replication. The system must detect new at-
tack patterns as it processes all historical data, including every
pattern that has appeared before. Experimental data show that
this adaptive method supports a stable increase in the F1 met-
ric, which reaches 0.911, and maintains an accuracy of 0.912 in
noisy data conditions, outperforming basic isotropic methods
such as GCN [, 3,4]. The system becomes noise-resistant
because it combines a weighted loss function with GATv2
anisotropic aggregation, transfer learning, and regularization
to work effectively in real blockchain environments.

5.4. Experimental verification of the proposed
method on reference data sets

The process of testing the
two-level transaction -classifica-
tion method was to be carried out 09
in two stages: first, financial flow
models were studied, and then the 0.8
team moved on to recognizing ran-
somware behavior patterns. Train- 0.7
ing begins with a basic stage based
on the elliptic sample, followed by
fine-tuning using the Bitcoin Heist 0.5
Ransomware Address set. This ap-
proach ensures classification sta- 0.4
bility under conditions of limited
data visibility and high noise levels.
The first stage of the project in- 0.2
volved training the GATv2 archi- 0 20
tecture from start to finish on an
elliptical transaction graph, which
used nodes to represent individu-
al transactions and edges to show
asset transfer paths. The training
process lasted 120 epochs, during
which mini-batch sampling of sub-
graphs was performed and weight-
ed binary cross-entropy was used
to manage class distribution issues,
and the dropout technique with L2
regularization was used to train
the model.

The learning process moni-
toring system demonstrated high
algorithm stability thanks to a de-
tailed analysis of the loss function
development in Fig. 2. The initial
training epochs showed rapid con-
vergence, which then stabilized at
a stable plateau, demonstrating the
effectiveness of the selected regu-
larization methods. The absence !
of the typical U-shaped growth of
errors in the final stages of training
proves that the model has learned

Number of Nodes (Log)
S

100

to generalize characteristic patterns without falling into the
trap of memorizing random noise. The stability of the loss
function corresponds to the classification results, as the quality
indicators presented in Fig. 3 demonstrate this dependence.

A detailed analysis of the curves in Fig. 3 shows that the
classification accuracy exceeds random guessing during the
first 10-15 epochs, reaching values from 0.8 to 0.85. The F1-
score for the “illicit” class starts at 0.27 and increases to 0.52
during this period. The model learns the feature hierarchy, as
the F1 score remains stable at 0.67 and the accuracy scores
fluctuate between 0.88 and 0.9. The model learns complex
patterns through correlations between transaction sums and
network structure patterns, which it applies to its training
data. The metrics show small random variations during the
plateau phase, as the model is trained on unbalanced data
using a subgraph sample, but the overall upward trend shows
that the GATV2 architecture creates strong node representa-
tions. The main element that hinders network classification
in Bitcoin systems requires researchers to develop anisotropic
models due to its presence. The trained network demonstrates
various structural elements that become visible thanks to the
node degree distribution histogram shown in Fig. 4.
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Fig. 4. Degree distribution of the elliptic graph



The histogram in Fig. 4 illustrates the typical struc-
ture of scale-free networks. Most transactions have be-
tween 1 and 5 connections, while individual hubs cover
more than 400 nodes. The significant variability in node
degrees is a critical problem for traditional GCN models.
Their isotropic averaging mechanism causes weak anoma-
lous signals to be levelled out by absorption into large hub
flows (the over-smoothing effect). The GATv2 architecture
provides dynamic attention that filters input signals by as-
signing low weights to irrelevant hub connections, enabling
it to detect subtle anomalous patterns in dense exchange and
mixing environments.

The model’s ability to reduce risks during actual financial
monitoring activities became evident thanks to the error pro-
file that emerged as a result of testing on the test
database. The distribution of classification results
becomes apparent thanks to the confusion matrix
shown in Fig. 5.

The quantitative data presented in Fig. 5
demonstrates that the decision-making process
has achieved its goal, which corresponds to a
conservative approach. The model successfully
identifies most authentic transactions, numbering
approximately 12,819 cases in the “True Negative”
category, and also detects approximately 868 cas-
es of criminal activity through “True Positive”
detection. The system achieves its primary goal
by identifying 215 attacks, which corresponds to
the minimum acceptable detection level. This is
due to the priority of minimizing missed crimes
within financial monitoring. In AML scenarios,
the regulatory and reputational risks of undetect-
ed activity significantly outweigh the operational
costs of verifying false positives. The system gen-
erates 2,768 false positive results, which is within
the range that allows compliance departments
to process alerts through a manual verification

Actual
Licit

Ilicit

using mixers and incomplete data during testing. The basic
GCN architecture underwent a comparative stress test,
which involved adding 15% random topological noise to
assess its resistance to active malicious interference using
mixers to hide connections and incomplete data scenarios.
The research paper presents the results of the comparison of
metrics in Table 1.

Table 1

Comparison of architecture effectiveness on noisy elliptic data

Model

Accuracy

F1-Score

Precision

Recall

GCN (baseline)

0.906

0.906

0.906

0.906

GATV2 (proposed)

0.912

0.911

0.912

0.912

215

1
Licit

Predicted

2768

868

Ilicit

Fig. 5. Confusion matrix on elliptic
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process without overloading the
operating system.

The model’s ability to distin-
guish between legitimate and ille-
gitimate classes across all classifi-
cation thresholds is visible in the
ROC curve shown in Fig. 6.

The curve in Fig. 6 passes sig-
nificantly above the diagonal of
random guess, demonstrating the
excellent discriminatory power of
the classifier with an AUC value
of approximately 0.889. The na-
ture of the curve indicates a high
sensitivity of the model with a
true positive rate of over 0.9 and
a moderate level of false positives.
This allows the working threshold
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stress test to assess the system’s
ability to withstand active inter-
ference from malicious users at-
tempting to hide their connections
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Fig. 6. Receiver operating characteristic curve for classification results of the elliptic dataset



The data in Table 1 show that the GATv2 architec-
ture outperforms the baseline GCN model by approxi-
mately 0.6 percentage points across all key metrics. The
experimental results confirm
the theoretical assumption that
anisotropic feature aggregation
methods demonstrate better 0.9
resistance to topological per-
turbations. The results show

0.92 0.9119

0.9062

their advantage in the diagram 088
shown in Fig. 7.

Analysis of the diagram in 0.86
Fig. 7 demonstrates that GATv2
improves classification quality 084
by simultaneously increasing
all components of the F1 score,

0.82

rather than by compromising be-
tween accuracy and reproduc-
ibility. The attention mechanism ¢
proves its ability to block false
noise connections as it focuses
on the main structural patterns
that remain unchanged during
anonymization processes. The
second stage of the experiment

Accuracy

successfully learned to identify specific ransomware pat-
terns, which include both peeling chains and star structures
for collecting ransoms.

0.9106 0.9121 0.9119
. | '
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mGCN (Baseline) m GATv2 (Procesed)

Fig. 7. Comparative diagram of the efficiency of the graph convolutional network and the
graph attention network of the second version
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Bitcoin Heist Ransomware Ad- '
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common patterns that effectively 0.8
detect threats from ransomware.
The impact of additional train- 0.7
ing on quality metrics is evident &
from the information presented
in Fig. 9. 0.5
The graphs in Fig.9 show
how the metrics reach the base- 04
line training level up to the tran- 03
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The results of the study show that baseline training using
GATv2, which utilizes elliptic graph data prior to Bitcoin
Heist data adaptation, provides a consistent improvement
in key performance metrics. The approach presented here
creates a protective error profile that yields the fewest false
negatives while accepting an average number of false posi-
tives [1-6, 8, 17]. The developed GATv2 architecture brings
the model closer to real-world situations involving money
laundering and ransomware detection in blockchain net-
works. The system demonstrates resistance to information
noise and limited data availability, as it is designed to detect
new patterns of criminal behavior emerging in dynamic en-
vironments.

6. Discussion of the results of Bitcoin transaction
classification and operational stability of the model

The research aims to develop a solution that addresses
the problem of blockchain analysis related to the assessment
of complex financial money laundering models in network
topology. The main challenges are significant class imbal-
ance and significant structural obstacles in the data. The
mathematical unification model delivers results thanks to a
logarithmic compression system that maintains gradient dis-
tribution stability regardless of transaction costs. The math-
ematical unification model produces stable learning curves
in Fig. 2 and high F1-scores in Fig. 3 thanks to a logarithmic
compression system that maintains gradient distribution
stability regardless of transaction costs. The results analysis
process evaluates how well the dynamic attention system
maintains stability when structural noise reaches its peak.
The study examines how an invariant feature space contrib-
utes to successful knowledge transfer. The model is evaluated
to determine its operational readiness to meet anti-money
laundering (AML) requirements. The evaluation process in-
volves analyzing existing system limitations to identify areas
of development that will be most beneficial for the future
development of the system.

The proposed solution functions as an adaptive nonlinear
operator via GATv2Conv instead of using isotropic GCNs,
which act as low-pass filters in [2, 7]. The system identifies
“toxic” connections among thousands of actual hub opera-
tions using this method. Standard neighbor averaging could
not achieve this (Fig. 4). Analysis of the Elliptic dataset shows
that standard spectral convolutional networks (GCNs) act as
low-pass filters, creating an effect of excessive smoothing
in their results [16, 18]. Signal processing terms show that
high-frequency components of the graph, which create sharp
differences between neighbors (e.g., one “toxic” address
connected to a “clean” exchange hub), are smoothed out
during aggregation. Vector representations that embed mali-
cious nodes become statistically identical to their legitimate
network environment, leading to an increase in type I and
type IT errors. The GATv2 dynamic attention system that has
been developed allows the network to perform context-based
filtering operations [8,9]. Research shows that the model
learns to assign weights close to zero to connections that
do not have useful semantic data, so it effectively separates
suspicious nodes from the noise generated by the main hubs.
This method demonstrates its advantage when working with
noisy data according to Table 1, as shown in the comparison
diagram in Fig. 7. GATv2 metrics remain stable, while GCN
metrics deteriorate when 15% topological perturbations are

introduced. The system achieves stability against unplanned
changes in the network structure because Multiview atten-
tion combines the results of separate information processing
systems. They operate independently of each other. The
model maintains its stability because it uses anisotropic ag-
gregation, which allows the system to ignore false confusing
connections while identifying stable interaction patterns
involving money transfer cycles and money transfer trans-
actions [2, 4].

The mathematical model that combines feature spaces is
an important factor in the success of the proposed approach.
Traditional methods face challenges because they use fixed
financial values, which makes them vulnerable to price
fluctuations and changes in user economic behavior. The
process of logarithmic normalization of the sum, together
with relative time markers and transit coefficients, has made
it possible to create a description of behavior that remains
unchanged regardless of transaction values. The strategy
for successful transfer of learning between the Elliptic and
BitcoinHeist domains [10, 20] required this necessary pre-
requisite. The knowledge transfer process shown in Fig. 8,9
demonstrates that the developed solutions address the prob-
lems of insufficient labels and ambiguous data characteris-
tics. The model achieves this through its invariant feature
space. This allows it to identify structural elements of crimes
in different data domains, including BitcoinHeist, while
preserving user anonymity. The results of the study confirm
that financial crime networks support stable patterns that
are more universal than their attribute-based characteristics.
The model demonstrates the ability to generalize knowledge
about families of ransomware that were not represented in
the initial training dataset. The proposed method effectively
addresses the problem of conceptual shift, which is a key
challenge for modern cybersecurity systems [1, 3, 17].

Operational indicators and model error characteristics
are the third key element to be discussed. The financial
monitoring system is characterized by asymmetric costs
in the event of classification errors. False negatives in the
detection of terrorist financing or money laundering create
critical regulatory and reputational risks. At the same time,
false positives only result in additional operational costs for
manual transaction verification. Analysis of the confusion
matrix (Fig. 5) shows that the decision-making profile corre-
sponds to a conservative approach, as it focuses on reducing
false negatives. The classifier demonstrates its ability to
distinguish between classes using the ROC curve shown
in Fig. 6, which reflects an AUC value of 0.889. The system
achieves an optimal balance between the ability to detect
events and the ability to correctly identify non-events. This
allows users to adjust the operating point according to their
specific risk management needs [5, 6].

The proposed method serves as a fundamental basis for
developing intelligent anti-money laundering (AML) systems
for cryptocurrency networks. The integration of structural
analysis with graph neural networks provides a solution to clas-
sification problems in conditions that are critical for traditional
algorithms. The study shows that anisotropic aggregation suc-
cessfully eliminates topological noise, allowing defense systems
to adjust their defense strategies against new attack methods.
These methods require further development, as they must op-
timize computational resources and explain their decisions to
comply with financial investigations and regulatory standards.

The method requires the identification of its operational
limitations, which represent its existing weaknesses. The



calculation of attention coefficients requires significant com-
putational resources, which is the main limitation of the
method. The method requires sampling of neighbors to pro-
cess large-scale graphs, as it cannot process them directly. The
research has a serious drawback, as the graph network faces a
“cold start” problem. This prevents new addresses from being
classified until they have built up a transaction history, after
which their classification becomes possible through the cre-
ation of a topological profile. The GATv2 architecture provides
higher accuracy than GCN, but requires more computational
resources to function. The system must perform numerous
matrix calculations to determine the attention coefficients for
each edge, which creates a processing speed limitation during
real-time operations involving graphs with millions of nodes.
The neighbor sampling technique helps to mitigate this prob-
lem, but deploying the system across the entire Bitcoin net-
work will require either significant hardware resources or the
use of distilled models [2, 15]. The method achieves the best
results when the training data contains complete and accurate
labelled information. An attention mechanism trained on ex-
isting datasets will absorb any existing biases that exist in the
historical labelling system. The model becomes less capable of
detecting new types of ransomware attacks because it learns to
recognize the most common ransomware patterns that appear
in the training data. The method requires constant updating of
datasets along with expert validation of new patterns, which is
supported by an active learning system but requires significant
time and effort [4, 18]. The system faces a third serious limita-
tion, as new addresses encounter difficulties during the initial
phase of operation. Graph neural networks base their work on
link analysis, so they find it difficult to classify new addresses
because these addresses have no previous transaction data.
The function unification process allows predictions to be made
based on initial transactions, but it takes time to develop a
complete topological profile.

The research development process involves a transition
from static research models to dynamic graphs that work
with data in real time. The system allows users to store net-
work states using static snapshots, while predicting attacks
by analyzing connection development. This helps financial
monitoring systems prevent attacks. At the current stage, time
parameters function as graph edge attributes. The transition
to temporal graph networks and dynamic continuous-time
graphs will allow the evolution of the network to be modelled
based on processes. This approach replaces the representation
of dynamics as a sequence of individual static snapshots. Us-
ers can predict future connections, detecting preparations for
large-scale attacks using this system [11, 14]. The development
of explainable artificial intelligence (XAI) methods for graph-
based models is a promising area of research in the field of
artificial intelligence. The system must identify suspicious
transactions while showing users which segment of the net-
work caused the system to flag their transaction, as regulators
have established strict rules, including GDPR and FATF di-
rectives. The process of generating explanations using GATv2
attention coefficients will create an automated system that will
improve the work of financial analysts. An important area is
the creation of new methods that will help AT models defend
themselves against hostile attack methods. Attackers are con-
stantly updating their obfuscation techniques, so they now
use fake connections between legitimate nodes to confuse the
attention mechanism. Further research focuses on developing
new protection algorithms by working with reliable learning
techniques and adversarial data methods [7, 13].

7. Conclusions

1. The mathematical model for unifying transaction
characteristic space works through a transaction charac-
teristic space unification system that maintains data con-
sistency when adjusting financial amounts and time flow
intensity levels. The model uses logarithmic normalization
to process financial data, as this reduces the impact of
extreme value distribution patterns that occur in financial
data. The model operates through two key performance
indicators, which include the transit coefficient and nor-
malized operating frequency, to evaluate its effectiveness.
Node behavior models were encoded in a format that deep
learning algorithms can understand. The system created a
framework that allows training to be transferred between
different time periods and domains (elliptic and BitcoinHe-
ist) while maintaining the accuracy of currency exchange
rate predictions.

2. The graph neural network architecture uses
GATv2Conv layers, which operate through a multi-channel
dynamic attention system. The current method solves the
problem because it selects which connections to amplify
using a contextual connection rating that amplifies weak
signals from suspicious neighbors and blocks structural
noise from numerous legitimate transactions from high-lev-
el hubs. The dynamic attention system allows the model to
create better representations while solving the problem of
excessive smoothing that occurs in dense graph structures.

3. The study presents an approach to training models
that face severe class imbalance using weighted binary
cross-entropy and active sampling using the neighbor
sampling method. The system includes a comprehensive
regularization system that applies both L2 weight decay
and dropout layers to the attention matrix to stop exces-
sive smoothing while maintaining gradient stability in
deep networks.

4. The proposed approach was tested using experiments
with two datasets called elliptic and BitcoinHeist. The dy-
namic attention method yields result with an accuracy of
91.19% and an F1 score of 91.11%. A 0.6% improvement in
performance is evident when comparing these results with
isotropic analogues (GCN) operating in conditions of less
than 15% topological noise. The model demonstrates high
discriminatory power with an AUC value of 0.889. This al-
lows it to effectively identify transactions using ransomware
while minimizing the number of false positives.
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