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Complex technical systems are
the object of the study. The prob-
lem that is solved in the study is an
increase in the level of security of
complex technical systems. The orig-
inality of the study consists in:

- comprehensive assessment of
the security state of complex techni-
cal systems due to multi-level assess-
ment using the theory of artificial
intelligence;

-reduced error in assessing the
security state of a complex technical
system due to the human factor due
to the verification of the parameters
of a complex technical system;

- selection of the best individu-
als in bio-inspired algorithms, due to
the use of an improved genetic algo-
rithm, which achieves an increase in
the efficiency and reliability of the
obtained decisions and evaluations;

- make accurate decisions by
individually adjusting the actions
of agents in each bio-inspired algo-
rithm;

- eliminating the conflict between
agents in improved bio-inspired algo-
rithms, which increases the efficien-
cy and reliability of decisions made
regarding the security state of com-
plex technical systems;

- implementation of deep learn-
ing of knowledge bases of agents of
each bio-inspired algorithm, due to
the method of deep learning, which
achieves an increase in the efficien-
cy and reliability of assessments and
control effects on the security state of
complex technical systems.

Modeling of the proposed method-
ology was carried out, during which
it was established that increasing
the security of complex technical sys-
tems is achieved by increasing the
efficiency of decision-making at the
level of 15—17% due to the use of
additional procedures and ensuring
the reliability of decisions made at
the level of 0.91.

This study can be used in prac-
tice when taking into account the
delay time for collecting and proving
information from sensors (sensors)
of complex technical systems
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1. Introduction

ing more complex and hierarchical [1, 2]. Complex technical sys-

The rapid technical development of mankind is leading to the

tems are actively used to solve a wide range of tasks, such as [1, 3]:
— collecting, processing, and summarizing information com-

continuous improvement of technical systems, which are becom-  ing from end users;




- storage of various types of data, their archiving, and output;

- solving individual and/or complex calculation tasks for
a wide range of users;

- modeling the nature of military conflicts;

- transfer of information between elements of complex
technical systems, etc.

The main features of the functioning of complex technical
systems of various functional purposes are [4, 5]:

- constant growth in the volume of information circulat-
ing in the middle of complex technical systems and between
the systems themselves;

- expansion of the nomenclature of means that destruc-
tively affect the process of data exchange in the middle of com-
plex technical systems and between the systems themselves;

- improvement of forms and methods of influencing the
process of functioning of complex technical systems, which
negatively affects such indicators as efficiency and reliability
of data exchange;

- imperfection of mechanisms for ensuring the security of
complex technical systems during their functioning.

Taking into account the above, one of the options for
increasing the efficiency of the functioning of complex tech-
nical systems is the development of a methodology for intel-
lectual assessment and management of the security state of
complex technical systems.

That is why research on the development of new ap-
proaches (or the improvement of existing ones) to intellectual
assessment and the management of the security state of com-
plex technical systems is relevant.

2. Literature review and problem statement

The work [6] proposes to use Bayesian hierarchical net-
works to determine the quantitative assessment of the level
of cybersecurity risks in complex technical systems. However,
this approach is limited by the statistical distribution that can
be used and by the extensibility of the model structure. This
imposes restrictions on the architecture of the information
system and does not take into account qualitative factors that
affect the cybersecurity of the information system.

Work [7] proposed a security certification methodology
developed for complex technical systems to enable various
stakeholders to evaluate security solutions for large-scale
deployments in complex technical systems automatically.
The methodology supports transparency regarding the level
of safety in complex technical systems for consumers, as the
methodology provides labeling as one of the main results of
the certification process. The disadvantages of the proposed
approach include the inability to train knowledge bases for
new threats, the problematic nature of generalization, and the
analysis of various types of data circulating in the network.

Work [8] proposes a model that integrates fault tree anal-
ysis, decision theory, and fuzzy theory to establish the current
causes of refusals to prevent cyberattacks. The model has been
applied to assess cybersecurity risks associated with a website
attack, e-commerce, and corporate resource planning, and to
assess the possible consequences of such attacks. This model
has a flexible architecture; however, the proposed model also
has disadvantages, including the accumulation of evaluation
errors during the fuzzification and defuzzification procedures.

Work [9] proposes a model of resource allocation in com-
plex technical systems under conditions of insufficient infor-
mation about the development of the operational situation.

In the specified model, mechanisms for the distribution of
resources in complex technical systems are proposed, taking
into account the impact of cyber attacks. This allows the rep-
resentation of the solution of the vector optimization problem
in binary relations of conflict, facilitation, and indifference.
And also takes into account the operational situation and al-
lows to predict the state of complex technical systems, taking
into account external influences, build utility and guaranteed
gain functions, as well as a numerical optimization scheme on
this set. At the same time, the specified model does not allow
working with various indicators for assessing the functioning
of the state of complex technical systems.

The work [10] proposes a hierarchical concept for the
introduction of a governance model based on e-government.
The article examines the main threats to critical cyber-phys-
ical systems as the basis of mechanisms for performing
e-government functions. The specified hierarchical system is
based on the use of symmetric and asymmetric cryptosystems,
which do not allow them to be used for the task of identifying
cyber influences on the system.

Work [11] proposes a model for choosing the optimal
set of cybersecurity insurance policies by a firm, given the
limited number of policies offered by one or more insurance
companies. The model allows for the systematic evaluation of
various insurance policies as a function of the likelihood that
a cybersecurity breach will occur during the term of policy-re-
lated policies and premiums. The proposed model provides
a risk-sharing approach that helps the root-mean-square
choices of cybersecurity insurance policies in a way that
contributes to an efficient cybersecurity insurance market.
At the same time, the disadvantages of this approach include
the impossibility of introducing new risks to the knowledge
base during work and a limited number of assumptions. This
makes it impossible for it to work in real time.

Work [12] discusses the importance of incorporating
vulnerability analysis into cybersecurity, not only as part of
process hazard analysis, but also in terms of protecting the
process management network and implementing adequate
safeguards in general against cyber threats. Protection level
analysis is tailored to assess potential weaknesses and ensure
critical applications are protected from cyber attacks. The
integration of cybersecurity into hazard and risk analysis,
as well as other elements of technological process security
management, is demonstrated by examples, making the plant
more resistant to traditional and cyber threats. However, the
proposed approach is adapted only for a clear architecture and
is not intended for adjustment during operation.

The work [13] proposes a risk management process for
identifying, analyzing, evaluating, responding to cyber threats,
and monitoring risks at each stage of the cyber protection
chain. This approach can be used in organizations that are
going to implement security mechanisms to align them to
current requirements or reduce cyber risks to acceptable levels.
Risk assessment method based on a continuous Markov chain.
At the same time, the disadvantages of the proposed method
include the impossibility of simultaneous consideration of both
quantitative and qualitative indicators, and the impossibility of
adaptation to new threats in the system.

In work [14], a theoretical-analytical approach to the
analysis of the impact of information transmission delay in
traffic regulation caused by cyber influence is proposed. The
evaluation takes place using the method of consecutive aver-
ages. However, this approach is limited to use only in motion
control systems and is not adapted for use in other systems.



The work [15] proposed to consider the cybersecurity of
the object in the form of a graph of transient processes. The
said approach allows for describing the threats that affect the
object, to determine their degree of impact on cybersecurity.
Disadvantages of the proposed approach include the possibil-
ity of working only with single-dimensional values and the
impossibility of adding new threats during the operation of
the proposed approach.

Work [16] presents a method for creating and solving a game
theory model to address cybersecurity issues specifically for ad-
vanced manufacturing systems with high-level integrated com-
puter integration. This method introduces a unique approach to
determining the content of the game’s payoff matrix, including
support for defense strategies, production losses, and recovery
from attacks as part of the cost function. Disadvantages of the
proposed method include great computational complexity and
the possibility of working only with one-dimensional values.

Work [17] presents an approach to evaluating input data
for complex technical systems. The essence of the proposed
approach is the clustering of the basic set of input data, their
analysis, and after which the system is trained based on the
analysis. The disadvantages of the mentioned approach are the
gradual accumulation of evaluation and learning errors due
to the lack of the possibility to evaluate the adequacy of the
decisions made.

Work [18] presents an approach to data processing from
various sources of information. This approach allows pro-
cessing data from various sources. The disadvantages of the
specified approach include the low accuracy of the received
assessment and the impossibility of checking the reliability of
the received assessment.

In the work [19], a comparative analysis of existing
decision support technologies was carried out, namely: the
method of analyzing hierarchies, neural networks, the theory
of fuzzy sets, genetic algorithms and neuro-fuzzy modeling.
The advantages and disadvantages of these approaches are
indicated. The areas of their application are defined. For the
tasks of assessing the state of functioning of the state of com-
plex technical systems in conditions of risk and uncertainty,
the use of neuro-fuzzy expert systems is justified.

Work [20] states that the use of a combination of using
different strategies for applying metaheuristic algorithms. The
disadvantages of this approach are the insufficient efficiency
of heterogeneous data processing when several metaheuristic
algorithms are used together to evaluate the functioning of
complex technical systems.

Analyzing works [9-20] showed that the common short-
comings of the above-mentioned studies are:

— assessment of the security of complex technical systems
is carried out only at a separate level of their functioning, or
only at a separate element of complex technical systems;

- with a comprehensive approach to assessing the security
of complex technical systems, as a rule, one or two components
of the process of their functioning are considered. This does
not allow to fully assess the impact of management decisions
on the further level of security of complex technical systems.

- the approaches listed above (methods, techniques), pro-
vide weak integration into each other (or make it impossible
at all), which does not allow them to be combined for a joint
assessment of the security of complex technical systems and
their management;

- the above approaches for assessing the security state of
complex technical systems use different mathematical appa-
ratus. This requires appropriate mathematical transforma-

tions, which in turn increase computational complexity and
reduce the accuracy of assessing the security state of complex
technical systems, etc.

That is why further research should be directed to the
development of theoretical provisions on increasing the level
of security of complex technical systems.

3. The aim and objectives of the study

The aim of the study is to increase the level of security
of complex technical systems due to the development of
a methodology for intellectual assessment and management
of their condition. This will allow a comprehensive and multi-
dimensional assessment of the security state of complex tech-
nical systems at different levels of their functioning (individual
elements) for the development of subsequent management
decisions. Also, it will make it possible to develop (improve)
the software of modern and promising complex technical
systems by integrating the proposed methodology into the
corresponding software.

To achieve the aim, the following objectives were set:

- to propose the structure of the methodology of intel-
lectual assessment and management of the security state of
complex technical systems;

- to evaluate the effectiveness according to the defined
criteria of the proposed methodology.

4. Materials and methods

Complex technical systems are the object of the study. The
hypothesis of the study is the possibility of increasing the level
of security of complex technical systems due to the develop-
ment of a methodology for intellectual assessment and man-
agement of the security state of complex technical systems. The
subject of the study is the process of assessing and managing
the security state of complex technical systems.

In the course of the study, the following research methods
were used:

- is a general scientific method of analysis — for decompos-
ing problematic issues of assessing the level of security of com-
plex technical systems when they perform tasks as intended.
Also, the general scientific method of analysis is used to deter-
mine the advantages and disadvantages of known approaches
to assessing the level of security and managing the level of
security of complex technical systems when they perform tasks
as intended;

— general scientific method of synthesis - to substantiate
the most appropriate approaches for assessing the level of
security of complex technical systems and managing the level
of security when they perform tasks as intended;

—advanced genetic algorithm - to select the most suitable
individuals for the bio-inspired algorithms used in the study.
This increases the reliability and efficiency of the operation of
the specified algorithms when assessing the security state of
complex technical systems and managing their level of security;

- artificial immune systems — to assess the level of security
of complex technical systems. This allows flexible assessment
of the level of security of complex technical systems for exist-
ing and promising destructive factors;

—1is an improved wolf pack algorithm - for determining
control solutions, for managing the level of security of complex
technical systems. The specified improved algorithm ensures



a high level of efficiency of decision-making while ensuring the
given reliability.

As a sophisticated technical system for modelling, the pres-
ent study adopted a system for communication and informati-
zation of the operational grouping of troops (forces). The opera-
tional group of troops (forces) was formed according to the state
of martial law (typical state). Mode of operation of the commu-
nication system and information systems - defence operation.

A computational experiment of the proposed method-
ology was conducted in the Microsoft Visual Studio 2022
software environment (USA). The hardware of the research
process is AMD Ryzen 5.

5. The results of the research on the development
of an approach to assessing and managing the security
state of complex technical systems

5. 1. The structure of the methodology of intellectual
assessment and management of the security state of
complex technical systems

The method of intelligent assessment and management of
the security state of complex technical systems consists of the
following sequence of interrelated procedures:

Action 1. Entering output data into a complex technical
system.

In the specified procedure, initial data on a complex tech-
nical system and the conditions of its functioning are entered.
The following output data are entered:

- the number of electronic warfare (EW) that affect a com-
plex technical system (both own and enemy);

— the number of cyber-influencing tools that affect a com-
plex technical system;

- intensity of cyber influence on a complex technical system;

- type of cyberattacks that act on a complex technical system;

- spectral-energy parameters of obstacles of EW means
affecting a complex technical system;

- the number of means of fire damage that act in the lane
of functioning of a complex technical system;

- intensity of fire impact on a complex technical system, etc.

Action 2. Verification of parameters of a complex techni-
cal system.

At this stage, with the help of an improved bio-inspired
algorithm [19], the parameters of a complex technical sys-
tem are verified. In case of detection of deviations from the
input data, the output data is adjusted using the results of the
bio-inspired algorithm.

Action 3. Determination of destabilizing factors affecting
a complex technical system. In the specified action, the initial
identification of the type and parameters of destabilizing fac-
tors that affect the functioning of a complex technical system
takes place
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Action 4. Modeling possible scenarios for the functioning
of a complex technical system.

In the course of performing the specified procedure, with
the help of the polymodel complex of functioning of complex
technical systems developed in study [19], possible scenarios
for the subsequent formation are simulated.

Action 5. Initial assessment of the security state of the
functioning of complex technical systems.

At the specified stage, the initial assessment of the secu-
rity state of complex technical systems takes place using the
evaluation method proposed in study [19].

Action 6. Determination of control effects on the level of
security of complex technical systems.

On the basis of the initial data obtained from the previous
actions of the methodology, the formation of appropriate con-
trol influences takes place to increase the security of a complex
technical system. For this purpose, an advanced bio-inspired
algorithm developed in study [19] is used.

Action 6. 1. Selection of the best people from the popula-
tion. In the course of performing the specified action, the best
persons from the population are selected using the improved
genetic algorithm proposed in the study [19].

Action 6. 2. Correcting the actions of each agent in a multi-
agent algorithm.

In order to increase the efficiency of determining the
security controls of complex technical systems, it is neces-
sary to coordinate the actions of all agents in the multi-agent
algorithm. That is why it is proposed to use conflict-oriented
search [11] to increase the effectiveness of the solutions found
by each of the agents.

This approach is especially relevant in conditions where
a complex technical system operates in the condition of
a shortage of computing resources with the simultaneous
influence of a set of destabilizing factors on it.

Conflict-oriented search is two-level. At the upper level,
the specified approach operates with various partial solutions,
and at the lower level — carries out the planning of individ-
ual trajectories of agents. By partial solution is meant a set
of trajectories satisfying some set of constraints imposed on
agents that may contain conflicts. Let’s consider the specified
approach in more detail.

Action 6. 2. 1. Individual planning of the movement of
agents in the population.

Individual trajectories of agents in a multi-agent algo-
rithm, planned independently, are as follows:

T :{(A —>B,J§),(B —>FJﬁ)}
7, :{(D > E,z.o),(E > c,2x/5)}. )

However, if both agents begin to simultaneously perform
the planned trajectories, they will collide. At the same time,
it is not possible to attribute the place of collision to any one
vertex or edge of the graph.

Action 6. 2. 2. Determination of the type of conflict be-
tween agents in a multi-agent algorithm.

The conflict occurs between the actions of agents and its
presence depends on at what points in time the agents in the
multi-agent algorithm will begin to carry them out. So, let’s
denote the conflict as follows.

Set <i,j,(ai,ti),(aj,tj )> is a conflict denoted as InCon-
flict((a;, t;), (aj, t)) in those cases when
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The difficulty of verifying the existence of a conflict be-
tween a pair of actions a; and a; depends on the form of the
agents i, j, and also from the corresponding functions of move-
ment a;,, a;,. In the conducted model experimental studies,
agents are modeled by radius disks r, and when performing
movement actions, agents move straight along the edge of the
graph at a constant speed.

In the general case where agents have an arbitrary body
shape and can also move in curvilinear trajectories at a chang-
ing speed, the task of determining the conflict between a pair
of actions is non-trivial.

To verify the existence of a conflict between a pair of ac-
tions, it is necessary to find the minimum distance between
agents, which is achieved in the process of performing these
actions. And therefore, the approach proposed in work [19]
can be used. This approach allows the calculation of the
minimum distance between a pair of agents, given the initial
positions and directions of movement

||(ai(p (0)+vir)—(ajq, (0)+vjr)||:ri+rj, 4)

where ay,(0) - initial position of the agent, v, — motion speed
vector, r, — agent radius, k=1, j.
This expression can be converted to a quadratic form

(x~x)12+2(x~y)r+x-y—(ri+rj)2:O, Q)

where x = a;,(0) — a;,(0), y = v; — ;.

By calculating the roots of this equation, it is possible to
determine whether the sum of the radii of the agents will ex-
ceed the minimum distance between them and at what time.
D used to denote the discriminant of the equation, and z; and
7, as roots of the equation. All possible solutions to this equa-
tion are considered below:

- D<0:P7,,7, — there is no conflict in the actions of
agents, since the distance between agents never becomes less
than 2r. This situation is possible only in those cases when the
agents move along parallel lines, or one of the agents expects
and has a zero speed vector;

- D =0:7 =1, - there is only one point in time when the
distance between the agents is 2r. That is, in the process of
performing actions, agents approach the distance 2r. This case
is not a conflict, because for a conflict to exist, the distance
between agents must be strictly less than 27;

- D>0:7; #7, — there is a time interval (z;, 7;) during
which the distance between agents is less than the sum of
their radii. Conflict occurs if this interval has an intersection
with a time interval when both agents perform appropriate
actions: (rl,rz)m[max(ti,tj),min(ti +ap,t; +ajD) +.

It is worth noting that in order to apply this approach, it is
necessary that both actions start simultaneously. Therefore, in
those cases when agents begin to perform their actions at dif-
ferent moments of time, the position of the agent, which be-
gins its action earlier, shifts to the position in which it will be
the second agent at the time of the start of the action. Agent i
begins to do its action at a time #;, and the agent j — at the
moment ¢. If to assume that the agent i starts doing its action
earlier: t; < t;, then to verify the existence of a conflict between
actions (a;, t;) and (a;, ;) agent position i it is necessary to shift

to a;,(4 — ;). So, for O(1) it is possible to clearly determine the
existence of a conflict between a pair of actions.

Action 6. 2. 3. Checking the presence of conflicts between
a pair of agent trajectories.

By having a procedure to check for conflicts between
a pair of actions, it is possible to check for a conflict
between a pair of trajectories. To determine the conflict
between a pair of trajectories 7, and 7, it is necessary
to consider them in the form of a sequence of pairs of ac-
tions and moments of time: 7, ={(A— B,\/g),(B — F,\/H)},
mg ={(D— E,2.0),(E —>C,2\/5)}. When comparing each pos-
sible combination of action pairs, it is necessary to check
(|7rb| +|71'g|)2 a couple of actions where |7z| - the number of ac-
tions that make up the trajectory 7. However, conflict between
agents is possible only in cases where appropriate actions:

- intersect in time

LSt <t+ap AL <t <t +ajp. (6)
- can intersect in space
min_dist(ai,aj) <2r. (7)

In other words, if one action begins after the other has
already ended, then a conflict between such a pair of actions
is impossible. Conflict is also impossible if the actions of the
agents take place in different places of the workspace and
therefore the distance between the agents in the process
of performing these actions cannot be less than the sum of
their radii.

In order to check only those pairs of actions that have
a time intersection, the procedure uses two counters n and m,
which indicate the current analyzed action in the trajectory
m; and 7; accordingly. First, both counters indicate the first
actions in the trajectories. Then, if the first action of the agent
i ends before the first act of the agent j, then the value of the
counter increases n and the conflict between the second ac-
tion of the agent is checked i and the first action of the agent j.

Otherwise, the value of the counter increases m and the
conflict is checked between the agent’s second action j with
the first action of the agent i. The process is repeated and at
each step the value of the counter of the trajectory, which
action ended earlier, increases. If both actions ended at the
same time, then the value of the counter increases m. The
process continues until both counters reach values equivalent
to the number of actions in the trajectories 7; and 7;. In other
words, the procedure works until all actions included in the
trajectory are checked 7; and z;.

Action 6. 2. 4. Calculation of interval limits to eliminate
conflict between agents.

Let the conflict be found InConﬂict((ai,ti),(aj,tj)). To
eliminate it, it is necessary to impose restrictions on agents
I and j, creating two new vertices of the restriction tree —
N;and N;. Agents in the classical formulation of the problem
are subject to species restrictions (i, x, ), where x — edge or
vertex of a graph G. In the considered formulation of the
problem, it is proposed to impose restrictions not on provi-
sions, but on actions.

Moreover, it is not sufficient to prohibit an agent from
carrying out an action at only one particular point in time ¢,
because it will be able to implement it at a time ¢ + &, which
will again lead to conflict between the same pair of actions.
Therefore, it is proposed to impose restrictions not on isolated
moments of time, but on intervals during which agents are



unable to perform actions a; and a; accordingly. The interval
has the form [¢, t*), where t* —the first point in time when an
agent can begin to perform an appropriate action without
conflict with the action of another agent.

To eliminate the conflict InConflict((a;, t;), (aj, t;))) one of
the agents is subject to a set limit k,ak,itk,t};) . The restric-
tion prohibits the agent k perform action a; during the conflict
interval [tk,tg), where tif - the first point in time when the
agent k may start an action a; without creating a conflict with
the action of another agent (k =1, ). In case if k = i, value !
defined as follows

(a0t

(a).t;

th=arg min [y ¢ 1a,] InConﬂic{ ]: False;.  (8)

Interval Rti,ti”) is called conflicting because if the agent i
will start performing an action g; at any point in time during
the interval [tl-,tl?‘ , then there will be a conflict with the ac-
tion a;, what an agent j starts to perform at a time . It is worth
noting that if the conflict occurs with an agent, which has al-
ready completed its trajectory and is in its target position, then
the check InConflict((a;, t), (aj, t;)) will always give value true.
In this case, the value t}* set equal +oo. In other cases, a mo-
ment in time ¢} it is guaranteed to exist and is finite, because
in the worst case, the conflict between the analyzed pair of
actions will end at the moment of time tj + ajp, that is, when
another agent finishes performing its action.

Thus, to eliminate the conflict InConflict((a;, t;), (a;, t;)),
what is contained in the set of trajectories N./7, two new con-
straint tree vertices are created N; and N;j, in each of which an
additional restriction is added <i,ai,[ti,t;‘ )> and < J.a j,[tj,t;‘ )>
accordingly.

To calculate the restrictions imposed on agents to elimi-
nate conflicts, it is necessary to calculate the conflict interval,
that is, the time interval during which the agent cannot per-
form the corresponding action. The procedure for calculating
interval limits, like the procedure for identifying conflicts,
depends on what form the agents take and what movement
model they have. Before describing this approach, let’s intro-
duce the following notations:

- P;, P; - initial provisions of agents i and j accordingly;

- Vi, V; - directions of movements of agents i and j ac-
cordingly;

-0 - the duration of the waiting period that the agent
needs to make to avoid conflict.

To calculate the value ¢ the following equation must be
solved

qudgeDist(t,B):At2 +Bt§ +C8?+Dt+ES +F, 9)
where:
2
A=(Vi-Vv;), B=2(V2-V;V;), C=VZ,
D=2(P+R)(V;-Vi). E==2(P;-V;+R-V)),

PV, ~(nen)

The issue to be resolved is the amount of delay that must
be made to the agent so that the agents stop colliding and the
minimum distance between them reaches r; + r;.

The amount of delay required is determined by the upper
and lower extrema of the ellipse [4]

delayRange = centers +

\/(ZBD—4AE)2 +4(4AC+B?)(D> - 44F)

8 2(4AC—BZ)

, (10)

where center; =(BD-2AE)/(4AC-B?).
The values of the ends of conflict intervals are determined
through the expression

(—B (delayRange) - D)

A (11)

collisionTimes =

Since the actions of the agents are finite, it is also nec-
essary to take into account the moments of the end of the
actions of the agents. When movements of agents i and j begin
in t; and ¢; and end in ¢ and ¢} accordingly, calculations of
the conflict interval are carried out with respect to moments
to=min(t;, t;) and t,,, = min(ti’ Ny ) In cases where 6 = (t; - ;)
out of range delayRange, calculated for (10), there is no con-
flict between agents.

Action 7. Learning the knowledge bases of the agents of
each bio-inspired algorithm. In the specified methodology,
two bio-inspired algorithms are used to assess the security
state and produce control influences to increase the security
of a complex technical system. To increase the efficiency and
reliability of the decisions made, the work uses an improved
algorithm for deep learning of agents’ knowledge bases,
which is proposed in the study [19].

Action 8. Determining the amount of necessary comput-
ing resources for a complex technical system.

In order to prevent looping of calculations on Actions 1-7
of the specified methodology and increase the efficiency
of calculations, the load of a complex technical system is
additionally determined. If the specified computational com-
plexity threshold is exceeded, the number of software and
hardware resources that must be additionally attracted is de-
termined using the method proposed in work [19].

End.

5. 2. Evaluation of the effectiveness of the proposed
methodology

5.2.1. Theoretical confirmation of the effectiveness
of the proposed methodology

Statement 1. It is ensured that the solution is obtained pro-
vided that it exists, and also guarantees the correct completion
of the work in the absence of a solution.

Proof. Let some state be given s = (cfg, interval). This state
can be reached at various points in time during a safe state
interval s. Let two moments of time be given f, t;, such that:
ty € interval, t; € interval, ty < t;. Any action that can be taken
from the state s, achieved at a time t;, can be done from the
state s, achieved at the moment of time f,. This is possible
because, having reached the state s at a time £, the agent can
make a waiting action until the moment ¢;. At the same time,
the agent of the multi-agent algorithm can always perform
an expectation action, because both moments of time belong
to the same safe interval. Thus, by reaching the state at the
minimum possible time, all possible states of the offspring
are generated in the disclosure step, which can be reached
from the current state being disclosed. Therefore, having only
one moment of time for each safe interval, any states of the
descendant are not lost. In this way, finding a solution is guar-
anteed, provided that it exists.



The correctness of the completion of the work is based
on two facts. First, each state can be disclosed no more than
once. After removing a state from the OPEN list, it is added to
the CLOSED list and can no longer be added to the OPEN list
for rediscovery. Second, the number of states is finite. First, in
the initialization step, for each vertex v € V one state is created
with a safe interval [0, +).

Then, each constraint from the set Cons imposed on the
waiting action can divide one safe interval into two subin-
tervals and result in two states instead of one. So, the total
number of states is absorbed into the value |V] + |Cons|. Thus,
having a finite number of states, each of which can be solved
no more than once, the work will be completed for a finite
number of iterations even in those cases when the solution to
the problem does not exist.

Statement 2. Each solution found has the minimum pos-
sible cost.

Proof. The proof of this statement is essentially a conse-
quence of the proof of Statement 1. The cost of the trajectory
of the time equivalent of reaching a state corresponding to
the target position at which the safe interval has an infinite
duration. Due to the fact that any state is reached at the mini-
mum possible moment of time, the trajectory of the minimum
possible cost is found when reaching the target state.

Let P - multiple multi-agent planning tasks, P* — a subset
of all multi-agent planning tasks that have solutions, and
P~ — a subset of all non-solution multi-agent scheduling tasks.

For any task p from the plural P* there are many solu-
tions 77(p). The set of solutions is also divided into two subsets

11 (p) =M ope (P) U M subope (P)

where 71,,(p) - a subset of all optimal solutions, and
ITgp0p(p) — subset of all suboptimal solutions:

vIT eHop,(p),VH’eH(p):cost(H)Scost(H'),
VIT € I g (P),VIT' €1 5 (p): cost(IT) > cost (IT'). (12)

Definition. Let a set of optimal solutions be given 77,,(p)
some task that needs to be solved p, and also a couple of inter-
val constraints i,ai,[ti,ti“) and j,aj,[tj,t;‘) . Let’s call a pair
of constraints consistent if any optimal solution satisfies at
least one of the constraints:

VIT €1,y (p).Vr;,m; €T :(ap,t]) ¢ 73,

‘v’t{e[ti,t;‘)v(aj,t})&‘nj,Vt}e[tj,t}‘). (13)

In other words, if a pair of constraints is consistent, then
no solution from the set /7,,(p) cannot include both actions
carried out at times belonging to conflict intervals on which
an agreed pair of constraints has been imposed.

Lemma 1. For arbitrary conflict InConflict((a;, t;), (aj, t;)),
restrictions i,ai,[ti,tl?‘) and j,aj,[tj,t}‘ )> is an agreed pair
of constraints.

Proof. Let some partial solution be given 77, which con-
tains a conflict InConflict((a;, t;), (aj, t;)). To eliminate this con-
flict, it is necessary to impose restrictions on one of the agents
involved in the conflict, or <i,ai,[ti,t;‘ > or <j,aj,[tj,t}‘) .

It can be assumed that this pair of restrictions is not
agreed upon, that is, there is such a non-conflict solution:

- in which agent i performs action a; at some point ¢; during
the interval [ti,ti“ );

- agent j performs action a; at some point t; during the
interval | ¢ j,tﬁ and at the same time, actions arise that lead to
the emergence of a conflict.

It is known that if the agent i will start taking action q;
at the moment ¢;, and the agent j will start taking action g; at
the moment ¢;, this will lead to the emergence of a conflict.
Therefore, by synchronously shifting the moments of the
beginning of both actions, the conflict between actions will
remain: InConflict((a;, t; + 9), (a;, tj + J)), VS € R. However,
the displacement of the moment of the start of the action for
the agents i and j can be different. Let’s enter the notation
0;=ti—t; and &;=t;~t;. Let’s content the moments of the
start of actions by the value min (J;, J)).

The situation when J;<¢; but let’s shift the moments
tj and t; by magnitude — J;. In this case, the agent j will
start taking action g; at a time ¢, and the agent i - at the mo-
ment ¢ — J;. At the same time, the moment of the start of the
action by the agent i belongs to the interval [ti,t;‘), because,
firstly, the situation in which is considered ¢ e[ti,t;‘), sec-
ondly, ti' =+ 5i and 51 <0, 80 t;+ O; - 51 2 1.

The assumption made at first indicates that between actions
a;,ti ) and (a j,t}) there is no conflict, therefore, between actions
a;,tj -5 j) and (a;, ;) there is no conflict either. However, this

statement contradicts Definition 5, which states that ¢} — the first
point in time when the agent i can take an action a; no conflict
with action a;, what an agent j begins to act at a moment in time ;.
The resulting contradiction proves that several constraints given
according to Definition 5 are consistent.

Let an arbitrary multi agent planning problem be given
p, what has a solution, pe P*, and also some solution of the
specified task, which is denoted as 77¢cgs.

Theorem 1. Vpe P*: Il ¢cps € I o ( p) — the solution found
for any problem to be solved is optimal.

Proof. The root of the constraint tree is created during ini-
tialization No, which contains a set of trajectories planned inde-
pendently. The root of the tree does not contain any constraints,
hence any solution from the set 77, first, has a value not less
than the value of the original partial solution cost(Ny./7), sec-
ondly, satisfies all its limitations due to their absence.

If a set of trajectories Ny./7 contains no conflicts, the nec-
essary solution has been found. Otherwise, a set of trajectories
No.I1 contains at least one conflict InConflict((a;, t;), (aj, ).
Two new constraint tree vertices will then be created N;, N,
containing restrictions (i,a;,| ;' )> and <j,aj,[tj,t}‘) , im-
posed on agents i and j accordingly.

At the same time, any solution from the set /7,,(p) satis-
fies at least one of the restrictions imposed to eliminate this
conflict. This statement is a direct consequence of the consis-
tency of the constraints imposed (Lemma 1). Since any opti-
mal solution satisfies at least one of the constraints, its cost
cannot be lower than the minimum cost among the available
alternative partial solutions

VIl eHopt(p):cost(H)2min(cost(Nl.H),cost(NZ.H ))

It is assumed that these statements are fulfilled in the step k
the main cycle of the algorithm. Let’s show that they are also
performed at the step k + 1.

In step k + 1, the vertex will be removed from the OPEN
list N, which contains the solution of the lowest value of all
that is in OPEN. Let in the decision N./7 conflict found In-
Conflict((ay, t), (am, twm))- To eliminate it, two new vertices of
the constraint tree will be created Nj, N,,;, which contain one
additional restriction each l,al,[tl,tl”) and m,am,[tm,t},g) .



If in the plural /7,,(p) there are solutions that satisfy sets
of constraints N.cons, then they will satisfy at least one of
the restrictions added Ni.cons, Ny,.cons. Therefore, their cost
cannot be less than the minimum cost among the new created
partial solutions

VIl eHNop,(p):cost(l'[)2min(cost(Nl.H),cost(Nm.H)),

where I1yo,{p) — a subset of all optimal solutions satisfying
constraints N.cons. Since the cost of all optimal solutions is
equivalent, this inequality holds for any optimal solution

VI e,y (p): cost(H)Z min(cost(Nl.H),cost(Nm.H ))
Peaks N; and N,,, are added to the OPEN list, so
VII €l (p): cost(H ) 2argmin ncopen {cost(N’.H )}

where argminy copen {cost(N I1 )} - the minimum value
peak from the OPEN list.

If a set of trajectories N.Z/7 does not contain conflicts, then
the desired solution has been found. Given inequality

VIT €11, (p): cost(IT) > argmin y-copry {cost (N1 )}

where argmin y'coppn {cost(N I ) - this is the top N, and also
determining the set of all optimal solutions /7, decision N./7
has the same value as any solution with I7,,, : cost(N a1 ) =
=cost(IT),YIT €1, (p), i.e. N.IT €1, (p).

It is worth noting that the statements on which the proof
of Theorem 1 is built, in particular, the fulfillment of the
inequality

VIl eHopt(p):cost(H)Zmin(cost(Nl.H),cost(Nz.H)),

they are valid only if the algorithm for planning individual
trajectories of agents guarantees the stay of the solution of the
minimum possible value.

5. 2. 2. Evaluation of the effectiveness of the proposed
methodology during a computational experiment

The effectiveness of the method of intelligent assessment
and management of the security state of complex technical
systems is compared using the - functions, the form of which
is given in the Tables 1, 2.

Table 2 shows the results of the assessment of the reliabil-
ity of the decisions made for each of the decision optimization
methods for making a decision on the security of complex
technical systems.

From the analysis of Tables1,2, it can be concluded
that the proposed technique ensures stable operation of the
algorithm for the main test functions of the unimodal and
multimodal form.

As can be seen from Tables 1, 2, increasing the security
of complex technical systems is achieved by increasing the
efficiency of decision-making at the level of 15—17% due to
the use of additional procedures and ensuring the reliability
of decisions made at the level of 0.91.

Table 1

Effectiveness evaluation of the proposed method of intellectual assessment and management of the security state of complex
technical systems according to the criterion of prompt decision-making

Function . Canonical algorithm of | Ant colony Black widow | Gray wolf pack | Cheetah pack Proposed
name Metrics a swarm of particles algorithm algorithm algorithm algorithm methodology
Average value 300.000 300.000 300.000 300.000 300.000 300.000
vt Standard value 2.17547E-07 1.94448E-07 1.73866E-07 1.73121E-07 1.51021E-07 1.62168E-07
B30 Average value 400 400.265772 400.7973158 400.265772 400.3986579 398.5315429
Standard value 4.9898E-08 1.011427534 1.621892282 1.011427535 1.216419212 1.358342398
Average value 600.0071815 600.0644622 600.0240021 600.012832 600.031303 598.0449987
B3 Standard value 0.021632777 0.184980091 0.115606243 0.053463097 0.147011513 0.100164243
B224 Average value 826.5653461 827.3281442 823.8789639 826.3000191 826.2668486 823.7693662
Standard value 9.13817552 8.364210734 11.30806963 8.186625055 9.136107323 9.05921317
Average value 900.743876 900.9504411 900.9726169 900.8007883 900.5452042 898.2016312
B> Standard value 0.781626306 1.424558753 1.275779755 0.903385622 0.635781924 1.558982565
Average value 1888.524629 1874.869967 1876.294359 1847.184924 1888.926953 1835.878175
B226 Standard value 127.2561383 91.22185049 69.00003268 32.76980351 140.693674 29.32108747
Average value 2027.479588 2030.758499 2029.556604 2032.238674 2028.177978 2021.128603
Ha7 Standard value 6.106897592 8.027195324 5.81348717 7.446489204 8.003968446 7.197733191
Average value 2223.108804 2223.537417 2222.070633 2223.140251 2220.888475 2216.690533
Ha28 Standard value 4.749655105 2.963408213 4.895282849 3.995669404 5.451654006 5.337353983
H22-9 Average value 2510.930321 2510.930321 2536.358938 2498.216012 2523.644629 2494.216012
Standard value 65.93880108 65.93880108 85.778947 48.38585173 77.58997694 44.38585173
Average value 2594.615905 2596.833927 2585.256107 2591.210109 2605.304194 2613.308989
2210 Standard value 48.2013289 49.71807546 57.1034079 56.36586785 42.57395199 32.10382553
o211 Average value 2695.981932 2685.587394 2733.855734 2710.621315 2700.168413 2712.332781
Standard value 116.3652035 110.1475838 146.333679 118.5098748 113.7913849 107.3008673
Average value 2857.067086 2858.742176 2854.959949 2861.414681 2859.407788 2855.718769
coxlz Standard value 9.364347909 14.88960231 5.539104327 17.96133754 15.00545163 15.34731781




Table 2

Evaluation of the effectiveness of the proposed methodology according to the criterion of reliability of decision-making

Function . Canonical algorithm of | Ant colony | Black widow | Gray wolf pack | Cheetah pack Proposed
name Metrics a swarm of particles algorithm algorithm algorithm algorithm methodology
U22-1 Average value 0.66 0.73 0.67 0.68 0.8 0.91

Standard value 0.7 0.73 0.68 0.69 0.83 0.91
B222 Average value 0.7 0.73 0.7 0.71 0.77 0.91
Standard value 0.71 0.73 0.72 0.72 0.76 0.91
B22-3 Average value 0.68 0.73 0.7 0.71 0.76 0.92
Standard value 0.69 0.73 0.69 0.73 0.77 0.91
Average value 0.67 0.74 0.7 0.72 0.78 0.93
Ba2-4 Standard value 0.67 0.72 0.67 0.72 0.79 0.92
Average value 0.6 0.71 0.64 0.73 0.8 0.91
5225 Standard value 0.61 0.72 0.64 0.74 0.88 0.92
B22-6 Average value 0.64 0.73 0.66 0.77 0.85 0.93
Standard value 0.66 0.75 0.66 0.78 0.83 0.92
H22-7 Average value 0.67 0.72 0.68 0.75 0.81 0.91
Standard value 0.68 0.71 0.69 0.74 0.83 0.9
Average value 0.68 0.74 0.69 0.75 0.84 0.93
Ha2-8 Standard value 0.65 0.74 0.67 0.77 0.81 0.91
Average value 0.64 0.75 0.66 0.69 0.83 0.91
H22-9 Standard value 0.7 0.72 0.71 0.71 0.84 0.93
€22-10 Average value 0.69 0.71 0.7 0.72 0.8 0.94
Standard value 0.68 0.71 0.7 0.73 0.8 0.91
C22-11 Average value 0.67 0.71 0.69 0.71 0.82 0.91
Standard value 0.67 0.72 0.68 0.74 0.91 0.91
C22-12 Average value 0.63 0.73 0.65 0.75 0.82 0.91
Standard value 0.62 0.74 0.66 0.76 0.83 0.91

6. Discussion of the results of the development
of the methodology of intellectual assessment and
management of the security state of complex
technical systems

The advantages of the proposed method of intellectual
assessment and management of the security state of complex
technical systems are as follows:

- comprehensively assess the security state of complex
technical systems due to multi-level assessment using the
theory of artificial intelligence (Actions 2, 3, 5), compared to
works [2, 5];

- reduce errors in assessing the security state of a complex
technical system due to the human factor during the verifi-
cation of the parameters of a complex technical system (Ac-
tion 2), compared to works [4, 7];

- conduct modeling of possible security states due to the
use of a polymodel complex of functioning of complex techni-
cal systems (Action 4), compared to works [6, 10];

- carry out the selection of the best individuals in bio-in-
spired algorithms, due to the use of an improved genetic
algorithm (Action 6. 1), which achieves an increase in the
efficiency and reliability of the obtained solutions and evalua-
tions, in comparison with works [8, 15];

- make accurate decisions by individually adjusting the
Actions of agents in each bio-inspired algorithm (Action 6),
compared to works [7, 17];

- determine the type and duration of conflict in the
operation of improved bio-inspired algorithms by using Ac-
tion 6. 2. 2, which achieves a decrease in the number of com-

puting operations in a complex technical system, compared to
works [10, 17];

- eliminate conflicts between agents in advanced bio-in-
spired algorithms (Action 6. 2. 4), which increases the efficien-
cy and reliability of the decisions made regarding the security
state of complex technical systems, compared to works [12, 14];

- attract additional computing resources (if necessary)
(Action 8), which achieves the prevention of looping of the
methodology’s work, compared to research [13, 16];

— carry out in-depth training of the knowledge bases of the
agents of each bio-inspired algorithm (Action 7), due to the
in-depth training method, which achieves an increase in the
efficiency and reliability of assessments and control effects on
the security state of complex technical systems, compared to
research [12, 17].

The disadvantage of the proposed methodology should
include greater computational complexity compared to ap-
proaches that use one bio-inspired algorithm at their core.

The proposed technique allows:

- conduct modeling of the process of assessing the securi-
ty state of complex technical systems;

- identify effective measures to increase the security of
complex technical systems;

- comprehensively assess the security state of complex
technical systems, etc.

The limitations of the study are the need to take into ac-
count the delay time for collecting and proving information
from sensors (sensors) of complex technical systems.

The proposed technique should be used as software
for automated troop control systems such as "Dzvin-AS",



"Oreanda-PS", as well as integrated information systems such
as "Delta”.

The direction of further research should be considered the
creation of new approaches for assessing and managing the
security state of complex technical systems.

7. Conclusions

1. The structure of the methodology of intellectual as-
sessment and management of the security state of complex
technical systems is proposed. The originality of the proposed
structure of the methodology, which is the basis of the meth-
odology of intellectual assessment and management of the
security state of complex technical systems, consists in:

- comprehensive assessment of the security state of com-
plex technical systems due to multi-level assessment using the
theory of artificial intelligence;

- reduced error in assessing the security state of a complex
technical system due to the human factor in the verification of
the parameters of a complex technical system;

- modeling of possible security states due to the use of a poly-
model complex of functioning of complex technical systems;

- selection of the best individuals in bio-inspired algo-
rithms, due to the use of an improved genetic algorithm,
which achieves an increase in the efficiency and reliability of
the obtained decisions and evaluations;

- make accurate decisions by individually adjusting the
actions of agents in each bio-inspired algorithm;

- eliminating the conflict between agents in improved
bio-inspired algorithms, which increases the efficiency and
reliability of decisions made regarding the security state of
complex technical systems;

- attracting additional computing resources (if necessary),
which achieves the prevention of looping of the methodology;

- implementation of deep learning of knowledge bases of
agents of each bio-inspired algorithm, due to the method of
deep learning, which achieves an increase in the efficiency
and reliability of assessments and control effects on the secu-
rity state of complex technical systems.

2. Modeling of the proposed methodology was carried out,
during which it was established that increasing the security
of complex technical systems is achieved by increasing the
efficiency of decision-making at the level of 15—17% due to

the use of additional procedures and ensuring the reliability
of decisions made at the level of 0.91.
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