O O

The object of the study is an
IEEE 802.15.4 (2.4 GHz)  wireless
networked control system (WNCS)
closing the loop over a wireless sen-
sor network. Fading and interfer-
ence increase packet loss and delay,
reducing stability margins and con-
trol quality. The unresolved prob-
lem is the lack of a unified end-to-
end (E2E) loss model that links PHY
signal quality, multi-hop routing and
medium access to closed-loop behav-
ior and can be embedded into control-
ler synthesis. An SINR-based channel
model (path loss, lognormal shadow-
ing, multipath fading) is mapped to
BER and packet error probability;
E2E loss for single-hop and multi-hop
routes is obtained using Bernoulli
and finite-state Markov (FSMC)
processes. For verification, origi-
nal packet traces are captured with
an IEEE 802.15.4 sniffer/logger and
stored before processing (timestamp,
node identifier, sequence number,
RSSI/LQI and delivery outcome) to
compute PER, latency and bursti-
ness and to parameterize the SINR-
to-PER mapping and loss models.
Simulations show that TDMA/TSCH
achieves up to 40% lower loss than
CSMA/CA, while E2E loss rises from
3% to 32% as hop count increases
from 1 to 8. An MPC-based co-de-
sign jointly adapts transmit power,
sampling period and retransmis-
sions. Compared with a fixed-pa-
rameter LQR baseline, E2E PER is
reduced from 4.45% to 3.66%, average
delay from 0.20 s to 0.12 s, and inte-
gral absolute error by 50%. The gains
are attributed to reduced contention
under TDMA scheduling and pre-
dictor-driven MPC adaptation. The
approach targets industrial monitor-
ing and control with fixed sampling,
slowly varying interference and static
multi-hop topologies, where parame-
ters can be identified offline and used
for online MPC adaptation
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work, WNCS, packet loss, SINR,
Bernoulli process, finite-state Markov
chain, TDMA, CSMA/CA, MPC
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1. Introduction

Because industrial facilities require continuous monitor-
ing of technological processes, real-time data acquisition, and

rapid supervisory control, the demand for massive wireless
sensor connectivity that can simultaneously support large
numbers of devices has intensified. In this context, industrial
wireless sensor networks (IWSNs) are becoming one of the




key enabling infrastructures, as they can improve production
efficiency, enable predictive maintenance, prevent emergen-
cy situations, and reduce resource consumption. Therefore,
the industrial deployment of wireless sensor networks is
currently highly relevant and closely aligned with modern
digitalization requirements [1].

In industrial environments, wireless-channel interfer-
ence, shadowing, and signal attenuation increase packet
losses and induce random delays, which negatively af-
fect control-system stability and transient response qual-
ity. Consequently, for widely adopted standards such as
IEEE 802.15.4, accurately characterizing packet-loss behav-
ior via physical-layer indicators such as the signal-to-inter-
ference-plus-noise ratio (SINR) and the resulting packet error
rate (PER), and co-designing this characterization together
with control algorithms, has become an important and timely
research direction.

The IEEE 802.15.4 standard is among the most commonly
used solutions for wireless networked control systems (WNCSs)
and Internet of Things (IoT) applications. Recent studies have
analyzed the MAC-layer operation of this standard using Mar-
kov-chain and queueing-theoretic models to evaluate key per-
formance indicators such as throughput, delay, energy con-
sumption, and packet-loss probability [2,3]. However, many
existing works focus primarily on protocol-level performance
and do not fully reveal how packet losses and delays affect con-
trol quality in realistic industrial WNCS settings.

From a control-theoretic perspective, model predictive
control (MPC) that explicitly accounts for network-induced
effects (delays and packet losses) is widely regarded as a
promising approach for networked control systems [4]. Sev-
eral studies have shown that combining MPC with triggering
strategies and protocol-level mechanisms can ensure system
stability under network constraints and external disturbanc-
es [5,6]. It has also been reported that predictive control
methods for WNCS can preserve transient performance by
compensating for packet delays and losses [7].

Nevertheless, recent years have highlighted that a unified
and systematic framework is still insufficient - specifically,
one that:

1) describes the IEEE 802.15.4-based wireless sensor
channel with adequate accuracy using physical-layer indica-
tors such as SINR and the corresponding PER;

2) enables this characterization to be jointly utilized with
MPC-based control for WNCS.

Therefore, in industrial IEEE 802.15.4-based WNCSs,
accurately identifying packet losses and delays and develop-
ing methods to mitigate their impact on control performance
remains an urgent scientific and practical problem.

2. Literature review and problem statement

Data-driven identification of time-varying wireless chan-
nels has received significant attention in WNCS, particularly
in scenarios where physical channel parameters are unavail-
able or hard to measure reliably. In this context, [8] presents
a method for learning Markov models of fading channels and
shows that WNCS performance over a WirelessHART link is
close to that achievable with a physics-based stationary Mar-
kov formulation. The results highlight both the promise of
data-driven modeling and the practical necessity of treating
channel parameters as uncertain quantities that must be han-
dled explicitly in reliability assessment and controller design.

At the MAC layer, [9] analyzes CSMA/CA contention in
IEEE 802.15.4 and demonstrates that enhanced CSMA/CA
contention efficiency (ECCE) can improve throughput and
reduce delay via parameter optimization. Nevertheless, a
complete analytical framework that explains reliability and
loss under different traffic types and realistic interference,
while also capturing contention-driven collisions, is still
lacking. As a result, adaptive tuning of MAC parameters
requires a more comprehensive loss/reliability model than
what is commonly available.

Experimental evidence in [10] shows that packet losses in an
IEEE 802.15.4-based WNCS exhibit bursty behavior, and that
the Gilbert-Elliott model fits such traces with low error; it is also
shown that Kalman filtering can mitigate the impact of losses
and improve system behavior. However, the reported model
does not fully incorporate hidden-terminal and collision effects
that are inherent to contention-based access, and further vali-
dation on representative real setups is required. This motivates
extending burst-loss models to include MAC-related collision
mechanisms and evaluating them jointly with compensation
methods such as filtering or forward error correction.

A separate line of the study emphasizes the role of interfer-
ence. Results in [11, 12] confirm that as interference increases,
reliability decreases and system performance can change sig-
nificantly, implying that realistic interference modeling is es-
sential for reliability assessment. Yet these studies are not spe-
cific to IEEE 802.15.4 and do not explicitly account for CSMA/
CA collision dynamics; therefore, IEEE 802.15.4-oriented
modeling must combine interference effects with contention/
collision behavior within the same quantitative framework.

Time-varying probabilistic models of packet delivery are
also reported in the literature. In [13], WSN performance is
studied using a time-varying probabilistic delivery model. How-
ever, applying such a model directly to IEEE 802.15.4-based
WNCS and linking it to closed-loop control performance re-
mains open, because practical losses depend not only on time
variation but also on load, interference, and MAC collisions.
Hence, a time-varying yet protocol-aware delivery model is
needed, together with explicit control-relevant metrics.

For multi-hop networks, [14] shows that losses arise not
only from wireless channel errors but also from network-lay-
er reliability issues such as node failures and topology/rout-
ing factors, and that end-to-end loss can accumulate with the
number of hops. However, this work does not provide a full
quantitative model and a mitigation method that can be di-
rectly applied to IEEE 802.15.4-based WNCS under varying
routing and load conditions. Since multi-hop losses depend
on routing, traffic, and topology dynamics, an end-to-end
loss description that incorporates these effects remains nec-
essary for WNCS-oriented design.

Finally, [15] reports co-design results for an
IEEE 802.15.4-based WNCS under Wi-Fi interference and
demonstrates that stable operation in certain scenarios re-
quires joint consideration of network and control. At the
same time, universal modeling rules and co-design proce-
dures that remain valid under time-varying interference and
MAC collisions across different industrial environments are
not fully established, which motivates further development of
integrated reliability-and-control evaluation methods.

Existing studies on IEEE 802.15.4-based industrial WNCS
address key aspects mostly in isolation, including physical-lay-
er propagation and SINR/PER modeling, MAC-layer perfor-
mance (throughput, delay, collisions), multi-hop routing, and
MPC-based control under packet losses and delays. However,



a unified and systematically validated end-to-end packet-loss
and delay model is still lacking — one that simultaneously:

1) starts from physically interpretable SINR/BER-driven
channel impairments and fading;

2) incorporates MAC-layer effects such as contention,
collisions, and hidden-terminal behavior;

3) captures routing and topology effects in multi-hop
networks;

4) links the resulting end-to-end reliability and delay de-
scription directly to controller synthesis.

The aim of this study is to develop and evaluate an
integrated SINR-to-control co-design framework for
IEEE 802.15.4-based WNCS.

3. The aim and objectives of the study

The aim of this study is to develop an integrated SINR-
to-control co-design framework for IEEE 802.15.4 (2.4 GHz)
wireless networked control systems (WNCS) that mitigates the
impact of packet loss and communication delay on closed-loop
control performance;

- to derive an IEEE 802.15.4-compliant SINR — BER — PER
link reliability model and quantify link success probability as a
function of distance and interference;

—to analyze and compare single-hop packet loss under
TDMA/TSCH and CSMA/CA using Bernoulli and finite-state
Markov chain (FSMC) loss models;

- to formulate and evaluate end-to-end packet loss in
multi-hop networks and to derive a reliability-constrained
traffic-splitting (co-design routing) rule that satisfies a given
E2E loss requirement;

— to assess an MPC-based co-design procedure that joint-
ly adapts WNCS communication parameters (transmit pow-
er, sampling/transmission period, and number of retrans-
missions) to satisfy reliability/delay constraints and improve
closed-loop performance.
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4. Materials and methods

4.1. The object and hypothesis of the study

The object of the study is an IEEE 802.15.4 (2.4 GHz)
wireless networked control system (WNCS) evaluated under
both single-hop and multi-hop data delivery. The considered
topologies include up to five nodes (denoted A-E) forming:

1) direct single-hop links;

2) a multi-hop routing path, as illustrated in Fig. 1.

The main hypothesis is that physical-layer reliability in an
IEEE 802.15.4 (2.4 GHz) system can be characterized via SINR
and an SINR — BER — PER mapping, and then transformed -
while accounting for MAC-layer effects under TDMA/TSCH
and CSMA/CA - into link-level and E2E predictors of pack-
et loss and communication delay for both single-hop and
multi-hop delivery. In this formulation, packet delivery out-
comes are modeled either as independent Bernoulli losses
or as temporally correlated losses using a finite-state Mar-
kov chain. Embedding these predictors into reliability-aware
routing and wireless-aware model MPC enables joint adap-
tation of communication parameters (e.g., transmit power,
sampling/transmission period, and number of retransmis-
sions), thereby improving closed-loop stability and control
performance under packet loss and network-induced delay.

In this study, during the experiment, IEEE 802.15.4 nodes
labeled A-E are deployed in a 10 X 10 m area, and a scenario is
executed in which each node transmits one packet every 5 s.
Communication is evaluated under two modes: scheduled ac-
cess (TDMA/TSCH) and contention-based access (CSMA/CA).
During data collection, over-the-air frames are captured
using an 802.15.4 packet sniffer and continuously stored by a
logger on a laptop. Prior to any processing (without averaging
or filtering), packet-level raw data are stored, including: time-
stamp, node identifier, packet sequence number, RSSI, LQI,
and the delivery indicator Xk € {0, 1} (1 - delivered, 0 - lost);
when latency is evaluated, the time stamps ¢, and ¢, (or their
equivalents) are also recorded.
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From these raw records, the metrics PER, latency, and
burstiness are computed: PER is obtained by matching trans-
mitted and received packets by sequence number; latency is
computed for successfully delivered packets as ., — t and
burstiness is quantified from consecutive loss runs (e.g., E[Njoss|
and Njoss, max)- Next, based on the measured RSSI/LQI (or an
SINR proxy), the SINR — PER mapping is parameterized,
and packet delivery is modeled using both an independent
Bernoulli model and a temporally correlated finite-state
Markov chain (FSMC, Gilbert-Elliott). The resulting loss/
delay predictors are then incorporated into reliability-aware
routing and an MPC-based algorithm that accounts for wire-
less-channel parameters, and the corresponding results are
obtained.

4. 2. Physical-layer channel and link reliability model

Analysis is based on the transmitter characteristics for de-
lay-sensitive wireless control applications. Single-antenna trans-
ceivers operating under the TSCH MAC protocol are considered
and no retransmissions are assumed (i.e., no time diversity).
The transmitted waveform follows the IEEE 802.15.4 2450 MHz
DSSS PHY and uses half-sine pulse shaping, as commonly ad-
opted in industrial wireless standards [16].

Channel and receiver impairments. The received signal
quality is characterized by the instantaneous SINR

P
SINR=—1"—, @
I+N,

where P, - the received signal power after propagation ef-
fects, and I+ N, - the aggregated interference-plus-noise
power. Large-scale attenuation is modeled using a two-slope
path-loss law, while shadowing is modeled as log-normal.
The combined impact of fading and interference is incorpo-
rated statistically through the SINR distribution [17].

Link reliability model. For a given SINR value, link reliabil-
ity is determined using a standard SINR-to-PER mapping (or
packet success probability) [18]. Packet delivery events are then
modeled either as independent Bernoulli losses or as temporally
correlated losses using a finite-state Markov chain [19]. These
link-level statistics are subsequently used to construct end-to-
end (E2E) loss metrics for multi-hop delivery and to support the
routing/MPC co-design described in Section 5.

4.3. Channel impairments of the signal

In this section, let’s summarize the main propagation im-
pairments affecting the received signal. Large-scale path loss
is modeled by the standard log-distance law with a two-slope
extension for the 2.4 GHz band

PL(d)=PL, +10nlog,, [;], @

0

where (d) (dB) - the large-scale path loss at the transmitter-re-
ceiver separation d(m); PLo = PL(d,) (dB) - the path loss at the
reference distance do(m) (typically dp=1m); n - the path-loss
exponent (dimensionless); and loglO(-)denotes the base-10
logarithm. In the two-slope extension, different exponents
are used in the near and far regions, n = n; for d <db and
n = n, for d > db, where db(m) - the breakpoint distance, and
the far-region expression is defined to keep PL(d) continuous
at d = dp.

Where n takes different values in near- and far-distance
regions. The desired link also includes log-normal shadowing

and residual power fluctuations after power control, while
interfering signals follow free-space path loss with an addi-
tional obstacle attenuation factor. Multipath fading is neglect-
ed in the baseline setting due to highly absorptive industrial
materials [20]. The resulting attenuation is used to compute
P, in the SINR model.

4. 4. Shadowing attenuation modeling

Shadowing is modeled as log-normal; equivalently, the
shadowing attenuation S;(¢) in dB is a Gaussian random vari-
able with mean ug and variance 0-2( , consistent with indoor/
industrial propagation studies [21]. For simplicity, the effect
of shadowing on interfering links is captured through an
additional mean attenuation term, while the variance is ne-
glected in the baseline setting. These parameters are used to
compute the received power P, in the SINR model.

4. 5. Receiver input signal model

The channel impairments described above, together with
AWGN and wideband interference, affect the signal of in-
terest (Sol) at the receiver input. Accordingly, the received
signal can be modeled as

y(£)=c(t)x(t)+i(t)+w(e), ©)

where (f) - the transmitted IEEE 802.15.4 DSSS waveform,
i(t) denotes the aggregate interference, and w(f) - the additive
white Gaussian noise (AWGN) with one-sided power spectral
density Ny [22]. The effective channel gain c(f) captures large-
scale attenuation and residual fluctuations and is assumed
approximately constant over one packet duration (block-fad-
ing), consistent with the IEEE 802.15.4-time scale [23].

5. Simulation studies and algorithm optimization results

5.1. Evaluation of link reliability using the sig-
nal-to-interference-plus-noise ratio and packet error
probability

Because temperature and humidity sensors and three
surveillance cameras operate simultaneously in the ware-
house, cross-technology interference (CTI) and nearby Wi-Fi
traffic in the 2.4 GHz band directly affect the reliability of
the wireless link. Experiments have shown that under CTI,
time synchronization can be disrupted and the network join
time can increase, which becomes especially critical when
camera traffic is present. In TSCH networks, mechanisms
such as scheduling, adaptive channel hopping, and channel
blacklisting are used to mitigate interference and stabilize
communication reliability. For low-power IEEE 802.15.4 net-
works, CTI not only increases packet corruption but also rais-
es delay and jitter due to additional retransmissions [24-26].
Therefore, in this section, link reliability is quantified using
SINR, and the packet error probability is computed through
the SINR — BER — PER mapping. Following the channel
model and assumptions stated in Section 4, the received sig-
nal at the receiver input is modeled as

3 (0)=(0)(0)+V, (0)+ v, (0)+ W (1), @

where x(t) - the transmitted IEEE 802.15.4 DSSS waveform,
c(t) captures large-scale attenuation and slow variations
(path loss, log-normal shadowing, and residual power-con-
trol error), V, and Vy(f) denote aggregated interference,



and W(f) - the additive white Gaussian noise (AWGN) with
one-sided power spectral density N, the average SINR of an
L-bit packet for a given node ii can be written as follows.

For the IEEE 802.15.4 2.45 GHz DSSS PHY with O-QPSK
modulation and half-sine pulse shaping, the BER/SER re-
lations are standard; therefore, the packet
error probability (PER) for an L-bit PHY

describing channel reliability (e.g., BER based on SINR/PER
and packet success probability) is important for control. In
this work, let’s take this indicator as the channel reliability
and use it as an input parameter for subsequent joint design
and adaptation decisions based on MPC.

Average SINR vs distance (TSCH, Ny;c=2000)
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According to eq. (5), (6), the baseline dis-
tance-dependent reliability profile was ob-
tained via Monte Carlo simulation. The trans-
mitter-receiver separation for the 2.4 GHzradio
signal was varied over the range d = 1...100 m,
and for each distance d, Ny;c = 2000 indepen-
dent trials were performed. In each trial, the received power Pr,
interference I, noise N, SINR, the bit error probability, and the
packet error probability were computed. The plots in Fig. 2, a, b
were then generated from the raw data by averaging, for each d,

the resulting SINR(d) and ij ” (d) values.

Fig.2,a indicates that the average signal-to-interfer-
ence-plus-noise ratio decreases as the transmitter-receiver
distance increases, reflecting a degradation of channel quality.
Fig. 2, b shows that the packet error probability increases with
distance, meaning that the likelihood of successful packet de-
livery decreases with increasing distance. Overall, increasing
distance reduces channel quality and, consequently, increases
packet errors; therefore, routing and control algorithms must
explicitly account for channel conditions in order to maintain
reliable communication.

Mechanisms such as scheduling, adaptive channel switch-
ing, and blacklists in TSCH networks are designed to stabilize
communication quality by increasing resistance to interfer-
ence [25]. In low-power networks, typical of IEEE 802.15.4, it
has been shown that cross-technology interference (CTI) not
only increases packet damage but also increases delay and
jitter due to retransmissions [26]. Therefore, in warehouse
automation (temperature/humidity monitoring and camera
operation), the quality of control depends on the timely and
reliable arrival of measurements, so a quantitative indicator

20 40 60 80
Distance, d (m)
b

100

Fig. 2. Physical-layer link quality versus distance: a — average signal-to-
interference-plus-noise ratio (average SINR) as a function of distance;

b — packet error probability versus distance

5. 2. Analysis of packetloss in the single-hop scenario

In IEEE 802.15.4 based single-hop delivery, the packet
loss probability depends not only on the physical channel
quality but also on the MAC-layer access mechanism. Under
contention-based CSMA/CA, the CCA and backoff proce-
dure, as well as simultaneous attempts to access the channel,
increase the collision probability and consequently intensify
packet losses. This effect is quantitatively supported by an
improved Markov analysis proposed for slotted CSMA/CA,
which shows how the delivery probability changes when
protocol parameters (backoff stages, CCA attempts, etc.)
vary [27]. In addition, a study that provides an analytical
model for IEEE 802.15.4 CSMA/CA clearly describes the
impact of key protocol parameters and traffic load conditions
on packet delivery performance, demonstrating that a sig-
nificant portion of single-hop losses is inherently related to
MAC-layer contention [28].

In contrast, under scheduled-access TSCH/TDMA, slot-
ting substantially reduces collisions caused by simultaneous
transmissions, while channel hopping mitigates interference
effects and helps stabilize reliability. The robustness of
TSCH under Wi-Fi interference has been specifically evalu-
ated, and the results indicate that TSCH mechanisms (slot-
ting 4+ hopping) improve delivery reliability in the same en-
vironment [29]. Therefore, in this section, TDMA/TSCH and



CSMA/CA are compared for the same single-hop scenario,
evaluating not only the average loss level but also its temporal
structure (burst-like losses).

Single-hop setup. Five nodes are deployed in a 10mx10m
area with a 10 m communication radius, ensuring single-hop
connectivity to the sink. Each node transmits one packet ev-
ery 5s. The single-attempt success probability is

py; :]E{]'_Ppkt(yi )]’ @

where P i(y) follows from the SINR- 02

The results shown in Fig. 3 indicate that TDMA/TSCH
achieves a lower average packet loss probability than CSMA/
CA and also reduces the clustering of losses (burstiness), i.e.,
both E[N ,OSS] and Ni,s,max decrease. As a consequence, the
measurement stream becomes more stable and the variability
of delay and loss is reduced; therefore, the PER/E2E-loss and
delay predictors used within the MPC operate more accurate-

ly and reliably.

| I Bernoulli model [ FSMC model |

to-PER mapping in section 5.1. Under
TDMA/TSCH, interference is limited by
scheduling; under CSMA/CA, concurrent
access increases interference and reduces
SINR, thus increasing losses.

Bernoulli loss model. If consecutive
packets experience uncorrelated channel
states, the delivery outcomes X, e{O,l} are
modeled as i.i.d.

0.15

0.1

0.05

Average packet loss probability

Pr(X,=1)=p,, Pr(X,=0)=1-p, . (8

FSMC loss model. To capture slow vari-
ations of shadowing and the resulting burst

TDMA/TSCH

CSMA/CA

a

Bernoulli FSMC

losses, it is possible to represent the channel 1

by an M-state Markov chain Sk with transi-
tion matrix T
Pr(S,, =jlS, =i)=T;, i,j=1,...M. (9)
04
Each state m is associated with a
state-dependent P, (m), which makes {X;}
temporally correlated.

02r

Xy (success indicator)

In this section, single-hop packet loss-
es under scheduled access (TDMA/TSCH)
and contention-based access (CSMA/CA) are
evaluated using two loss-process models:
an independent Bernoulli model and an
FSMC (finite-state Markov chain) model
that captures time-correlated losses. For
each node i and each packet index k, pack-
et-level raw data were computed and stored
in tabular form, including the received power P,(, k), in-
terference power I(i, k), noise power Ny(i, k), the corre-
sponding SINR(, k), the bit error probability P,(y(i, k)),
the packet error probability Pp(i, k), and the delivery indica-
tor X,(i) € {0, 1}(where X; = 1 indicates a successful delivery
and X; = 0 indicates a loss). Based on these raw data, the
average packet loss probability Py, and burst statistics were
derived for each protocol/model pair; the resulting perfor-
mance is shown in Fig. 3.

Fig. 3, a shows that the average packet loss probability is
higher under CSMA/CA than under TDMA/TSCH, which
is consistent with increased interference and collisions
caused by concurrent channel access. Fig. 3, b illustrates
that the FSMC model produces longer loss bursts than the
Bernoulli model due to temporal correlation in shadow
fading, resulting in larger burst metrics such as [Nj,] and
Nioss, max- Overall, in the single-hop regime, scheduled ac-
cess (TDMA/TSCH) provides higher reliability and more
predictable delivery, whereas CSMA/CA exhibits increased
loss and burstiness, which can degrade queuing behavior
and effective delay.

50 100 150 200
Packet index k

b

Fig. 3. Single-hop packet loss in a five-node wireless sensor network:
a — average single-hop packet loss probability under TDMA /TSCH and CSMA /CA
for the Bernoulli and FSMC models; b — sample realizations of the packet success
process under TDMA /TSCH for the Bernoulli and FSMC models

5.3. Multi-hop co-design routing and end-to-end
packet loss

In multi-hop WSNs, end-to-end (E2E) delivery reliability
is typically characterized by aggregating per-hop successful
delivery, i.e., the E2E success probability is approximated as
the product of the per-hop success probabilities. As a result,
as the hop count increases, E2E performance naturally de-
grades rapidly: even if each link is reasonably reliable on av-
erage, the multiplicative effect across multiple hops reduces
the overall delivery probability. Recent studies on long-range
or multi-hop networks address this degradation by proposing
reliability-aware routing as well as multipath and opportu-
nistic forwarding, where link reliability and end-to-end de-
livery metrics are explicitly considered during route selection
and traffic splitting [30].

Let’s consider a packet routed over a path P = {ng, ny, ... ny}
H hops. Under independent (Bernoulli) per-hop delivery, the
E2E success probability is

H-1
PsllzcE = H ps,nh My (10)
h=0



and the corresponding E2E loss probability is

P2 _1_ pt2E

loss succ ?

an
where Py, =1-F,,,,(7,) and P, (7,) follows from the SINR-
to-PER mapping. If temporally correlated losses are rep-
resented by an FSMC (Section 5. 2), the route-level loss
is evaluated using state-dependent packet error probabili-
ties Ppy; (m), which captures burst-loss effects in the reliabil-
ity assessment.

From a WNCS perspective, packet losses can exhibit a
“threshold” effect: if measurements arrive less frequently
than required, the estimation quality can degrade sharp-
ly (with increasing error covariance), which directly impacts
control performance. This strengthens the need to impose an
explicit end-to-end reliability constraint P, in this sense,
the traffic-splitting rule serves as a practical mechanism to
keep the average E2E loss below the Py, threshold [31].

Reliability-constrained traffic splitting (co-design). Two
alternative routes are compared: route A (fewer hops, lower
per-hop SINR) and route B (more hops, higher per-hop SINR).
Let P* and - P  be their E2E loss probabilities com-

loss,E2E loss,E2E
puted from (10), (11) (or from the FSMC-based evaluation).
The routing co-design action is implemented by probabilistic
traffic splitting: a fraction « of packets is sent via route A and
1 — avia route B. The average E2E loss then becomes
EEZE (a) — aPA

loss loss,E2E

+ (1 - a)PloiS'EZE'

(12)

Given the WNCS reliability requirement EiiE(a)SReq,

the feasible region of o\alphaa is obtained directly (a linear

. . A B
constraint). For example, if Bymoe > Pognons then

Preq_P;fsx,EZE
Sy L

loss,E2E loss,E2E

OSaSmin[I, (13)

and otherwise the inequality reverses accordingly. This fea-
sibility interval provides an explicit reliability-constrained
routing decision rule that is subsequently embedded into the
routing/MPC co-design procedure in Section 5. 4.

Fig. 4, a shows that the E2E loss increases rapidly with
hop count H for identical per-hop reliability, which moti-
vates limiting hop count or improving per-hop link quality.
Fig. 4, b demonstrates that traffic splitting yields a controlla-
ble reliability margin: for a non-empty range of «t, the average
E2E loss remains below P,,, enabling reliability-aware route
selection within the co-design framework.

Fig. 4, a shows that the end-to-end (E2E) loss increases
rapidly as the hop count H grows, meaning that reliability
degrades quickly for multi-hop routes. Fig. 4, b demonstrates
that by splitting traffic between two routes («), the average
loss can be kept below the reliability requirement

Preq: for a feasible interval of a, the condition P>* (a) <P,
holds. The key significance and advantage of this study is that
it does not discuss reliability only qualitatively; instead, it pro-
vides a solution that enables routing decisions to be governed
by an explicit quantitative rule. The admissible range of « is
directly embedded into the co-design step to jointly config-
ure route selection and the MPC settings. As a result, one of
the most critical WNCS requirements stable and explicitly
guaranteed communication reliability is supported, reducing
measurement dropouts and the increase in effective delay
caused by higher loss rates. This approach enables efficient use

of network resources (routes/traffic) while preserving control
performance (tracking accuracy).

E2E loss vs. hops (Bernoulli)
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Fig. 4. Multi-hop end-to-end loss and reliability-constrained
traffic splitting: @ — Pjoss 28 Versus hop count H; b — average

E2E loss PF (a) versus traffic split a with the requirement
Preq (dashed line)

5.4. MPC-based joint adaptation of wireless com-
munication parameters and control

Based on the previously presented WNCS interaction ar-
chitecture and the considered experimental/simulation sce-
nario (IEEE 802.15.4-based multi-hop delivery and the mea-
surement-control closed loop), simulations are conducted
using the pre-obtained values (parameters). On this basis, the
results obtained for the MPC-based co-design that accounts
for wireless-channel parameters are presented. The main fo-
cus here is to demonstrate how packet loss and time-varying
communication delay, quantitatively evaluated via the loss/
delay predictors obtained from the channel, affect the closed-
loop control quality, and to analyze the results achieved by
jointly adapting the control and communication parameters
within the MPC framework in order to mitigate these effects.

In the simulation scenario, five nodes deployed in a
10 X 10 m area are considered; measurements are taken every
5s and delivered to the controller in a time-slotted manner,
which introduces time-varying delay. The MAC layer can be
TSCH/CSMA/CA or TDMA. For closed-loop evaluation, the
plant state xp(k) is normalized to [0, 1], and the target value
is chosen as a step reference r = 0.5 (normalized units). For
comparison, in addition to the proposed MPC scheme, an
LQR baseline controller is also used.

In this work, the model predictive control problem is
formulated using an augmented state that accounts for wire-
less-channel effects: x(k) = [x,(k), q(k)] where x,(k) is the
plant state and q(k) € [0,1] is an indicator that summarizes
the current channel quality (e.g., a normalized measure de-
rived from SINR/channel gain or the probability of successful



access). The communication parameters are included in the
control vector and selected as u(k) = [P (k), Ts(k), Nye(k)]: the
transmit power, the sampling/transmission period, and the
number of retransmissions jointly determine the reliabili-
ty-delay-energy trade-off. This formulation is well motivated:
prior work has shown that jointly designing channel-aware
scheduling and packet-based predictive control is necessary
to compensate for packet losses and ensure stability, and it
analyzes how stability depends on the prediction horizon and
the successful access probability [32].

At each time step, the link packet error probability P,(y)
is evaluated from the SINR-based mapping in (5), (6) (Fig. 2),
yielding the link success probability py(k) = 1 — P(y(k)).
Temporal loss behavior is captured using the Bernoulli and
FSMC models in (8), (9) (Fig. 3). For multi-hop routes, the
end-to-end reliability is computed using (10), (11) and, when
applicable, the reliability-constrained traffic-splitting rule
in (12), (13) (Fig. 4). These predictors are then used as inputs
to the MPC-based co-design in this subsection. First, BER
is obtained from SINR values using the standard mapping
adopted for IEEE 802.15.4, and then the packet error proba-
bility (PER) Pp(y) is derived. Based on PER, the single-link
success probability is computed as py(k) = 1 — Pp(y(k)). For
a multi-hop route, the end-to-end (E2E) reliability is deter-
mined using the hop-wise aggregation rule presented in Sec-
tion 5. 3, i.e., the per-hop psps values are combined to obtain
the E2E success probability and the corresponding E2E loss
probability. In this section, these results are evaluated online
through the channel-quality indicator q(k) and used as inputs
to the PER/E2E-loss predictor within the MPC.

Taking the constraints into account, it is possible to
formulate the model predictive control (MPC) objective
function and the corresponding optimization problem.

The WNCS requirements are: Plfszf(k)SPmax (e.g., 1-5%),
DE*® (k) <D__ (e.g., 100-200 ms). MPC optimi-

Constraints. The optimization in (14) is subject to
WNCS-level quality-of-service requirements that enforce reli-
ability and timeliness over the prediction horizon. Specifically,
the end-to-end packet-loss probability must not exceed Ppax,
and the end-to-end delay must remain below Dy,,y. In addition,
the communication parameters are selected from discrete sets
consistent with IEEE 802.15.4 implementation limits (e.g., ad-
missible power levels, sampling periods, and retransmission
counts). Accordingly, the constraints are given by

P2 (k+j)<P

loss max’

D™ (k+j)<D,, j=0,...N, ~1,(15)
P (k)eP, T,(k)eT, N, (k)eN, (16)

where P, 7, N are discrete feasible sets consistent with
IEEE 802.15.4 constraints (e.g., 0/5/10 dBm; 0.05/0.1/0.2 s; 0/1/2).

Fig. 5 shows the continuous approach of the closed-loop
plant state x,(k) to the given reference value using the proposed
MPC algorithm. Despite network loads and packet error prob-
ability, the joint parameter selection approach based on MPC
ensures the stability of the system and the required transient
response. Given that the control action only affects the plant
during steps where packets are successfully delivered, the cor-
rect selection of WNCS parameters plays a crucial role.

At each discrete step k, the MPC uses the current state to
solve an optimization problem and jointly selects the WNCS
communication parameters along with the control action: the
transmission power (k), the sampling period T(k), and the
maximum allowed number of retransmissions Npax(k). These
parameters determine the packet delivery reliability in the net-
work model. Therefore, the control action is applied to the plant
only when the packet is successfully delivered. The resulting
trajectory (k) is compared with the reference value, forming the
dynamic response plot shown in Fig. 6.

Adaptive WNCS parameters selected by MPC

zation problem: at each time step k, MPC solves the
following problem over the prediction horizon N,

. 2
W, [xp (k+])—J .
—r 0
N,-1 0

_ 10 20 30 40 50 60
min +w P(k+j)+ . (14 ' ' ' ' '
{u(k),....u(kJerfl)} on e IXZ( ‘]) ( ) w05k |
+w,D* (k+j) =
=
O 1 1 1 1 1
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The first term w, (xp —r) represents the 2 T T T T T
tracking accuracy of the plant state with respect <
to the reference r. The second term w,P? penal- 3 1T )
izes the transmit power (energy consumption) “
. 0 1 1 1 1 1
and prevents unnecessary increases of P, when 0 10 20 30 40 50 50

the channel conditions improve. The third term 1
w, D? penalizes the end-to-end delay and supports
satisfying the timeliness requirement by keeping
the delay away from the limit Dy,x. The normal-
ized variables P_= Ptx/PLx and D =D“”/Dmax
bring quantities with different physical units to a

q(k)

,max

0s W

common scale and allow controlling the trade-off 0
via the weighting coefficients. In this way, MPC

ensures the selection of {P[x(k),T (k),me (k)}

s
that satisfies the constraints PE°<P_  and
D¥* <D__, while maintaining the compromise

between tracking-energy-delay.
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Fig. 5. Dynamics of the WNCS parameters selected by model predictive control:
P, (k) — transmit power (k) dBm; 7{(k) — sampling/transmission period, s;
maximum number of retransmissions; x,(k) — channel quality indicator



Closed-loop tracking under time-varying wireless channel

same physical-layer reliability P,.(y) and the cor-

0.7 PER: 0.0333 (MPC)vs 0.0574 (baseline) responding single-attempt success model in (7),
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Fig. 6. Dynamic response of the system under the proposed model
predictive control-based co-design with adaptive wireless networked

control system parameters

Fig. 6 clearly demonstrates the practical advantages of the
proposed MPC based co-design algorithm that accounts for
wireless communication parameters. Even under time-vary-
ing channel conditions, the plant state x,(k) converges to
the reference r in a stable and smooth manner; the transient
response remains stable despite packet losses and delay
variations. Compared with the baseline approach using
fixed network settings, the co-design solution also improves
control performance in quantitative terms: the packet er-
ror rate (PER) decreases from 0.0445 to 0.0366 (about a
17.8% reduction), the average delay drops from 0.200 s to
0.117 s (about a 41.7% reduction), and the integral tracking er-
ror indicator (LAE) is reduced from 0.0969 to 0.0484 (about a
50% improvement). In addition, the algorithm accelerates the
response by keeping the sampling period Ty at 0.3 s instead
of 0.6 s, without compromising stability.

Therefore, the main achievement of Section 5. 4 is that, by
jointly adapting the communication parameters (Pyy, Ty, Nyer)
together with the control action, the proposed method
achieves more stable tracking, lower delay, and improved
reliability while meeting the WNCS reliability and timeliness
requirements. This confirms that the co-design step, based
on the feasible parameter region, turns parameter selection
into a concrete and effective mechanism in practice.

6. Discussion of results for model predictive control-
controlled wireless networked control systems

Link-level reliability is quantified by evaluating the
instantaneous SINR from the received signal and the ag-
gregated interference-plus-noise according to (1)-(4). For
the IEEE 802.15.4 2.45 GHz DSSS PHY, the corresponding
BER is obtained from SINR using (5), and the packet error
probability for an L-bit packet is computed via (6). The Monte
Carlo results in Fig. 2, a, b confirm the expected trend: as the
transmitter-receiver distance increases, SINR decreases and
the packet error probability increases. This provides a phys-
ically interpretable link-reliability basis that is subsequently
used to form end-to-end loss metrics through the hop-wise
aggregation in (10), (11) and to parameterize the MPC co-de-
sign optimization and constraints in (15), (16).

The single-hop loss behavior under scheduled access and
contention-based access is summarized in Fig. 3. For the

tive missed measurements and a higher effective
latency than isolated packet errors.

End-to-end (E2E) loss over an H-hop route
is evaluated by aggregating the per-hop delivery
probabilities using the hop-wise Bernoulli formu-
lation in (10), (11). The results in Fig. 4, a show
that E2E loss increases markedly with hop count: in the con-
sidered setup it rises from approximately 3% to approximately
32% as H grows from 1 to 8, which motivates either limiting
the hop count or improving per-hop link quality. Reliabili-
ty-aware routing is further quantified via the traffic-splitting
model in (12): the average E2E loss depends linearly on the
split coefficient a, and enforcing the reliability requirement

ISIDSS,EZE(a)Squ yields a simple feasible interval for « given

in (13), as illustrated in Fig. 4, b. This provides an explicit
quantitative rule that links route selection (or route mixing)
to a target reliability constraint.

The closed-loop co-design performance is summarized in
Fig. 5, 6. At each time step k, the MPC solves the optimization
problem in (15) using the augmented state x(k) = [x,(k), q(k)]
where q(k) represents the channel-quality indicator derived
from the reliability predictor, and it jointly selects the de-
cision variables u(k) = [P (k), Ty(k), Ny(k)] under the pre-
scribed reliability and timeliness constraints (E2E loss and
delay bounds). Fig. 5 illustrates how the selected communica-
tion parameters adapt over time in response to channel-qual-
ity variations, while Fig. 6 confirms stable reference tracking
under packet loss and time-varying delay. Compared with the
fixed-parameter LQR baseline, the MPC-based co-design re-
duces the E2E packet error rate from 4.45% to 3.66%, decreas-
es the average delay from 0.20 s to 0.12 s, and improves the
integrated absolute error from 0.0969 to 0.0484 (50% reduc-
tion). The E2E loss remains within the 5% requirement in the
considered scenario, and no overshoot is observed. Overall,
these results indicate that reliability-predictor-driven adapta-
tion of Py, Ty, and N, is effective for maintaining closed-loop
performance under wireless-induced losses and delays.

Compared with MAC-oriented studies that optimize
throughput or delay in isolation, the proposed framework
connects physical-layer SINR variations, MAC behavior and
routing decisions directly to E2E loss and closed-loop control
quality. Link and E2E loss expressions are parameterized by
physical quantities (path loss, shadowing, interference), which
makes the reliability model transparent and interpretable.

Unlike approaches that treat the network as a fixed dis-
turbance and compensate losses only on the controller side,
the network parameters Py Ty, Ny and the routing split «
are explicit decision variables in the MPC problem. This joint
treatment enables simultaneous satisfaction of reliability/de-



lay constraints and improvement of control performance. The
quantitative gains over the LQR baseline (17.8% reduction in
packet error rate, 41.7% reduction in average delay, 50% re-
duction in tracking error) illustrate this advantage.

In addition, the proposed traffic-splitting region
{o: P, e (@) <P, }, provides a simple, reliability-based rule
for using multiple routes, which is not present in most ex-
isting WNCS works. A key gap identified in the literature is
the lack of a unified, physically grounded end-to-end (E2E)
loss-and-delay model for IEEE 802.15.4-based wireless net-
worked control systems that can be used directly in controller
synthesis. The present study addresses this gap for a well-de-
fined class of systems and operating conditions considered
in the paper.

First, a SINR-based PHY model is linked to BER/PEP
and packet error probability, forming the basis for link-level
reliability. Second, Bernoulli and FSMC models provide both
independent and bursty loss descriptions under TDMA/
TSCH and CSMA/CA. Third, per-hop loss probabilities are
combined into E2E loss for multi-hop routes, and a reliabil-
ity-constrained traffic-splitting strategy is derived. Finally,
the resulting loss and delay predictors are embedded into the
MPC formulation, which enforces E2E loss and delay con-
straints and improves closed-loop performance in simulation.

Thus, the study offers a concrete SINR — loss — control
chain for IEEE 802.15.4-based WNCS and demonstrates its
effectiveness under the chosen assumptions. However, the
analysis is limited to specific topologies, traffic patterns and
parameter ranges, and is validated only in simulation. There-
fore, the general problem is addressed partially rather than
fully resolved for all industrial scenarios.

This study has several limitations that define the
scope and applicability of the obtained results. First, the
IEEE 802.15.4 channel characterization relies on stationary
path-loss and shadowing statistics and uses a simplified in-
terference description; therefore, the reported reliability and
delay trends may differ in industrial environments with high-
ly time-varying or heterogeneous interference. Second, the
comparison of TDMA/TSCH and CSMA/CA is performed
without explicit consideration of implementation-level effects
such as clock drift and resynchronization errors, vendor-spe-
cific backoff behavior, and cross-technology interference
dynamics, which can affect collision probability, latency, and
burstiness. Third, the multi-hop evaluation is restricted to
a small set of routes and represents route diversity using a
scalar traffic-splitting coefficient; thus, the presented routing
conclusions do not directly generalize to large-scale net-
works with dynamic topology changes and adaptive routing.
Fourth, the reported MPC co-design performance is obtained
under simulation and depends on the fidelity of the plant
model and on the timely availability of the channel-quality
indicator q(k); sensitivity to model mismatch and estimation
delay is not quantified in this work. Finally, a key shortcom-
ing is the lack of hardware testbed validation: the results are
simulation-based, and implementation details required for
full reproducibility (e.g., complete parameter tables, solver
settings, and random seeds) should be explicitly reported and
complemented by raw measurement traces in future work.
Consequently, the proposed framework is most applicable
to IEEE 802.15.4-based WNCS with relatively static topolo-
gies and traffic, identifiable channel/interference statistics,
and sufficient computational resources for real-time MPC
execution.

Future research should first focus on experimental vali-
dation of the proposed framework on an IEEE 802.15.4 hard-
ware testbed, explicitly accounting for realistic interference,
synchronization imperfections, and hardware constraints,
in order to refine the channel and loss models and to verify
the MPC-based co-design under real operating conditions.
The approach can then be extended to larger, dynamical-
ly routed multi-hop networks with heterogeneous links
and time-varying interference, which will likely require
online identification of FSMC parameters and SINR statis-
tics, combining data-driven and model-based techniques.
In addition, more advanced control formulations, such as
robust or chance-constrained MPC, should be explored to
handle uncertainty in loss and delay predictions and to pro-
vide probabilistic performance guarantees. Finally, the joint
use of MPC-based co-design with complementary mecha-
nisms (e.g., forward error correction, packet bundling, adap-
tive quantization) and the study of their combined impact
on reliability and control performance constitute promising
directions for further investigation.

7. Conclusion

1. The SINR/BER-based model shows that as distance
increases, received power and average SINR decrease, while
PER grows nonlinearly. This means that longer hops lead to
higher packet error rates, so reliable IEEE 802.15.4-based
WNCS operation requires bounded hop lengths and, when
needed, multi-hop routing with short hops.

2. In the single-hop case, TDMA/TSCH yields lower loss
and more stable delay than CSMA/CA, because time slots
are pre-assigned and collisions are largely avoided, whereas
CSMA/CA suffers from contention and random backoff.
Therefore, TDMA/TSCH is preferable for control applica-
tions where timing determinism and low delay variability
are important.

3. For multi-hop networks, the analysis shows that end-
to-end loss grows rapidly with hop count, even when per-hop
quality is high. Reliability can be adjusted by splitting traffic
between routes with different quality: increasing the share
on the better route reduces the overall loss. This provides a
simple, quantitative way to use routing and traffic splitting to
satisfy a given end-to-end loss constraint.

4. The proposed MPC-based co-design jointly adapts
transmit power, sampling period, retransmissions, and rout-
ing/MAC parameters to meet end-to-end loss and delay re-
quirements. When tracking error is large, MPC temporarily
increases reliability (higher power, more retransmissions,
shorter period); as the system stabilizes, it reduces these
settings to save energy and bandwidth. Compared with a
fixed-parameter LQR baseline, this yields lower packet error
rate, lower average delay, and about 50% reduction in track-
ing error, and explicitly links an end-to-end reliability model
with controller synthesis.
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