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1. Introduction

Fiber-optic cables are currently a fundamental element of 
telecommunications, energy, and industrial infrastructure, en-
abling the transmission of information over long distances with 
high reliability and noise immunity. As the length of fiber-optic 

transmission lines (FOTL) increases and their applications 
expand, the importance of ensuring their technical integrity, 
operational safety, and protection from external mechanical 
influences increases. Damage to optical cables, unauthorized 
access, and hidden defects lead to information loss, financial 
losses, and reduced operational reliability of critical facilities.
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This study examines the process of 
monitoring the technical condition of 
fiber-optic cables based on the record-
ing and analysis of changes in the pixel 
structure of the optical spot formed by 
cladding radiation under mechanical 
stress. The task addressed relates to the 
lack of affordable and easy-to-imple-
ment means for continuous monitor-
ing of the integrity of fiber-optic com-
munication lines capable of promptly 
detecting mechanical stress and unau-
thorized access attempts. 

This paper suggests a monitoring 
principle based on recording addition-
al optical losses arising from micro-
bending of the optical fiber, followed 
by image processing on a high-resolu-
tion photo matrix. It has been experi-
mentally established that changes in 
the pixel structure of the optical spot 
formed by cladding radiation on the 
surface of the high-resolution photo 
matrix linearly correlate with the 
magnitude of the applied load and the 
level of additional losses. 

The results are attributed to 
the redistribution of optical power 
between the fiber core and clad-
ding due to the photo-elastic effect. 
A distinctive feature of the proposed 
approach is its elimination of inter-
ferometric and reflectometric methods 
and the use of intelligent optical-digi-
tal pixel analysis, which reduces sys-
tem cost, facilitates scalability, and is 
resistant to interference. 

The designed system could be 
used for continuous monitoring of 
fiber-optic communication lines, utili-
ty lines, as well as long-distance facili-
ties under real-world conditions, with 
monitored sections up to 60 km long. 
Laboratory tests confirmed the sys-
tem's sensitivity to mechanical loads 
of 5 N and its suitability for integra-
tion into existing telecommunications 
networks
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Despite significant advances in fiber-optic line monitor-
ing methods based on optical reflectometry, interferometry, 
and fiber Bragg gratings, these approaches are characterized 
by high cost, complex hardware implementation, and limited 
applicability in distributed and industrial networks. Further-
more, many existing methods focus primarily on fault local-
ization but do not provide effective monitoring of mechanical 
influences or early detection of potentially hazardous cable 
conditions. 

In today's environment, the scientific challenge of de-
vising alternative approaches to monitoring the technical 
condition of fiber-optic cables, based on simple, scalable, 
and cost-effective methods for recording changes in optical 
parameters, is particularly pressing. A promising area of re-
search is the study of optical radiation redistribution process-
es in fiber under mechanical stress, particularly phenomena 
associated with microbending and additional optical losses, 
which remain insufficiently studied for their practical use in 
monitoring systems.

Therefore, research into the principles of monitoring the 
technical condition of fiber-optic cables based on the analysis 
of changes in optical radiation parameters under mechanical 
stress is relevant.

2. Literature review and problem statement

Reviews of distributed fiber-optic sensors in structural 
monitoring emphasize their effectiveness for monitoring 
extended structures [1]. These technologies utilize scattering 
and interferometry to detect deformations in bridges and 
tunnels, integrating sensors into the structure. However, 
these solutions are not adapted to communication cables and 
remain expensive. Furthermore, adapting these methods to 
fiber-optic communication cables and making them econom-
ically feasible for intra-area and intra-industrial networks 
remain unresolved.

Paper [2] reports the results of a review of distributed fi-
ber-optic sensors for monitoring civil structures. It is shown 
that integrating fibers into structures enables real-time 
detection of deformations and cracks. However, unresolved 
issues remain, including the high cost of equipment and the 
complexity of calibration, limiting their use in telecommuni-
cation networks.

Particular attention is paid to microbending sensors in 
the context of optical stress sensors. Study [3] reveals the 
principles and architectures of such devices, highlighting 
noticeable changes in light intensity under mechanical stress. 
However, scaling the technology to long cable lines and 
integrating it into continuous monitoring systems remain 
unresolved challenges.

Distributed sensors are also actively used for tunnel mon-
itoring. Paper [4] demonstrates that methods based on Brill-
ouin and Rayleigh scattering provide high-accuracy anomaly 
localization. However, the complexity of the equipment and 
the need for expensive calibration make them unsuitable for 
the security and monitoring of communication cables.

The development of distributed acoustic sensing with 
φ-OTDR is also promising. Study [5] demonstrates that this 
method successfully classifies vibration effects over signifi-
cant distances. However, the high cost of laser sources and 
reflectometers hinders its widespread adoption.

Optical fiber speckle sensing opens up new possibilities 
in sensor technology. Work [6] emphasizes the high sensitivi-

ty of speckle pattern analysis to deformations and vibrations. 
However, scaling this technology to long-distance commu-
nication lines and its application to security applications has 
not yet been fully realized.

The use of artificial intelligence and machine learning 
in optical fiber sensors provides a significant increase in 
accuracy. Paper [7] demonstrated that neural network algo-
rithms significantly improve anomaly classification. How-
ever, adopting such approaches to low-cost fiber optic cable 
monitoring systems remains an unresolved issue.

Combined methods based on φ-OTDR are also develop-
ing rapidly. Study [8] shows that a combination of wavelet 
decomposition and improved ResNet provides high event 
classification accuracy. However, the need for expensive 
equipment and the complexity of implementation under re-
al-world conditions limit practical application.

Ultra-long φ-OTDR systems are finding application in 
pipeline monitoring. Study [9] demonstrated that the method 
can localize events over tens of kilometers. However, the 
technology's focus primarily on infrastructure facilities rath-
er than communication lines, and its high cost, leave open 
questions for telecommunications.

The dual-channel φ-OTDR approach has been success-
fully used for traffic flow monitoring. Paper [10] demon-
strates that using two fibers improves vibration detection ac-
curacy. However, hardware complexity and implementation 
cost remain significant limitations.

The TFF-CNN framework offers a new approach to in-
trusion detection in distributed optical systems. Study [11] 
demonstrated that two-dimensional feature analysis using 
convolutional neural networks provides high accuracy in real 
time. However, the dependence on expensive laser sources 
makes the approach economically challenging.

Vibration event recognition methods based on φ-OTDR 
are also being improved. Study [12] demonstrates that neural 
network analysis of spectrograms enables rapid event classi-
fication. However, the high cost of equipment remains a key 
barrier to widespread adoption.

Multiphysics analysis of pipeline leaks using distributed 
sensors opens new horizons. Paper [13] confirms that com-
bining acoustic, temperature, and strain data improves lo-
calization accuracy. However, this approach has not yet been 
adapted to the problems of protecting communication cables.

Monitoring concrete bridges with distributed optical 
sensors is also actively developing. Study [14] shows that inte-
grating fibers into structures enables deformation detection. 
However, the complexity of calibration and high cost limit 
the scalability of the technology.

Studies of pipelines subject to bending and denting 
complete the picture. Paper [15] illustrates the modeling of 
deformation-fiber interactions. However, the application of 
this method in telecommunication networks remains an 
unexplored area. 

Low-cost fiber-optic intrusion detection sensors are attract-
ing attention due to their affordability. Work [16] demonstrated 
that a microbending sensor detects changes in light intensity. 
However, scaling to long lines remains an unsolved problem.

Additional optical losses due to mechanical stress have 
been studied in detail. Paper [17] established a link between 
microbending and increased power loss. However, the practical 
implementation of this relationship in continuous monitoring 
systems has not yet reached the level of a ready-made solution.

Fiber-optic sensor-based information-measuring sys-
tems for monitoring rock deformations are also of interest.  
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Study [18] demonstrated that this method effectively records 
displacements in the rock mass. However, its application in 
communication cable security remains unimplemented.

Fiber-optic pressure monitoring systems for support ele-
ments continue to evolve. Study [19] confirms the feasibility 
of detecting changes by zone. However, adaptation to tele-
communication lines has not yet been achieved.

Intelligent fiber-optic systems for monitoring concrete 
foundation damage are showing progress. Paper [20] demon-
strated that combining sensors with AI allows for classifying 
structural conditions. However, scaling to long cable lines 
remains an open problem.

Fiber anomaly diagnostics using machine learning meth-
ods completes the review. Study [21] shows that algorithms 
significantly improve the accuracy of defect detection. How-
ever, design of low-cost distributed monitoring systems based 
on these systems still requires further research.

Our review of the literature [1–21] allows us to system-
atize the identified local problems in the field of fiber-optic 
cable monitoring into the following groups:

1) works [1, 2, 4, 5, 8, 9, 11, 12, 14] emphasize that distrib-
uted sensors based on reflectometry (φ-OTDR), Brillouin/
Rayleigh scattering, and interferometry require expensive 
equipment (high-power lasers, reflectometers), which limits 
their use in distributed and intra-industrial networks. Similar is-
sues with calibration and scaling are noted in [3, 6, 7, 13, 15, 16];

2) studies [10, 17, 18, 19, 20, 21] point to the insufficient 
adaptation of methods to real-world conditions (external vi-
brations, noise, temperature fluctuations), as well as a focus 
on local measurements without effective continuous moni-
toring of extended lines. In particular, amplitude and microf-
lexure sensors do not enable timely detection of unauthorized 
access without false alarms;

3) general reviews [1–4, 6, 7] and applied studies [13–16, 21] 
demonstrate that existing approaches are focused on infra-
structure assets (bridges, pipelines, tunnels) but are not adapt-
ed to telecommunication networks with an emphasis on sim-
plicity and low cost, leading to gaps in mass implementation. 

Thus, despite advances in fiber-optic sensor technology, 
the identified local problems boil down to a common unre-
solved issue: the lack of affordable and easy-to-implement 
means for continuously monitoring the integrity of fiber-op-
tic data transmission lines and promptly detecting unau-
thorized access. This confirms the feasibility of conducting 
research focused on the development and experimental val-
idation of a principle for monitoring the technical condition 
of fiber-optic cables based on analyzing changes in the pixel 
structure of the optical spot formed by cladding radiation 
under mechanical stress, with the aim of creating a low-cost 
automatic monitoring system. The potential application of 
the research results includes the design of operational pro-
totypes of intra-zone systems for monitoring the technical 
condition of telecommunications in populated areas and at 
industrial enterprises.

3. The aim and objectives of the study

The objective of our study is to design an automated 
system for real-time monitoring of the technical condition of 
fiber-optic cables. This will confirm the feasibility of develop-
ing simple, scalable, and cost-effective automated fiber-optic 
communication line monitoring systems that enable the 
timely detection of mechanical impacts and cable integrity 

violations without the use of complex and expensive interfer-
ometric and reflectometric technologies.

To achieve this goal, the following tasks were set:
– to define and scientifically substantiate a principle for 

monitoring the technical condition of fiber-optic cables based 
on intelligent optical-digital analysis of the pixel structure;

– to design a hardware and software system (HSS) imple-
menting high-frequency image capture, intelligent process-
ing of negative light spots, pixel structure analysis, and noise 
compensation;

– to develop a laboratory prototype of ATCMS and con-
duct an experimental study to evaluate its sensitivity to me-
chanical impacts on the fiber-optic cable;

– to study the generation of interference during HSS oper-
ation and evaluate its level.

4. Materials and methods

The object of our study is the process of monitoring the 
technical condition of fiber-optic cables based on the recording 
and analysis of changes in the pixel structure of the optical spot 
formed by cladding radiation under mechanical stress.

The principal hypothesis assumes that mechanical stress 
on a fiber-optic cable leads to changes in the pixel structure 
of the optical spot formed by radiation propagating along the 
cladding of the optical fiber, and that these changes can be 
reliably recorded and analyzed using a high-resolution pho-
tomatrix without resorting to interferometry, reflectometry, 
or fiber Bragg gratings.

Prior to the study, the following assumptions were adopt-
ed: the optical fiber is considered a homogeneous medium 
without local defects; mechanical stress causes microbending 
without damaging the fiber structure; temperature and ex-
ternal electromagnetic influences do not significantly affect 
the experimental results; and the parameters of the optical 
radiation source remain stable throughout the entire mea-
surement period.

The following simplifications were accepted during the 
study: analysis was conducted for a single-mode G.652 optical 
fiber without taking into account the effects of cladding in-
homogeneities; quasi-stationary mechanical stress conditions 
were considered; long-term degradation processes in the 
fiber were not considered; image processing was performed 
without compensating for nonlinear distortions in the optical 
system, allowing for a focus on assessing the fundamental 
performance of the proposed system.

The study proposed a principle for monitoring changes 
in the numerical pattern of pixels in the optical spot pro-
jected by the cladding onto the surface of a high-resolution 
photomatrix, followed by hardware and software data pro-
cessing using artificial intelligence and machine learning 
algorithms. It was also proposed to exclude changes in the 
parameters of the optical wave propagating along the core 
from the analysis. To achieve this, a negative image of the 
optical spot was used, and the change in the numerical pat-
tern formed during mechanical stress on the optical fiber, 
when some of the optical radiation escapes into the cladding, 
was analyzed. The originality of the idea is its new principle 
for processing data obtained from fiber-optic sensors of ex-
tended objects. The proposed method does not use optical 
interferometry, reflectometry, and their modifications, or 
fiber Bragg gratings. These methods and approaches are 
reported in detail in the scientific literature [2–4]. However, 
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they have a number of limitations that hinder their 
widespread use in various industries and human 
practices. The basis of this method was partially 
discussed in paper [9], in which one can find the 
mathematical apparatus and a description of the 
principle of monitoring additional optical power 
losses using a high-resolution photomatrix. The 
hardware and software system operates with a 
portion of the optical radiation propagating along 
the fiber cladding, which leaves the core as a result 
of mechanical action (microbending). This method, 
based on the registration and analysis of cladding 
radiation, was previously used to design rock dis-
placement sensors [10] and to monitor the technical 
condition of reinforced concrete structures [11]. In 
our study, it is used to build a system for monitoring 
the integrity of fiber-optic communication cables.

The research and experimental methods were 
based on well-known laws of physics in optics. 
Specifically, the photoelastic effect, which occurs 
when mechanical stress is applied to the lateral 
surface of an optical fiber, is utilized. This mechanical stress 
causes microbending, which in turn leads to a change in the 
refractive index, causing some of the radiation to escape the 
core and enter the cladding. As previously mentioned, optical 
fiber was studied under mechanical stress on its lateral sur-
face, causing microbending. This study was aimed at design-
ing sensors for monitoring rock displacement and providing 
timely warning of the risk of mine collapse [9].

Fig. 1 shows an image of the optical spot under increas-
ing mechanical stress. Increasing stress leads to increased 
microbending of the optical fiber and, consequently, to in-
creased additional optical loss. In this study, the pixel pattern 
monitoring (PPM) method was used to record and analyze 
changes in the optical spot.

The experiments were conducted using single-mode opti-
cal fiber complying with the ITU-T G.652.D standard, which 
is widely used in telecommunications systems. The Shijia 
Optical Cable GYFJH-2B1.3 IEC60332-3-16 (made in China), 
optical fiber type G-652 with a core diameter of 9 μm, and a 
cladding diameter of 125 μm was used as the object of study. 
The cable contained a total of 4 modules, each module con-
taining 4 optical conductors. The optical fiber is coated with 
an acrylic layer on the outside to protect it from moisture; 
with the coating, the optical conductor thickness is 248 μm. 
Reserve fibers of the optical cable, which are not involved in 
the information transmission process, were used as fiber-op-
tic sensors. To understand the basics of the proposed fiber op-
tic cable design, Fig. 2 shows the general operating principle.

The laboratory prototype used one image sensor per FOD 
measurement channel.

During the experiments, a Full HD image sensor with a 
1080p resolution, containing 1920 columns and 1080 rows, 
equivalent to 2,073,600 pixels, was used. To reduce the 
cost of the inspection system, an HD image sensor could 
be used; however, in this case, the image would be formed 
from 921,600 pixels. This could impact the sensor's resolution, 
as one sensor simultaneously handles at least four optical sen-
sors. Simpler and less expensive VGA image sensors could be 
used, which would produce an image of 307,200 pixels. During 
the research, CMOS and CCD image sensors were tested. Both 
technologies provided the required image quality of the optical 
spot, but CMOS was preferred due to its lower cost and lower 
power consumption compared to CCD. The image sensor used 
must provide a light spot capture rate of at least 30 frames 
per second. It should be noted that CCD image sensors have 
demonstrated superior video image quality, but their high cost 
significantly increases the overall cost of the system.

During the experiments, an optical radiation source with 
a wavelength of 650 ± 10 nm and a power of approximately 
30 mW was used. Additional optical losses were monitored 
during the tests. Patterns related to assessing the technical 
condition of optical cables and detecting unauthorized access 
to transmitted information were identified based on changes 
in optical power. When a mechanical load was applied to the 
fiber-optic sensor, a microbend formed in the fiber, leading 
to an increase in additional losses and a decrease in the light 
spot intensity. Experimental results showed that with a lin-
ear increase in the applied force, the light spot intensity also 
decreases linearly. Computer screen shots clearly illustrate 
the loss of optical power of a light wave propagating along an 
optical fiber as the load on the fiber-optic sensor increases.

The experiments demonstrated stable and reliable ATCMS 
operation using lasers with a wavelength of 650–850 nm.  
Conventional CMOS sensors from CCTV cameras with a 
resolution of 720p (HD) and higher, as well as webcam sen-
sors, reliably and distortion-free record light spots even in the 
presence of an infrared component.

The four-channel ATCMS prototype with quasi-distrib-
uted fiber-optic sensors (including earlier versions) enables 
reliable monitoring of lines up to 40 km long. Using an 
HD 1280 × 720 sensor, the total number of sensitive elements 

Fig. 1. Change in the optical spot on the surface of the 
photomatrix at different levels of mechanical load:  

a – optical spot at no load (no microbending);  
b – optical spot at medium mechanical load (formation of 

microbending); c – optical spot at maximum load (significant 
microbending and increase in additional losses)

a a a 

Fig. 2. Operating principle of the fiber-optic sensor:  
1 – personal computer equipped with specialized software for 

processing and analyzing information; 2 – data processing unit with a 
highly sensitive photodetector (photomatrix);  

3 – optical connector (detachable or non-detachable connector);  
4 – single-mode optical fiber (OF); 5 – radiation source – 
semiconductor laser with a wavelength of 650–1550 nm;  

6 – area of application of mechanical action on the optical fiber

1

2

54

6

3

3
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is 921,600 pixels, while switching to Full HD 1920×1080 
increases this number to 2,073,600 pixels. Increasing the reso-
lution to Full HD significantly improves the clarity of the light 
spot image and the overall resolution of the monitoring system.

5. Examination of the laboratory sample of the 
automatic control system

5. 1. The principle of monitoring the technical con-
dition of fiber-optic cables based on radiation analysis

The basic principles of the system's design are determined 
by the following parameters: the length of the fiber-optic sen-
sor (FOS) can vary from 1 to 60 km; the operating wavelength 
range is 650–850 nm; and the number of FOS channels ranges 
from 1 to 32 per hardware and software system. Since the sys-
tem uses single-mode optical fiber, it is characterized by signifi-
cant losses at a wavelength of 650 nm, reaching several decibels. 
Therefore, for FOS cable lengths exceeding 30 km, it is recom-
mended to use wavelengths in the 750–850 nm range. The laser 
power in the monitoring system is determined by the length of 
the fiber-optic sensor and the number of channels used. For con-
figurations with FOS cable lengths up to 30 km, the laser source 
power per channel can range from 30–50 mW. When increasing 
the length of the fiber optic cable beyond 30 km, it is necessary 
to use lasers with higher output power; the power of the radia-
tion source should be from 50 to 200 mW for each channel.

If the fiber is not subjected to mechanical stress, additional 
losses are absent or minimal. As the load increases, additional 
losses increase, and more light escapes from the fiber core and 
the cladding. Accordingly, the higher the load (pressure) on 
the fiber, the greater the level of additional optical losses. In 
this case, the dependence will be direct, and the nature of the 
approximation will be linear. This makes it possible to design 
a distributed or quasi-distributed fiber-optic sensor capable 
of monitoring overburden pressure or rock displacement. Re-
search results related to the development of fiber-optic sensors 
for the mining industry have been previously published [10]. It 
was found that any impact on the fiber causes changes in 
the parameters of the optical wave propagating along the 
fiber core. Experiments have shown that the radiation in-
tensity decreases as the length of the control and measuring 
channel of the fiber-optic sensor (FOS) increases. In this 
regard, for a wavelength of 650 nm, there are technological 
limitations on the range of application, not exceeding 60 km. 
Since these sensors are designed to monitor the geotechni-
cal condition of mine workings, a sensitive area length of 
3–10 km is quite sufficient.

Using the results of previous research, a hypothesis was 
put forward related to the design of distributed or quasi-dis-
tributed fiber-optic sensors for monitoring the technical con-
dition of fiber-optic cables or long-distance objects (electrical 
cables, pipelines, gas pipelines, and others). A fiber-optic 
cable will be used as a sensor. Fiber integrity testing will 
be conducted at a wavelength of 650 nm, which does not 
interfere with information flows operating at wavelengths of 
1310 and 1550 nm. Redundant fiber-optic cables not used for 
data transmission can also be used. The hypothesis implied 
that the entire optical spot itself would be monitored, not 
only its part, namely the fiber-optic cladding. As stated pre-
viously, the length of a fiber-optic control and measurement 
channel is limited to 60 km, so length restrictions will also 
be imposed on the future automatic fiber-optic cable condi-
tion monitoring system. Since future systems are planned 

for use in intra-zone telecommunications systems at various tar-
get sites and industrial enterprises, this wavelength is sufficient. 
A fiber-optic cable is used as the sensing element. Fiber integrity 
monitoring is performed at a wavelength of 650 nm, without 
affecting the 1310 and 1550 nm channels. The use of backup 
optical fibers not used for data transmission is permitted.

The intelligent hardware and software ATCMS system 
distinguishes between various types of impacts on fiber-optic 
cable. Specifically, the system detects unauthorized contact 
with the cable, including manual handling and attempts 
to remove the outer protective sheath to access the optical 
fiber. ATCMS also detects cable breaks, excessive sagging, or 
stretching. The red laser source operated in continuous mode. 
Using a 650 nm wavelength does not adversely affect data 
transmission over fiber-optic communication lines, as the 
data channels operate at wavelengths of 1310 and 1550 nm. 
Unit 2 contains two photo matrices, one for each measuring 
channel. The design of the data processing unit provides two 
inputs and two outputs and enables operation in dual-chan-
nel mode, which allows for redundant operation of the fi-
ber-optic sensor and reduces the likelihood of false alarms. 
The data processing unit contains two independent control 
and measurement optical channels.

Fig. 3 shows a diagram illustrating the operating principle 
of the method for monitoring changes in the pixel digital image. 
Photomatrix 5 has its own graphics processor for pre-processing 
the video image of the optical spot. Photomatrix 5 converts opti-
cal signals into electrical signals, which are digitized and sent to 
the hardware and software system for further processing.

The proposed monitoring principle, based on intelligent 
optical-digital analysis of the pixel structure of the optical 
spot of cladding radiation, enables the recording of mechani-
cal impacts on fiber optic cables without the use of expensive 
interferometric and reflectometric methods. A distinctive 
feature of this approach is the transition from core analysis 
to cladding analysis, which significantly reduces system cost, 
facilitates ease of implementation, and provides high immu-
nity to external interference.

Fig. 3. Explaining the method for monitoring changes in the 
numerical pattern of pixels: 1 – radiation source; 2 – fiber-optic 
connector for optical connection of conductors. 3 – preliminary 
data processing unit; 4 – optical spot formed on the surface of 
the photodetector; 5 – photomatrix with a graphic processor;  

6 – computer with specialized software; 7 – fiber-optic 
conductors; 8 – cable break point; 9 – section of fiber-optic 
cable; 10 – optical sensor located inside the fiber-optic cable
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5. 2. Design of the hardware and software system
The hardware and software system continuously mon-

itors the change in the numerical pattern of pixels as they 
transition from black to white.

Fig. 4 shows the internal contents of the pre-processing 
unit. During the development of the laboratory prototype of 
the automated system for monitoring the technical condition 
of fiber-optic cables, several modifications of the optical 
modules were manufactured. Each module includes a pho-
tomatrix with a graphics microprocessor, an optical adapter, 
a light guide, an optical connector, and an optical waveguide. 
The waveguide cross-section can be either round or square.

Optical adapters and SC-type connectors with a 2.5 mm 
diameter ferrule were used to connect the fiber optic cables. 
Optical power loss at each connector did not exceed 0.3 dB. 
To ensure reliable monitoring of the cables' technical con-
dition using the ATCMS system and reliable detection of 
unauthorized access attempts, preliminary equipment con-
figuration was required. The structure of the optical module 
is shown separately in Fig. 5, which demonstrates its basic 
components.

The ATCMS system processed data received from the 
fiber-optic sensor and, when the fiber optic cable was im-
pacted, generated a warning signal; a similar response was 
observed during a simulated cable fault. The ATCMS soft-
ware was developed using compiled programming languages 
with static typing. A version of the Python programming 
language, as well as components of the OpenCV (Open 
Source Computer Vision Library), were used in the system 
development. The optical control and measurement channels 
were configured in various configurations: in some cases, 
completely identically, while in others, they had minor differ-
ences in parameters. Fig. 6 illustrates the ATCMS interface 
operating under a dual-channel mode with two connected 
fiber-optic sensors. The module contains modules for config-
uring and controlling the ATCMS operating modes. During 
the configuration process, the photo matrices are configured 

and calibrated. It is possible to run the system under debug 
mode, which allows one to evaluate the ATCMS sensitivity.

Fig. 4. Internal contents of the data preprocessing module

Fig. 5. Optical module with square waveguide geometry: 
1 – photomatrix equipped with a graphic microprocessor; 
2 – optical adapter; 3 – light guide; 4 – optical connector; 

5 – square optical waveguide

Fig. 6. Interface of the automatic technical condition monitoring system
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The ATCMS has several operating modes. During normal 
operation, the yellow and red indicators are off. If the fiber 
optic cable is subjected to mechanical or vibroacoustic impact, 
a yellow warning indicator lights up, alerting you to a changing 
situation. If the impact is weaker than the response threshold or 
has not exceeded the repetition limit, the yellow indicator goes 
out after 5 seconds. If the impacts are repeated multiple times 
and their value exceeds the response threshold, the red indicator 
lights up. When the red indicator lights up, an alarm is triggered, 
and the operator receives a message on their mobile device 

(smartphone). Each channel contains two measurement scales: 
the lower scale shows the value of the white pixels, correspond-
ing to the impact strength. The upper scale shows the percent-
age of the response threshold reached, which is related to the 
strength and number of impacts applied to the fiber optic cable 
within a set time interval (Fig. 7). When started in background 
mode, the ATCMS enters the operating mode for continuous 
monitoring of the technical condition of the fiber optic cable.

Fig. 8 shows the module for setting the ATCMS response 
threshold.

Fig. 7. Indicators and scales of the automatic technical condition monitoring system

Fig. 8. Module of settings for the response threshold of the automatic technical condition monitoring system
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The ATCMS hardware and software system converts 
changes in the light spot parameters, registering the level of 
additional optical losses; the system generates a corresponding 
pixel map. Fig. 9 shows how the structure of the pixel distri-
bution of the light spot (LS) changes under the influence of 
external forces applied to the optical fiber (OF); Fig. 9 shows 
a sequence of six positions, each reflecting the degree of pixel 
change as the external force acting on the OF increases. As 
the force acting on the OF increases, microbending increases, 
causing an increase in additional losses and a change in the 
light spot intensity. This is visually manifested as a transition 
of pixels from black to white. In Fig. 9, positions 1 and 2 indi-
cate a minor impact, with the number of white pixels being 
minimal, indicating a weak impact on the OF. Positions 3 and 4 
demonstrate a more significant impact, with the intensity of 
changes in the LS increasing, reflected by an increase in the 
number of white pixels in the central part of the spot. Position 
5 demonstrates the most intense exposure, where the majority 
of pixels switch to a white state, indicating a significant change 
in the light wave characteristics and 
an increase in additional optical 
losses. Thus, increasing external 
exposure to the fiber optic sensor 
leads to a proportional increase in 
the number of white pixels, reflect-
ing an increase in the level of ad-
ditional losses and a change in the 
phase and amplitude characteristics 
of the optical wave.

Fig. 10 shows a window for ad-
justing the photo sensor.

For monitoring fiber-optic 
communication lines up to 60 km 
long, a visible-range laser source 
with a power of less than 200 mW 
is sufficient. A possible reduction 
in the brightness of the light spot 
at the far end of the line is ful-
ly compensated for by adjusting 
the sensitivity of the photomatrix 
and software signal processing 
algorithms.

Switching to the invisible in-
frared range (900–1550 nm) would 
require the use of specialized 
IR-sensitive photo matrixes and 
significantly more expensive infra-
red lasers, which would dramati-
cally increase the cost of the entire 
system.

Fig. 11 shows the results of 
computer simulation of the optical 
spot image. Computer interpreta-
tion of the optical spot is more 
clearly understood for understand-
ing the method, as it is sharper 
and closer to ideal. The left side of 
Fig. 3 shows an image of the optical 
spot formed on the surface of the 
photomatrix. The photomatrix is 
installed at the end of the optical fi-
ber (Fig. 11, a). The image is shown 
as a positive; since radiation with 
a wavelength of 650 nm is used, 

shades of red are visible. When using a single optical fiber, 
the spot structure is characterized by maximum brightness 
in the central area.

The core forms a fairly bright, almost white spot and 
illuminates the matrix. Optical radiation, which has a Gauss-
ian normal distribution, propagates continuously through 
one optical fiber. The first region is uninformative and 
essentially noise. Further on, the transition boundary from 
white (white-yellow) to pink and bright red is visible; this is 
the second region. Further on, the ring of the third red region 
is clearly visible. The ATCMS hardware and software system 
operates on the second and third regions, which change their 
intensity when the optical fiber is mechanically stimulated. 
The ATCMS hardware and software system converts the 
positive image into a negative (Fig. 11, b). In the negative, 
the first region is excluded from analysis and appears black. 
Regions 2 and 3 contain white pixels; the greater the micro-
bending of the optical fiber under pressure or mechanical 
stress, the whiter pixels will be in regions 2 and 3.

Fig. 9. Image of a computer screen

Fig. 10. Window for adjusting the photo sensor

Fig. 11. Image of pixels on the surface of a photomatrix: a – positive image of a light spot 
formed on the surface of a photomatrix when radiation passes through an optical fiber;  
b – negative of a light spot used to highlight informative areas in optical-digital analysis
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5. 3. Results of the design and experimental studies 
of a prototype automatic system for monitoring tech-
nical condition

A laboratory prototype (Fig. 12) was specially designed 
for the experiments, allowing for testing of the ATCMS 
hardware and software. This setup was later used as the 
basis for a future experimental prototype, which is planned 
for testing under critical conditions in real production. The 
setup has a simple design and includes the following main 
components: a computer 1, a pre-processing unit 2, optical 
connectors 3 for connecting a fiber-optic sensor 4, and a 
spool 5 on which the fiber-optic cable is wound.

The bench consists of a structure with a 16 mm thick 
plywood base, onto which a reel with a fiber optic cable 
approximately 200 meters long is attached. The Shijia Op-
tical Cable GYFJH-2B1.3 IEC60332-3-16 (made in China) 
was used as the test object. Mechanical action was applied 
to loop 4, located on the base of the bench. The loop was 
specially formed from several turns of fiber optic cable 
and was used as a sensing element responding to external 
influences. The impact object was a hammer with a head 
weighing 500 g and a soft rubber striker. The technique 
involved a free fall from a height of 2–7 cm (without swing-
ing), followed by controlled tapping of random nature. 
This method was chosen to simulate unauthorized access, 
in which the impact is random. The hammer exerted an 
impact without applying external force to eliminate the 
increase in impact energy. The drop height was recorded 
using a measuring ruler, with an error of within 5 mm. 
After the impact, the hammer returned to its original 
position, and its height was again recorded. The room tem-
perature and humidity remained constant throughout the 
experiment, which had no effect on the linear dimensions 
of the cable. When the ATCMS was launched, the program 
window displayed a zero value of white pixels, indicating 
the level of additional losses generated in the fiber optic 
cable due to microbending. Microbending occurs through 
mechanical action directly on the fiber optic cable jacket. 
Microbending can be caused by various methods, such as 
bending or by striking the side of the fiber optic cable with 
a heavy object. The latter method was chosen for the ex-
periment. The measurement results were slightly affected 
by generated interference, which was recorded by ATCMS. 
The maximum value of generated white pixels did not ex-
ceed 100 units. Under mechanical stress, the values of the 

formed white pixels range from units to tens of thousands, 
thus enabling the system to evaluate and distinguish la-
ser-generated interference from the useful signal under 
mechanical stress.

The setup utilized a 650 nm semiconductor laser 
mounted on one end of the optical fiber and a photodetec-
tor on the opposite end as a radiation source. The collected 
data is transmitted to a processing unit. Unlike traditional 
fiber-optic monitoring systems, this experiment utilized a 
650 nm laser (in the visible red light range), which is not 
typical for single-mode fiber complying with the G.652 
standard. The refractive indices satisfy the relation n1 < n2, 

where n2 = 1.4625 corresponds to the core, and 
n1 = 1.4570 corresponds to the cladding. Due 
to the lower cladding density compared to the 
core, virtually total internal reflection of the 
beam is achieved within the fiber core, ensur-
ing its efficient propagation. In reality, optical 
signal attenuation ranges from 30 to 100 km, 
depending on the fiber type. Optical wave at-
tenuation decreases with increasing wavelength 
and is achieved in the third transparency win-
dow at 1550 nm. The proposed method utilizes 
a 650 nm laser and a high-resolution image 
sensor, which is justified by the lower cost and 
simplicity of the monitoring system, increasing 
the likelihood of implementation. Unlike ex-
isting fiber-optic sensors, which rely on a pho-
todiode to detect changes in optical radiation, 
the proposed method utilizes a high-resolution 

image sensor. The image sensor records changes in the 
optical pattern of a spot incident on its surface, but only 
the radiation propagating along its cladding. The intelli-
gent optical-digital analysis excludes the optical pattern 
formed by the fiber core. Existing fiber-optic sensors, such 
as amplitude sensors, rely on changes in the amplitude of 
the optical wave propagating along the core. The proposed 
method evaluates the additional losses generated in the 
cladding and reaching the image sensor. The amplitude of 
the optical signal generated in the core is not considered.

Fig. 13 shows a schematic diagram of a laborato-
ry-scale ATCMS prototype. When mechanical stress is 
applied to the optical fiber, a microbend is formed at point 
7, causing some of the optical radiation to escape the core 
and propagate within the fiber cladding. Additional loss-
es, directly related to the stress intensity and the optical 
radiation intensity level, correspondingly alter the optical 
spot pattern, or pixel pattern. The greater the stress force 
causing the microbend, the higher the additional losses 
and the lower the intensity. These changes are linear. Solid 
arrows indicate the propagation of optical radiation from 
the laser toward the photodetector. The laboratory setup 
makes it possible to simulate unauthorized access or dam-
age to the cladding, as well as various mechanical stresses. 
A diagram of the setup is shown in Fig. 13.

When a fiber-optic cable is subjected to mechanical 
stress, deformation is transmitted to the optical conductors. 
Consequently, when a mechanical stress is applied to the side 
of the cable, the stress is transmitted to the optical waves 
beneath its cladding. Changes in the optical radiation param-
eters are recorded by a photodetector, and a hardware and 
software system processes the data and produces numerical 
results for the pixel pattern changes.

Fig. 12. General view of a laboratory sample of an automatic system for 
monitoring the technical condition of fiber-optic cables
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The photomatrix converts the optical signal into an 
electrical signal, which is then fed to a data processing 
and visualization device. When a fiber-optic cable is sub-
jected to mechanical stress, the resulting deformation is 
transmitted to the optical fiber. As noted previously, such 
stresses lead to the formation of microbends, accompanied 
by changes in the light wave parameters, including the 
phase and intensity of its propagation, which are recorded 
by the photodetector. The proposed optical-digital analysis 
of the optical radiation parameters generated on the sur-
face of the photomatrix is based on an original approach 
that significantly differs from existing methods of optical 
interferometry, reflectometry, and the use of fiber Bragg 
gratings. Using an intelligent hardware and software 
system, changes in the pixel structure of an optical spot 
are analyzed, which fundamentally distinguishes the 
proposed approach from conventional methods that only 
record changes in the scattering or amplitude of optical 
radiation.

Computer 1 is equipped with specially developed soft-
ware that monitors changes in optical parameters in real 
time. The computer is connected to the pre-processing unit 
via a USB cable, forming a single hardware and software 
system. The fiber-optic sensor is connected using optical 
connectors, ensuring reliable and accurate connections. 
The fiber-optic sensor is a section of fiber-optic cable, part 
of which is wound onto spool 5. The arrows indicate the 
direction of laser radiation propagation along the fiber-optic 
cable from the source to the photodetector through loop 7, 
which serves as the sensing element. Laser radiation passes 
through forward cable 4, then through coil 5, and enters 
loop 7. Loop 7, subjected to mechanical stress, is positioned 
on base 6. The optical radiation then exits loop 7 and re-
turns via return cable 8 to pre-processing and pulse gener-
ation unit 2. Thus, the optical wave completes the propaga-
tion cycle from the radiation source to the photodetector. 
All changes in the optical wave parameters were recorded 
by the photomatrix, and after processing, a numerical result 
of the pixel pattern changes was output. Mechanical stress 
on loop 7 resulted in changes in the optical wave parame-
ters, specifically a decrease in intensity and an increase in 
additional losses.

Based on the processing of experimental data on 
mechanical impacts on the fiber optic cable and the 
identification of the relevant factors, a diagram was 
constructed (Fig. 14). During the tests, 100 different ex-

ternal mechanical impacts 
were applied to the fiber 
optic cable loop, with the 
ATCMS system successful-
ly recording events in 85 
cases, responding to im-
pacts of varying intensity. 
All impacts were random 
in both the level of ap-
plied force and the num-
ber of pulses, including 
even light touches to the 
fiber optic cable sheath, 
which did not physically 
deform it at a given point  
in time.

The results of testing 
the ATCMS prototype confirmed its functionality and 
demonstrated the high reliability of the quasi-distributed 
fiber optic sensor when impacting the fiber optic cable. 
During the experiments, the probability of correct sys-
tem response to impact on the fiber optic cable was 0.85, 
with the error rate not exceeding 15%. In the future, it is 
planned to increase the response probability to 0.9, while 
simultaneously reducing the probability of false alarms to 
no more than 0.1. An analysis of the probabilistic char-
acteristics of the quasi-distributed fiber-optic sensor is 
depicted in Fig. 14.

When the program is correctly configured and run-
ning under a normal (operating) mode, both interface 
windows – the window displaying the light spot and the 
window displaying real-time graphs – remain completely 
black. All indicators (the number of white pixels, their 
total brightness, and the average intensity by sector) con-
sistently show values close to zero (typically 0–5 units on 
a 0–255 scale). This behavior is normal and directly con-
firms the system is functioning properly.

The absence of a visible light spot is explained by the 
fact that, after stabilization, residual pulsations in the ra-
diation source are reduced to a minimum (Fig. 15, 16). The 
fiber optic cable experiences no mechanical stress, such 
as bending, compression, or vibration. Optical radiation 
propagates along the path with virtually no additional loss, 
and a uniformly dark field with minimal intrinsic noise 
is formed on the image sensor. As a result, the brightness 

Fig. 13. Schematic diagram of a laboratory prototype of an automatic technical condition 
monitoring system: 1 – personal computer with specialized software; 2 – pulse generation and 

data pre-processing unit; 3 – connectors for connecting a fiber-optic cable;  
4 – forward fiber-optic cable; 5 – spool with optical fiber; 6 – base for fixing the spool;  

7 – fiber-optic loop; 8 – reverse fiber-optic cable

Fig. 14. Analysis of probabilistic characteristics of a quasi-
distributed fiber-optic sensor
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of the light spot is either zero or extremely low, which is 
visually perceived as a completely black frame.

The visualization of the light spot image, heat maps, 
histograms, and dynamic plots is activated only under 
a special debug mode. Under a normal operating mode, 
these elements are intentionally hidden to avoid unneces-
sary load on the processor and graphics card. Meanwhile, 
the automated software suite continues to operate in the 
background: capturing frames at a rate of 100–200 per 
second, performing intelligent processing of each frame, 
calculating the spot intensity and sector-specific indica-
tors, comparing them with reference and adaptive thresh-
olds, and instantly responding to any anomalies indicating 
mechanical impact, microcracks, or destabilization of the 
radiation source.

Therefore, completely black windows and virtually 
zero graph values under an operating mode are not an 
error but a reliable indication that the monitored section 
of fiber optic cable is in perfect technical condition, and 
the monitoring system is functioning properly and is ready 
to detect and record even the slightest external impact at 
any time. During the initial launch, there was no inter-
ference generated by the semiconductor laser, which later 
appeared due to its heating.

The designed fiber-optic cable condition monitoring 
system, based on the analysis of additional optical losses, 
has demonstrated high efficiency in detecting mechanical 
impacts. Monitoring is achieved by recording changes in 
the intensity of visible radiation incident on the surface of 
the photodetector's sensitive element, ensuring accurate 

and prompt detection of external interference. Fig. 16–19 
show plots of recording mechanical impacts of varying 
intensity on the fiber-optic cable under conditions of sim-
ulated unauthorized access. The key conclusion is that 
the ATCMS system reliably responds to external impacts, 
recording them based on additional losses occurring in 
the line. Moreover, the optical monitoring channel with 
reduced sensitivity demonstrates immunity to external 
interference and parasitic influences. Fig. 16 shows a 
screenshot of the fiber-optic cable subjected to the weakest 
repeatedly verified mechanical impact: dropping a ham-
mer with a head weighing 500 g and a soft rubber striker 
from a height of 3 cm (without swinging). Fig. 16 shows 
how the pixel pattern has changed and their maximum 
value has reached 2193 units.

Fig. 17, 18 show two strong mechanical impacts on 
the loop from a height of 4 and 6 cm, respectively, which 
were successfully recorded by the ATCMS system.

In the first case, changes in the pixel pattern are 
visible, with their maximum values reaching 52,156 and 
49,751 units (Fig. 17). In the second case, two effects 
were recorded, which were stronger than in the first 
case. The maximum values of white pixels reached 52,156 
and 49,751 units.

Fig. 19 shows the increasing white spot on the com-
puter screen and the number of white pixels. In these 
cases, the optical fiber was subjected to mechanical im-
pact by dropping a hammer with a 500-g head and a soft 
rubber striker from a height of 7 cm (without swinging), 
inducing maximum bending of the optical fiber.

Fig. 15. Parameters of the monitoring system operation under a normal mode: a – image of the difference between the 
reference and current frame in the absence of external influences; b – binarized image with a minimum number of white pixels 
not exceeding the sensitivity threshold; c – plot of the instantaneous rate of change in the number of white pixels over time; 

d – plot of the total number of white pixels in successive frames
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Fig. 16. Plots that record mechanical impacts on a fiber-optic cable during the simulation of unauthorized access: a – change 
in the spatial structure of the light spot with minimal mechanical impact; b – binarized image of activated pixels after 

exceeding the threshold value; c – plot of the rate of change in the number of white pixels with repeated impacts; d – plot of 
the total number of white pixels over time
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Fig. 17. Plots that record impacts on a fiber-optic cable during the simulation of an attempt at unauthorized access:  
a – deformation of the light spot during a strong mechanical impact on the fiber-optic cable; b – binarized image with a high 

density of white pixels; c – plot of the intensive growth rate of change in the number of white pixels; d – plot of the total 
number of white pixels during the impact
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Fig. 18. Plots that record impacts on a fiber-optic cable during an attempt to achieve unauthorized access: a – change in the 
image of a light spot with repeated mechanical impacts; b – binarized image of pixels registered by the system; c – plot of the 

rate of change in the number of white pixels with successive impacts; d – plot of the total number of white pixels over time
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Fig. 19. Plots that record impacts on a fiber-optic cable during an attempt to achieve unauthorized access: a – growth and 
deformation of the light spot at maximum bending of the fiber-optic cable; b – binarized image with the maximum number 

of activated pixels; c – plot of a sharp increase in the rate of change of the number of white pixels; d – plot of the maximum 
total number of white pixels registered by the system
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Changes in the pixel pattern are visible, and their max-
imum value reached 196,554 units (Fig. 19). In the second 
case, stronger changes were recorded than in the first.

5. 4. Studying interference generation during op-
eration of a hardware and software system

The experiment was conducted on a laboratory proto-
type of a fiber-optic cable (single-mode G.652.D fiber). The 
light source was a laser diode, and the optical spot was 
recorded by a CMOS image sensor (1920 × 1200 pixels, 
5.86 μm pixel size, 12 bits, 30 fps).

The mechanical load was generated by using a ham-
mer with a 500 g head and a soft rubber striker from a 
height of up to 7 cm (without swinging). The load varied 
from 0 to 5 N, with a total of 100 measurements. Condi-
tions: temperature 23 ± 2°C, humidity 45 ± 5%, illumi-
nation < 10 lux, matrix gain 0 dB, exposure 1/1000 s. The 
following parameters were recorded: average brightness 
Iave (0–4095 units), the number of pixels above the thresh-
old Ithreshold = 500 (Npix). It should be noted that the distri-
bution of the points forming the light spot is characterized 
by pronounced non-uniformity, especially in the region 
of the boundary between the core and the cladding of the 
optical fiber. The HSSTCM system enables reliable dis-
crimination between real mechanical impacts on the 
fiber-optic sensor and interference caused by external 
factors, such as fluctuations in ambient temperature 
or gusts of wind affecting the fiber optic cable. Fig. 20 
shows the results of computer simulation of the dy-
namics of changes in interference parameters. Inter-
ference arises due to a minor effect of temperature, 
but the greatest interference can be caused by external 
vibroacoustic waves not related to direct impact on 
the fiber optic cable during ND. The screen displays 
two clouds of points, which can be interpreted as the 
result of external noise or laser incoherence. These 
factors manifest themselves in the appearance of ran-
dom points, which differ significantly in number from 
those generated by external force applied to the fiber 
optic cable. The plot shown at the bottom of Fig. 20 
illustrates the change in the number of points recorded 
over time. It can be seen that the number of pixels fluc-
tuates between 50 and 75 depending on time, which 
may be due to various factors. Despite the presence of 
interference, its number is significantly lower than the 
number of pixels recorded during an attempt at unau-
thorized access to the protected fiber optic cable. Ex-
perimental data have shown that interference caused 
by incoherence and noise in the radiation source can 
occur in the measurement channel; however, their 
impact on the final result is insignificant and incom-
parable to the effects observed when the fiber optic 
cable is damaged.

The designed HSSTCM system is characterized by 
high noise immunity in the measurement channels. 
It analyzes changes in the pixel structure of the light 
spot and generates an alarm upon detecting signs of 
unauthorized access (UA). The system is also capable 
of assessing the number of impacts, their strength, fre-
quency, and repeatability. If the set impact thresholds are 
exceeded, the system automatically generates an alarm. 
External mechanical impact on the fiber optic cable causes 
a change in the intensity of the light spot, resulting in a 

transformation of its pixel structure: the greater the impact 
strength, the more pixels change their state from black to 
white. During experiments, isolated instances of impact 
exceeding the set threshold levels were recorded, resulting 
in the activation of the alarm system designed to protect 
against unauthorized access. The HSSTCM also features 
adjustable sensitivity, a significant advantage in the pres-
ence of external interference. Since the interference has 
different frequency characteristics and intensity change 
rates than UA, the system does not perceive it as a threat. 
The technique used makes it possible to track changes 
in the derivative of the light spot intensity, as well as the 
dynamics of additional optical loss growth over a specified 
time interval. The system is capable of tracking not only 
changes in the light spot intensity but also its geometric 
shape, performing a numerical analysis of the degree 
of impact on the optical fiber during microbending in 
real time.

During the experiments, it was established that one of 
the main problems is noise generated by the light source 
itself. Fig. 21 shows a screenshot of the recorded interfer-
ence caused by source noise; the total number of white 
pixels did not exceed 100.

This noise interference is detected by the photomatrix 
and can lead to false alarms. To improve the system's 
accuracy, it is necessary to reduce the laser beam pulsa-
tion level.

Fig. 20. Noise interference from laser radiation in the hardware and 
software system
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6. Discussion of results based on the study of a 
laboratory prototype of an automatic system for 

monitoring the technical condition of fiber-optic cables

The proposed principle for monitoring the condition of fi-
ber-optic cables is based on intelligent optical-digital analysis 
of changes in the pixel structure of the optical spot formed by 
cladding radiation when the fiber undergoes microbending. 
Unlike widely used interferometric, reflectometric (φ-OT-
DR), and Bragg methods [2–9], this principle does not require 
expensive equipment or complex calibration. Recording is 
performed exclusively based on the radiation emitted into 
the fiber cladding, which is achieved by converting a positive 
image to a negative and then processing it using artificial 
intelligence and machine learning algorithms (Fig. 3). A 
distinctive feature of this principle is the transition from 
analyzing the fundamental wave in the core to analyzing the 
secondary (cladding) radiation. This significantly simplified 
the system's design, reduced its cost, and ensured high im-
munity to external interference (temperature fluctuations, 
vibrations, and electromagnetic interference). A linear rela-
tionship between the magnitude of the mechanical load and 
the change in the numerical pixel pattern was experimentally 
confirmed, demonstrating the fundamental viability and ef-
fectiveness of the proposed approach for continuous integrity 
monitoring of fiber-optic communication lines.

Microbending simulation results (Fig. 11) and cladding 
radiation analysis (Fig. 5) confirm that mechanical stress 
causes a noticeable increase in intensity and a change in 
the shape of the spot on the image sensor, which underlies 

the pixel pattern change monitoring (PPCM) method. This 
enables the recording of stress without the use of expensive 
equipment, ensuring high immunity to temperature and elec-
tromagnetic interference.

The designed laboratory prototype (Fig. 12) and module 
diagram (Fig. 13) demonstrate the simplicity of the structure: 
using a standard G.652.D single-mode fiber, a low-power 
laser source (λ = 1310 nm, P0 = 1.0 mW), and an inexpensive 
Basler acA1920-155um CMOS image sensor. The system 
interfaces (Fig. 6–10) demonstrate stable real-time operation, 
including frame capture at 30 fps and automatic negative 
image processing. Our results confirm the feasibility of im-
plementing the system using readily available components 
without loss of functionality.

Experimental sensitivity studies of a laboratory ATCMS 
prototype demonstrated a linear relationship between the 
magnitude of the applied load and the change in the number 
of activated pixels. Fig. 16–19 show typical changes in the 
pixel structure under impacts of varying intensities (from 5 
to 50 N). In 100 tests (impacts with a 500 g hammer from a 
height of 2–7 cm), the system recorded 85 events, correspond-
ing to a response accuracy of 85%.

The dynamics of noise interference under a normal mode 
and in the presence of external influences are clearly demon-
strated in Fig. 20, 21. The false alarm rate did not exceed 15%, 
demonstrating the high noise immunity of The designed sys-
tem. In the absence of mechanical load, the system interface 
remains completely black (Fig. 15), further confirming the 
effectiveness and reliability of the noise compensation algo-
rithms. Our results demonstrate that the proposed system 

Fig. 21. Plots that record impacts on a fiber-optic cable during an attempt to achieve unauthorized access: a – change in the 
structure of the light spot with weak mechanical impact on the fiber-optic cable; b – binarized image of pixels registered after 
threshold processing; c – plot of the instantaneous rate of change in the number of white pixels; d – plot of the total number 

of white pixels during the impact
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is capable of reliably distinguishing the useful signal from 
background interference, ensuring stable operation under 
real-world operating conditions.

The results demonstrate that the designed laboratory 
ATCMS prototype possesses sufficient sensitivity, accuracy, 
and noise immunity for continuous monitoring of fiber-optic 
communication lines up to 60 km long. Switching to wave-
lengths of 750–850 nm and further improvement of the AI 
algorithms will increase the monitoring range and improve 
the accuracy of classifying types of influences. 

The limitations of this study are primarily related to 
the use of a 650 nm wavelength, which is characterized by 
increased optical loss in single-mode G.652 fiber. This limits 
the maximum length of the monitored sections, which in the 
experiments conducted does not exceed 60 km. Furthermore, 
the results are reproducible within the specified range of 
mechanical stresses and strain rates used under laborato-
ry conditions, which requires additional verification when 
expanding the range of input parameters and moving on to 
field testing.

Disadvantages of our study include the sensitivity of 
measurements to laser source noise and external vibration, 
as well as the dependence of recording accuracy on the res-
olution of the image sensor used. These caveats do not limit 
the fundamental functionality of the system but may lead to 
increased error under weak stresses. These limitations can 
be further mitigated by stabilizing the radiation source, using 
adaptive noise filtering algorithms, as well as applying image 
sensors with improved sensitivity characteristics.

Further research could focus on switching to wave-
lengths of 750–850 nm to increase the length of monitored 
lines, implementing machine learning methods for automat-
ically classifying impact types, and expanding the system to 
multi-channel quasi-distributed monitoring. However, the 
main challenges may include construction of mathematical 
models for interpreting complex optical patterns, ensuring 
the stability of processing algorithms under changing exter-
nal conditions, and conducting large-scale experimental tests 
under real-world operating conditions. Future field tests at 
existing facilities are recommended to verify interference im-
munity under real-world operating conditions (temperature 
fluctuations, vehicle vibration, electromagnetic fields), as 
well as developing machine learning algorithms to categorize 
impact types and reduce the likelihood of false alarms.

7. Conclusions

1. We have scientifically substantiated the principle for 
monitoring the technical condition of fiber-optic cables based 
on recording and intelligent optical-digital analysis of chang-
es in the pixel structure of the optical spot formed by cladding 
radiation when the fiber undergoes microbending under me-
chanical stress. This principle differs from conventional in-
terferometric and reflectometric methods by eliminating the 
analysis of the primary wave in the core and switching to pro-
cessing of secondary cladding radiation, which significantly 
reduces system cost, facilitates ease of implementation, and 
provides high immunity to external interference.

2. The designed hardware and software system success-
fully implements high-frequency image capture of the light 
spot (up to hundreds of frames per second), positive-to-neg-
ative image conversion with the exclusion of the fiber core 
from analysis, numerical pixel counting in informative ar-

eas of the cladding, and intelligent noise filtering, enabling 
real-time detection of additional optical losses caused by 
mechanical stress on the fiber cable. Mathematical modeling 
and experimental studies confirmed a linear correlation be-
tween changes in the pixel structure of the optical spot and 
the magnitude of the applied load causing microbending of 
the fiber. These results are explained by the photoelastic ef-
fect and the redistribution of optical power between the fiber 
core and cladding.

3. The designed laboratory prototype of ATCMS, based 
on standard single-mode ITU-T G.652.D fiber optic ca-
ble, a 650 nm laser source, and inexpensive CMOS image 
sensors with a resolution of up to Full HD (1920 × 1080, 
2,073,600 pixels), enables stable formation and recording of 
a light spot sensitive to microbending and deformation of the 
fiber optic cable. This confirms the feasibility of designing 
a low-cost monitoring system using mass-produced com-
ponents. This technological advancement can serve as the 
basis for a method for continuously monitoring the integrity 
of fiber optic data transmission lines, including the detection 
of mechanical impacts and potential unauthorized access. 
The demonstrated immunity to interference (no false alarms 
under laboratory conditions) and high sensitivity to loads 
from 5 N confirm the potential for scaling the system for re-
al-world communication lines up to 60 km long. 

4. An assessment of sensitivity, interference immunity, 
response accuracy, and the correlation of optical spot param-
eters with mechanical impact types was conducted under 
laboratory conditions. A 10 mm diameter cable in a plastic 
sheath was placed on a wooden surface, and 100 different 
impacts (light impacts and pressures from 5 N) were applied. 
The system recorded 80 events, demonstrating sensitivity 
from 5 N, response accuracy of 80%, and a linear correlation 
between the spot area and the level of optical loss. Interfer-
ence immunity was confirmed by the absence of false alarms 
in control tests without impact.
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