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This study investigates the process of validator committee
selection in permissionless blockchain networks operating on
the Proof-of-Stake algorithm. The task addressed relates to the
vulnerability of conventional static selection schemes to identi-
ty-forging (Sybil) attacks.

A fixed baseline weight facilitates stake splitting among
numerous fictitious entities, allowing attackers to gain con-
trol over the network. In response to these challenges, a method
for the dynamic stabilization of consensus based on an adap-
tive control law has been devised. This method automatically
regulates the weight mixing intensity using the smoothed Gini
coefficient.

The concept of Proof-of-Persistence has been proposed, which
replaces the uniform baseline distribution with a time-weighted
reputation of the participants. The analytical and experimental
analyses of data from 10 real-world networks were conducted,
demonstrating that the proposed mechanism reliably reduces the
aggregate weight of a potential attacker. The result is attributed
to the fact that when new entities are created, their prior partici-
pation experience is not considered, and the loss of reputational
weight outweighs the benefits of acquiring new baseline shares.
This makes the stake-splitting strategy economically unviable.

An important distinct feature is that the system’s adaptation
is carried out exclusively on the basis of deterministic on-chain
data, without the need for external identification. The proposed
system functions autonomously: under a normal mode, inter-
vention is minimized, while under the risk of an oligopoly, pro-
tection is strengthened. The results could be practically applied
to the architecture of permissionless blockchain networks as the
method might be integrated both at the network protocol core
level and in the form of smart contracts to enhance the security
of distributed ledgers without additional manual adjustments
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1. Introduction

Blockchain networks based on the Proof-of-Stake (PoS)
algorithm have formed a developed infrastructure to support
decentralized financial services, digital assets, e-governance,
and other distributed ledger applications. As the scale of
networks and the volume of assets circulating in them grow,
the issues of efficiency, reliability, and security of consensus
mechanisms become particularly relevant. This is important
not only from a technical but also from an economic and
organizational point of view, since stability determines the
level of trust of participants and the sustainability of the
ecosystem.

Analysis of the functioning of real PoS networks revealed
a significant uneven distribution of stakes between valida-
tors. In mature networks, a significant share of the stake
is concentrated in the hands of a limited number of partici-
pants, which creates risks of centralization and oligopolistic
influence on the consensus process. In the long term, this
reduces the network’s resistance to coordinated attacks and
limits the possibilities of fair and transparent transaction
confirmation.

An additional threat is Sybil attacks, in which an entity ar-
tificially distributes assets across multiple pseudo-independent
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addresses in order to increase its representation among vali-
dators or in committees. Open blockchain systems are partic-
ularly vulnerable to such manipulations since the creation of
new addresses does not require identification. In the absence
of effective countermeasures, this could lead to disproportion-
ate influence of individual players, which leads to transaction
censorship and violates the integrity of the consensus.

Most modern PoS protocols are based on rigid, fixed rules
for validator selection and immutable parameters, which
provide predictability but limit the flexibility of the network.
Such architecture does not take into account stake concen-
tration, changes in validator activity, or anomalous behavior,
as a result of which the protocols limit the potential of decen-
tralized networks or prove ineffective in critical situations.

In this regard, special attention is paid to scientific re-
search aimed at dynamic stabilization of consensus, which
takes into account not only the size of the stake but also the
duration and stability of the participation of validators. Such
approaches make it possible to design adaptive mechanisms
for responding to threats in real time, which strengthens the
principles of decentralization. In addition, the implementa-
tion of dynamic models could increase the trust of institu-
tional participants and open new prospects for the large-scale
application of PoS technologies in critical industries.




Therefore, it is a relevant task to carry out studies aimed
at devising methods for dynamic stabilization of consensus
and mechanisms for adaptive selection of committees in open
blockchain networks.

2. Literature review and problem statement

Most current publications on PoS consensus mecha-
nisms summarize that the security and decentralization
of open blockchain networks are determined not only by
cryptographic procedures but also by the rules for assigning
weights to participants and the mechanism for forming val-
idator committees [1]. It is pointed out that attempts to en-
hance fairness by changing weighting rules have often come
into conflict with the requirements of resistance to identity
forgery and strategic manipulation of share allocation. One
option for overcoming such a conflict may be the transition
from static settings to adaptive, context-sensitive consensus
management mechanisms.

Study [1] systematizes the classes of blockchain con-
sensus protocols and outlines typical adversary models and
trade-offs between throughput, latency, robustness, and
decentralization. The value of such a generalization was that
the selection of validators and the method of weighing their
influence were chosen as the central factor that linked secu-
rity guarantees with the economic structure of the network.
At the same time, the analysis was mainly taxonomic in na-
ture. It fixed the classes of solutions and general constraints
but did not derive a protocol control law that would change
the selection parameters depending on the measured state
of the network and at the same time limit the motivation
to fake the plurality of participants. Therefore, the very fact
of systematization left open the question of how exactly in
a PoS network the requirements of security and decentral-
ization should be combined under conditions of a changing
share distribution [1]. The quantitative side of the problem
was considered in work [2], in which decentralization met-
rics for weighted consensus were formulated, an empirical
analysis of a number of PoS networks was conducted. and a
significant concentration of weight among a limited number
of validators was revealed. To reduce this effect, sublinear
weighting of the share was proposed, which improved the
value of the decentralization metrics. At the same time, a key
dilemma was demonstrated: any deviation from the linear
proportion between the share and the chance of participation
changed the incentive structure and could turn the weight
function into a tool for manipulation. Since sublinear trans-
formations enhanced the “return” from smaller shares, they
potentially made it profitable to strategically split a large
share into several identities to increase its total weight. This
is especially important if the protocol does not introduce in-
ternal counterincentives or does not require expensive identi-
ty confirmation. Thus, in [2], an important drawback of static
weight transformations was identified: they could improve
the metrics on average, but did not provide resistance to the
rational behavior of an attacker who optimized the identity
structure for a specific rule [2].

The discussion of the economic foundation is deepened
in [3], in which PoS consensus is interpreted as an incentive
mechanism capable of ensuring agreement without the en-
ergy costs characteristic of PoW. It is shown that the rules
of rewards and participation form the equilibria necessary
for the stability and viability of the protocol [3]. However,

in [3], attention is focused on the conditions for reaching
consensus in an abstract form; the issues of concentration of
influence in committee mechanisms and the motivation for
splitting a stake into many identities were not considered in
detail. In [4], the evolution of stakes in a PoS cryptocurrency
was studied, and it was shown that under certain conditions
stakes can have stabilizing properties, and “automatic” in-
crease is not universally inevitable [4]. However, these con-
clusions depend on market assumptions, and in [4] a mecha-
nism was not designed to control the distribution of influence
in the selection of committees that would respond to changes
in concentration in real time. This leaves an open question:
even if the distribution of shares does not always degrade,
the protocol must remain resistant to highly concentrated
regimes and strategic attempts to reinterpret “participation”
through multiple identities (3, 4].

A modern approach to quantifying and enhancing de-
centralization in PoS networks is proposed in [5]. It presents
the mathematical metrics devised for accurately measuring
influence among validators and suggests ways to algorithmi-
cally improve consensus to combat oligopoly. However, while
the study provides a powerful tool for determining the level of
centralization, the proposed improvement mechanisms leave
it vulnerable to identity manipulation. Using their metrics to
redistribute influence without taking into account time ex-
perience (continuity of node operation) inevitably stimulates
Sybil attacks in open environments.

In [6], the results of research on the nominated proof-of-
stake protocol are reported. It is shown that the mechanism
mitigates concentration by complex optimization of the elec-
tion and delegation process. However, issues related to the dy-
namic adaptation of the system to changing conditions remain
unresolved. The reason is the lack of mathematical apparatus
of the theory of automatic control in the basic protocol. An op-
tion to overcome the difficulties may be algorithmic economic
self-stabilization of the network. This is the approach consid-
ered in [7], in which a simulator was designed for testing PoS
mechanisms. It was shown that the combination of protocol
parameters can lead either to a close “stable” distribution of
wealth or to a significant degradation of fairness depending
on the settings. An important contribution of [7] is that insta-
bility is associated with sensitivity to parameters, and it was
emphasized that constant parameter values are not universal
for different networks. However, the approach presented in [7]
remained mainly offline: stability was determined by selecting
and testing parameters in a simulation, rather than through in-
tra-protocol control that would automatically adapt to concen-
tration in the network. In addition, paper [7] did not consider
the attack of forging the multiplicity of participants through
shard splitting, although this strategy can significantly change
the results of any “leveling” rules [2]. Thus, although [7]
showed ways to achieve stability through tuning, it remained
unknown how to achieve such stability autonomously and
without incentives to manipulate identities.

The issue of committeeization as an element of scaling
was investigated in [8], in which an approach to the forma-
tion of various committees for sharded architectures was
proposed. In the work, attention was focused on the structure
of committees and their selection criteria for local network
segments, which reduced the risk of concentration in individ-
ual subnetworks and facilitated scaling in accordance with
certain security requirements. However, the emphasis was
on engineering and architectural aspects: the optimization
criterion was the suitability for sharding and the functioning



of subcommittees, while the single global structure of the
committee and its resistance to participant forgery remained
unresolved protocol issues. Therefore, it remains relevant to
study how to take into account not only structural diversity in
PoS-committeeization but also the ability to adapt depending
on changes in the concentration of the stake in the network,
which directly affects the risk of committee capture.

In [9], attempts are described to replace or supplement
the weight with reputation indicators. A mechanism for
selecting nodes based on reputation is proposed using a
machine learning model to predict its values. The authors
argue that this approach enhances fairness and reduces the
probability of attracting unwanted nodes to the network
and also demonstrate its applicability in reputation-based
consensus. However, the work also encounters typical lim-
itations of such solutions: the complexity of evaluation and
training, problems of reproducibility and determinism of the
calculated indicators, as well as high vulnerability to attacks
if the reputation criteria are observable. In the context of an
open PoS network, this means that without an intra-protocol,
transparent and simple weight update law, reputation can
turn into an off-chain trust system, which undermines auton-
omy and complicates the formal justification of incentives.

In [10], formal steps are provided to combine fairness and
identity fraud resistance, using a selection mechanism based on
node clustering and comparing aggregated metrics to improve
fairness. The study recognizes that long-term PoS implementa-
tion could lead to concentration and proposes a design to miti-
gate this effect. However, the approach presented in [10] has two
significant drawbacks: first, it relies on complex calculations
and difficult-to-interpret intermediate quantities, which makes
it difficult to estimate costs and implement in high-traffic net-
works; second, the mechanism remains largely static and does
not take into account changes in validator concentration over
time, which could lead to incorrect behavior under low and high
concentration conditions, with the risk of splitting or capture.

The concept of self-stabilization in the context of block-
chain was developed in [11], in which a self-stabilizing version
of Byzantine consensus was proposed, capable of restoring cor-
rectness after temporary failures. It was shown that the agree-
ment invariants can be restored even after arbitrary transient
state violations, which is important for the long-term operation
of distributed ledgers. However, in [11], self-stabilization was
considered as a property of the protocol state, and not as a
characteristic of the economic incentives of participants, and
no mechanism was proposed that purposefully regulates the
selection weights depending on the concentration and behav-
ior of the adversary. Therefore, work [11] does not eliminate
the need for a special mechanism that turns “self-stabilization”
into a combination of correctness restoration and incentive
management in PoS committee selection [11, 12].

The threat perspective was systematized in [12], which
analyzed the risk of identity spoofing attacks, known as Sybil
attacks, and double-spending in blockchain systems. It was
indicated that attack scenarios should be described in terms
of assets, vulnerabilities, adversary capabilities, and expect-
ed benefits. The advantage of [12] was that the problem of
identity spoofing is related to the economic motivation of the
attacker, which emphasized the importance of considering
incentives in the threat model. At the same time, [12] did not
address the issue of a specific protocol mechanism for PoS-se-
lection of the committee, which would reduce concentration
and complicate short-term splitting of the share without ex-
ternal verification of the person.

That problem was studied in [13], in which a committee
selection rule with a mixing parameter between the partial
component and the limited basic component was applied. It
was proven that such mixing reduces the risk of committee
capture under certain conditions of adversary concentration.
It is found that even moderate mixing can reduce the expect-
ed share of adversary seats in the committee and reduce the
probability of catastrophic deviations. At the same time, the
study notes that static mixing with a fixed parameter is not
universal for networks with different levels of concentration,
and the concept of a basic component requires the assump-
tion of a “high identity cost” or attribution at the entity level
to avoid incentives for strategic splitting. Thus, the study jus-
tifies the usefulness of mixed weights for reducing the risk of
capture, but at the same time the task of making mixing con-
text-sensitive and resistant to spoofing of multiplicity of par-
ticipants without external identification remains unsolved.

Thus, our review of the literature has demonstrated that
key consensus approaches fall into several incomplete catego-
ries. Survey and economic studies have explained the nature of
PoS trade-offs and the role of incentives but have not provided
protocol rules for managing weights depending on concentra-
tion [1, 3, 4]. Work on weight alignment and stability has shown
that changing rules or selecting parameters can improve metrics
and long-term behavior but remains vulnerable to strategic
share splitting or does not offer real-time intra-protocol adap-
tation [2, 7]. Solutions based on reputation scores or complex
grouping procedures have improved fairness in some cases, but
have relied on heavy computation, complex verification, and
possible manipulation, making them difficult to implement in
open networks [9, 10]. Self-stabilizing approaches helped restore
correctness after failures but did not eliminate the need for a
mechanism to regulate incentives for identity fraud [11, 12].
Mixed committee weighting is theoretically sound, but in a
static form it required assumptions incompatible with open par-
ticipation and did not take into account that the optimal mixing
intensity should depend on the level of concentration [13].

The problem identified in our literature review prompt-
ed research to devise a method for an adaptive committee
selection mechanism in PoS networks that would use in-
tra-protocol concentration indicators to control the intensity
of mixing weights and at the same time take into account the
time factor of participation as a means of counteracting in-
stantaneous splitting of the share, without relying on external
verification of the person and positional control.

3. The aim and objectives of the study

The aim of our research is to devise a method for dynamic
stabilization of the Proof-of-Stake consensus based on adaptive
weight mixing and time factor. This will make it possible to au-
tomatically adapt the level of protection of open blockchain net-
works to current threats to capital concentration. At the same
time, the benefit from stake splitting attacks should be signifi-
cantly reduced solely due to deterministic on-chain data, with-
out the need to implement external verification of the person.

To achieve the goal, the following tasks were set and
subsequently solved:

—to build a mathematical model of the law of adap-
tive control over the weight mixing parameter based on a
smoothed global inequality signal (Gini coefficient);

- to formulate the concept of a time-weighted basic level
of reputation (Proof-of-Persistence) and analytically prove its



anti-Sybil properties for one-time deviations of the replace-
ment type,

- to perform comparative simulation of the effectiveness of
the proposed adaptive method and classical static approaches
based on a set of historical data from ten real blockchain net-
works (in particular, Solana, Avalanche, Cosmos Hub, etc.).

4. The study materials and methods

The object of our study is the process of forming a valida-
tor committee in open (permissionless) blockchain networks
based on the Proof-of-Stake algorithm.

The principal hypothesis assumes that the implementa-
tion of the law of dynamic control over the weight mixing
parameter could make the Sybil-splitting strategy mathemat-
ically strictly dominated and economically unprofitable. Such
a law would be based on a smoothed Gini coefficient with the
replacement of a uniform basic weight with a time-weighted
reputation (Proof-of-Persistence). In this case, the consensus
should automatically stabilize without involving external
identification mechanisms.

The following definitions were used in the work. Proof-
of-Stake (PoS) is an algorithm in which the probability of
selecting a validator increases in proportion to its stake. Proof-
of-Persistence (PoP - “proof of participation”) is the time com-
ponent of the selection weight, which depends on the duration
of the validator’s continuous activity. The Sybil attack in this
paper was considered in the form of “Sybil splitting” - a single
economic entity divides a stake among many identities to gain
additional advantage from the identity base component.

Since its formalization, the Sybil attack has remained
a key threat to systems where the reward depends on the
number of identities. In standard linear PoS, stake splitting
is selection-neutral: for a fixed total sum S distributed among
k identities, the cumulative probability of selection does not
change. In contrast, mixed-weight schemes can uninten-
tionally subsidize splitting by providing an additional base
component to each identity.

In [13], a A-mixing rule was proposed and analyzed

qi (ﬂ’) = (1 - Z’)meke,i + ﬂ’ubaxe.i ’ (1)

where Wgqak,; is the normalized stake weight and up,s; is the
base component. If . ; depends only on the number of valida-
tors (e.g., Upgse,; = 1 / N), then an adversary who divides a stake
by k identities receives k copies of the base stake instead of one.

Assumptions adopted in the study:

1. The time index ¢ is defined as an “epoch (or day)” is a
discrete observation step at which the set of active validator
identifiers is formed.

2. Validators were considered as rational economic agents
whose main goal is to maximize the cumulative probability of
their selection to the consensus committee (reward maximi-
zation). In the epoch index t, let V; = 1,...,N; denote the active
validator identifiers. Let s;(f) > 0 be the share delegated to the
identifier i € V; then the normalized stake weights will be

w (=< S ()1,

ngvrsj (t) i€V,

3. When simulating a substitution attack, the total

amount of blocked capital s;(¢) of the attacker remained un-

changed, and the stake was only redistributed among k new
pseudo-independent identities.

4. The blockchain network has the technical ability to de-
terministically track the continuous activity experience (age)
of each validator 7;(t) at the on-chain data level.

5. The committee selection mechanism assigns each iden-
tification a sample weight q;(t) € [0,1] with };q,(t) = 1. Then
qi(t) € [0,1] determines the expected share of committee seats
obtained by i from an independent sample. The total sample
weight is used as an evaluation metric.

6. The value of the Gini coefficient G is used as a control
signal and can be calculated by the system automatically at
each epoch without involving external oracles.

Simplifications accepted in the study:

1. For analytical proof of anti-Sybil properties, only the
one-shot deviation model was considered, in which a ma-
ture validator was instantly replaced by k fresh identities.
Strategies of long-term “farming” or gradual accumulation
of experience by many sleeping nodes with a minimal stake
were deliberately not modeled in this work.

2. As the main metric of the efficiency of the entity E,
the cumulative selection weight Qg(f) was used, which is in-
terpreted as the expected share of seats in committees. This
avoids the complex modeling of explicit cryptographic draw
procedures in the empirical part.

3. Considering the honest state (single identity) and the
attacked state (same stakes replaced by k identifiers) in the
same epoch, the relative change is defined as

4, =100-Z)-%" ()
atk gon (t)

4. Negative A,y indicates that the partitioning reduces the
cumulative weight of the attacker’s selection in this epoch.

5. To ensure the reproducibility of the numerical exper-
iment on historical data of 10 networks, the parameters of
the concave age transformation (in particular, the coefficient
B =0.7 and the maximum age T,.x = 730 of epochs are fixed
as invariant constants.

Historical snapshots of ten real PoS networks were used
for validation. At step t, = 50, the identity with the largest
stake is replaced by k = 50 new identities while preserving
the total stake.

The experiment compared a static model with A = 0.3 and
uniform u;=1/N; and an adaptive model with dynamic 4, (5)
and temporal u; (7).

The main indicator is the relative change in the cumula-
tive weight of entity selection Ay (2).

The data set was built by daily polling of the main net-
works for 60 days (September-October 2025). For this pur-
pose, a special polling mechanism was designed, which was
launched automatically via the workflow configuration in
GitHub Actions. The script polled specific application inter-
faces of ten networks, including Solana, Avalanche, Cosmos
Hub, Sui, and others, every 24 hours.

During this data collection process, each historical snap-
shot consisted of the current list of validators and their stake
amounts, as well as a stable node identifier (usually the base
address of the operator). A separate functional call was the rota-
tion of consensus keys, which many networks allow for security
reasons. The node history during a planned key change was
preserved, since the main and immutable operator account was
used. This allowed us to avoid false zeros and correctly repro-
duce the continuous age vector 7(f) for each sample participant.

The full dataset and simulation code are available in our
accompanying repository [14].
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5. Results of devising a method for dynamic consensus
stabilization based on adaptive mixing of weights and
time factor

5.1.Result of constructing a mathematical model
of adaptive control

The transition to a dynamic model is due to a compromise
between distribution efficiency and consensus security. Fixed
parameterization of A in heterogeneous networks leads to subop-
timal results. In networks with a low Gini level (diffuse stake), a
high A punishes large honest participants without a significant
increase in security. On the other hand, in networks with a high
Gini level, a moderate A may be insufficient to reduce the influ-
ence of large players below critical thresholds.

To quantify the inequality of stakes, the Gini coefficient
is used. For a non-negative weight vector w(t) = (wy(t), ...,
wn (1)) is defined as

DY WMORI0)
LNy

Since Y w;(¢) = 1, the denominator is 2N;. A study of ten
real networks revealed significant heterogeneity: new net-
works exhibit G = 0.35-0.40 while mature DPoS networks
G > 0.75 (Fig. 1). The empirical Gini coefficients in the ten
networks show significant differences. A static 4 = 0.3 leads
to regulatory imbalance. The adaptive model scales the inter-
vention proportionally to the measured concentration.

Fig. 1 shows a comparison of the classical approach with
a fixed mixing parameter (1 = 0.3, indicated by the red dotted
line) and the adaptive mechanism. For ease of analysis, all
networks in the plot are ranked by the level of centralization,
from the lowest to the highest Gini coefficient value.

The left part of the visualization covers blockchains with
a more or less even distribution of capital (such as Sui with

©)

G ~ 0.36 or Sei with G = 0.37). The use of rigid static rules
in such ecosystems is counterproductive, as it creates exces-
sive regulatory pressure that simply distorts the economic
motivation of honest nodes without any security gain. The
proposed dynamic model works differently. It recognizes
the absence of a threat of monopolization, so the algorithmic
intervention parameter A, naturally decreases to almost zero.

The opposite situation is observed on the right, where
mature networks with stable oligopoly are collected (for ex-
ample, Avalanche with G ~ 0.82 or Tezos with G~ 0.86). Here,
the basic constant A = 0.3 is clearly not enough to restrain the
dominance of the largest validators. In response to increasing
concentration, the adaptive algorithm automatically increas-
es 4;. Thanks to this, the system receives exactly the level of
protection that is needed to prevent centralized capture of the
committee at the current moment.

To improve the efficiency of allocation in decentralized
regimes and Sybil incentives under identity counting base-
lines, the static mixture (1) is extended to a state-dependent
feedback control system. This structure combines A, with the
observed concentration signal and defines the basic distribu-
tion as a function of stability.

The selection was modeled as a dynamic system, where
the intensity of the adjustment 4, adapts to the stake concen-
tration. Exponential smoothing of the G, signal was used to
filter the noise

é[:a-G[+(1—a)«(§’t_l, ae(O,l). @)

Let a proportional controller with a threshold Giqge; and
saturation Apax
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where K, > 0 is the gain factor. If G, < Giarger» then 4;= 0 (min-
imum intervention regime).
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To neutralize incentives to split the stake, the baseline is
defined as a function of the length of participation. If 7,(t) >0
is the age of identity i at epoch ¢, then the bounded concave
transformation

7(t)=min(r,,.7,(1)). pe(01). 7, >0. ©)

The simulations used epochs § = 0.7 and 7y, = 730 as
fixed hyperparameters. All things being equal (the same con-
straint is present in the current operators), the new identifier
reaches a base share coefficient of (0.3)" = 0.43 after 0.37y,x
periods, and a level of (0.5)"3 =~ 0.62 in about one year. The
base distribution is defined as

- zi (;)(t)’ @

and selection rule
a,(1)=(1=2,)w, (£)+ 2,1 (¢)- ®)

This selection rule is the basis of the mathematical model
of adaptive control. The probability of a validator getting into
the committee adapts and balances between the weight w;(f)
and the accumulated historical reputation u;(f). The advan-
tage of such a model is the rejection of rigid centralized pro-
tocol parameters. As soon as a dangerous increase in capital
concentration is recorded, the A, parameter automatically
changes the priority towards age participation. As a result,
any attacker loses the opportunity to seize control over the
network due to a sudden infusion of funds or the creation of
hundreds of new clone nodes. To gain real influence, s/he
needs to prove her/his conscientious presence for a long time.

The concentration signal is estimated by the Gini coeffi-
cient (G,, a classic statistical indicator of the level of inequality),
and exponential smoothing is used to reduce noise (a method
in which the latest values are more important than the pre-
vious ones). The resulting smoothed indicator is used as the
input of a controller with a deadband (a range in which the
controller does not respond to changes in the input signal).

The proposed proportional controller with a threshold
Gharger turns on the intervention only when G, exceeds the
target level. It also uses saturation up to Anyax. This approach
implements the principle of minimal intervention under
low-concentration regimes. It strengthens the regulation as
centralization increases. The contextual motivation for this
mechanism is illustrated in Fig. 1. For comparison: a static
A =0.3 leads to overregulation or underregulation depending
on the network. In contrast, the adaptive model scales the
intervention proportionally to the measured concentration.

5.2. The result of the formation of a time-weighted
base level and the proof of the anti-Sybil property

Lemma 1 (Anti-Sybil property when the replacement type
is rejected). Consider the epoch ¢ with a set of validators V;
and parameter 1, € (0,1]. Let w;(¢) be the normalized stake
weights, and 7;(f) > 0 be the base mass. The total base mass:
T(®) = YjevTi(t) > 0. Let the entity E control the identity i
with the stake s € (0,1) and the base mass 7; > 0. If E re-
places i with k > 2 new identities iy,...,iy with the total stake

Z; w, (t) =s preserved and the initial base mass 7,(t )> 0 for
each, then under the condition

F>ki,, ©

the total weight of the selection of entity E in epoch ¢ strictly
decreases

Q}Zefore ([) > ngler (t)

Proof. Due to the conservation of the stake, the propor-
tional component of the weight is invariant

k

S(-2)w, (1)=(1-4)s.

/=1

The change in weight is due to the base component. Let
T.g= T(¢) - 7 be the base weight of the other participants. The
share of the entity before replacement

B =i—"

before 3 T,E + f

After the replacement, the entity controls k identities with
a total base mass k7%,. The new total mass is T'(t) = T.g + k7.
The fraction after the replacement

- kz,
after t ~
T ,+k7,

The inequality Bpefore > Bqfier is €quivalent to

Pk
T ,+k7,

T, +7
which after simplification gives 7 > k7, i.e. (9).

In our model, newly created identities have 7, = 0 (hence,
%o = 0). Then condition (9) reduces to 7; > 0. This means that
any mature validator loses weight when replaced by new
identities, which creates an instant barrier to attack.

Therefore, with a one-time replacement “one mature
identity — k new ones”, the splitting strategy becomes strictly
dominated when switching to a time basis. This means that
the attacker has lost the accumulated reputation. It is not
transferred to newly created Sybil identities.

5. 3. Results of comparative simulation on real net-
work data

The algorithm in Fig. 2 sequentially processes each
snapshot S; for a specific network. Then, at each step, a
set of active validators V; is formed and their individual
experience of continuous operation 7y(f) is calculated. Af-
ter that, the algorithm estimates the current level of stake
capital concentration G;. Next, this basic indicator is passed
through an exponential moving average filter, forming a
stable smoothed signal G, so that the regulator does not re-
act to random spikes. This smoothing increases the stability
of control. Due to this, the control parameter 4, is saturated
within [0, Amax] and is activated only when the target G ger
is exceeded. Thus, minimal intervention in a decentralized
mode and increased regulation with increasing concentra-
tion are ensured.

At the time t,4, a counterfactual scenario of a substitu-
tion attack is simulated. In this case, the largest validator
by stake is replaced by k new identities with equal stake
division and zero age 7 = 0. Thanks to the simulation of such
a one-time deviation, all other background processes in the
network are “frozen” and the net impact of identity divi-
sion is identified. After that, the selection weights qi(t) are



calculated according to rule (8) for the honest and attacked
states. Comparing the total weight of the attacker before
and after splitting Qhon and Qatk, the relative change 4
in percent is obtained. This allows us to compare networks
with different scales and different numbers of validators.
For the reproducibility of the experiment, all key simulation
parameters are given in Table 1.

Table 1

Adaptive control parameters

Parameters| Value Substantiation

The threshold below which 1,= 0
(minimal intervention)

Grarget 0.40

K, 2.0 Regulator gain

Amax 0.50 | Saturation limit (min. 50% of the stake weight)

a 0.10 EMA smoothing factor

Comparative simulation for ten real blockchain networks
was performed based on daily snapshots over 60 days (Sep-
tember-October 2025). Snapshots were formed through RPC
polling, with a fixed set of validators, their stakes, and stable
identifiers.

In networks with low concentration (Sui, Sei), the
smoothed Gini signal G, is close to Giarger» S0 A;= 0. This con-
firms the ability of the system to automatically switch to the
minimal intervention mode.

Table 2

Quantitative impact of the substitution
“dominant validator — Sybils” (¢= 50)

Gini before| Qponest Qstatic Qadaptlve SYbﬂ

N k . - .
etwor attack baseline | static | adaptive |effect A%

Avalanche 0.817 0.775% | 2.663% | 0.713% -8.06%
Near 0.788 2.827% | 7.654% | 2.663% -5.81%
Osmosis 0.468 5.586% |14.934%| 5.350% -4.22%
Injective 0.415 7.407% |20.913%| 7.131% -3.72%

Celestia 0.419 4.607% [13.745%| 4.451% -3.38%
Cosmos Hub| 0.775 8.052% (16.941%| 7.798% -3.15%
Solana 0.754 1.773% | 3.924% | 1.718% -3.10%
Tezos 0.855 8.015% |(15.955%| 7.813% -2.53%
Sei 0.370 5.815% |21.010%| 5.716% -1.71%

Sui 0.366 2.810% (10.767%| 2.794% -0.57%

Algorithm 1 Modeling Adaptive Control and Injection of Sybil Attack

Require: Historical snapshots S, number of Sybil identities k, attack epoch t,, smoothing coefficient
«

1: Tnitialize Go« Gini(So)

2:fort = 1to S| do

3: V; - ReadValidators(S;)

4:  Step 1 — Update participation age.

for eachv € V; do
Ty(t) < ComputeAge(v)

Gy« Gini(V;.stake)
(;',en~(},+(1—n)-(;‘,,,l
10:  Step 2 —Compute control signal.
11: M\ ¢ min ()\max,max ([]AK,. . (G, — Gharget)
122 Step 3 — Model counterfactual attack if ¢ = ta.
13 if t = taq then

5
6:
7. end for
8:
9

14: Vhon « V; {Save baseline (honest) state for comparison}
15: Umax — arg max(V;.creiix)

16: Remove vpyay from V;

17: Add kidentities with stake wy.x/k and age 7= 0

18: Vatk v

19:  end if

20:  Step 4 — Compute selection weights.

21:  Compute g;(t) according to the adaptive rule (??)
22 if ¢ = ta then

23: Compute Q" Qp(Vror ) ta Q™ +— Qp (V)
24: Record A+ 100 - Q%ﬁ@

25:  end if

26: end for

Fig. 3 shows the weight dynamics: at the moment
of attack, the static model leads to a jump in the
attacker’s influence, while the adaptive one leads to
its decline.

In the Avalanche network G =~ 0.82 static mix-
ing strengthens the attacker, adaptive gives a penalty
of -8.06%. For Solana G = 0.75 adaptive weighting leads
to net weight losses for the attacker. Celestia G = 0.42
the transition zone and the effect of the penalty are
preserved. Sui network G ~ 0.36 operate under the min-
imal interference mode

The use of an exponential moving average also
protects against manipulation of the Gini index.
Even if the attacker artificially lowers G, by split-
ting, G; reacts inertially, keeping A, high and forcing
the attacker to interact with the system under zero
experience conditions. Sublinear transformation ac-
celerates initial growth, and the cap prevents monop-
olization.

An illustrative convergence of the baseline with
a constrained sublinear function of the participation
age is shown in Fig. 4. The sublinear (concave) trans-

Fig. 2. Adaptive control algorithm

Table 2 gives results of the attack simulation at the
time t,4 = 50. The cumulative weight of the attacker in the
base (honest) state Qpopness» in the static model Qgqrie and the
adaptive model Qgqqprive are compared.

The Qe results show a significant incentive to at-
tack when using a uniform base distribution. In the Sola-
na network, the attacker’s weight increases from 1.77% to
3.92% (+121%), confirming the multiplicative effect of splitting.

The Qugapriv results show a negative Ay value for
all networks. The penalties range from -0.57% (Sui)
to -8.06% (Avalanche). This confirms that the loss of ex-
perience (PoP) when splitting outweighs any benefits from
the base component.

formation accelerates early growth (relative to the raw
linear age), while the constraint prevents unlimited
accumulation.

Our results demonstrated that the maximum effect
of the adaptive mechanism was manifested in the early
post-attack window when new Sybil identities have not yet
accumulated participation age. For static schemes with a
uniform baseline, an artificial increase in the attacker’s
influence is observed due to the multiplication of identities.
At the same time, under low-concentration regimes, the sys-
tem retained minimal interference (small A, values), which
corresponds to the principle of proportional regulation.

Thus, numerical experiments confirm the reduction
of the benefit from stake-splitting and are consistent with
the analytical motivation. This completes the solution to
problem 3.
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Fig. 3. Dynamics of the impact of Sybil substitution in different network topologies (= 50): @ — transition zone; b — static
mixing; ¢ — net losses; d — minimal interference mode
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Fig. 4. Weight accumulation dynamics for new participants

6. Discussion of results based on investigating the
dynamic consensus stabilization method

The proposed mathematical model of adaptive control
(8) has the anti-Sybil property proven by Lemma 1. Our re-
sults, shown in Table 2, demonstrated a systematic decrease
in the cumulative weight of the attacker A, < 0 in all ten
studied networks. This is explained by the architecture of
the proposed selection rule described by formula (8). At the
time of the attack simulation (t = 50), the new Sybil identities

had zero experience 7 = 0. According to the concave
transformation function (6), their contribution to the
basic distribution was zero. As shown in the plots of the
influence dynamics (Fig. 3), the adaptive controller (5)
responded to the threat by shifting the priority towards
reputation (Proof-of-Persistence). Therefore, the loss of
the accumulated reputation weight strictly outweighed
any benefits from splitting the stake.

A feature of the proposed method is a completely au-
tonomous on-chain adaptation without external iden-
tification. Unlike static weight mixing methods [2, 11],
which in decentralized regimes unintentionally cre-
ated incentives for stake splitting, our method min-
imizes interference. This is clearly confirmed by
Fig. 1, where for low-concentration networks (Sui, Sei)
the parameter A; tends to zero. Reputation systems
based on machine learning [1] or node clustering mech-
anisms [12] require complex off-chain calculations and
trust in external sources. Our solution is based exclusively
on deterministic mathematical indicators, which greatly
simplifies its implementation.

The scope of our result’s practical implementation is
open permissionless PoS networks and protocol modules,
where the committee selection procedure is probabilistic
and depends on the stake, and identities can be created
without verifying the individual. The method can be inte-
grated either at the protocol core level (in the committee
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draw rules) or at the smart contract layer level (if that is
where the selection/delegation logic is implemented). The
conditions for application include the possibility of contin-
uous on-chain tracking of the validator’s age and the pres-
ence of a stable identifier that is not reset due to technical
operations such as key rotation. Without these conditions,
Proof-of-Persistence cannot correctly perform the role of a
protective factor.

The potentially expected effects of the implementa-
tion (which follow from the results in Table 2 and the logic
of rule (8)) are as follows. First, the economic attractiveness
of instant stake distribution as a Sybil strategy for commit-
tee capture is reduced. This creates a short-term anti-Sybil
barrier. Second, in networks with diffuse stake distribution,
algorithmic interference is minimized. This reduces the risk
of “artificial” distortion of incentives in situations where the
threat of centralization is low. Third, in highly concentrated
networks, the role of the protective component increases.
This is aimed at reducing the risk of oligopolistic dominance
in committee selection.

The limitations inherent in this study relate to the con-
ditions of application and the ranges of input data. First, the
simulation (Table 2) and weight accumulation plots (Fig. 4)
were obtained under the condition of fixed hyperparameters
of the concave function 8 = 0.7, Tjyax = 730 epochs. The repro-
ducibility of the claimed effects is guaranteed precisely with-
in these limits; changing the parameters will affect the rate
of initial growth of the reputation of honest nodes. Second,
the mathematical proof (Lemma 1) considers only the one-
shot deviation model with total stake preservation. Third,
the method is applicable only in those networks where the
architecture allows for continuous monitoring of node age at
the protocol level.

The disadvantage of this study is that the proposed
model remains vulnerable to long-term planning of at-
tacks (the “farming” strategy). An attacker can create a lot
of “dormant” identities with a minimum stake in advance,
accumulate experience for them, and then abruptly transfer
the main capital there. In addition, in practice there is a risk
of a shadow secondary market for the private keys of old val-
idators. Such a strategy indicates that Proof-of-Persistence
for full practical stability should be combined with econom-
ic responsibility mechanisms at the protocol level. These
can be fines or rules that respond to anomalous movement
of a large stake between identities. Thus, “reputation” would
not be an asset that could be cheaply converted into com-
mittee control.

Further development of the method should be directed
at a multifactorial control system. It should combine not
only the Gini coefficient but also other indicators of con-
centration and “threshold vulnerability” (HHI, Nakamoto
coefficient). The use of multiple metrics is consistent with
current practice in measuring PoS decentralization. Differ-
ent metrics highlight different types of centralization and
different risk surfaces [13]. Methodologically, this requires
the synthesis of a robust control law with multiple nonlinear
state variables to avoid regulatory conflict.

7. Conclusions

1. A mathematical control law is formulated in which
the weight mixing parameter A, is devoid of staticity. From

now on, this value is calculated and adjusted dynamically,
directly responding to current changes in the stake con-
centration. The resulting controller used the exponential
smoothing method with a coefficient « = 0.1, the maxi-
mum Gini threshold Ggrge, = 0.40, the gain K, = 2.0 and
the saturation A,,x. The peculiarity of the result is the
contextual change in the intensity of the intervention, in
contrast to the static A = 0.3, which gives over-or underreg-
ulation in networks with different G. The resulting effect
is explained by the fact that the proportional controller
is activated only when the target concentration level is
actually exceeded, and the signal smoothing creates a
hysteresis effect that keeps the system from abrupt dereg-
ulation in the case of artificial manipulations of the stake
by the attacker.

2. The concept of a time-weighted baseline reputa-
tion (Proof-of-Persistence) has been formulated, and Lem-
ma 1 was analytically proven regarding its anti-Sybil prop-
erties under one-shot deviations of the substitution type.
A qualitative indicator is fixed: the stake splitting strategy
becomes strictly dominated under the condition that at
7 =0 it is sufficient that 7, > 0 for the mature identity to
lose weight after substitution. The difference from known
static approaches is that “time” becomes a scarce resource
that cannot be instantly transferred to Sybil identities,
while a uniform basis u; = 1/N; can enhance the multipli-
cation effect. This result is explained by the fact that new
Sybil clones have zero experience at the time of creation,
respectively, their total basic contribution is zeroed, and
the instant loss of the accumulated reputation weight of
the “mother” node mathematically outweighs any benefits
from the split.

3. A comparative simulation of the effectiveness of the
method was carried out on a historical data set of 10 real
PoS networks with daily snapshots over 60 days (Septem-
ber-October 2025), which quantitatively confirmed the
viability of the adaptive model. It was found that in all the
studied topologies the proposed method generates a sys-
tem penalty for the attacker (a decrease in its total weight
from -0.57% in Sui to -8.06% in Avalanche). A feature
of the result is its universality for different architectures
without manual reconfiguration. Unlike the static model,
where a similar attack on the Solana network would lead
to a multiplicative increase in the attacker’s influence by
121% (from 1.77% to 3.92%), the adaptive method blocks
this possibility. Such quantitative indicators are explained
by the synergistic action of the controller: at the moment of
fixing the attack, the mixing parameter transfers the weight
of the selection from financial capital to reputational expe-
rience, which the newly created fictitious identities of the
attacker simply do not have. It can be implemented through
smart contracts or at the core level of the protocol without
involving centralized oracles for identity verification (KYC),
which preserves the fundamental principles of openness in
blockchain networks.
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