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This study investigates the technological process of heating a liquid consid-
ered as a controlled cybernetic system for converting resources into a usable
technological result. The work aims to solve a pressing task of choosing a sin-
gle universal criterion for assessing the effectiveness of technological processes.
The subject of research is the ELF (Normalized Efficiency Criterion) comput-
ing module, designed for an integral assessment of the effectiveness of cyber-
netic control over technological processes in discrete time.

This work reports designing a computing module that converts technologi-
cal input parameters and corresponding price coefficients into a system of cost
indicators of costs and useful effect. The proposed system allows for the reduc-
tion of heterogeneous resources and the result of the process to a single scale,
which makes it possible to formalize their joint analysis and a coordinated com-
parison of alternative modes. Elementary cost functions and aggregated indi-
cators of the control cycle are introduced, on the basis of which the first-level
integral accumulators are formed — accumulated costs and accumulated effect.

To assess the efficiency of control over a given time interval, secondary inte-
grators of the second level and the mode selection index are used, which reflects
the excess of the integral effect over the integral costs in the inertial-accumula-
tor sense. Within the framework of the approach, the additional benefit and
resource intensity of the permissible control mode are determined, which are
formed using a storage device with a reset mechanism in the case of violation
of the regime conditions.

The permissibility of the mode is set by the threshold rule and the procedure
for resetting the final indicators in the case of its inadmissibility, which pro-
vides a diagnostically interpreted separation of the causes of zero efficiency.
The proposed structure of the computing module focuses on the analysis, diag-
nostics, and optimization of control modes and allows for software implemen-
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1. Introduction

Modern controlled technological processes operate under
heterogeneous input parameters, changing operating con-
ditions, and limitations related to equipment reliability and
service life. Under these conditions, the role of a cybernetic
approach, focused on formalizing control objectives and de-
veloping criteria for the effectiveness of system operation over
a given time interval, is increasing.

In practical control quality assessment tasks, partial
KPIs (Key Performance Indicators) are widely used. These
KPIs focus on individual process characteristics, such as
energy consumption, productivity, and operating costs [1].
However, these indicators have a number of significant
limitations.

First, most KPIs are local, instantaneous, and reflect the
system’s state at the current cycle or over a short time inter-
val. In the context of inertial and cumulative processes, such
assessments do not allow for an accurate assessment of the ef-

fectiveness of the control mode since the final result is formed
cumulatively over time.

Second, partial KPIs characterize the effectiveness of indi-
vidual resource types and do not reflect the cost structure as
a whole. A situation may arise in which a mode is energy-ef-
ficient but economically unfeasible due to high material costs
or accelerated equipment wear. Similarly, a high-performance
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mode may prove operationally unacceptable due to equip-
ment overload or violation of process limitations.

Third, the problem of incomparability of disparate
quantities with different physical natures and dimensions
arises [2]. The lack of a formalized procedure for standardiz-
ing and coordinating scales makes it impossible to combine
them into a single quality criterion suitable for use in auto-
mated control and optimization systems. Furthermore, most
KPIs do not include mechanisms for diagnosing the causes
of inefficiency, making it difficult to distinguish between
the economic disadvantage of a mode and its operational
impermissibility.

Thus, the task of constructing a universal criterion for
control effectiveness boils down to the need to combine dispa-
rate resources and useful results, introduce an integral nature
of assessment, ensure discrete computability, and incorporate
mechanisms for mode selection and tolerance.

The relevance of research in the field of devising a univer-
sal integral criterion for the effectiveness of cybernetic control
in discrete time is due to the lack of an integral measure for
comparing different technological processes. This requires
ensuring an accurate and comparable assessment of the ef-
fectiveness of control modes using disparate resources, in the
presence of cost factors, and operational constraints. Devising
this criterion is very important in practice for making deci-
sions on the selection of control modes.




2. Literature review and problem statement

Paper [3] reports the results of research on the Pontryagin
maximum principle for nonlinear systems, including models
with memory. A function that maximizes along the control
trajectory is considered optimal. However, issues related to con-
structing an applied integral performance indicator for discrete
process control areas remain unresolved. This requires calcu-
lating the optimum in real time and interpreting the results in
engineering terms. This may be due to the high complexity of
transferring continuous data to discrete computing modules
without losing diagnostic properties.

Study [2] systematizes the basic principles of feedback
and formalizing control objectives in engineering systems.
It is shown that correctly specifying the objective and structure
of the feedback is a necessary condition for the synthesis of
stable control. However, the challenge of constructing a uni-
fied integral measure that allows for the comparison of modes
in the presence of heterogeneous resources and operational
constraints remains open. The reason is that classical schemes
focus on dynamics and stability but do not define a universal
"cost/benefit” criterion for process modes.

Optimal control methods were further developed in a mono-
graph [4] tackling the analysis of nonlinear systems and control
under constraints, where issues of selecting optimal system behav-
ior under structural and operational constraints are considered. It
is shown that control optimization can be performed over the hori-
zon, taking constraints into account. However, issues of universal
comparability of disparate costs and results remain unresolved: the
introduction of a cost function is required, which is usually specific
to the object and manually configured. This is due to the depen-
dence of the solution quality on the selected objective function,
which complicates the comparison of different processes.

Paper [5] presents the theoretical framework of MPC (Model
Predictive Control) (theory, computation, and design). It is
shown that constraints can be included in the optimization prob-
lem, and control quality can be formalized through a criterion.
However, the problem of constructing a universal performance
criterion that is simultaneously standardized, interpretable, and
suitable for diagnosing the causes of performance degradation
remains unresolved. This is because MPC describes the opti-
mization mechanism for a given criterion but does not address
the problem of unifying the criterion itself for heterogeneous
resources and effects.

Study [6] examines adaptive optimal control methods for
nonlinear systems (identifier-critic). It is shown that it is possi-
ble to learn a control strategy based on an optimization objec-
tive. However, issues of engineering interpretability and crite-
rion unification remain unresolved: as the process changes, the
feature structure, signal scale, and reward function change. The
reason is the lack of a universal "quality measure” of a regime
that is equally valid for different resource components (mate-
rial, energy, temperature, operational).

Work [7] examines the stability and controllability of non-
linear dynamic systems using neural network models. It is
shown that stability and controllability can be analyzed for-
mally. However, the issues of jointly accounting for economic
efficiency and regime acceptability remain unresolved: stability
criteria do not provide a cost estimate for the transformation of
resources into results. The reason is the difference in objectives:
stability answers the question "can it be safely managed?" but
does not answer "how profitable is the regime?"

Paper [8] reports the results of a Lyapunov stability analy-
sis for nonlinear systems in settings that take risk-sensitive

control into account. It is shown that stability can be ensured
under adverse disturbances and uncertainties. However, is-
sues related to the diagnostic differentiation of the causes of
zero efficiency in a technological process remain unresolved:
the absence of an effect and the prohibition of a mode due to
constraints require different management decisions. This is
because the classical stability framework does not introduce
mechanisms for selecting modes based on "integral benefit."

Work [1] reports results on the construction and use of
performance indices for energy-efficient management of
industrial processes. It is shown that the KPI approach is
convenient for monitoring and evaluating individual aspects
of management quality. However, issues of conflicting indi-
vidual indicators and their incomparability in the presence of
heterogeneous resources and operational factors (e.g., energy
vs. wear and tear vs. material costs) remain unresolved. This
is due to the specific nature of KPIs: they measure individual
aspects but do not form a single standardized measure for
comparing modes.

Paper [9] proposes approaches to constructing a global
criterion for the effectiveness of target operations and iden-
tifying system operations. It is shown that it is possible to
formalize effectiveness through integral indicators and a cost
interpretation of the result. However, the issues of integrating
a mechanism for operational tolerance and diagnostic "zero-
ing" into a computational criterion for discrete-time process
control remain unresolved. This is due to the need to link cost
assessment with formal operational constraints, that is, to
distinguish "unprofitable” from "impossible".

Work [10] describes a technique for selecting objects,
which provides the basis for formalized selection procedures
based on given criteria. It is shown that selection mechanisms
can be implemented formally.

Thus, despite the significant amount of research in the
field of optimal control, stability, and cost assessment, the
problem of constructing a universal integrated measure of
efficiency remains unresolved. This measure simultaneously:

- enables comparability of heterogeneous resources and
results;

- takes into account the inertial and cumulative nature of
technological processes;

— allows for discrete computational implementation;

- includes a formalized mechanism for selecting and ac-
cepting control modes.

The reasons include both the objective difficulties of for-
malizing heterogeneous factors within a single indicator and
the lack of universal computational constructs suitable for
practical application in cybernetic control systems.

All of the above allows me to conclude that it is advisable
to conduct a study aimed at devising a universal integrated
indicator for the effectiveness of cybernetic control over tech-
nological processes in discrete time, focused on the cost inter-
pretation of resources and results, the integral accounting of
accumulated effects and the formalized selection of acceptable
control modes.

3. The aim and objectives of the study

The aim of this study is to devise a universal integrated
performance criterion for cybernetic control based on a cost
representation of resources and useful effects, enabling for-
malized assessment, selection, and software implementation
of control modes in technological systems.



To achieve this goal, the following objectives are set:

- to analyze the limitations of local and cost-based perfor-
mance criteria under conditions of inertial and cumulative
technological processes;

—to define a system of cost coefficients and integrated
indicators of accumulated costs and effects;

- to formulate the structure of a universal integrated per-
formance criterion for discrete control time;

- to design a mechanism for mode filtering, selection, and
acceptance of control modes;

- to compare the standardized ELF performance criterion
with conventional partial KPIs.

4. The study materials and methods

4.1. The object and hypothesis of the study

The object of this study is the technological process of
heating a liquid, considered as a controlled cybernetic system
for converting resources into a useful technological result.

The process is represented as a discrete dynamic model
operating over time

t=0,1,2,...,

where ¢ =0 corresponds to the system initialization moment
(control cycle zero).

At each cycle ¢, the vector of technological input process
variables is specified

x(t):(v(t),e(t),e(t),w(t),h(t)), 1)

where 1(¢) is the material resource (volume of liquid), e(t) is the
energy resource, &(t) is the temperature resource (thermal
impact), w(t) is the operational resource reflecting equipment
wear, and h(t) is the useful result of the technological process
(e.g., the volume of heated liquid).

For each input value at cycle ¢, a corresponding price co-
efficient is set

p(£)=(pu (£)-2e (£).2a (£):20 (1), (1)), @

where p;(t) reflects the economic or conventional cost assess-
ment of the corresponding resource or result.

The introduction of a cost representation of input resources
and useful results enables the harmonization of disparate
quantities on a single scale and the generation of initial data
for subsequent integrated performance assessment in the ELF
computing module.

The research hypothesis is as follows.

It is assumed that the efficiency of technological process con-
trol can be correctly assessed using a universal integral criterion,
formed as a normalized ratio of the accumulated additional bene-
fit to the accumulated resource intensity of the permissible mode.

It is assumed that if:

—the costs and effects of the technological process are
represented on a single cost scale,

- integral indicators are formed recursively in discrete time,

- a mechanism for regime selection of permissible control
trajectories is used, then a computational efficiency criterion
can be constructed

ELF(t)=—"—, (3)

where AA(t) is the additional benefit of the control mode,
RPA(t) is the resource intensity of the admissible control
mode, and ¢ is the regularization parameter.

It enables the comparability of heterogeneous resources,
is suitable for step-by-step calculations in digital control sys-
tems, and allows for the identification of efficient and ineffi-
cient modes of technological process operation.

Before beginning the study, the following assumptions are
adopted:

— all technological resources and results are non-negative

v(e)e(e)o(e)aw(e)n() =0, @

- the prices of resources and results satisfy the following
condition

Py ()P ()00 () Pw (£), 2 (£) = 0; 5)

- the system operates in discrete time, corresponding to
the measurement and decision-making steps in the digital
control system;

- the ELF computing module has accumulation registers
that enable the integration of indicators over time;

- price coefficients are selected to ensure the comparabil-
ity of all resources and results within a single cost measure-
ment system.

To simplify the analysis, the following assumptions were
introduced during the study:

- all types of resources (material, energy, temperature, and
operational) are described by a single numerical value. This
value characterizes their overall contribution to the techno-
logical process;

- the cost of each resource is determined as the product of
its quantity and the corresponding price coefficient. This en-
ables the transition from physical quantities to cost assessment;

- this model does not take into account random factors
and various uncertainties. All input values are known and
specified at each time step;

— the structure of the technological system and the com-
position of the resources used do not change during the con-
sidered operating period;

—all price coefficients can correspond to both real eco-
nomic values and conventional weighting parameters.

4. 2. Theoretical research methods

The following methods were used in the study:

- systems analysis of technological processes;

- mathematical modeling of dynamic systems;

- recursive accumulation of integral indicators;

- cost representation of resources and effects.

The mathematical model was constructed in discrete time
and implemented the principle of accumulating cost charac-
teristics of inputs and process effects.

The model included a system of integrated indicators at
two levels, allowing for the accounting of the dynamics of cost
and performance changes over time.

4. 3. Experimental conditions

The model’s computational scheme provided for the
sequential conversion of input process parameters into cost
indicators.

At each time step, the following operations were performed:

- calculation of elementary cost indicators of resources
and outputs;



- generation of total process costs;

- recursive accumulation of Level I integral indicators;

- generation of secondary Level IT integral indicators.

This calculation sequence ensured a cumulative assess-
ment of the process efficiency.

A mode selection mechanism was used to identify accept-
able system operating modes. It is based on a comparison
of secondary accumulated cost indicators and process effect
indicators. Depending on the ratio of these values, a mode
advantage indicator was generated, and the acceptability of
the system operating mode was determined.

This mechanism allows for the temporal structure of the
process to be taken into account and modes that do not meet
the efficiency conditions to be excluded.

Based on the accumulated cost indicators, a standardized
ELF control efficiency criterion was devised. The criterion
was defined as the ratio of the incremental benefit of the pro-
cess to the resource intensity of the permissible mode.

This criterion allows for the comparison of different oper-
ating modes of the technological process system.

4. 4. Experimental software

The mathematical model of the ELF computing module
was implemented in a spreadsheet software environment.

This program included the following modules:

- calculation of resource cost indicators;

— generation of integral accumulators;

— mode selection;

- calculation of the efficiency criterion.

The software model performed a step-by-step calculation of
the process indicators and generated data for further analysis.

A computational experiment was conducted to test the
model’s performance.

The experiment included:

- setting the input process parameters;

- calculating the indicators over time;

- recording the integral indicators and the efficiency cri-
terion;

- preparing data for subsequent analysis.

The analysis of the ELF computing module model’s per-
formance was conducted under various operating modes of
the system.

The test included:

- experiments with various input parameters;

- calculation of integrated indicators;

- verification of the stability of the efficiency criterion.

All this allowed me to confirm the validity of the model
and its suitability for analyzing control modes of technolog-
ical systems.

5. Results of investigating the effectiveness of the
universal integral criterion of cybernetic control

5. 1. Analysis of local and cost criteria of effectiveness

To demonstrate the operability of the proposed ELF com-
puting module, a technological process of liquid heating was
considered, represented as a discrete cybernetic system for
converting resources into a useful result.

At each discrete time step f, the process input values
w(t), e(t), O(t), w(t) and the useful result h(t) were generated.
To standardize the disparate values, price coefficients p,(t),
pt), po(t), pu(t), pr(t) were defined, determining the cost as-
sessment of costs and benefits.

The computational experiment included:

- generation of elementary cost indicators for the step;

- calculation of total costs and benefits;

- recursive accumulation of integral indicators of levels I
and II;

- calculation of the additional benefit, the resource inten-
sity of the permissible mode, and the standardized efficiency
criterion (ELF).

A graphical representation of these values is shown in Fig. 1.
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Fig. 1. Input quantities and their cost representation:
a — cost of liquid volume w(t); b — cost of energy
consumption e(t); ¢ — cost of heating temperature 6(f);
d— cost of wear w(t); d — cost of useful result A(t)



To analyze the cost characteristics of resources and the
effect, plots of elementary cost indicators ¢,(t), c.(t), c(t), cu(t),
cp(t) are constructed, ensuring the comparability of resources
and useful results on a single scale.

5.2. System of cost coefficients and integrated indi-
cators of accumulated costs and effects

5.2. 1. Cost assessment of the control cycle effect

The useful effect at cycle t was defined by h(t) and convert-
ed to a cost representation using the corresponding price coef-
ficient py(#). The cost of a control cycle’s effect was determined
as the product of the useful result and its price coefficient.

Elementary cost indicators characterizing resource con-
sumption and the generation of useful results at a control
cycle were determined by the following relationships:

¢ (2), ce (), co(t), cu(t), (6
cn(1)- @)

The total cost of the control cycle was determined by the
aggregation of elementary cost indicators of resources

CZ (t)5 (8)

And the cost assessment of the effect of the management
cycle was given by the following expression

ea (1) ©)

The obtained cost indicators were used as initial data for
the subsequent integral accumulation of costs and effects in
the ELF computing module.

5.2. 2. Integral assessment of accumulated costs and
effects

For each resource type at cycle t, a cost estimate was gen-
erated by multiplying the corresponding resource value by its
price coefficient. Integral accumulated costs and the integral
accumulated effect were defined as the total cost indicators
accumulated over all control cycles within the time interval
under consideration.

The accumulated cost value and the accumulated effect
value were calculated recurrently:

irc(t):irc(t—l)+cZ (t), irc(O):O, (10)

iec(t):iec(t—1)+cH(t), iec(O):O. (11)
Here, irc(t) is the cumulative cost estimate of costs, and
iec(t) is the cumulative cost estimate of the effect.
The integral indicators irc(f) and iec(f) were then used to
generate aggregated characteristics of the control mode and cal-
culate criterion assessments within the ELF computing module.

5. 2. 3. Resource intensity of the permissible mode

The resource intensity of the permissible control mode
was defined as the integral cost characteristic of the total costs
associated with implementing the control mode while observ-
ing operational and technological constraints.

Secondary integral indicators of Level II were generated
recurrently:

sirc(t):sirc(t—1)+irc(t), sirc(O):O, (12)

siec(t) = siec(t —1) + iec(t), iec(O) =0,

13)

where sirc(t) are the secondary integral cost accumulators,
and siec(t) are the secondary integral effect accumulators.

The resulting sirc(t) and siec(t) indicators were used to
subsequently determine the admissibility of the management
mode and generate standardized criterion assessments in the
ELF computing module.

5. 2. 4. Additional benefit of the control mode

The additional benefit of the control mode was defined as
the positive part of the difference between the accumulated
cost effect and the accumulated costs of Level I over the con-
sidered control horizon

AA([) :maX{O,iec(t)—irc(t)}. (14)

The AA(t) value was used to quantitatively record the
presence or absence of an excess of accumulated benefits
over accumulated costs and was subsequently applied in the
formation of performance criteria and mode selection mecha-
nisms in the ELF computing module.

5. 2. 5. Universal standardized efficiency criterion

The ELF universal standardized performance criterion
was formed as the ratio of the incremental benefit to the re-
source intensity of the permissible mode, taking into account
the normalizing and regularizing parameters.

To form the resource intensity of the permissible mode, an
accumulator was introduced, determined recursively:

RPA(t-1)+AA(t), siec(t)> sirc(t),
RPA(t)= . .
0, szec(t) < szrc(t),
RPA(0)=0. (15)
The resource intensity of the permissible control mode at
cycle t was determined by the RPA(¢) value.
This value was subsequently used to standardize the added

benefit and calculate the universal performance criterion
within the ELF computing module.

5.2.6. The mechanism of admissibility of control
modes

To eliminate inoperable and operationally unacceptable
control modes, a permissibility mechanism was introduced
in the ELF computing module. This mechanism is based on
verifying that economic and operational constraints are met
at each control cycle.

A control mode is considered permissible if the condi-
tions for the accumulated benefit exceeding the accumulated
Level IT costs and the specified operational constraints are
simultaneously met

Admissible(t) = (siec(t) > sirc(t)) A (y (t) <& (t)) (16)
where Admissible(t) is a logical indicator of the admissibility of
the control mode, siec(t) is the secondary accumulated effect,
sirc(t) is the secondary accumulated costs, g(f) is the mode
selection indicator, and &(t) is the mode admissibility threshold.

The admissibility condition was then used to formulate the
standardized performance criterion and implement the mode
filtering and selection procedures in the ELF computing module.



5.2.7. Regime filtration and selection

After checking the permissibility of control modes, mode
filtering was performed, selecting alternatives from the set of
permissible modes for further evaluation using the universal
standardized ELF performance criterion.

Boolean diagnostic indicators were introduced to imple-
ment the filtering and selection procedures:

L if iec(t)—irc(t)>0,
Daa (t) - {O, otherwise, an
1 if siec(t)—sirc(t)>0,
Dy (t) - {O, otherwise, (18)
L if Admissible(t),
by (t) B {0, otherwise, (19
Diero () =1—Dgm (2)- (20)

Boolean diagnostic indicators: Du(t) — indicator of the
presence of additional benefit; D,(tf) - mode selection indi-
cator; Dgygm(t) — mode admissibility indicator; D,e,(t) — forced
zeroing indicator.

The introduced indicators were used for formalized mode
filtering and implementation of mode selection procedures
when calculating criterion assessments within the ELF com-
puting module.

5.2. 8. Regularization and computational stability

To ensure computational stability of the efficiency criterion
and prevent degeneration at low resource intensity values,
a regularization parameter ¢ > 0 was introduced.

The universal normalized ELF efficiency criterion was
defined from the following expression:

AA(1)
RPA(t)+¢
0, Admissible(t) is false.

, Admissible(t) is true,

ELF(t)= (21)

The introduced regularization parameter ensured the cor-
rectness of the calculations for any admissible values of the
accumulated indicators.

5.2.9. Theorems and diagnostic consequences

Theorem 1.

If at time step ¢ the admissibility condition for the control
mode is satisfied and the incremental benefit is positive, then
the universal normalized efficiency criterion is strictly positive

Admissible(t) A AA(t)>0=> ELF(t)>0. (22)

The theorem specifies sufficient conditions for the ef-
fectiveness criterion to be positive, thereby formalizing the
relationship between the economic performance of a manage-
ment regime and its operational feasibility. The value of the
ELF criterion is positive if and only if the regime enables a sta-
ble excess of the integrated effect over the integrated costs and
simultaneously satisfies the specified operational constraints.

Corollary.

Zero effectiveness of a control regime occurs if and only
if either the additional benefit is zero or the control regime is
unfeasible

ELF(t)=0<(AA(t)=0)v (—Admissible(t)). (23)

The resulting statements were used to formalize the di-
agnosis of the causes of the zero value of the performance
criterion and the subsequent classification of control modes
in the ELF computing module.

The modes (system state interpretation) for determining
four diagnostic cases based on the combination of Dggp,(t) and
Da4(t) indicators are given in Table 1.

Table 1
Interpretation of the system state
Interpretation of Summary of
No. | Daan(®) | Daa(t) the mode indicators
Acceptable mode
A 1 1 with positive | AA(t)>0, ELF(t)>0
benefit
Acceptable mode
B 1 0 | without additional | AA(t)=0, ELF(t)=0
benefit
Additional benefit
C 0 1 exists, but the forcibly ELF(t) =0
mode is prohibited
The mode is pro-
D 0 0  |hibited and there is | forcibly ELF(t)=0
no benefit

Commentary on the application of the regime table:

1. Case A corresponds to a control regime that is simul-
taneously:

- economically advantageous (AA(t) > 0);

- within the admissible region (Admissible(t)).

2. Case B corresponds to a regime that is admissible but
does not yield an increase in benefit over cost. It is interpreted
as a "neutral” regime.

3. Case C is diagnostically important: local advantage is
present (AA(t) > 0), but the regime violates the tolerance con-
straints. This means that "advantage-based" control conflicts
with the regime constraints.

4. Case D corresponds to a clearly ineffective and prohib-
ited regime.

5. 3. The structure of the universal integral efficiency
criterion for discrete-time control

5.3. 1. Level I integral indicators

The formation of Level I integral accumulators in discrete
time is illustrated in Fig. 2.
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Fig. 2. Integral indicators of level I: irc(t) — accumulated
costs; jec(t) — accumulated effect

The formation of Level I integral accumulators in discrete
time ¢ is illustrated. The irc(t) value represents the accumulated



cost of the process and is calculated recursively based on the
total cost of the cx(f) cycle. The iec(f) value characterizes the
accumulated effect in monetary terms and is determined
based on the value of the useful result cy(t). The irc(t) and
iec(t) indicators are used to subsequently calculate the addi-
tional benefit AA(¢) (Fig. 2).

5.3. 2. Integral indicators of Level IT
The formation of the secondary integral indicators of
Level II - sirc(t) and siec(t) - is shown in Fig. 3.
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These values reflect the secondary accumulation of Level II
indicators and form a process performance assessment over
a time interval. These indicators are used to select modes
based on the consistent excess of benefits over costs.

5. 4. Designing a mechanism for performance filter-
ing and control mode tolerance

The calculation of the performance selection indicator
u(8) is illustrated in Fig. 4.
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Fig. 4. Selection regime indicator

The dif(t) <> u(t) quantity takes positive values in the
range of modes where the secondary accumulated effect ex-
ceeds the secondary accumulated costs and is zero otherwise.
This indicator is used to generate the resource intensity accu-
mulator for the permissible mode.

The formation of the resource intensity accumulator
rpa(t), which determines the resource intensity of the permis-
sible mode RPA(t), is shown in Fig. 5.

The accumulator increases when the condition siec(t) > sirc(t)
is met and is reset to zero when this condition is violated. This
mechanism is used to account for the duration of the mode’s
execution and is applied in calculating the efficiency criterion.

The calculation of the additional benefit AA(¢), defined as
the positive part of the difference between the accumulated
effect and the accumulated costs of level I, is shown in Fig. 6.
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Fig. 6. Additional benefit of the control mode

The AA(t) value is used as the numerator of the normal-
ized ELF performance criterion.

The mode tolerance mechanism, defined by the threshold
dop(t) <> &(t) and the logical tolerance condition, is shown
in Fig. 7.

This mechanism is used to limit the system’s operational
scope based on operational requirements and exclude unaccept-
able operational modes from the final efficiency calculation.

The general diagnostic logic for generating the final oper-
ational mode assessment is shown in Fig. 8.
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Fig. 7. Condition of control mode admissibility
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Regime selection generates the p(t) a RPA(t) indicators,
the incremental benefit generates the AA(t) value, and the
tolerance condition determines the feasibility of calculating
the standardized performance criterion.

The calculation of the standardized performance criterion
ELF is shown in Fig. 9.
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Fig. 9. Standardized criterion of control efficiency

The regularization parameter ¢ is used to ensure com-
putational stability and prevent division by zero for small
RPA(t) values.

5.5. Comparison of the standardized performance
criterion with specific criteria

To compare the capabilities of the proposed ELF normalized
performance criterion and conventional partial performance
indicators (KPIs) used in process control [9, 10], a comparative
analysis was performed. The results are given in Table 2.

Table 2

Results of comparing the standardized ELF performance
criterion and conventional KPls

difficult to select the best system operating mode. The ELF cri-
terion, in contrast, combines the influence of various resources
and process outputs into a single numerical assessment, allow-
ing for direct comparison of different control modes.

The standardized form of the ELF criterion makes it less
dependent on process scale and cost levels. Therefore, its scope
of application is broader than that of conventional KPIs, which
can be highly dependent on system operating conditions [9].

Furthermore, unlike instantaneous KPIs, the ELF criteri-
on takes into account the accumulation of costs and outputs
over time. This is especially important for technological pro-
cesses involving inertia and cumulative effects.

To illustrate the differences between conventional perfor-
mance indicators (KPIs) and the integral ELF criterion, two con-
trol modes for a liquid heating process are considered (Table 3).

The assessment is performed using the following partial
performance indicators (KPIs): energy consumption E; pro-
ductivity P; equipment wear W.

The integral performance criterion is also calculated

pL (1) - 240 (24)

- RPA(t)+¢’

where AA - additional benefit, RPA - resource intensity of the
permissible mode.

Table 3
Numerical comparison of control modes
Indicator Mode A Mode B
Performance P (1/min) 100 120
Energy consumption E (kWh) 50 70
Equipment wear W (arbitrary units) 20 35
Cost of result ¢y 200 220
Cost of expenses cx 150 210
Added value AA 50 10
Resource intensity of mode RPA 40 60
ELF 1.25 0.17

Comparison parameter KPI ELF
Indicator tvpe Particular Generalized integral
P indicator indicator
Dimensionality U.S ually.has t.h ¢ Dimensionless
dimensionality
Nature of assessment Local (instanta- Integral over time
neous)
Account}ng ff)r process Absent Implemented t.hrough
inertia accumulation
Accounting for . Full (based on the cost
. Limited
different resources model)
Criteria conflict High Minimized
Scale dependence High Low
Process moni- Selection and
Purpose . R
toring optimization of modes
Di ing th .
1agnosing t. © causes Not provided Implemented
of inefficiency

The comparison in Table 2 demonstrates the key differ-
ences between the standardized ELF performance criterion
and specific KPIs used in practice to control technological
processes [9, 10].

KPIs are typically used to monitor individual process pa-
rameters and typically have physical dimensions. In contrast,
the ELF criterion provides an overall, dimensionless assess-
ment of the control mode.

Using multiple KPIs simultaneously often leads to inconsis-
tencies between the indicators. In such a situation, it becomes

The individual KPIs reveal a contradictory picture: Mode B
has higher productivity; however, it requires more energy and
causes greater equipment wear.

Therefore, using individual KPIs does not allow one to
definitively determine the more efficient mode.

The integrated ELF criterion takes into account the com-
bined impact of costs and results. The calculation shows:

ELF, =1.25,
ELF, =0.17.

Therefore, Mode A is more effective, despite its lower
throughput.

A numerical example demonstrates that:

- individual KPIs can yield conflicting assessments of
modes;

- the integrated ELF criterion provides a unified quantita-
tive assessment of effectiveness;

— the criterion enables formal selection of control modes.

Thus, the results confirm that the ELF criterion is not
intended to replace KPIs in operational monitoring tasks,
but rather complements them, forming a formalized basis for



optimization, mode selection, and control decision-making in
cybernetic control systems [10].

6. Discussion of results based on constructing
a universal integral efficiency criterion

The results are due to the fact that all heterogeneous input
resources and useful outcomes are reduced to a single cost
scale and then aggregated in integral accumulators. This is con-
firmed by the plots of the cost indicators of resources and re-
sults (Fig. 1), in which the values are represented in comparable
units. The accumulation of costs and effects at Level I (Fig. 2)
enables an integral accounting of the sequence of control cy-
cles, and secondary integration at Level II (Fig. 3) transforms
the mode assessment from a local form to a mode-based one,
taking into account inertia and accumulation over time. The
formation of the mode selection indicator (Fig. 4) and the accu-
mulator of resource intensity of the permissible mode (Fig. 5)
defines the mechanism for identifying the range of modes for
which the excess of the effect over the costs is sustainable. The
additional benefit (Fig. 6) records the presence of a positive
"residual” effect relative to the costs and is subsequently used
in standardizing the final assessment. The role of control mode
tolerance and the exclusion of unacceptable states is reflected
in Fig. 7 and in the diagnostic diagram (Fig. 8), while the calcu-
lation of the normalized performance criterion and the stability
of the calculations are ensured by regularization (Fig. 9). The
diagnostic classification of modes based on a combination of
indicators is given in Table 1 and confirms the separation of the
causes of zero efficiency.

In comparison with the practice of using partial KPIs
focused on individual indicators (energy, productivity, spe-
cific costs), the proposed criterion forms a single normalized
mode assessment, which reduces the conflict of multi-criteria
assessment and simplifies the selection of a control mode [9].
In known approaches, a cost representation is often used as
a way to reduce disparate quantities to a comparable form;
however, by itself, it does not solve the problem of identi-
fying acceptable modes in the presence of operational con-
straints [10]. The functional difference between the proposed
normalized ELF performance criterion and conventional
partial performance indicators (KPIs) used in process control
is the combined use of:

a) integrated accumulators;

b) selection mode;

c) mode tolerance as a separate stage that excludes unac-
ceptable modes before calculating the final efficiency.

From the perspective of optimal control methods, clas-
sical approaches construct optimality through a functional
maximized along the control trajectory and rely on recursive
principles (dynamic programming) 4, 8]. In the proposed
model, the criterion computational scheme is organized
recursively and is compatible with a discrete control loop, en-
suring applicability in practical computing modules. In terms
of constraints and admissibility, the proposed tolerance mech-
anism is consistent with the general principles of stability and
regime boundedness characteristic of feasibility analysis and
sustainable operation methods [1, 3].

Constraints include conditions under which the applica-
tion of the standardized ELF performance criterion can yield
reproducible results:

- the requirement to specify price coefficients that define
the cost scale for comparing resources and results. Changing

these coefficients alters the contribution of individual input
parameters to the overall performance assessment (Fig. 1);

— for the criterion to be applied correctly, the input quan-
tities and price coefficients must be non-negative and deter-
mined at each discrete time step;

- the range of valid assessment depends on the selected
mode tolerance rules and the established tolerance threshold. If
the restrictions are too strict, the number of invalid modes in-
creases, which is reflected in the diagnostics (Fig. 7, 8, Table 2);

— the repeatability of calculations is ensured by the recur-
sive structure of the computing modules (Fig. 2-5). However,
the accuracy of the final assessment depends on the complete-
ness of the input parameter measurements and the correct
recording of time steps;

- the method’s shortcomings are not related to its scope
of application, but to the specifics of its practical imple-
mentation;

- price coefficients can be set by experts, which introduc-
es some subjectivity. To reduce this effect, it is promising to
determine the coefficients based on statistical operating data
and the economic indicators of the controlled object;

- the mode tolerance threshold and regularization pa-
rameter require adjustment. To simplify this procedure, it
is advisable to use standard parameter selection rules based
on the characteristic operating modes of the system and the
ranges of observed data.

Diagnostic Table 2 makes it possible to identify the causes
of zero efficiency but does not indicate which specific con-
straint was violated. This can be eliminated by expanding the
set of diagnostic indicators for different groups of constraints
without changing the criterion structure.

This research can be further advanced towards a standard-
ized functionality for the deviation of the efficiency indicator.
This could ensure the stability of calculations and might be
used for the analysis, standardization, and comparison of
different control modes.

7. Conclusions

1. This study has demonstrated that local and conven-
tional cost indicators do not always allow for the accurate
assessment of control modes in technological processes where
inertia and cumulative results are important. Such indicators
reflect only current or individual values and do not take into
account the overall control result over time, limiting their use
in selecting optimal modes.

2. A system of cost coefficients and integrated indicators
of accumulated costs and effects has been designed. The
proposed framework translates various resources and process
results into a single scale and utilizes two-level accumulation,
allowing for the inertial and cumulative nature of control
processes to be taken into account.

3. The structure of a universal integrated indicator for the
effectiveness of cybernetic control in discrete time has been
developed. This indicator has a standardized, dimensionless
form and allows for the accurate comparison of various sys-
tem operating modes with different levels of costs and results.
This confirms its applicability for the analysis and optimiza-
tion of technological processes.

4. A mechanism for selecting and accepting control modes
based on integrated indicators and threshold conditions
has been designed. This mechanism allows for identifying
acceptable and effective system operating modes, as well as



distinguishing between situations where a system is unprofit-
able and where a mode is unacceptable.

5. A comparison of the standardized integral performance
criterion (ELF) and conventional partial performance indi-
cators (KPIs) has been conducted. It is shown that, unlike
KPIs, which are primarily used to monitor individual pro-
cess parameters, the ELF criterion generates a generalized
integral assessment of control quality and can be applied to
optimization, mode selection, and software implementation
in cybernetic control systems. A numerical example is pre-
sented comparing partial performance indicators with the
standardized integral performance criterion. It is concluded
that partial performance indicators often provide contradictory
assessments of control modes.
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The object of the study is infor-
mation systems (IS). The problem
that is being solved in the study
is an increase in the level of IS
protection. The study developed
a methodology for intelligent man-
agement of IS security parameters.
The originality of the study con-
sists of:

- conducting a multi-level and
systematic assessment of the state
of IS security using the proposed set
of analytical expressions;

- determining the influence
of IS security parameters on each
other when the IS security state
changes due to the use of fuzzy ana-
Iytical expressions;

- construction of multidimen-
sional dependencies of the securi-
ty state of the special-purpose IS,
which evaluates the security of the
IS based on an arbitrary number of
parameters;

- assessment of IS security
in conditions of incompleteness of
information about evaluation para-
meters, which solves the dimension-
ality problem;

- construction of time depen-
dences of changes in parameters
that characterize the state of IS pro-
tection, which allows determining
the moments of deviation of their
values from the nominal;

- reducing the error of assess-
ing the state of IS security due to the
human factor through the verifica-
tion of IS parameters;

- attracting additional com-
puting resources (if necessary),
which achieves the prevention of
looping of the methodology;

- determination of the influ-
ence of control decisions on a sepa-
rately defined parameter for assess-
ing the state of IS security, which
achieves an increase in the accu-
racy of control influences.

Modeling of the work of the
proposed methodology was car-
ried out, during which it was estab-
lished that increasing the security
of the IS is achieved by increasing
the efficiency of decision-making at
the level of 12—16% due to the use of
additional procedures and ensur-
ing the reliability (correctness)
of the decisions made at the level
of 0.94. This allows to avoid distor-
tions and distortions of the infor-
mation provided for decision-mak-
ers (systems)

Keywords: multidimensional-
ity of assessment, complex systems,
efficiency of decision-making, effi-
ciency of assessment, bio-inspired
algorithms
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1. Introduction

ogies, including information systems (IS). IS is currently

used to address both purely specific tasks in the interests

Armed conflicts of the last decade have become a  of defense and national security and purely urgent issues
catalyst for the rapid development of information technol-  in society.




Below are some of the tasks that are solved by IS [1-3]:

— collecting, processing, and summarizing information
coming from end users;

— storage of various types of data, their archiving, and
output;

— solving individual and/or complex calculation tasks for
a wide range of users;

— modeling the nature of military conflicts;

— transfer of information between IS elements, etc.

The main features of the functioning of IS for various
functional purposes are [2, 4, 5]:

— constant growth in the volume of information circulat-
ing in the middle of the IS and between the IS;

— expansion of the nomenclature of means that destruc-
tively affect the process of data exchange in the middle of the
IS and between the IS themselves;

— improvement of forms and methods of influencing the
process of IS functioning, which negatively affects such indi-
cators as efficiency and reliability of data exchange;

— simultaneous growth of requirements for a set of indi-
cators characterizing the process of IS functioning;

— imperfection of the mechanisms for ensuring the secu-
rity of IS in the process of their functioning, etc.

Taking into account the above, one of the urgent di-
rections for increasing the efficiency of the functioning of
complex technical systems is the development of a method-
ology for intelligent management of the state of security of
information systems.

2. Literature review and problem statement

In work [6], it is proposed to use Bayesian hierarchical
networks to determine the quantitative assessment of the
level of cybersecurity risks in special-purpose IS. However,
this approach is limited by the statistical distribution that can
be used and by the extensibility of the model structure. This
imposes restrictions on the architecture of the information
system and does not take into account the qualitative factors
that affect the cybersecurity of the IS.

Work [7] proposed a security certification methodology
developed for ISs to enable various stakeholders to evaluate
security solutions for large-scale IS deployments automati-
cally. The methodology supports transparency regarding the
level of IS safety for consumers, as the methodology provides
labeling as one of the main results of the certification process.
The disadvantages of the proposed approach include the
inability to train knowledge bases for new threats, the prob-
lematic nature of generalization, and the analysis of various
types of data circulating in the network.

Work [8] proposes a model that integrates fault tree
analysis, decision theory, and fuzzy theory to establish the
current causes of refusals to prevent cyberattacks. The model
has been applied to assess cybersecurity risks associated with
a website attack, e-commerce, and corporate resource plan-
ning, and to assess the possible consequences of such attacks.
The specified model has a flexible architecture; at the same
time, the disadvantages of the proposed model include the
accumulation of evaluation error during the fuzzification and
defuzzification procedure.

Work [9] proposes a model for the distribution of spe-
cial-purpose IS resources in conditions of insufficient infor-
mation about the development of the operational situation.
In the specified model, mechanisms for the distribution of

IS resources are proposed, taking into account the impact of
cyber-attacks. This allows the representation of the solution
of the vector optimization problem in binary relations of con-
flict, facilitation, and indifference. It also takes into account
the operational situation and allows to predict the state of
the IS, taking into account external influences, build utility
and guaranteed gain functions, as well as a numerical opti-
mization scheme on this set. At the same time, the specified
model does not allow working with various indicators of the
assessment of the functioning of the IS state.

Work [10] proposes a hierarchical concept for the introduc-
tion of a governance model based on e-government. The article
examines the main threats to critical cyber-physical systems as
the basis of mechanisms for performing e-government func-
tions. This hierarchical system is based on the use of symmet-
ric and asymmetric cryptosystems, which do not allow them
to be used for the task of identifying cyber influences on IS.

Work [11] proposes a model for choosing the optimal
set of cybersecurity insurance policies by a firm, given the
limited number of policies offered by one or more insurance
companies. The proposed model provides a risk-sharing
approach that helps the root-mean-square choices of cyber-
security insurance policies in a way that contributes to an
efficient cybersecurity insurance market. At the same time,
the disadvantages of this approach include the impossibility
of introducing new risks to the knowledge base during work
and a limited number of assumptions. This makes it impossi-
ble for it to work in real time.

Work [12] discusses the importance of incorporating
vulnerability analysis into cybersecurity, not only as part of
process hazard analysis, but also in terms of protecting the
process management network and implementing adequate
safeguards in general against cyber threats. Protection level
analysis is tailored to assess potential weaknesses and ensure
critical applications are protected from cyber-attacks. The
integration of cybersecurity into hazard and risk analysis,
as well as other elements of technological process security
management, is demonstrated by examples, making the plant
more resistant to traditional and cyber threats. However, the
proposed approach is adapted only for a clear architecture
and is not intended for adjustment during operation.

The work [13] proposes a risk management process for
identifying, analyzing, evaluating, responding to cyber threats,
and monitoring risks at each stage of the cyber protection
chain. This approach can be used in organizations that are
going to implement security mechanisms to align them to
current requirements or reduce cyber risks to acceptable levels.
Risk assessment method based on a continuous Markov chain.
At the same time, the disadvantages of the proposed method
include the impossibility of simultaneous consideration of both
quantitative and qualitative indicators, and the impossibility of
adaptation to new threats in the system.

In the work [14], a theoretical-analytical approach to the
analysis of the impact of information transmission delay in
traffic regulation caused by cyber influence is proposed. The
evaluation takes place using the method of consecutive aver-
ages. However, this approach is limited to use only in motion
control systems and is not adapted for use in other systems.

Work [15] proposed to consider cyber security of an ob-
ject in the form of a graph of transient processes. The said
approach allows for describing the threats that affect the
object, to determine their degree of impact on cybersecurity.
Disadvantages of the proposed approach include the possibil-
ity of working only with single-dimensional values and the



impossibility of adding new threats during the operation of
the proposed approach.

Work [16] presents a method for creating and solving a
game theory model to address cybersecurity issues specifi-
cally for advanced manufacturing systems with high-level
integrated computer integration. This method introduces a
unique approach to determining the content of the game's
payoff matrix, including support for defense strategies, pro-
duction losses, and recovery from attacks as part of the cost
function. Disadvantages of the proposed method include
great computational complexity and the possibility of work-
ing only with one-dimensional values.

So, summarizing the above, the general disadvantage of
all these approaches is the impossibility of working with mul-
tidimensional data in real time. Several different solutions
have been proposed to eliminate this shortcoming.

Work [17] presents an approach to evaluating input data
for IS. The essence of the proposed approach is the clustering
of the basic set of input data, their analysis, and after which
the system is trained based on the analysis. The disadvantag-
es of the mentioned approach are the gradual accumulation
of evaluation and learning errors due to the lack of the possi-
bility to evaluate the adequacy of the decisions made.

Work [18] presents an approach to data processing from
various sources of information. This approach allows pro-
cessing data from various sources. The disadvantages of the
specified approach include the low accuracy of the received
assessment and the impossibility of checking the reliability of
the received assessment.

In the work [19], a comparative analysis of existing de-
cision support technologies was carried out, namely: the
method of analyzing hierarchies, neural networks, the theory
of fuzzy sets, genetic algorithms, and neuro-fuzzy modeling.
The advantages and disadvantages of these approaches are
indicated. The areas of their application are defined. For the
tasks of assessing the state of functioning of the IS state in
conditions of risk and uncertainty, the use of a neuro-fuzzy
approach is justified.

Work [20] states that the use of a combination of differ-
ent strategies for applying metaheuristic algorithms. The
disadvantages of this approach are the insufficient conver-
gence of the obtained results when several metaheuristic
algorithms are used together to assess the security of IS
functioning.

The analysis of works [9-20] showed that the common
shortcomings of the above-mentioned studies are:

- assessment of the state of IS security is carried out only
at a separate level of their functioning, or only at a separate
element of IS;

- with a comprehensive approach to assessing the state
of IS security, as a rule, one or two components affecting the
security of IS functioning are considered. This does not allow
to fully assess the impact of management decisions on the
further functioning of the IS;

- the approaches listed above (methods, techniques), pro-
vide weak integration into each other (or make it impossible
at all), which does not allow them to be combined for a joint
assessment of the functioning of the IS security state;

- the above approaches for assessing the state of security
of IS functioning use a different mathematical apparatus,
which requires appropriate mathematical transformations,
which in turn increase computational complexity and re-
duce the accuracy of assessing the state of functional reli-
ability of IS, etc.

All this necessitates research on the development of
methods of intelligent management of information system
security parameters.

3. The aim and objectives of the study

The aim of the study is to increase the security level of
information systems due to the development of a methodology
for intelligent management of their security parameters. This
will allow comprehensive, objective, and full decision-making
regarding the management of IS security parameters at differ-
ent levels of their functioning (individual elements of IS).

Also, it will make it possible to develop (improve) the soft-
ware of modern and promising IS by integrating the proposed
methodology into the corresponding software.

To achieve this aim, the following objectives were accom-
plished:

- to propose the main procedures of the methodology
of intelligent management of information system security
parameters;

- to evaluate the effectiveness of the proposed methodol-
ogy according to certain criteria.

4. Materials and methods

The object of the study is IS. The problem that is being solved
in the study is an increase in the level of IS protection. The subject
of the study is the process of assessing and managing the state of
IS security. The hypothesis of the study is the possibility of in-
creasing the level of IS security due to the development of a meth-
odology for intelligent management of IS security parameters.

To carry out modeling and calculations, it is accepted that
the information system performs typical calculations and com-
puting operations under the conditions of constant influence of
destructive factors. The simplifications adopted in this study are
the modeling of the effectiveness of the specified methodology
only on the specified composition of the information system,
without taking into account other possible components of the
information system.

In the course of the study, the following methods were used:

- general scientific method of analysis - for decomposing
problematic issues of assessing the security level of IS when they
perform tasks as intended. Also, the general scientific method of
analysis is used to determine the advantages and disadvantages
of known approaches to assessing the security level and manag-
ing the security level of IS when they perform tasks as intended.

— general scientific method of synthesis - to substantiate
the most appropriate approaches for assessing the level of IS
and managing the security level when they perform tasks as
intended,;

- methodical approach based on the use of fuzzy cog-
nitive models - to determine control solutions, to manage
the level of IS security. The specified improved algorithm
provides the possibility of combining into a single system
indicator of the security of information systems of different
units of measurement and origin.

As an IS for simulation, the communication and informa-
tion system of the operational grouping of troops (forces) was
adopted in this study. The operational group of troops (forc-
es) was formed according to the state of martial law (typical
state). Mode of operation of the communication and informa-
tion systems system — defense operation.



The organizational and personnel structure of the op-
erational grouping of troops (forces), for modeling, includes
197 elements of the information system located on various
platforms (carriers). Also, the information system of the
operational grouping of troops (forces) selected for modeling
includes stationary elements of the information system.

Distribution of elements of the information system, for
modeling according to the main aggregate tactical and tech-
nical characteristics:

—unmanned aerial vehicles of multicopter type and type
"wing" - 62;

- broadband radio access facilities - 33;

- tactical level radio communication facilities - 47;

- operational layer radio communication facilities — 13;

- satellite communications facilities - 10;

- secure field servers - 4;

- secure field personal computing machines - 28.

Generalized tactical and technical characteristics of means
of destructive influence on the information system of the
operational grouping of troops (forces) chosen for the compu-
tational experiment:

1. Means of radio-electronic countermeasures that simul-
taneously exert a destructive effect with the following tactical
and technical characteristics - 4 units:

- lower/upper limit of the frequency range of radio elec-
tronic intelligence, MHz - 20...6000;

— lower/upper limit of the suppression frequency range,
MHz - 20...6000;

- interference output power, W - 600;

- max. number of channels suppressed simultaneously - 12;

- the possibility of determining the coordinates of radio
emitting means;

- ability to suppress channels of global satellite position-
ing systems NAVSTAR L1/L2/L5, GLONASS L1/L2.

-channel suppression capability, MHz GSM 900/1800,
CDMA 400...530/850...895/2100...2170, UMTS 850...900/
1800...2025/2110...2200, LTE 790...850/1800...1880/2600...2700;
Wi-Fi 2300...2600/3400...3800/5170...6000; WiMAX 1500/2300...
2500; WiMAX 2700/3400...3800;

- capability to suppress VHF and trunking systems,
MHz 20...1000;

- capability to suppress satellite communications sys-
tems, MHz 1525...1559; 1616...1625; 3400...3625;

— ability to suppress control channels of unmanned aerial
vehicles, MHz 440...3000/3000...6000 MHz.

2. Means of cyber influence that simultaneously exert
a destructive influence on the radio channel - 12 units. Type
of cyber infusion - denial of service.

A computational experiment of the proposed method-
ology was conducted in the Microsoft Visual Studio 2022
software environment (USA). The hardware of the research
process is AMD Ryzen 5.

The general computational experiment is laid out on
151 sheets and contains information sensitive to disclosure.

5. Research results on intelligent management of
security parameters of information systems

5.1. Development of the main procedures of the
methodology of intelligent management of security
parameters of information systems

The method of intelligent management of IS security pa-
rameters consists of the following sequence of actions:

Action 1. Entering output data about IS.

In the specified procedure, initial data on the IS and the
conditions of its functioning are entered. The following out-
put data are entered:

- the number of electronic warfare (EW) that affect IS (both
own and enemy);

- the number of means of cyber influence, the intensity of
cyber influence on IS;

- type of cyber-attacks that act on IS;

— spectral-energy parameters of obstacles of EW means
affecting IS;

- the number of means of fire damage that act in the line
of operation of the IS;

- intensity of fire impact on IS, etc.

Action 2. Construction of a fuzzy IS security graph

FSCN = (P,S,R,U,D), ¢))

where P = {pj|i = 1, ..., I} - set of fuzzy situational signs (as-
sessment parameters), which describe the state of IS security;

S={sjlj =1, ..., J} - set of fuzzy IS situations (IS risks and
security threats);

R= {rk(‘p") |k =1,....K,,i= 1,...,1} - set of fuzzy control deci-
sions for managing the IS security state;

U=, , |sjk,sjl € S} - set of control transitions between

fuzzy situations in IS;
D:{DS } - set of all IS routes that includes subsets

cur Star

r
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D . _{db Cb=1, B s S € S routes between

different current (identified) s, and target s, unclear sit-
uations in IS.

Action 2. 1. Verification of a fuzzy graph.

At this stage, with the help of an improved bio-inspired
algorithm [19], the fuzzy IS security graph is verified. In case
of detection of deviations, the initial data is adjusted using the
results of the bio-inspired algorithm.

Action 2. 2. Description of the parameters for assessing
the security status of the IS state p;, i =1, ..., I to describe the
state of IS security.

The parameters for assessing the security status of IS are
described by variables <p,.,Tpi X, > where
T, = {1 |m=1,... M}

14
- term-set of variables; X ) basic set p;.

For submission T'*)

m

TIEIPA) — {(ﬂr,(ff’ (x)/x)},x €X,.

Action 2. 3. Description of fuzzy situations of the IS secu-
rity state in the form of a fuzzy set of the 2" level:

m=1,...,M fuzzy sets are used

Vs; €S:5; :{(,uil_ ([)j)/P)},pl eP,
B ={(,ul.]i (z) /) )im :1,...,M},i S S

Action 2. 4. Formation of management decisions regard-
ing the management of IS security parameters:

Spi) Spi) e
rk(pi):<Tr(k‘ ],Er(k(i ),Xr[ki )>, 3



rP eRk =1,..,K,i=1,.,I

i

where Tr(rk(‘m)) - term set "of direction” influence "épi} on a sign
pi (IS security parameter), for example ( {Trl(rk(‘P i)] - increase,
Trz(rk(‘p l'] —(Pgeduce, TrS[rk(im)j - do not change });

Er(yk" - term set of degree of influence rk(’p‘) on a sign
pi, for example ({Erl(rk(‘p‘)j - very weak, Erz[rk(’pi)) - weakly,

Jpi)

Er3[ ) strongly, Er4(

P

=

i)
' ) - very strong });

rg‘)

Xr( ) - scale of degree of influence rk(bpl) (-1, 1].

It is the influence of the management decision rk(vp‘)

the sign (IS security parameter) p; implemented by the fuzzy
operation max-min- compositions between fuzzy set p,, and a
vague relationship fk(‘p ) As a result of this influence, the fuzzy
value of the sign changes p;

on

B=b,7". @

The locality property of control solutions determines the
number of features (IS security parameters) that change as a
result of applying one control solution (the control solution is
k-local if it leads to a change in the values of k features).

For fuzzy situational management of the security param-
eters of the IC under consideration, it is advisable to decom-
pose k-local control solutions and present them in the form of
a sequence of [-local control solutions, ordered by the degree
of influence on the corresponding features. It allows:

- form and rank ordered sets of I-local control solutions
corresponding to the k-local control solution, taking into

represented by a fuzzy set p, = {(,uﬁ (Tyflp‘))/ Tyflp‘)) |m=1,.. .,M},
changes as follows

7 ={(ﬂﬁi (1) 17 ) im :1,...,M}.

Action 3. 6. The resulting change in the IS security pa-
rameter p; it is presented in the form of two fuzzy sets for
separate consideration of positive and negative influences:

—5pi+:{(/15p+ (T,Ef'))/T,L“))|m:1,...,M},ie{1,...,1} - to
take into account positive changes in the values of the IS
security assessment parameter p;;

—§pi’:{(ysp,(Trﬁp‘))/Trﬁp‘))|m:1,...,M},i6{1,...,1} - to
take into account negative changes in the values of the IS
security assessment parameter p;.

Action 3. 7. Fuzzy sets are defined op, and op,, what are
the positive and negative changes in the IS security assess-
ment parameter p, taking into account its interdependence
with the sign p;:

op; =op; Ef, , =
:{(ﬂ&% (Trﬁpz))/T,L"z))m :1,...,M},ie{1,...,1}, ©)

é‘p; :é‘p: .Efp,,pz =

:{(ﬂgp; (T,Ef’f))/Tyff’z))|m:1,...,M},i elL...I). 10)

Action 3. 8. The indirect effect on the IS security assess-
ment parameter is determined p, management decision rk(vp‘),
which directly affects the sign p;:

account the setting of threshold values of the influence VP, €F:
of control solutions on the dependent parameters of the (5,)
IS security state; Hs, (Tm )+
- increase the ﬂexibility of fuzzy g'rapfll adaptation then P min| 1, max| 0, +4_ . (T(pz) ) — ||y Tt Im=1,...,M}. (11)
structurally and parametrically configuring the composite ~* % \ ™ "
hybrid model for managing IS security parameters. —H, (Tmp z))

Action 3. Assessment of the indirect influence of con-
trol decisions on changing IS security parameters.

Action 3. 1. For each pair of features (for all pairwise
cOations of the influence of signs on each other, the property
of transitivity is violated, then a transitive closure is per-
formed for them, for example

Efp,,pz :Efp,,pz VEfPZiva v...vEfplipZ Vi (7)

where Efpl:,pz :Efp’:’ plz Ef, , .

If it is not possible to provide a transitive closure for any
fuzzy relations, then it may be necessary to clarify them by
an expert.

Action 3. 4. As a result, a generalized matrix of agreed
fuzzy relations of the influence of all parameters of the IS
security assessment on each other is formed:

Ef by-Py Efp] P23 Ef DyoPy
Ef — Ef D2y Ef P3P Ef P2oP; (8)
Efp: Dy EfP: Dy EfPl Pr

Action 3. 5. As a result of the application of the manage-

ment decision rk(p ) the value of the IS security parameter p;,

Similarly, the indirect influence of the management
decision is taken into account rk(vp‘) but for all other vague
situational signs with P. ’

Action 3. 9. As a result of the application of the above pro-
posed procedure for each management decision with R a set
of local control decisions is formed, ordered by the degree
of their influence on dependent fuzzy situational features.
Moreover, the number of these local control decisions may
be limited depending on the threshold values established and
the effects of the control decisions on dependent features.

The results of assessing the degree of influence of control
decisions on fuzzy situational features are the basis for setting
control transitions when implementing a direct approach to con-
structing a fuzzy graph for managing IS security parameters.

Action 4. Identification of the current unclear situation
regarding the state of IS security, which is:

- firstly, in matching the feature values of the current
IS security situation with the feature values of all reference
fuzzy situations of the constructed fuzzy graph;

- secondly, in determining the reference fuzzy situation
of the fuzzy graph, closest in a certain sense to the current
situation of the IC security scenario according to the chosen
method of their comparison;



- thirdly, in identifying the current fuzzy situation with
the nearest fuzzy graph reference situation found.

One of the main requirements for the chosen method of
comparing fuzzy situations is the possibility of establishing
the degree of their closeness (similarity). This requirement
is satisfied, for example, by the indicator of fuzzy equality of
situations, which is well established for matching fuzzy sets
of level 2 [10]

Q(SW,SJ,) = p‘/E\PH(u% (ﬁ,.),ygj ([)i)),

where:

time they are compared, there is one situation exceeding the
fuzzy equality threshold.

Action 5. Determination of the target situation, strategy,
and search for routes in a fuzzy graph.

Determining the target situation significantly affects the
search for the best route in a fuzzy graph. At the same time,
it is not always possible to predict its reach from an arbitrary
current situation. This collision is resolved by adapting the
fuzzy graph depending on the detected typical case of its
adaptation and careful processing of routes.

Strategies for situational management of IS security
parameters are formed sequences of control decisions that
affect fuzzy situational features for the transition of a fuzzy
graph from the current to the target situation.

) () As strategies of fuzzy situational management under
:T{;)e ( K, (Pl)/ T, )’(ﬂs (Pl)/ T, ))’ different conditions of functioning of the fuzzy graph, the
" following can be chosen to achieve the target situation star,
for example:
9((ﬂsw (p,)/ Tff‘)),(ﬂsl p,)/ Tmp'))) = - maximizing the efficiency of IS message transmis-
) () sion (management strategy "Efficiency");
min max(l—(ysm Pi)/ T, )’(ﬂs, (Pi)/ T )) - minimization of the consumption of IS computing re-
' ) |7 sources (management strategy "Savings");
max(l—(ysj (pi)/T'Elp) ’('usm (pi)/T,Ef))) - maximizing the reliability of messages transmitted to
(n) _ the IS (management strategy "Security");
=11IF (,u Saur (ﬁ" ) /T )9’:‘ (1 O-’O-) : 12) - maximum average route weight - ratio of the sum of the
2( m ( pi) /Trfl"f)) g(l_o-,o-) weights of the control transitions included in the arc route
! to the number of these arcs according to one selected strate-
LIF (/ls (p.)/ T )) e(1-0,0) gy (control strategy "Balanced");
' - mixed strategies.
OR(”% (pl / 'Elp )6(1_0’0)’ The restrictions imposed on the choice of route are re-

o — the threshold of fuzzy equality of situations is 0.95.

The juxtaposition of fuzzy situations may be carried out
based on one of the following approaches [19]:

- reduction of the multi-criteria evaluation problem
to a single-criteria one based on the aggregation of the
results of the comparison of individual features using
different convolutions (additive, multiplicative, maximin,
minimax, etc.);

- on individual or several priority features, while other
features are considered additional, the matching results of
which satisfy the set limit.

It is important to set fuzzy situations and determine the
degree of fuzzy equality of situations in such a way that each

quirements for intermediate situations, namely, for the com-
position and values of signs of unclear situations.

In order to ensure a greater possibility of choosing an ap-
propriate fuzzy management strategy, a preliminary assess-
ment (weighting) of each management decision is performed
regarding the criteria of the relevant strategies.

Table 1 presents examples of management decisions and
their weighting factors with respect to the criteria of the man-
agement strategy in question.

To achieve the target situation s, from the current one
Squr different routes may be involved (as a result of the exe-
cution of the corresponding sequences of control decisions),
the choice of which depends on the given strategy of fuzzy
situational control of the fuzzy graph.

Table 1
Management solutions and their weight solutions for various strategies for managing IS security parameters
The direction of | The degree of | Weight manage- | Weight manage- | The weight of the
Output Final | Management | Managed |influence of the |influence of the| ment solution ment solution control solution
situation | situation decision parameter | management | management for strategy for strategy for the strategy
decision decision «Security» «Savings» «Efficiency»

Sk Ss Ri3 D2 Do not change Weakly 0.9 0.1 0.2
Sk S; Ry §23 Do not change Average 0.8 0.2 0.3
Sy S Ry )21 Reduce Weakly 0.8 0.7 0.5
S4 Se Ryg 'z Reduce Average 0.5 0.5 0.7
Sy Sk Ry pi Reduce Strongly 0.2 0.3 0.4
S, S3 R, Pm Enlarge Weakly 0.4 0.5 0.8
S Sk R, Pm Enlarge Strongly 0.1 0.9 0.6




Between the current (identified) s, but targeted s, dif-
ferent routes are possible by fuzzy situations of a fuzzy graph

vscur ’ slar < S’ scur

={d b= )

Dy siar <P ss D —
tar *

eur Star

13)

where B,

cur ’s(ur

Seur and sy

The choice of one or another route is carried out depend-
ing on the given strategy and is implemented in the form of
the execution of a corresponding sequence of control deci-
sions that translate a fuzzy graph through possible control
transitions and intermediate situations from s, in S

So, after identifying the current situation s, the influ-
ence of a given management decision r,ip‘) €R on S, it is

- number of possible routes between situations

reduced to a fuzzy composition of a fuzzy set §_ and a vague
relationship Fk(i”‘). Then a fuzzy set is obtained §, , (defines
some intermediate situation s,,;4) mapped to fuzzy set § i (de-
fines a vague situation s;,). If the given degree of similarity
is exceeded, a conclusion is made about the transition of the
fuzzy graph from the situation s, in the situation s,

. () =

Smid = Scur : rki ’sﬁn

~5, . 14

After that, the assignment of the parameter of the current
situation to the fuzzy graph of the reference values of the
indicators can be performed sg;y.

Direct search and selection of routes in a fuzzy graph,
taking into account the chosen strategy, can be carried out
both by the iterative method and on the basis of known
search algorithms in oriented weighted graphs, for example,
Ford, Moore, Bellman, and Floyd.

Action 6. Adaptation of a fuzzy graph to changes in the
hybrid composition model of IS.

Adaptation of a fuzzy graph is necessary if there are
changes in the composite hybrid model based on the results
of monitoring the state of IS components and the system in

general.

Table 2 shows typical cases of fuzzy graph adaptation.

Table 2

Typical cases of fuzzy graph adaptation

A case of adaptation

of & fuzzy graph Characteristics

Case 1. Change in the
set of fuzzy situational
signs

Fuzzy situations, control solutions, control
transitions, structure of the fuzzy graph,
routes are set again

Additional control transitions are installed,
the structure of the fuzzy graph is supple-
mented, and routes are changed

Case 2. Direct change
in the composition of
unclear situations

Additional control transitions are installed,
the structure of the fuzzy graph is supple-
mented, and routes are changed

Case 3. Change in the
composition of man-
agement decisions

Action 7. Determination of the amount of necessary com-
puting resources of the IS.

In order to prevent looping of calculations on actions 1-6
of the specified technique and to increase the efficiency of
calculations, the load of the IS is additionally determined. If
the specified computational complexity threshold is exceed-
ed, the number of software and hardware resources that must
be additionally attracted is determined using the method
proposed in work [19].

End.

5. 2. Effectiveness evaluation of the method of in-
telligent management of information system security
parameters

In order to determine the effectiveness of the methodolo-
gy of intelligent management of security parameters of infor-
mation systems, its modeling was carried out when solving
the task of intelligent management of security parameters of
the special-purpose IS of the group of troops (forces) under
the initial conditions specified in section 4.

Separate parts of the computational experiment, using
the proposed method of intelligent management of IS securi-
ty parameters, are given in the Tables 3, 4.

Table 3

Effectiveness evaluation of the proposed method of intelligent management of information system security parameters according
to the criterion of prompt decision-making

Function Metrics Canonical particle | Ant colony algo-| Black widow | Grey wolf pack | Cheetah pack Proposed
name swarm algorithm [19] rithm [19] algorithm [19] | algorithm [19] | algorithm [19] | methodology
1 2 3 4 5 6 7 8
U221 Average value 300.000 300.000 300.000 300.000 300.000 300.000
Standard value 2.17547E-07 1.94448E-07 1.73866E-07 1.73121E-07 1.51021E-07 1.68168E-07
— Average value 400 400.265772 400.7973158 400.265772 400.3986579 399.5315429
Standard value 4.9898E-08 1.011427534 1.621892282 1.011427535 1.216419212 1.368342398
B22-3 Average value 600.0071815 600.0644622 600.0240021 600.012832 600.031303 599.0449987
Standard value 0.021632777 0.184980091 0.115606243 0.053463097 0.147011513 0.101164243
— Average value 826.5653461 827.3281442 823.8789639 826.3000191 826.2668486 828.7693662
Standard value 9.13817552 8.364210734 11.30806963 8.186625055 9.136107323 9.07921317
B22.5 Average value 900.743876 900.9504411 900.9726169 900.8007883 900.5452042 899.2016312
Standard value 0.781626306 1.424558753 1.275779755 0.903385622 0.635781924 1.578982565
B226 Average value 1888.524629 1874.869967 1876.294359 1847.184924 1888.926953 1855.878175
Standard value 127.2561383 91.22185049 69.00003268 32.76980351 140.693674 29.57108747
H22-7 Average value 2027.479588 2030.758499 2029.556604 2032.238674 2028.177978 2052.128603
Standard value 6.106897592 8.027195324 5.81348717 7.446489204 8.003968446 7.397733191




Continuation of Table 3

1 2 3 4 5 6 7 8
Average value 2223.108804 2223.537417 2222.070633 2223.140251 2220.888475 2219.690533
Ha2s Standard value 4.749655105 2.963408213 4.895282849 3.995669404 5.451654006 5.347353983
Average value 2510.930321 2510.930321 2536.358938 2498.216012 2523.644629 2499.216012
H229 Standard value 65.93880108 65.93880108 85.778947 48.38585173 77.58997694 47.38585173
Average value 2594.615905 2596.833927 2585.256107 2591.210109 2605.304194 2618.308989
2210 Standard value 48.2013289 49.71807546 57.1034079 56.36586785 42.57395199 34.10382553
Average value 2695.981932 2685.587394 2733.855734 2710.621315 2700.168413 2713.333781
et Standard value 116.3652035 110.1475838 146.333679 118.5098748 113.7913849 109.3008673
Average value 2857.067086 2858.742176 2854.959949 2861.414681 2859.407788 2895.718769
cazi2 Standard value 9.364347909 14.88960231 5.539104327 17.96133754 15.00545163 15.34731781
Table 4
Effectiveness evaluation of the proposed methodology according to the criterion
of reliability of decision-making
Function Metrics Canonical particle | Ant colony algo-| Black widow | Grey wolf pack Chee_tah pack Proposed
name swarm algorithm [19] rithm [19] algorithm [19] | algorithm [19] | algorithm [19] | methodology
U221 Average value 0.66 0.73 0.67 0.68 0.8 0.94
Standard value 0.7 0.73 0.68 0.69 0.83 0.95
Average value 0.7 0.73 0.7 0.71 0.77 0.94
B2 andard value 0.71 0.73 0.72 0.72 0.76 0.94
Average value 0.68 0.73 0.7 0.71 0.76 0.92
B3 Standard value 0.69 0.73 0.69 0.73 0.77 0.93
Average value 0.67 0.74 0.7 0.72 0.78 0.93
B4 Standard value 0.67 0.72 0.67 0.72 0.79 0.92
Average value 0.6 0.71 0.64 0.73 0.8 0.93
B> Standard value 0.61 0.72 0.64 0.74 0.88 0.93
Average value 0.64 0.73 0.66 0.77 0.85 0.93
p226 Standard value 0.66 0.75 0.66 0.78 0.83 0.93
Average value 0.67 0.72 0.68 0.75 0.81 0.91
Ha27 Standard value 0.68 0.71 0.69 0.74 0.83 0.94
Average value 0.68 0.74 0.69 0.75 0.84 0.93
Ha28 Standard value 0.65 0.74 0.67 0.77 0.81 0.94
H22-9 Average value 0.64 0.75 0.66 0.69 0.83 0.94
Standard value 0.7 0.72 0.71 0.71 0.84 0.93
C22-10 Average value 0.69 0.71 0.7 0.72 0.8 0.94
Standard value 0.68 0.71 0.7 0.73 0.8 0.95
2211 Average value 0.67 0.71 0.69 0.71 0.82 0.94
Standard value 0.67 0.72 0.68 0.74 0.91 0.94
2212 Average value 0.63 0.73 0.65 0.75 0.82 0.94
Standard value 0.62 0.74 0.66 0.76 0.83 0.94

Table 4 shows the results of the assessment of the reliabil-
ity of the decisions made for each of the decision optimization
methods for making a decision on the management of IS
security parameters.

From the analysis of Tables 3,4, it can be concluded
that the proposed technique ensures stable operation of the
algorithm for the main test functions of the unimodal and
multimodal form.

As can be seen from Tables 3, 4, increasing the security of
IS is achieved by increasing the efficiency of decision-making at
the level of 12—16% due to the use of additional procedures and
ensuring the reliability of decisions made at the level of 0.94.

6. Discussion of the results of the development
of the methodology of intelligent management of
security parameters of information systems

The advantages of the proposed method of intelligent
management of IS security parameters are the following:

—-conduct a multi-level and systematic assessment of
the state of IS security using the proposed set of analytical
expressions. This will allow a comprehensive and objective
assessment of the state of security of the IS, both its indi-
vidual elements and the IS as a whole (expressions (1)-(14)),
compared to works [4, 5];



- determine the influence of IS security parameters on
each other when the IS security state changes due to the use
of fuzzy analytical expressions (expressions (5)-(11)), com-
pared to works [3, 7];

- construct multidimensional dependencies of the securi-
ty state of the special-purpose IS (expressions (1)-(14)), which
will allow to estimate the security of the IS by an arbitrary
number of parameters, compared to works [9, 13];

—assess the security of the IS in conditions of incomplete-
ness of information about the evaluation parameters (ex-
pressions (1)-(12)), which will allow solving the problem of
dimensionality, compared to works [9, 12];

- build a time dependence of the change in parameters that
characterize the state of security of the IS (expressions (1)-(14)),
which allows to determine the moments of deviation of their
values from the nominal, compared to works [11, 14];

- reduce errors in assessing the state of IS security due to
the human factor during the verification of IS parameters (ac-
tion 2), compared to works [4, 7];

- attract additional computing resources (if necessary)
(action 7), which achieves the prevention of looping of the
methodology’s work, compared to research [13, 16];

— determine the influence of control decisions on a sepa-
rately defined parameter for assessing the state of IS securi-
ty (action 3.5-3.8), which achieves an increase in the accuracy
of control influences compared to research [11, 15].

Among the disadvantages of the proposed method of IS
intellectual security parameters, a slight loss of accuracy
when converting security parameters to a fuzzy form should
be attributed.

The proposed technique allows:

- simulate the state of IS security under the conditions of
complex influence of destabilizing factors;

- identify effective measures to increase the level of IS
protection;

- comprehensively assess the change in the level of IS
protection during control effects on IS.

The limitations of the study are the need to take into ac-
count the delay time for collecting and proving information
from IS sensors.

The proposed methodology should be used as software
for automated troop control systems such as "Dzvin-AS’,
"Oreanda-PS", as well as integrated information systems such
as "Delta".

7. Conclusions

1. The study proposes the main procedures of the method
of intelligent management of information system security
parameters. The features of the proposed methodology pro-
cedures are:

— conducting a multi-level and systematic assessment of
the state of IS security using the proposed set of analytical
expressions;

— determining the influence of IS security parameters on
each other when the IS security state changes due to the use
of fuzzy analytical expressions;

— constructing the multidimensional dependencies of the
security state of the special-purpose IS, which evaluates the
security of the IS based on an arbitrary number of parameters;

— assessing IS security in conditions of incompleteness of
information about evaluation parameters, which solves the
dimensionality problem;

— constructing the time dependences of changes in pa-
rameters that characterize the state of IS protection, which
allows determining the moments of deviation of their values
from the nominal;

— reducing the error of assessing the state of IS security
due to the human factor through the verification of IS pa-
rameters;

— attracting additional computing resources (if neces-
sary), which achieves the prevention of looping of the meth-
odologys;

— determining the influence of control decisions on a
separately defined parameter for assessing the state of IS se-
curity, which achieves an increase in the accuracy of control
influences.

2. The proposed technique provides an increase in IS
security by increasing the efficiency of decision-making at
the level of 12—16% due to the use of additional procedures
and ensuring the reliability of decisions made at the level
of 0.94, which is confirmed by the results of a computational
experiment.
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Intelligent decision support sys-
tems (IDSS) are the object of the
study. The research problem is to
improve the accuracy of the math-
ematical description of the process
of processing heterogeneous data
in IDSS. The subject of the study
is a mathematical description of the
processes of processing heterogeneous
data in IDSS. The proposed polymodel
complex for the construction of IDSS
solutions, which allows:

- systemically represent the rela-
tionship between IDSS construction
models in the course of their calcula-
tion and computing tasks;

- simulate the process of func-
tioning of the IDSS, due to the use of
an algebraic (formal) approach to
object-oriented modeling and design
of the IDSS;

- determine the rational tactical
and technical indicators of the IDSS
for solving specific calculation and
computing tasks, due to the multi-
level description of the order of con-
struction of the IDSS;

- make the transition from one
type of data representation in IDSS
to another due to the presence of
appropriate mathematical transfor-
mations;

- multidimensional to describe
the process of processing heteroge-
neous data in IDSS, due to the use of
a multidimensional matrix model of
IDSS data;

- approach the solution of com-
putational-calculation tasks in IDSS
by using an interconnected set of
mathematical models of IDSS con-
struction;

- formalize the process of con-
structing IDSS, which allows com-
bining IDSSs using different algorith-
mic and software. The disadvantages
of the proposed polymodel complex
include the need to adapt the math-
ematical apparatus to the specific
operating conditions of the IDSS.

The proposed polymodel complex
should be used for the construction
of IDSS to solve general and special-
ized calculation tasks, as well as to
solve the task of integrating various
types of IDSS

Keywords: system modeling, data
representation, decision-making, mul-
tidimensionality of data description
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1. Introduction

computing systems for various functional purposes [1-3]. IDSS

Intelligent decision support systems (IDSS) are the basis for
building modern information systems, automated systems, and

is used to solve a wide range of tasks in various areas [4, 5]:
- intellectualization of decision support processes by de-
cision makers;




- increasing the reliability of decisions made due to mul-
tifactorial, multi-criteria, and multi-parameter assessment of
available information for analysis;

- processing of large arrays of information circulating in
information systems, automated systems of various functional
purposes, of different origins and units of measurement;

- forecasting the development of events, as well as their
consequences, etc.

The basis of any IDSS is mathematical support, which is
later transformed into algorithmic and software for perform-
ing the tasks set before them [6-8].

This prompts the search for new solutions for the devel-
opment of mathematical support for modern IDSS to increase
the efficiency of their assigned tasks [9].

One of these approaches is the use of algebraic models
of the functioning of the IDSS, which will allow to sub-
stantiate approaches to data approximation, optimize the
use of IDSS resources, and carry out appropriate formal-
izations of heterogeneous data processing processes in the
IDSS [10, 11].

Therefore, the study devoted to the development of new
approaches to the construction of IDSS is relevant.

2. Literature review and problem statement

Work [12] presents an approach focused on searching
for hidden information in large data sets. The method is
based on analytical baselines, variable reduction, rarefied
feature detection, and rule formation. The disadvantages of
this method include the impossibility of taking into account
different decision-making strategies, and the lack of taking
into account the type of uncertainty of the initial data. In
the study, not enough attention was paid to the principles
and procedure of calculations, their effectiveness according
to a certain criterion, and a comparative assessment of the
specified approach was not carried out in comparison with
the known ones.

Works [13, 14] provide an approach to the transformation
of information models of objects to their equivalent struc-
tural models. This mechanism is designed to automate the
necessary conversion, modification, and addition operations
during such information exchange. The disadvantages of this
approach include the impossibility of assessing the adequacy
and reliability of the information transformation process, as
well as carrying out appropriate corrections of the obtained
models. In the study, not enough attention was paid to the
principles and procedure of calculations, their effectiveness
according to a certain criterion, and a comparative assessment
of the specified approach was not carried out in comparison
with the known ones.

In work [15], a method of fuzzy hierarchical evaluation
is proposed, which allows for an assessment of the quality of
library service. The disadvantages of the specified method in-
clude the impossibility of assessing the adequacy and reliabil-
ity of the assessment and determining the assessment error
accordingly. In the study, not enough attention was paid to the
principles and procedure of calculations, their effectiveness
according to a certain criterion, and a comparative assessment
of the specified approach was not carried out in comparison
with the known ones.

In work [16], an analysis of the 30 most common Big Data
algorithms was carried out. It was established that the analysis
of large data sets should be carried out layer by layer, take place

in real time, and be able to self-learn, find a solution in different
directions, and take into account the noise of the data.

Works [17, 18] present approaches for evaluating various
types of data for support and decision-making systems based
on the clustering of a basic set of input data, after which
system training takes place based on the analysis. However,
given the static architecture of artificial neural networks, an
accumulation of error occurs.

In the work [19], a comparative analysis of existing decision
support technologies was carried out, namely: the method of
analyzing hierarchies, neural networks, the theory of fuzzy
sets, genetic algorithms, and neuro-fuzzy modeling. The advan-
tages and disadvantages of these approaches are indicated. For
the tasks of assessing the state of hierarchical systems in condi-
tions of risk and uncertainty, the use of the theory of artificial
neural networks and gradient algorithms is justified.

In work [20], approaches to the structural-target analysis
of the development of weakly structured systems are devel-
oped. At the same time, the problem is defined as the incon-
sistency of the existing state of the weakly structured system
with the necessary one. At the same time, the disadvantages
of the proposed approaches include the problem of local
optimum, the lack of consideration of the system’s comput-
ing resources, as well as the inability to conduct searches in
several directions.

Analyzing scientific research [12-20] showed that the
common shortcomings of the above-mentioned research are:

- not enough attention is paid to the effectiveness of the
mathematical apparatus that forms the basis of their work;

- there is no systematic consideration of the mathemati-
cal apparatus, its advantages and disadvantages compared to
known ones;

- there is no order of transition from one principle of data
submission to another in the IDSS;

- using only one type of mathematical apparatus to solve
computational tasks in IDSS.

Taking into account the above, all this allows to state that
it is expedient to conduct a study devoted to the development
of mathematical and algorithmic support for the construction
of intelligent decision support systems.

3. The aim and objectives of the study

The aim of the study is to develop a polymodel complex
for building intelligent decision support systems. This will
make it possible to increase the reliability of the assessment
of the state of objects with a given efficiency and the de-
velopment of subsequent management decisions. This will
make it possible to develop software for intelligent decision
support systems.

To achieve the aim, the following objectives were set:

- cite the basic concepts and definitions of universal al-
gebra and algebraic systems in IDSS and develop an intuitive
approach to object-oriented IDSS modeling;

— propose an algebraic (formal) approach to object-oriented
modeling and IDSS design;

- provide an object-oriented approach to the development
of IDSS data models and to develop a multidimensional ma-
trix model of IDSS data;

— establish the correspondence of set-theoretic and multi-
dimensional-matrix models of IDSS data;

- develop an axiomatic approach to the formalization of
data models for IDSS.



4. Materials and methods

The object of the study is IDSS. The subject of the study
is a mathematical description of the processes of processing
heterogeneous data in IDSS.

The hypothesis of the study is the possibility of increasing
the accuracy of transformations during the processing of het-
erogeneous data in IDSS.

The study is based on algebraic models for formalizing
the structure of heterogeneous data processing tasks in IDSS,
finding optimal strategies for heterogeneous data processing,
and forecasting the results of their processing under condi-
tions of limitations.

The limitations adopted in this study are that only the
identified destabilizing factors, the distribution law of which
is known, are taken into account during the modeling. To
simplify modeling and calculations, it is accepted that IDSS
performs typical calculations and computing operations under
conditions of constant influence of destructive factors.

5. Polymodel complex for building intelligent
decision support systems

5.1. Basic concepts and definitions of universal alge-
braic systems, an intuitive approach to object-oriented
modeling

As the basis of object-oriented models of IDSS, which will
allow formalizing the representation of data and their trans-
formation operations, concepts such as universal algebra and
universal algebraic system are used in the future, the known
definitions of which are given below.

Definition 1. Let A - some nonempty set. Partially defined
function y = F(xy, ..., X,), (y,xl,. ' ) € A called n-ary partial
operation on A. If the function is defined everywhere, they
talk about n- ary operation.

Definition 2. System Uy = <A, £2>, consisting of the main
set A and the set of partial operations defined on it Q ={F~}
(s=1,2,...), it is called a partial universal algebra with a sig-
nature Q.

Definition 3. Universal algebras U, and Up, in which the
signatures are specified, respectively €2 and €2’ they are called
the same type. This becomes possible if such a one-to-one
correspondence between signatures can be established €2 and
€', in which any operation F € Q2 and the corresponding op-
eration F'e Q' will be n-ary with the same n.

Let two universal algebras of the same type be given
Uy = <A, Q> and Up = <B, Q2> with basic sets A and B.

Definition 4. Display ¢: A — B it is called a homomorphic
mapping of algebra Uy in algebra Usp, if for any elements of
IDSS a;,...,a, € A and arbitrary n-ary operations F € Q the
ratio is performed ¢(F(ay, ..., a,)) = F(p(ay), ..., p(a,)), where
¢(a;)=b; and b; € B(i = ln) Algebras U,y and Up they are
called homomorphic.

If between the main sets A and B an unambiguous cor-
respondence is established, then the display ¢ it is called an
isomorphic mapping, and algebras U, and Up they are called
isomorphic.

Definition 5. Let n(xy, ..., Xn), X;,...,X, € A — n-local pred-
icate, IT={xl} (s=1,2,...) - predicate signature. System
Uy = <A, IT, 2> it is called a universal algebraic system.

Homomorphic and isomorphic dependencies can also
be established between universal algebraic systems. For this,
it is necessary to establish a correspondence between the signa-

tures of the predicates, similar to the one established between
the signatures of the IDSS operations.

Cases where a single main set can be dispensed with when
constructing a formal model of a task solved by IDSS do not
occur often, since objects in the subject area have a complex
structure, for the description of which many different types
of parameters are used. Multibasic algebras are used to model
such subject areas.

Definition 6. System Uy = <M, £2>, consisting of a family
of basic sets M ={A,} (a«=1, 2, ...) and signatures € oper-
ations defined on the family M. Each in this family n-ary
operation with € is a mapping of the Cartesian product
n sets from the family M in the plural from the same family
Ay x...xA, — A, ,itis called a polybasic algebra.

Definition 7. System, Uy = <M, 11, 2> where /7 - signa-
ture n-local predicates 7: A, x...xA, —>{O,1}, it is called
a polybasic algebra system.

Homomorphic and isomorphic mappings can be estab-
lished between polybasic algebras and algebraic systems, just
as between monobasic ones. The following are examples of
some frequently encountered data types that can be represent-
ed as polybasic algebraic systems.

Example 1. Let Ug = <S, Zy; IT; 2> - a system consisting
of a set of lines S and sets of nonnegative integers Z,. Signa-
ture €2 consists of operations:

-©: S - Z, - line length;

- (P: S x S — Z, - substring position s, in line s;

- ?7+?4+: SX S— S - concatenation (clutching) of rows
51 and s;

-©: Sx Zyx Zy— S - selection from a line sy, starting
from the position i, substring s, lengths [.

Predicate signature /7 may include predicates:

- m;: "line s - empty” (does not contain any character);

- 7. "line s; precedes the line s,".

Example 2. Ordinary matrix algebra is very important from
the point of view of mass data processing in IDSS for example,
a universal two-basic algebraic system Uy = <M, R, 1, 2>,
where M - a set of matrices, and R - a set of real numbers
(matrix elements). Signature €2 universal two-basic algebraic
system Uy it looks like this:

- +:RxR— R - additive operation on matrix elements;

- x: Rx R — R - multiplicative operation on matrix elements;

- ?77:M — M - matrix transpose;

- x:RxM — M - multiplying a matrix by a number;

- +:MxM — M - matrix sum;

- x:MxM — M - product of matrices;

-®: M — R - matrix determinant.

Predicate signature /7 can contain predicates such as
a "matrix M degenerate” or "matrix M; can be multiplied by
the matrix M,".

Next, polybasic algebraic systems will be used as an ap-
paratus for building data models in IDSS, the properties of
which satisfy the tasks set in the work.

The basis of the object-oriented approach in IDSS is the
concept of abstract data type (ADT).

Definition 8. Intuitively, ADT is a construction of data
representation in IDSS, in which the following elements are
grouped into one concept:

- the set of operations (actions) in IDSS;

- the set (one or more) of objects to which these opera-
tions apply;

- protection, or the ability of the relevant IDSS to protect the
internal representation of the ADT from actions not explicitly
specified in its definition (that is, to hide it from the ADT user).



Definition 9. In IDSS ADT is a two-part design:

- interface containing the name of the conditioned ADT,
the names of the operations indicating their argument types
and values;

- descriptions of the operations and objects with which
these operations work.

This description is called concrete, in contrast to the
abstract description made by means of a higher level. A spe-
cific description is also called an ADT implementation or
presentation. Thanks to protection, only the names listed in
the interface are available; that is, they can be used by other
components of the program external to the ADT.

In the future, algebraic definitions of ADT and specific
descriptions for each ADT will be used in the creation of IDSS
data models. The ADT interface is a list of variables that take
values on the main ADT sets and operations defined on these
sets and take values in one of them. In the implementation of
ADT, variables are assigned names, and their types are deter-
mined. Operations are matched with software implementa-
tion (procedures and functions), consisting of two parts:

- declarative, in which each function implementing the
operation is given a name and given a description of its inter-
face (a list of formal parameters is given);

- imperative, which is the body of a partial algorithm that
implements this function.

To solve the tasks set in the work, the conjugation of data
models and calculation models by the method of establishing
correspondence between these models, the intuitive defini-
tion of ADT is not enough. Therefore, a strict definition of
ADT must be used.

5.2. Algebraic (formal) approach to object-oriented
modeling and design

From an intuitive definition, it follows that ADT combines
data sets in IDSS and operations on them under one name
with which it is possible to set a description of the properties
and procedures of transformation of a real object from a cer-
tain subject area, that is, build its formal model. The concept
of a multi-basic algebraic system is used to clearly and unam-
biguously define ADT.

Definition 10. Abstract data type IDSS (object or class) -
a universal monobasic or multibasic algebraic system.

This definition allows to consider any, including mono-
basic, universal algebras and algebraic systems, as ADTs. De-
spite its brevity, it fully corresponds to the intuitive definition.
The following example clearly illustrates this.

Example 3. When solving various computational and log-
ical tasks, such as finding the shortest paths, determining the
availability of graph vertices, and disassembly, the universal
single-base algebra system — monoid is often used to deter-
mine the data.

A monoid is a set M, on which the binary operation is
specified (*), and two conditions are met:

- for any three elements xe M, ye M, zeM (x*(y*2)) =
=((x*y) * z - operation associativity;

- there is such an element e € M, what is called a neutral
element that for any xe M, x*e=x=e*x.

The monoid is designated as a triad of the species
Uy =<M;*;e >. The monoid defined in this way can be con-
sidered as a basic ADT, that is, the highest level of abstrac-
tion, to which different implementations correspond, each of
which corresponds to a specific task or a specific class of tasks:

- Ug =<R;+;0> - the set of real numbers with addition
operation;

- Ug =<R;x;1> - the set of real numbers with the multi-
plication operation;

— Ug =< R;min;+o0 > — a set of positive real numbers with
the operation of finding the minimum of two numbers and
a neutral element (40), which in software implementations
usually corresponds to the largest value in the type;

- Up =<B;Vv;0> - plural B={0, 1} with disjunction oper-
ation;

- Ug =< S;+;J > - the set of character strings of arbitrary
length with the operation of concatenating (coupling) strings
and the neutral element "empty string” (a string that does not
contain any character).

The encapsulation property is satisfied because in each
implementation of the basic ADT, the main set is precisely
indicated, and the operation is defined as algebraic, that is,
closed on the main set.

All the above implementations of the monoid inherit the
properties inherent in the basic ADT; that is, the inheritance
property is also satisfied.

Finally, for the operations of two implementations of
the monoid, the sign (+) is used to denote two operations of
different content (compilation of real numbers and concate-
nation of strings). That is, the property of operations polymor-
phism is satisfied.

Example 4. Of the many operations for constructing an
example of a universal polybasic algebraic system, only one —
the compute method is chosen. This provides simplicity of
example, but does not limit commonality. The operation is im-
plemented by a function that is defined on the following sets:

- the set of all tables T;

- the set of lines of a special type Sg, containing expres-
sions based on aggregate functions (sum, mean, maximum
and similar);

— the set of lines of a special type Sg, containing logical
expressions — table row filters.

Since the type of the result of the operation is determined by
the type of the result of calculating the expression from Sg, to en-
sure commonality, it is given by type object. That is, the result can
be given a value of any type specified by the user. It can be assumed
that the type object corresponds to the concept of a universal set U,
that is, a set fixed within the solvable problem and containing as
elements all the objects considered in this theory. Then the op-
eration can be defined as a function Compute:TxSg xSy —> U.
Class DataTable defined as a multibasic universal algebraic
system Upr =<T;Sg;Sp;U;Compute;IT >. The definition of
predicates depends on the task being solved. For example, a "fil-
ter expression acquires a truth value on more than half of the
rows of the table".

Examples 3 and 4 clearly demonstrate the correspondence
of two definitions of ATD: intuitive and strict (algebraic).

5.3. An object-oriented approach to model develop-
ment, a multidimensional-matrix data model

To develop IDSS data models that meet the requirements,
namely: compliance with high-level data models and calcula-
tion models, procedurality, parallelism of algebraic operations,
possibility of optimization of requests, and object orientation,
it is necessary to choose basic ADTs.

The specified ADTs must have properties that will be suf-
ficient so that, using the inheritance mechanism, it would be
possible to build the necessary universal algebras or algebraic
systems for use as data models.

Among the set of arbitrary ADTS, it is proposed to consider
a specific ADT, hereinafter called an abstract algebraic machine.



Definition 11. An abstract algebraic machine is a two-basic
algebraic system of the form E = <S, T, ©, I7>. Basis S it is
called a structure, and the base T - type.

The structure is some construction composed of instances
of this type. Examples of such structures are vectors, matrices,
and graphs. The choice of structure and type is determined
by the features of the solved task. Moreover, for some classes
of tasks, several types can correspond to one structure. The
following example illustrates this situation.

Example 5. To solve the IDSS of the tasks named in the
example, finding the shortest paths, determining the acces-
sibility of the vertices of the graph, and knotting a method
based on the algorithm for calculating the transitive closure
of a square matrix can be applied M.

Transitive matrix closureKM it is calculated according to

the following formula: M* =)' M!, M!# Z for everyone i <K

and MK+1 = Z where Z - zero matrix.

In this case, the abstract algebraic machine has the follow-
ing form Ey; =< M; X; ;11 >, where X - type, and M - a set of
square matrices composed of type elements.

Minimum type requirement X consists in on X two alge-
braic operations were defined, one of which is interpreted as
additive and the other — as multiplicative.

That is, the type X there must be, according to each
of these operations, at least an algebraic structure called
a groupoid. In real problems, the types can be quite complex
algebraic structures, such as rings and fields. The following
are formal definitions and descriptions of signature opera-
tions €2 abstract algebraic machine Ej:

- ?+7+: XxX —» X - additive operation on matrix ele-
ments;

- ?7x7?%x: Xx X - X - multiplicative operation on matrix
elements;

- ??7:M — M - matrix transpose;

- +:MxM — M - matrix sum;

-x:MxM — M - product of matrices;

- ®: M — X - matrix determinant.

In real tasks, IDSS in the role of type X there can be such
sets as:

- in the "knotting task” — the set of nonnegative real num-
bers R°, with additive addition operation and multiplicative
multiplication operation of numbers, £ = {+, X};

- in the task of calculating the shortest paths in the graph
-, the set of positive real numbers R*, with the additive oper-
ation of calculating the minimum of two numbers, and the
multiplicative operation of addition, £2 = {min, +};

- in the task of determining the availability of vertices in
the graph, the set {0, 1} with additive disjunction operation
and multiplicative conjunction operation, Q2 = {v,/\}.

Operations on matrices included in the signature of op-
erations €, are implemented by well-known sequential and
parallel standard algorithms, which will be discussed later.

The importance of the considered example lies, first of
all, in the fact that it clearly shows the presence of universal
two-basic algebraic systems that have quality. Quality can be
formulated as the possibility of replacing one main set, name-
ly the type and operations on its elements, while preserving
another set and algorithms that implement operations on its
elements. This fact can be formulated in the form of an obvi-
ous statement.

Statement 1. Let S - structure, and T4, ..., T,, — types ac-
ceptable for this structure. Then Ty, ..., T, — universal systems
of the same type (s).

The practical value of universal algebraic machines is that
the essence of operations on elements of the structure S does
not change when the essence of operations on type elements
changes T. If types T, ..., T, — homomorphic or isomorphic
universal algebraic systems, it becomes possible to adjust oper-
ations on the structure on the simplest type of data. The struc-
ture adjusted in this way becomes the basic ADT, from which
specific ADTs (implementations) designed to solve IDSS tasks
on complex data types can be generated. Next, the method of
constructing binary operations on tuples is considered, without
which it is impossible to construct binary operations on data
aggregates that are used as elements of the structure (rela-
tionships, data, multidimensional matrices). In different data
models, these tuple operations, given explicitly or implicitly, are
interpreted either additively or multiplicatively. The proposed
method made it possible to make explicit formal descriptions
of binary operations on tuples. Next, the definition of a tuple
generally accepted in mathematics is used.

Definition 12. Tuple - the final set (t,...,t,) lengths n
(where n - a non-negative integer), each element of which ¢; be-
longs to some type T; (1 <i<n). Zero tuples play an important
role in data models. In the future, the zero-tuple is perceived as
a tuple consisting only of neutral elements of types Ty, ..., Tp.

Let Ty, ..., T, - the set of basic sets of universal algebras or
algebraic systems, which are called simple types in program-
ming languages. These are, for example, fixed or floating point
numbers, strings, as well as types obtained from simple types
by adding new operations. Let Xy, ..., Xp, Y1, ..., ¥g, (0< p, g <1,
p + q = n) — a set of variables, each of which acquires a value
in one and only one of the sets T, ..., T),.

On these sets, the system of functions is defined

fof s (xal N ,J : [Tal ><...><Tak xj ST
1 1P Y aeea Vg, xTﬁlx...xTﬂl

Inequalities are performed here 1<k<p, 1<1<q, j>0
and 1 <i<n. Next, a shortened entry of these functions will
be used - f/ .

Ay see sy s By By

Definition 13. Let tuple c; lengths p and tuple c, lengths
q composed of variables xi, ..., X, and y;, ..., y; accordingly.
Then the cortege c; lengths r, built according to the rule
(f;““.,ak,ﬁ,...,,ﬁ, ""’fgl,...,ak,ﬁl,m,ﬁ, ), can be considered as the
result of a binary operation on tuples ¢; and ¢, (cz=c¢; * ).
If the function is defined on all elements of tuples c; and c,,
that is the designation used fc{ o

The semantics of the operation on tuples (additivity or
multiplicativity) is determined by the semantics of the opera-
tion, defined over a structure, the types of elements of which
can be tuples cj, ¢, and cs.

The following example shows the construction of binary
operations on tuples.

Example 6. Let S - the set of lines, a Rt - the set of positive
real numbers. Variables (attributes) A, B, C, D acquire mean-
ing in the set S, and variables X, Y - in the plural R*. Cortezhi
¢, and ¢, have schemes ¢; (4, B, C, X) and ¢, (B, C, D, Y).
Functions fcicz (d):d,(deD) they allow to build a motor-
cade ¢3 =¢; X ¢; with scheme c3 (A, D, Z), where Z=X XY,
and takes values in the set R*. In this way, the multiplicative

operation on tuples is determined. If ¢33, ¢35, ¢33 — tuples with
a scheme c3(A, D, Z), then functions:

fclh’czz (C3l.a):c31.a,(aeA), (1)

fcfucaz (Csl.d)=c31.d,(deD), @



f3

C315C3

(C31.Z, C3z.z):C31.ZXC32.Z,(Z€Z)g (3)

determine the additive operation on tuples c33 = ¢3; + ¢c3».

Similarly, the considered functions can be used to con-
struct algebras of elements of IDSS structures (data and
multidimensional matrices) in set-theoretic and multidimen-
sional-matrix models.

In some models, when constructing binary operations on
elements of the structure, a situation may arise when the result
tuple is formed from only one operand tuple. This is impos-
sible in a multidimensional matrix model, because there are
all possible elements in the matrix, including zero tuples. But
in the relational and set-theoretic model, relations and data,
as a rule, do not contain strings and records consisting only of
neutral elements. Therefore it is advisable to consider two more

types of functions f(j,mak,o(xal,...,xak):(Tal><...><Tak)—>Tj
and fl, (g p)i(Tp x..xTp) > Tj, which will al-

low to design operations that form a tuple-result from only
one tuple-operand. The use of these operations ensures the
unity of the formal recording of algorithms of binary opera-
tions on structures. An abbreviated entry of these functions
looks like: f0 PY fa’“m’mk‘0

The proposed method defines various additive and multi-
plicative operations on tuples and, at the same time, obtains
various universal algebras or algebraic systems. The proper-
ties of the constructed operations make up a list of axioms of
these algebraic systems. Thanks to this, there is a possibility of
formal construction of arbitrary universal algebraic systems
of tuples in accordance with the requirements of real tasks.

The method of constructing a universal algebraic system for
tuples will be used later to construct the second main set (type)
in matrix algebraic machines. It will also be used to prove the
isomorphism of the data models considered in the work.

The multidimensional-matrix data model considered be-
low was proposed in order to solve the problems of increasing
the efficiency of data processing in IDSS. Often, in practice,
optimization of one step leads to deterioration of the charac-
teristics of another. This happens because:

- it is difficult to efficiently construct a multidimensional
structure even from data placed in analogous structures un-
less special algebraic operations on these structures are used;

- most modern methods of optimizing data processing pro-
cesses in IDSS in various data models are based on a heuristic
approach, which does not allow effective use of specific proper-
ties of multidimensional data structures and operations on them.

Solving these problems is possible based on the use of
an algebra of multidimensional matrices, the properties of
which allow solving the listed problems. Algebra operations of
multivariate matrices are quite easily implemented on parallel
computing complexes with different architectures. One of
the most important properties of the algebra of multivariate
matrices is the possibility of constructing optimal IDSS data
processing processes based on the use of formal optimization
methods, for example, fuzzy logic.

Matrices are usually understood as structured sets of ele-
ments of simple types. Next, multidimensional matrices are
considered, the elements of which can belong to arbitrary data
types. The main and only requirement is that two algebraic
operations must be defined on these types: additive and multi-
plicative. This means that the types of matrix elements must be
at least groupoids for each of the operations defined on them.

This approach allows to use such standard structural types
as vectors and matrices to create matrices, although the use of

multidimensional matrices deprives such constructions of prac-
tical meaning. In principle, different ADTs can be used as types
of matrix elements. In order to achieve the goals, set in the work,
it is especially important that in order to build a multidimen-
sional-matrix data model, ADTs designed in accordance with the
specified requirement for different types of tuples can be used to
build a multidimensional-matrix data model.

Definition 14. Let - iy, ..., i, a set of indices gaining values
from 1 to n, (a =1, ..., p) accordingly. Then p- the dimension-
al matrix is a collection T:{aiw_,ip} elements of some type,
on which additive and multiplicative operations are defined.

Thus, p - the dimensional matrix contains n; X... n, ele-
ments. For multivariate matrices, notation is used A= || a; oy 1B
The algebra signature of multivariate matrices contains the
unary operations of transpose, section, convolution, and binary
operations of assembly and multiplication. The following are
definitions of these operations.

Transposition. Matrix A'=|| g
lated to those of the matnx A= ||a oy || ratioa; o=a; i,
where (iy, ..., ip) (g, ».- ) - some permutatlon of the indices
(i1, oes Bp)s 1t is called transposed with respect to the matrix A
accordlng to this permutation.

Visually p - the dimensional matrix can be represented
as a p-dimensional parallelepiped or hypercube. Hence, the
transposition operation can be interpreted as the rotation of
this parallelepiped or hypercube.

Crossing. Two variants of this operation are possible. In
the first, the dimension of the matrix decreases, while in the
second, it remains.

Simple m-fold intersection. Let in m indices (1 < m < p) sets
of indices (iy, ..., ip) matrices are fixed by one value. For sim-
plicity and without limitation of commonality, these will be
assumed to be indices (iy, ..., iy,). (p — m)-dimensional matrix
||A(l“ R )|| consisting only of those elements of the
matrix A=||q; " ||, in which indices (i, ..., i,) have a single
fixed value (i0,.. m) it is called simple m- multlple Cross-sec-
tion of the matrlx A orientations (iy, ..., ip).

Example 7. Let A= ||a11,2,31 || - a four-dimensional matrix,
all indices of which acquire the value 1, 2. If to fix the value of
two indices i; = 2 and i, = 1, then a two-time simple cross-sec-
tion of the matrix is obtained A orientations (iy, i), which is
a two-dimensional matrix of the form:

=2
L=1/

If to fix the value of one index i, = 2, then a one-time sim-
ple cross-section of the matrix is obtained A orientations (i),
which is a three-dimensional matrix of the form:

| |, which elements are re-

o111 A2112

A =
(i) 121 (2122

iy —
.. %1211 Ga212
hl3 ,
A(iz) =l 1221 (o (12 =2)- C))
11 212
A1 Q2222

Intersection with fixed index values. Let be in the set of
index values (i, ..., in) (1<m<p) sets of indices (iy, ..., 1)
matrices A=||a; ;|| recorded in more than one value.

This means that any index iy (1 <k <m) accepts & (1 < tx < 1)
values from the set (1, ..., ny). p-dimensional matrix 4; ; ,
consisting only of those elements of the matrix A= ||a mh

U ,l
in which indices (iy, ..., i,,) accepted accordingly f, ..., & values



., ;) With

called m-multiple intersection of orientation (iy, ..
fixed values of matrix indices A.

Obviously, that m-multiple cross-section of the matrix A can
be considered as a matrix built from simple m-multiple sections.

Adding. The sum of two p-dimensional matrices A=||a; _; ||
and B=||b; ; || with the same sets of indices iy, ..., i, called
p-dimensional matrix C={|c; ;|| with the same set of in-
dices, the elements of which are calculated according to the

Example 8. Let A=||a;;;; || - a four-dimensional matrix
in which all indices take values (1, 2, 3). With the help of dou-
ble sections, this matrix can be presented in the form:

formula Ciproondy =i, +b
Multiplication. Let the matrices A=||a; ;|| and B=
=1b;...;, [ p and g-measured accordingly. The sets of indices of
these matrices iy, ..., ip and iy, ..., ig they are

(R

L = divided into four groups containing, respec-
A Gz G | Gz G2z G213 | iz Gazz Gasis tively «, 4, « and v indices (x, 4, 1, v=0).
Andx+A+pu=p,ande+A+u=q.
Q21 Gz G2z | Gzt Gizzz Gi2z3 | Gizzr Gizzz (i3os - H“=p H“=4q
Designations are used for the obtained
Q31 Guzz Guss | Gizar Gizzz Gi23z | Gizsr Gi33z a3z index groups: [= (L, ..., l), $=(51, ..r S1)s
A( I @i 912 Gns | Gn1 G212 Gons | Gnn G312 Qo33 ) c=(c1, .o C,u) and m =(my, ..., m,). Then
i)~ : matrices A and B can be submitted in
:) Volaao @ Gs | @ Gz oy | Gs Gazn @oss
the form A:"am" and B=||bscm||- Group
(31 Q2132 Q2133 | Q3231 o232 Gazss | Go3sr Gozzz (3ss indices s and ¢ in matrices A and B com-
i1 Gz G | Gan G312 @313 | Q3 ez Gasns pletely match. Just like in the convolution
ration, partition indi hey are call
Q3121 O3122 3123 | G321 G322 Q3223 | G331 G33z 3323 operation, partitio . d ces ¢ they are called
Kelly. Breakdown indices s they are called
a a a a a a a a a , S
3131 03132 3133 | G331 G323 33z | G3331 333 3333 scott’s, and the division indices m, as are

Matrix A is a four-dimensional hypercube. If to fix the
values of the indices i; = (1, 2) and i, = (2, 3) then as a result
of performing the section operation of the matrix A turns into
a four-dimensional parallelepiped of the form:

b —
Qun Gz | Gz Gizgs
i Q1121 G123 | G321 Qa3 ; _(1 2)
1 1 =L
N a a a a . 6
A(l,,lz) 1 1131 %1133 | izzr Q333 i2:(2,3) (6)
111 Q2113 | Qaznn 2313
121 Q2123 | Q2321 Q2323
131 Q2133 | Q2331 Q2333

A combined version of this operation is also possible,
when a simple cross-section is performed in the index
part, and an intersection with a fixed set of index values
is performed in the part. In this case, the dimension of the
result matrix is less than the dimension of the operand ma-
trix by the number of indices, according to which a simple
cross-section is made.

Convolution. Let the partition of the set of matrix indices
be given A = ||ai‘ ody || on totality [ = (1, ..., [y) and c = (cy, ..., ¢,
x + @ =p. Matrix “A:"a,", which elements are related to

those of the matrix A:"ak" ratio q; :Zalc, called g-rolled

(¢)
up matrix and is denoted #A= (Z):ale
c

I=(ly, ..., ly) they are called free indices, and partition indices
c=(cy, ..., ¢,) — cell indices.
Example 9. Let A :"ailiztgl;
all indices of which take the value 1, 2. If k=p =2, j =1,
I, =i, - free indices and ¢, = i3, ¢, = iy — Kelly indices, then the

zalc
(©)

. Breakdown indices

- a four-dimensional matrix,

matrix 2A = looks like:

2 2 2 2
Z Z M1i, Z z A12i,

24 |li=1i,=1 i,=1i,=1
A= 2 2 2 2 ’ )
DIDILETEDIPIC
i,=1i,=1 i,=1i,=1

the breakdown indices I, - free.

Matrix C = "Czsm"» the elements of which are calculated
according to the formula ¢, = Zalsc X b, it is called the
product of matrices A and B. ()

The algorithm for implementing this operation is as follows:

- multiplies all pairs of elements in which the values of
the indexes of the groups completely coincide s and c;

- sum all products with the same values of group indices c.

The product of multidimensional matrices is called (4, w)-
collapsed product is denoted by *#(Ax B). From definition
(4, w)-collapsed product follows that for any pair of multi-
dimensional matrices, many different products can be con-
structed by selecting different values A and .

The number of all possible (4, z)-collapsed products p-di-
mensional matrix A on g-dimensional matrix B it is calculated
according to the formula

e q! (®)
Npq= : : 8
o /lé::o AMpl(p-2A—p)t Alul(q-A—u)!

Example 10. The example demonstrates different options
(4, ) - the convolved product of two three-dimensional
matrices. Let a set of indices be given iy, iy, i3, is, dimensions
which ones ny, n,, n3, ny = 2. Then three-dimensional matrices

A= "aixizis " and B= ||bi21314 look like
i(1,2)>
a a a a
A=t Gz B
A1 Qi | Gy Qon
and
i (1,2) -
B= b111 b112 b211 b212 . (9)
byt by | by by

Among the possible (4, u)-convolved products of ma-
trices A and B will be as follows: four-dimensional matrix
C=29(AxB)|*5= Ilci i, I, the elements of which are cal-
culated according to the formula ¢; ; ; ; =a; ; ; xb index

o Il sl 0y (AR
values match for all i, is.



This matrix has the form:

A1 xbin @i xbig | @i XDy Giar X Doy
G2 xbiy1 @ xbiy | Qi Xbyyy Gy XDy
C= . (10)
G xbin G Xbiy | Gxi xbyy @ap1 <oy,
@12 %biy1  GapXbiyy | Gapp Xbyy @pp Xy

In this case, matrix multiplication is performed without

convolution, because there are no Kelly indices.
. . . iy
Three-dimensional matrix C=11(A4x B)|‘ = ||Ci,,i3,i4 , the
L

elements of which are calculated according to the formula
2
Chiniy = 2. Gy, XD
i,=1

This matrix has the form:

Iy sl sl *

@11 Xbiy + i xboyy agqy xbigp +app xbayy

A1z Xbygy + @12y XDy Ay1a Xbygp + 455 XDy

The three-dimensional matrix is obtained because the cell
index i, when folded, it is removed from the set of indices
common to both matrices.

Two-dimensional matrix C:°’2(A><B)|A . :||Ci,,i4 , the
Ll

elements of which are calculated according to the formula:
2 2

Civiy = 2 2 Wiy XDy,
i,=1i,=1

This matrix has the form:

111 % b1y +a111 X by1n + 0151 X by +a151 X bayp

Q112 X bia1 +Ay1p Xbgp + G111 Xbypy + G55 X by

The operations on multivariate matrices defined in this
way make it possible to construct a two-basic algebraic sys-
tem or ADT, which is called an abstract algebraic multivari-
ate machine.

The peculiarity of building operations on matrix ele-
ments is that neutral elements of the type are clearly present
in matrices.

Therefore, these operations are built based on a defined
system of functions

fo{“m,ak,ﬁ,,m,ﬂl (xal""’xak ,yﬁl’“.’yﬁl )

Let M - be the set of multidimensional matrices, and
E - be the set of their elements, which is determined for each
specific subject area. Next, a list of IDSS operations included
in the signature of operations of this algebraic system is given.
Unary operations specify mapping M — M, and binary - dis-
plays M X M — M.

Structure operations: T - transposition; S - intersection;
C - convolution; + - adding; X - (4, t)-collapsed product.

Type operations (over structure elements): ?+?+ - addi-
tive; 7X ?x — multiplicative.

In predicate signatures I7T includes the following predicates:

-z: M — {0, 1}; matrix X contains only neutral elements
of the type;

—ac: MxM — {0, 1}; matrices X and Y compatible by
addition;

-mc: M XM — {0, 1}; matrices X and Y compatible by
multiplication.

11 X by11 + a1 X by

12 X bipy + 505 X by

11 X by11 +ao11 Xb11p + 501 XDy1q +Ap01 X oy

@12 X by +Ap10 Xbiy + Ay X bayy + 092 X bypy

In addition, in cases where the elements of the matri-
ces — tuples, predicates are set on many elements of the ma-
trices (type) pred, eq, succ: E X E — {0,1}, which specify binary
relations of warning, equivalence and following.

Then the abstract multidimensional matrix machine is
given as follows:

13)

"\ z, ac, me,pred,eq,succ

<M,E;T,S,C,+,><,?+?+,?><?><;>

Further, the work considers the methods of building an
abstract multidimensional machine, based on the general-
ization of parallel algorithms that implement operations on
matrices into multidimensional matrices.

5. 4. Establishing the correspondence of set-theoret-
ic and multidimensional matrix data models

The correspon-
dence of the opera-
tions of the set-the-
oretic and multi-
dimensional model for IDSS can be established as shown in
the Table 1.

Definition 15. Multidimensional matrix A=|a; ; I it is
called a logical multidimensional matrix (LMM), if its el-
ements belong to the set {0,1} and over these, the additive
disjunction operation and the multiplicative conjunction
operation are defined.

Transpose and cross-section operations are independent of
the type of matrix elements, and therefore their definitions
remain unchanged
for LMM. In the
definitions of other
operations, the for-
mulas that calculate the values of the LMM elements of the
operation result change.

Convolution: if B=*#A, that’sit b, = (v)alc, where [ - a set

c

11 X by1p +a501 x Doy

12 X bips + 052 Xbypy

. (12)

of free, and ¢ - Kelly indices.
Addition: if C=A + B, that’s it ci[)"'!ip :ai“._.,ip o
where o - a binary logical operation that is perceived as an

additive operation; (1, z)-collapsed product: if C = *#(Ax B),
that’s it ¢, = (v) Qs A D
C

b,.. oy

Table 1

Correspondence of algebraic operations in set-theoretic
and multidimensional-matrix models of IDSS data

Theoretically, Multidimensional matrix model .
: o . Operation
a multiple model (algebra of multidimensional type
(data algebra) matrices) yP
Sorting Transposition unary
Sampling m-multiple section unary
Compression Convolution unary
Fusion of strictly . .
ordered data Adding binary
Merging of (4, p)-collapsed product binary
unordered data - H

Statement 2. Each type of data corresponds to a single LMM.
Let XK - be data strictly ordered by the set of keys K=
={Kj, ..., Kp}. Since the set of key values is finite, it is possible
to number all the values of each key and thereby match each
key K, index i, = (1, ..., n,). Then each instance of the set of



keys K* ={Kj, ...,
corresponds (if, ..
This means that between the set of all instances of the set

K,} one and only one set of index values

. 19).

of keys K file Xg and a set of all sets of index values (i, ..., iy)
mutually unambiguous correspondence has been established.
Let the instance of the set of keys K" ={Kj, ..., K,} corre-
sponds to a set of index values (i{, ..., i). Then the equiv-
alence class Xg- it is possible to match the LMM element
X= "xin o, ", the value of which is determined by the formula:

{0, if Xg =0,
Xp  p=4 . 14
v L, if Xge 2 0.

Since the data Xy strictly ordered, each of its equivalence
classes contains either a single definite record or a universal
indefinite record. Therefore, for this method of constructing
a LMM, each strictly ordered array of data corresponds to a single
LMM. However, a situation is possible in which the same LMM
corresponds to several different data arrays, each containing data
from a different subject area. That is, the constructed mapping of
the set of strictly ordered data to the set of LMM is unambiguous.

In the following three statements, it is assumed that X — the
set of strictly ordered data, M — the LMM set, ¢: X - M — unam-
biguous mapping of a set of strictly ordered data to a set of LMM.

Statement 3. If Xx - data strictly ordered by a set of
keys K=1{Kj, ..., Kp}, and A= "ai],miP " - its corresponding

K, ... K, } [.11, . l.p } the same
Ka], ey Kap Iy s voos lg,
permutations of data keys and LMM indices, then ¢ (sort
(Xk))=A’, provided that sorting and transposing are per-
formed according to given permutations of keys and indices.

This statement follows directly from the definitions of
data sorting and multidimensional matrix transposition op-
erations.

Statement 4. Let X - data strictly ordered by a set of
keys K={K;, ..., K,}, A= ;ﬂ - their corresponding
LMM (p(Xy) = A) and predlcate K) fixes the value of the
keys Kj,....K,, eK(m<p), which indices correspond to
(izy -, im) LMM A.

Then the data obtained from the data X as a result of
applying to it a sampling operation according to the predicate
7(K), a single LMM corresponds A ; ), obtained from the
matrix A m-multiple intersection of orientation (iy, ..., iy,), i.€.
plsel(X g, m(K))=Aq, .. 1)

It is enough to consider the validity of this statement for
the case when the predicate z(K) fixes a single instance of
each key Kj, ..., K. Then to each fixed instance K;‘ key K; cor-
responds to a single value 1} index i; (j=1, ..., m), and there is

LMM (¢p(Xg) = A) and [

i =1
a simple one m-multiple section A(il L

)= ||ai.,...,ip

LMM A=|a;,

If Xg- - data equivalence class Xg, such that in an in-
stance of the set of keys K* key instances Kj,...,K, fixed
predicate z(K), and instances of other keys - arbitrarily, this
equivalence class corresponds to the LMM element A

0,if Xg = O,
it il _{ (15)

" |1,in the other case.

But this element will also belong to the simple m-multi-
ple section A( . So, to all the selected data equivalence

classes Xk the only elements of this section of the LMM
will correspond A. However, m-multiple section can be con-
structed from the corresponding simple ones m-multiple
section. If predicate z(K) fixes at least one instance of each of
the keys Kj, ..., K, then it is possible to get all the necessary
simple sections, and then build the necessary LMM from
them using the LMM addition operation. From what has been
said, the validity of statement 4 follows.

Statement 5. Let Xx - data strictly ordered by multiple
keys K={Kj, ..., Kp}, A=[la; ;|| - its corresponding LMM
(p(Xg)=A), M={K, ..., K}, (m <p) - the subset of a set
of keys M, by what data X, not strictly ordered. Then given
Yy = quant(X),) a single convolution of LMM corresponds A,
i.e. p(quant(Xyy)) =*A.

According to the definition of the compression operation,
equivalence classes of strictly ordered data quant (X)) they
come out according to the formula Y, = f(X,;), where
f(Xy) - a function implementing a group operation on
each equivalence class corresponding to an instance of a set of
keys M* That is, the set of data records Xg, what keys K, ..., K,
have the same values, turns into a single data record Yj,. Each
record from this population corresponds to an LMM element A
Qir it =1 Then a; ;. :(, 4 ,)aif,“.,i:n,ifm,m’ig =1. So,

[ A
p(quant(Xyp) =*A.

Statement 6. Let Xg and Yy — data strictly ordered by mul-
tiple keys K ={K,, ..., K,}, A=l |l and B=||b; , || -
their corresponding LMM (¢(Xg)=A and ¢(Yx)=B). Then
the result of the strictly ordered data merger operation
Xx and Yk a single LMM corresponds C=|[c; ;|| such
that C=A + B. '

Depending on the task to be solved for the formation
of equivalence classes (records) of data - of the result of
merging strictly ordered data Xx and Yy functions are con-
structed that generate an equivalence class containing either
areal or a universal indefinite entry. Similarly, as an additive
operation on LMM elements A and B one of sixteen logical
operations is selected. It forms the LMM element of the
result based on the equivalence class of the result data and
according to the rules for forming the LMM - image of the
data when displayed ¢.

Thus, the data — of the result of the merger operation
is strictly ordered data Xy and Yy a single LBM corre-
sponding to, equal to the sum of the LMM A and B with
additive operation o above the elements of the matrices.
That is ¢ ms(XK,YK)):A+(°) B. Operation sign +() read
as LMM addition operation with additive operation o above
their elements.

Example 11. The operations of merging strictly ordered
data, which implement set-theoretic union and intersec-
tion operations, correspond to the operations of assembling
multivariate matrices with additive operations on elements:
disjunction (v ) that conjunction (A ).

Statement 7. Let X} and Yy - data strictly ordered by
multiple keys L={Ly, ..., Ly} and M ={M,, ..., M,} and the
condition is fulfilled LNnM#, and let K={Kj, ..., K},
(r<p+q) - set of keys associated with sets L and M ratio:
KcLuUM, KNnL#J, KnM=#J (data Xg~; and Xg~u
not strictly ordered by their sets of keys). A=|la; ;||
and B=||b;, ;|| - data-relevant Xy, and Xy~ LMM
(@0(Xg~r)=A and ¢(X gy )=B). Then given Zg - the result
of the merger operation is not strictly ordered by the set of
keys K given Xy and Yk a single multidimensional matrix cor-
responds C=||c; ; ||="*(AxB).



According to the definition of the merge operation
of non-strictly ordered data, the set of keys K consists of
three subsets:

- L' - keys belonging only to a set of keys L;

— M’ - keys belonging only to a set of keys M;

- T - keys belonging to both sets of keys L and M.

When building an operation *°(Ax B) it can be assumed
that the keys of subsets L’ and M’ correspond to free LMM
indices A and B (breakdown indices [ and m). The keys
correspond to subsets T - scott indices of LMM A and B
(breakdown indices s). Equivalence class Zg- #@g- only if
the classes corresponding to it equivalence X' ry # O ry
and Yoyrory #Ourory -

Then elements LMM A and B, corresponding to these
equivalence classes, have a value of 1. So the result of the con-
junction of these elements will also have a value of 1. That is,
the equivalence class corresponding to this element Zg- # O-.

If the function f(X(x~ry>X(x~my) implements a group
operation, then the operation of merging ordered non-strictly
data includes a data compression operation Zg, as a result of
which data is obtained Zg (plural keys K’ there is a subset
of the set of keys K, i.e K’ K). In this case, the parts of the
keys of the subset T LMM cell indices correspond A and B
(breakdown indices c¢), and merge operations of not strictly
ordered data X; and Yj, the operation corresponds (4, z)-col-
lapsed product of the matrices corresponding to them. That is,
(p(mnS(XKmL’XKmM )) = (AX B)~

5. 5. Axiomatic approach to formalizing data models

The axiomatic method of formalization of mass data pro-
cessing (MDP) for IDSS is considered below. The axiomatic
method is used to formalize an object transformation opera-
tion by describing the resulting object from transforming the
original objects. That is, it provides a description of the objects
and their transformation operations according to the prin-
ciple: "which should be the result of operations on operand
objects, regardless of what the reality of these objects is and
how this operation is performed".

The algebraic method allows for constructive descriptions
of object structures and operation algorithms. The structure of
objects is defined either strictly, using mathematical terminolo-
gy, or by analogy with known structures. For example, in a file
model, a file is defined in the language of set theory, and in rela-
tional terms, a similar object looks to be a set according to a table.

Algorithms are also defined either by natural language
description or by using formalization tools inherent in the-
oretical and practical programming. That is, the principle is
inherent to the algebraic method: "after applying an operation
according to a known algorithm to an object (s) with a known
structure, an object result with a given structure” is obtained.

For example, relational computation is nothing more than
an axiomatic description of objects (relationships) and oper-
ations of transforming one relation into another. This allows
to determine what relation should be obtained as a result of
applying a given operation on operand relations. In relational
algebra, an object is structured as a comparison in the form
of tables, and operations on relations are usually given as
verbal (intuitive) descriptions. In multivariate-matrix algebra,
which is homomorphic to relational algebra, each relation
corresponds to a multivariate matrix, which can be considered
a highly structured object. Strict formal algorithms are given
for all operations.

Next, the formalization of MDPs for set-theoretic (file)
relational and multidimensional matrix data models is con-

sidered. In the future, all of them will be considered a single
formal (axiomatic) theory T. It will be considered defined if
the following conditions are met:

- given defined finite set of symbols called theory symbols, T;

— defines the finite sequences of the symbols of the theory
forming the set T*, which is called expressions of the theory T.

The set of symbols of the axiomatic theory T for MDP [17, 19]
contains two types of symbols:

1. Common symbols:

- digits: 0, ..., 9;

- upper and lower case letters: a, b, ..., A, B, ...;

— letters with indexes: ay, a,, ..., A1, Ay, ...

2. Special symbols of two classes:

- therms (objects) of the theory T, which are defined as
letters or sequences of letters;

- formulas (ratio) of the theory T.

Intuitively, the terms are the notation of objects, and the
formulas are the notation of statements in what can be done
with these objects. There is usually an effective procedure that
allows each expression to determine whether it is a formula.
In this theory, this procedure is given by a recursive relation.
The formulas thus defined can be interpreted differently in
different models of theory T. These are set-theoretic, (file),
multidimensional-matrix and relational models of IDSS data.

In these data models, there are the terminological differ-
ences, but also different ways of representing objects and dif-
ferent algorithms of their transformation operations. Table 2
shows interpretations in different data models of some formu-
las that will be used in the construction of axioms.

Table 2
Examples of interpretation of formulas
Formulas and their values in data models
Multidimension- Multidimension-
Set theory . -
al-matrix al-relational
A, a;
Record field, field Set (type of ele- Attribute, attribute
ments), value of the
value value
element
(ay,...an)
Instance of data Multidimensional
. . Cortege
recording matrix element
(A A ) R(Avse s Ay A Ay )
_ Relationship
Xx o (Fy, .., F) - d A | multidimen- R(A,, ..., Ay) with
with type recording - o
sional matrix with | scheme (A4, ..., Ay,)
(Fy, ..., F,) and plural o . .
keys K = (F Fo: indices iy, ..., i and the constituent
b kS key Ay, ..., Ay

fAL .. An)

Additive operation
on elements of
a multidimensional
matrix

n-ary operation de-
fined on attribute
domains Ay, ..., A,

n-ary operation on
data recording fields

fa,,,..,ak (Ak+1,...,An)

n-ary an operation on
fields of a group of
data records with the
same instance of a set
of keys

tion on multidimen-
sional matrices with
Kelly indices iy, ___ ik

Multiplicative opera-

n-ary group oper-

ation defined on

attribute domains
Aks 1y ooy An

(7 (A A R(Ap s Ay A1 A)




A defined set of formulas called axioms (or schemes of
axioms) of theory T is highlighted. Formulas that are axioms
for mass data processing are discussed later:

A1) Strict order axiom

SO(./‘/'(Al,...,Ak)R(Al,...,Ak,AkH,...,An)):

ays..., Ay, ays..., Ay, ays..., Ay,
e [ I N I e ISR T
A y15--ay A y15---ay A y15--0y
This axiom means that objects of type (ay, ..., Ak, Qg41, ---» An)
are in the facility R no more than once. It gives a description

of the data aggregate as a set.
A2) The axiom is not strict orderliness

(7 (A A R(A s Ay A Ay) ) =
gy

ay,.. ay,...,Qp ay,...,qk
_ 5 |V 5ol 3 '; > :, .
Api15--+5Qp Api15--+5Qp Api15--,Ay

This axiom means that objects of type (ay, ..., Gk, Qk41, ---» An)
may occur in an object R no more than once, that is, the set of
data is defined as a factor of a set (multiple). Interpretations of
axioms Al and A2 in the data models, it is given in the Table 2.

A3) Sample axiom

)

SIR( Ay Ay Ao Ay ) T @y, ) =
a,....a, A, B Ay,
:{ ! k Je[ ! * J|I‘[(a1,...,ak)}
Api15--ay Ak+1"“’An
This axiom gives a description of a subset of a data ag-
gregate, which elements satisfy the condition defined by the
predicate 7/(ay, ..., a). This subset is formed as a result of the
application of the sampling operation () to the data aggregate
R(Ay, ..., Ak, Akyt, .-, Ap). In the data model, it corresponds
to the sampling operation, the multidimensional-matrix data
model, the cross-section operation of the multidimensional

matrix, in the relational data model - operator SELECT.
A4) Compression axiom

(18)

("5"(./;f‘(Al,...,Ak)R(Al,...,Ak,BkH,...,Bm))j:

Aps. Qs |B’ B B B (19)
= , , k+1 < Dk41s--+» c .
fal,.“,ak (Bk+1’-~-’Bm) ’ ! " "

This axiom gives a description of the data aggregate to be
derived from the data aggregate R(A1, ..., Ak, Bit1, ---» Bp) af-
ter applying the operation f, o (Bi.1,...,By)- This function
applies to all groups of its elements in which the values of the
variables Ay, ..., A, coincide.

A new data aggregate is formed as a result of applying an
operation to the data aggregate R(A1, ..., Ak, Bkt1s ---» Bp). In
the set-theoretic data model, this axiom corresponds to the op-
eration of compressing non-strictly ordered data, in the mul-
tivariate-matrix — convolution, in the relational one - select ...
group by ... to the relation in the first normal form.

A5) Merge axiom with strict ordering of data aggregates

N

(7 (A A )Ry (Ao s A Byt By ) )@
G—)so(A/;"(Al,.,.,Ak)Rz (Apr- s A Ciitre-oCr ) ) =
:{(al,...,ak,f(bkﬂ,...,bm,ckﬂ,...,cn))}.

This axiom gives a description of the data aggregate to be
derived from the data aggregates Ri(A1, ..., Ak, Bxs1, -+ Bm)
and Ry(Aj, ..., Ak, Ciy1, -.., Cy) after applying the operation
fbk+1, -5 by Cky1> ---» Cn) to elements with the same val-
ues a, ..., Qg.

A new data aggregate is formed as a result of the operation
(®) to these data aggregates.

A6) Merge axiom with non-strict ordering of data ag-
gregates

'“"(.//'(Al,...,Ak)R1 (Abse s A BBy ) ) ©
®" (7 (Ao A )Ry (Avseos A CrinrenCa) ) =
ayy..., g,

o Bl:c+l’~--’B;:'n’ | Bis1 © Bis1s--»Bry < Bpys e
ChoryeosCl

Cli1 € Critse-CrcCy

This axiom gives a description of the data aggregate to be
derived from the data aggregates Ry(A1, ..., Ak, Bkt1, -+ Bm)
and Ry(Aj, ..., Ak, Cky1, -.., Cy) after applying the operation
fapa (B/Ic+1,~ e By Clestse - .,C;l) to groups of elements with the
same values a;,...,a;. A new data aggregate is formed as a re-
sult of the application of operation () to these data aggregates.

Thus, using these axioms constructed using definitions,
property ops of data aggregates and operations with them are
constructed.

6. Discussion of the results on the development
of a polymodel complex for the construction
of intelligent decision support systems

The proposed polymodel complex for building intelligent
decision support systems allows:

- systemically represent the relationship between IDSS
construction models in the course of their calculation and
computing tasks;

- carry out the simulation of the process of functioning of
the IDSS, due to the use of an algebraic (formal) approach to
object-oriented modeling and design of the IDSS;

- determine the rational tactical and technical indicators of
the IDSS for solving specific calculation and computing tasks,
due to the multi-level description of the IDSS construction order;

- make the transition from one type of data representation
in IDSS to another due to the presence of appropriate mathe-
matical transformations;

- multidimensional to describe the process of processing
heterogeneous data in IDSS, due to the use of a multidimen-
sional matrix model of IDSS data;

- approach universally the solution of computational-cal-
culation tasks in IDSS by using an interconnected set of math-
ematical models for constructing IDSS;

- formalize the process of constructing IDSS, which allows
combining IDSSs using different algorithmic and software.

The advantages of the proposed polymodel complex are
due to the following:

- system representation of the relationship between IDSS
construction models during their performance of calculation
and calculation tasks (expressions (1)-(21)), compared to
works [12, 19];

- the ability to carry out simulations of the process of IDSS
functioning, through the use of an algebraic (formal) approach



to object-oriented IDSS modeling and design, in comparison
with works [11, 14];

- to determine the rational tactical and technical indica-
tors of the IDSS for solving specific calculation and comput-
ing tasks, due to the multi-level description of the order of
construction of the IDSS, (expressions (1)—-(21), Tables 1, 2),
compared to works [9, 13];

- the possibility of making a transition from one type of
data representation in IDSS to another due to the presence
of appropriate mathematical transformations (Tables 1, 2),
compared to works [9, 11];

- by multidimensional representations of the process
of processing heterogeneous data in IDSS, due to the use of
a multidimensional matrix model of IDSS data in comparison
with works [13, 15];

- versatility to approach the solution of computation-
al-calculation problems in IDSS by using an interconnected
set of mathematical models for constructing IDSS (expres-
sions (1)-(21), Tables 1, 2), in comparison with works [13, 18];

—a high degree of formalization of the IDSS construc-
tion process, which allows combining IDSS s using different
algorithmic and software (expressions (16)—(21), Table 2) in
comparison with works [12, 14];

- by the adequacy of the obtained results (expressions
(1)-(21), Tables 1, 2), compared to works [16, 17].

The disadvantages of the proposed polymodel complex
include the need to adapt the proposed mathematical appara-
tus to the specific conditions of the functioning of the IDSS.

The proposed polymodel complex should be used for the IDSS
construction to solve general and specialized calculation tasks,
as well as to solve the task of integrating various types of IDSS.

The limitations of the study are the need to have an initial
database on the peculiarities of the IDSS functioning.

Areas of further study should be directed to reducing com-
puting costs when processing various types of data in IDSS.

7. Conclusions

1. The basic concepts and definitions of universal algebra
and algebraic systems in IDSS are given and an intuitive ap-
proach to object-oriented modeling of IDSS is developed. This
allows to outline the list of basic concepts and definitions
used in IDSS, and also allows to simplify the modeling of the
process of functioning of IDSS.

2. An algebraic (formal) approach to object-oriented mod-
eling and design of IDSS is proposed. This approach allows
to formulate a list of basic mathematical procedures to the
object-oriented simulation of the IDSS life cycle, regardless of
the type and tasks performed by them.

3. An object-oriented approach to the development of IDSS
data models is presented and a multidimensional matrix model
of IDSS data is developed. This makes it possible to form a sci-
entifically based approach to the order of development of IDSS
data models, including in a multidimensional-matrix form.

4. Correspondences of set-theoretic and multidimensional-
matrix models of IDSS data have been established. The pro-
posed correspondences make it possible to flexibly make the
transition from one form of data presentation in the IDSS to
another, which significantly increases the degree of conver-
gence of various types of IDSS.

5. An axiomatic approach to the formalization of data
models for IDSS has been developed. This approach makes
it possible to increase the unambiguity of data processing in
IDSS when formalizing models of IDSS functioning. The pro-
posed polymodel complex should be used for the IDSS con-
struction to solve general and specialized calculation tasks, as
well as to solve the task of integrating various types of IDSS.
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This study investigates the technological process of heating
aliquid considered as a controlled cybernetic system for converting
resources into a usable technological result. The work aims to solve
a pressing task of choosing a single universal criterion for assessing
the effectiveness of technological processes. The subject of research
is the ELF (Normalized Efficiency Criterion) computing module,
designed for an integral assessment of the effectiveness of cybernetic
control over technological processes in discrete time.

This work reports designing a computing module that converts
technological input parameters and corresponding price coefficients
into a system of cost indicators of costs and useful effect. The proposed
system allows for the reduction of heterogeneous resources and the
result of the process to a single scale, which makes it possible to for-
malize their joint analysis and a coordinated comparison of alternative
modes. Elementary cost functions and aggregated indicators of the con-
trol cycle are introduced, on the basis of which the first-level integral
accumulators are formed - accumulated costs and accumulated effect.

To assess the efficiency of control over a given time interval, sec-
ondary integrators of the second level and the mode selection index
are used, which reflects the excess of the integral effect over the in-
tegral costs in the inertial-accumulator sense. Within the framework
of the approach, the additional benefit and resource intensity of the
permissible control mode are determined, which are formed using
a storage device with a reset mechanism in the case of violation of the
regime conditions.

The permissibility of the mode is set by the threshold rule and
the procedure for resetting the final indicators in the case of its in-
admissibility, which provides a diagnostically interpreted separation
of the causes of zero efficiency. The proposed structure of the com-
puting module focuses on the analysis, diagnostics, and optimization
of control modes and allows for software implementation as part of
cybernetic control systems.

Keywords: cybernetic system, efficiency criterion, integral assess-
ment, cost model, regime selection.
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The object of the study is information systems (IS). The problem
that is being solved in the study is an increase in the level of IS protec-
tion. The study developed a methodology for intelligent management
of IS security parameters. The originality of the study consists of:

- conducting a multi-level and systematic assessment of the state
of IS security using the proposed set of analytical expressions;

- determining the influence of IS security parameters on each
other when the IS security state changes due to the use of fuzzy ana-
lytical expressions;

- construction of multidimensional dependencies of the security
state of the special-purpose IS, which evaluates the security of the IS
based on an arbitrary number of parameters;

- assessment of IS security in conditions of incompleteness of
information about evaluation parameters, which solves the dimen-
sionality problem;

- construction of time dependences of changes in parameters
that characterize the state of IS protection, which allows determining
the moments of deviation of their values from the nominal;

- reducing the error of assessing the state of IS security due to the
human factor through the verification of IS parameters;

- attracting additional computing resources (if necessary), which
achieves the prevention of looping of the methodology;

- determination of the influence of control decisions on a sepa-
rately defined parameter for assessing the state of IS security, which
achieves an increase in the accuracy of control influences.

Modeling of the work of the proposed methodology was carried
out, during which it was established that increasing the security of the
IS is achieved by increasing the efficiency of decision-making at the
level of 12—16% due to the use of additional procedures and ensuring
the reliability (correctness) of the decisions made at the level of 0.94.
This allows to avoid distortions and distortions of the information
provided for decision-makers (systems).

Keywords: multidimensionality of assessment, complex sys-
tems, efficiency of decision-making, efficiency of assessment, bio-in-
spired algorithms.
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Intelligent decision support systems (IDSS) are the object of the
study. The research problem is to improve the accuracy of the math-
ematical description of the process of processing heterogeneous
data in IDSS. The subject of the study is a mathematical description
of the processes of processing heterogeneous data in IDSS. The
proposed polymodel complex for the construction of IDSS solutions,
which allows:

- systemically represent the relationship between IDSS construc-
tion models in the course of their calculation and computing tasks;

- simulate the process of functioning of the IDSS, due to the use
of an algebraic (formal) approach to object-oriented modeling and
design of the IDSS;

- determine the rational tactical and technical indicators of the
IDSS for solving specific calculation and computing tasks, due to the
multi-level description of the order of construction of the IDSS;

- make the transition from one type of data representation in
IDSS to another due to the presence of appropriate mathematical
transformations;

- multidimensional to describe the process of processing hetero-
geneous data in IDSS, due to the use of a multidimensional matrix
model of IDSS data;

- approach the solution of computational-calculation tasks in
IDSS by using an interconnected set of mathematical models of IDSS
construction;

- formalize the process of constructing IDSS, which allows com-
bining IDSSs using different algorithmic and software. The disadvan-
tages of the proposed polymodel complex include the need to adapt the
mathematical apparatus to the specific operating conditions of the IDSS.

The proposed polymodel complex should be used for the con-
struction of IDSS to solve general and specialized calculation tasks, as
well as to solve the task of integrating various types of IDSS.

Keywords: system modeling, data representation, decision-mak-
ing, multidimensionality of data description.
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PO3POBKA YHIBEPCAJIBHOTO IHTET'PAJIBHOI'O KPUTEPIA KIBEPHETHYHOTI'O YIIPABJITHHA (c. 6-15)

I. A. JIynieHKO

OG6’e€KTOM JIOCJIiZPKEHHS € TeXHOJIOT{YHMI IIpollec HarpiBaHHS PifiHM, 110 PO3IVIAAETHCS SIK KepOBaHa KibepHeTUYHA CHCTeMa Iepe-
TBOPEHHS pPecypciB Ha KOPUCHUI TeXHOJOT{YHUM pe3yabpTaT. Po60Ta HammpaBeHa Ha BUPIlIeHHs Ipo6ieMy BUOOpa €AUHOTO YHiBepcaIb-
HOTO KPUTEepist AJIsI OI[iHIOBaHHST e(heKTUBHOCTI TEXHOJIOTIYHUX ITporeciB. IIpeiMeTOM AOCTiHKEHHS B IaHill po6OTi € 0GUUCITIOBAIbHUI
6s0x ELF (Normalized Efficiency Criterion — HopmastizoBaHMi TOKa3HUK e)eKTUBHOCTI), TPU3HAYEHUI /IS iHTerpabHOT OLIHKY Pe3yiib-
TaTUBHOCT] KiGepHETHYHOTO YIIPABJIiHHSA TEXHOJIOTIYHIMHU IIPOLIECAMH B JMICKPETHOMY 4aci.

PoGoTy IPUCBSIUEHO PO3POGIEHHIO 0GYHC/IIOBAIBHOIO GJI0KA, SIKUI 3/1iHICHIOE ITepeTBOPEHHS TeXHOJIOTTYHUX BXiZIHUX ITapaMeTpiB i Bif-
TIOBiIHUX 1[iHOBUX KOe(illi€eHTiB y CUCTeMy BapTiCHUX ITOKa3HUKIB BUTPAT i KOPUCHOTO edeKTy. 3aIrporIoHOBaHA CHCTeMa 3a0e3Ieuye IIpuBe-
JIeHHSI Pi3HOPIIHUX pecypciB i pe3ysbTaTy MpOoIiecy [0 €UHOr0 MacIITaly, 0 Aa€ 3Mory (opMastizyBaTH X CIIJIBHUI aHaJIi3 Ta y3rofKeHe
TIOPiBHAHHSA aJbTEPHATUBHUX PEXUMIB. YBOAATLCA eleMeHTapHi BapTicHi (yHKIIil Ta arperoBaHi MOKa3HUKM TaKTy YIPaBJIiHHA, Ha OCHOBI
SIKAX (POPMYIOTHCS iHTerpaTbHI HAKOITUYyBadi IIEPIIOTo PiBHS — HAKOIMYEH] BUTPATH i HAKOITMYeHUi epeKT.

JIns1 olliHIOBaHHsA e()eKTUBHOCTI yIIPaBJIiHHSA Ha 33/laHOMY YaCOBOMY iHTepBaJIi 3aCTOCOBYIOTbCSI BTOPMHHI iHTErpaToOpy JPyroro piBHA Ta
TTOKa3HUK CeJIEKI[il pe)XKMMIB, III0 BifjoOpaXkae IepeBUIIIEHHS iHTerpaIbHOro epeKTy Hafl iHTerpaIbHIMU BUTPAaTAMU B iHEPIIiiiHO-HAKOIINYY-
BaJILHOMY CEHCi. ¥ Mexax MiJIXoly BU3HAYAIOThCs JOAATKOBA BUTOJa i peCypCOEMHICTD JOIyCTUMOrO PeXUMY YIIPaBJIiHHS, SIKi (POPMYIOThCS
3 BUKOPMCTaHHSAM HAKOIIM4YyBaya 3 MEXaHi3MOM CKU/IaHHA y pasi IOPYLIEHHs PEXKUMHUX YMOB.

JIOITyCTUMICTD pEeXKMMY 337Ia€ThCSI IIOPOTOBUM ITPABUJIOM i ITPOIEypO0 OGHY/IEHHS Ii/[CYMKOBHUX ITOKA3HMKIB y pas3i HOro HeAOIyCTH-
MocTi, 110 3a6e3meuye iarHOCTUYHO iHTepIIpeToBaHe PO3ZiJeHHs IMPUYMH HY/JIbOBOI e(eKTHBHOCTI. 3aIIpOIIOHOBaHa CTPYKTypa OOUMCIIIO-
BaJIHOTO GJI0OKa OpieHTOBaHA Ha aHaJi3, JiarHOCTUKY Ta ONTHUMIi3allif0 PeXXUMIB yIIpaBJIiHHSA I JOIyCKae MPOrpaMHy peasizallifo y cKaaji
KkiGepHEeTUYHUX CUCTEM YIIPaBIiHHS.

Korro4oBi ciroBa: KibepHeTUYHa crcTeMa, KpUTepiit eeKTUBHOCTI, iHTerpaabHa OI[iHKa, BapTiCHA MOZIeJIb, PEXKUMHA CeJIEKILis.
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PO3POBKA METOJIMKU IHTEJIEKTYAJIbHOTO VIIPABJIIHHS TIAPAMETPAMM 3AXHUIIIEHOCTI IHOOPMAIIITHIX
CHCTEM (c. 16-25)

I. M. lllarroBas10B, O. ®. CanpHikoBa, O. B. KyBmnHoB, €. C. Kanpasx, O. JI. Hananko, O. I. Imurpiesa, I. B. Bopucos, B. B. €pxo,
I. C. CremmaHoB, A. B. IllumanbKuii

O6’extoM gocimxeHHs € iHpopmaniiiHi cucremu (IC). ITpo6yieMa, sSika BUPILIyeThCsT B ZOCTIHKEHHI, € TMABUIIEHHS piBHA 3axueHocTi IC.
B jrocmiipKeHHi ITPOBeIeHO PO3pOOKy METOAMKH iHTeIeKTYaIbHOTO YIIPaBIiHHA MapaMerpaMu 3axuineHocTi IC. OpUriHaJbHICTh ZOCTPKEHHS
TIOJISATAE y:

- IIPOBe/IeHHI GaraTopiBHEBOI Ta CHCTEMHOI OLI{HKY cTaHy 3axuiieHocTi IC 3a [0IIoMOroro 3aIrporoHOBaHOI CYKYITHOCT] aHATITHYHIX BUPA3iB;

— BU3HAY€HHI BIUIMBY MapaMeTpiB 3axuileHocTi IC oiuH Ha 0ZfHOr0 IIPU 3MiHi cTaHy 3axulleHocCTi IC 32 paxyHOK BUKOPHUCTAaHHSA HEUiTKUX
AHATITUYHUX BUPA3iB;

- 106y/10Bi 6araTOBUMipHHX 3aJIeKHOCTEN cTaHy 3axuieHocTi [C crieniabHOrO IPU3HAYEHHS, YUM 3/iFICHIOETHCS OIiHKA 3aXUIIEHOCTi
IC 3a 0BiIIBHOIO KiIBKICTIO ITapaMeTpiB;

- onjinni 3axumeHocti IC B ymoBax HeNOBHOTH iH(opMarlii Ipo napameTpHy OI[iHKU, YMM BUPILyeThCsl TPO6IeMy PO3MipHOCTI;

- 1o6Y/I0Bi YaCOBUX 3aJIe)KHOCTEH 3MiHU ITapaMeTpiB, SIKi XapaKTepU3yIOTh CTaH 3axXUIeHOCTi IC, YUM J03BOISIETHCSI BUSHAYUTU MOMEHTH
BiIXWJIEHHS 1X 3HAY€Hb BiJl HOMiHAJIbHOTO;

— 3MEeHIIIEHH] TOMIJIKY OLiHIOBaHHS cTaHy 3axuileHocTi IC, 1110 06yMOBJIeHi JIFOACHKIM (haKTOPOM 3a PaXyHOK BepHdikariil mapametpis IC;

- 3aJTy9eHHi AOIATKOBUX O0YMCITFOBAIBHIX pecypciB (Y pasi HeoOXi[HOCTI), YMM JOCATAETHCS HEAOIYIIEHH 3alIKIFOBAHHS POOOTH METOUKY;

— BU3HAUEHHI BILIMBY YIIPABJISIOUUX PillleHb HA OKPeMO BU3HAYEeHUII ITapaMeTp OLiHKHU CTaHy 3axuieHocTi IC, UM JocsaraeTbesl MifiBU-
LIeHHST TOYHOCTI 3/1iliCHEHHS yIIPaBSIOUNX BILIHBIB.

TIpoBezieHO MOJIE/TIOBAaHHS POGOTH 3aIIPOIIOHOBAHOI METOAMKH, B XO/Ii IKOTO BCTAHOBJICHO, 110 ITi/{BUIIeHHS 3axuiieHocTi IC nocsraerses
3a paxyHOK ITi/IBUIIIEHHs OIlePaTUBHOCTI MPUIHATTS pillleHb Ha piBHI 12—16% 3a paXyHOK BUKOPHCTAaHHS JI0JJATKOBUX MPOIe/yp Ta 3abe3re-
4eHHS ZIOCTOBIPHOCTI (IIPaBUJIBHOCTI) MPUHHATHX pillleHb Ha piBHI 0.94. Ile /103B0JIsIe YHUKHYTH BUKPUBJICHD Ta CIIOTBOPEHb iH(dopMallii, 110
HaJIAeThCs I 0cib (crcTeM) 0 TPUMMAIOTh Kepyrodi pillleHHs.

KorrouoBi ci1oBa: 6araToBUMipHICTh OLIHKY, CKJIAZIHI CUCTEMH, ONIEPaTUBHICTh MPUIHSATTS pillleHb, OTIEPATUBHICTD OLiHKH, GioiHCTIipO-
BaHi aJITOPUTMHU.
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PO3POBKA ITOJIMOZJEJIBHOIO KOMILIEKCY IIOBYIOBU IHTEJIEKTYAJIBHUX CUCTEM HIATPUMKU IPUMHATTA
PIIIEHB (c. 26-38)

H. T. Kyuyk, JI. M. AptiomuH, 1O. B. )Kypascekuii, I. I. CraHoBcbka, O. A. KonoHos, H. M. IIporac, C. B. Illocrak, C. M. HepoHoOB,
A. II. HixiTeHnko, A. O. BepeTHOB

OG’eKTOM JIOCJI/PKEHHSI € iHTeJIeKTyalIbHi CUCTeMU MiATPUMKH NpuiHATTS pimens (ICIIIIP). ITpo6sieMa, sika BUPILIyeTbCS B JJOCJI-
JDKeHHI, € MiIBUIIeHHs] TOYHOCTI MaTeMaTH4HOIO OIMCYy Ipoliecy o6poOku rereporeHHUX jgaHux B ICIIIIP. ITpeAmMeToM JOCTi/pKEHHs



€ MaTeMaTHYHUI OIHC TpoljeciB 06po6KH reTeporeHHUX AaHuX B ICIIIIP. 3arporoHoBaHUIT MMOIiMO/e/IbHIN KoMIUTeKe moGymosu ICITITP
pillleHb, 10 03BOJIE:

— CHCTEMHO TIPe/ICTaBUTH B3a€MO3B’I30K MiX MozesiMu 1ooyzosu ICIIIIP B xofii BUKOHAHHS HUMHU PO3PaXyHKOBO-OOUHCIIOBAIBHUX
3aB/laHb;

— IIPOBECTH MOJEIIOBaHHS Tporecy ¢dyHkuionyBanHs ICIIIIP, 32 paXyHOK BMKOPHCTaHHS ajre6paiyHoro (hopMasbHOro) MiAXomy /10
00’€KTHO-OPi€EHTOBAHOTO MOJIeJIIOBaHHS Ta IpoekTyBaHHs ICIIIIP;

— BU3HAYUTH PalioHaIbHI TAKTUKO-TeXHiYHi nmokasHuku ICIIITP aist BUpileHHs KOHKPETHHX PO3PaxXyHKOBO-00UHCIIIOBAIbHUX 3aB/IaHb,
3a paxyHOK 6araTopiBHEBOT0 ONHCy MopsAAKy modyzosu ICIIIIP;

- 3AiliCHUTH Iepexif, BiJ ofHOro TUIly IIpeAcTaBieHHs gaHux B ICIIIIP fo iHIIoro 3a paXyHOK HassBHOCTI BiATOBiHMX MaTeMaTUYHUX
TIePETBOPEHE;

- 6araToBMMipHO OITMCATH IIpoLiec 06POOKH reTeporeHHNX Aanux B ICIITIP, 32 paxyHOK BUKOPUCTAHHS 6araToOBUMipHO-MaTPHYHOI MOZIeJT
nanux ICIIIIP;

- YHiBepCasIbHO Mi/ifTH 10 BUpilIeHHs 06YNCII0BAILHO-PO3paxyHKOBi 3aBAaHHs B ICIIIIP 3a paxyHOK BUKOPHCTAHHS B3a€MOIIOB sI3aHOT
CYKYITHOCTi MaTeMaTHYHUX Mozeseii nooyzosu ICIIIIP;

- chopmanizyBatu npotiec mo6yzosu ICIIIIP, mo mo3Bossie 06’ egHaT ICIIIIP, 110 BUKOPUCTOBYIOTH pi3HE aJITOPUTMiUHE Ta IIpOrpaMHe
3a6e3re4eHHs. [0 HeJoliKiB 3aITPOIIOHOBAHOTO TI0JIIMO/IEIBHOT'O KOMIUIEKCY CJIi/| BifHEeCTH HEeOOXi/IHICTh afanTaii 3alrpoItoHOBaHOTO MaTe-
MaTUYHOTO anapaTy IiJi KOHKpeTHi ymoBU dyHKIionyBaHHs ICIIIIP.

3arpornoHOBaHU MOJIIMOJIETPHUI KOMILIEKC JI0IIIBHO BUKOPHUCTOBYBATH J71s1 1100y 10BK ICIIIIP /151 BUpIIIEHHS 3arajJlbHUX TaK i crie-
Iiayi30BaHMX PO3PAaXyHKOBUX 3aBJaHb, a TAKOXK BUPIIIEHHS 3aBAaHHs iHTerpanii pisHorunuux ICIIIIP.

KurrouoBi croBa: Mojie/IOBaHHS CHUCTeM, TIPe/CTaBIeHHs JJaHUX, TIPUIAHATTA pillleHb, 6araTOBUMIPHICTD OIHCY JaHUX.



