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The object of this study is disinforma-
tion in the healthcare domain, distributed 
through social media and online news sourc-
es. Disinformation has become one of the most 
serious threats to individuals and societies, and 
it is particularly dangerous when it comes to 
medical disinformation. The rise of false med-
ical claims online has overwhelmed human 
researchers, and automated detection methods 
suffer from several issues, such as low accu-
racy, the inability to explain solutions derived 
from implicit deep learning methods or rely-
ing on strict text features. This work proposes a 
method based on large language models (LLMs) 
and a machine learning (ML) approach for the 
explainable detection of disinformation in the 
healthcare sector and identifies attributes inher-
ent in false statements, such as emotionality 
and rhetorical coloring. Large Language Model 
Meta AI (LLaMA) serves as a layer for identify-
ing key features, and the ML approach classi-
fies the text with explanations. Shapley Additive 
Explanations (SHAP) were applied to interpret 
individual predictions and identify which fea-
tures contribute most to classification decisions. 
This method demonstrated high results on two 
publicly available datasets, achieving an F1 
score of approximately 96%. The high perfor-
mance is explained by the fact that medical dis-
information relies on emotional manipulation 
and persuasive rhetorical patterns, which differ 
from the neutral tone of reliable medical con-
tent. Unlike existing approaches that achieve 
similar accuracy through opaque methods, the 
proposed approach relies on interpretable fea-
tures and provides per-prediction explanations. 
The proposed method can be applied in auto-
mated content-moderation systems and pub-
lic-health monitoring tools
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1. Introduction

The spread of misinformation has become one of the most 
serious problems facing society [1]. Online platforms create 
favorable conditions for the spread of false information, 
misleading and manipulating users [2]. Disinformation is 
intentionally created information that is intended to deceive 
and manipulate [3] and leads to the erosion of public trust 
not only in individuals but also in government and official 
organizations [4]. Although misinformation poses a threat in 
many areas, its consequences are particularly dangerous in 
the field of health [5]. Unlike misinformation in politics, med-
ical misinformation operates at the most fundamental level of 
human existence. False claims about diseases, treatments, 
vaccinations, or alternative therapies can directly influence 
people’s health decisions. Up to 40% of social media posts 
contain health misinformation. Approximately 31% of these 
messages have the potential to lead people to delay standard 
treatment and resort to useless and costly methods [4]. The 
consequences of such decisions include poor health and, 

in some cases, loss of life [5]. This trend was observed on a 
large scale during the COVID-19 pandemic, which created 
a biological pandemic, or “infodemic,” as the World Health 
Organization calls it [6]. The share of COVID-19 misinforma-
tion on social media ranged from 0.2% to 28.8% [3]. Medical 
misinformation is not an isolated incident, but a problem that 
spreads rapidly through social media and news sites and im-
pacts public health worldwide. These conditions demonstrate 
the importance of automated and reliable systems capable of 
detecting misinformation in the healthcare context. Howev-
er, automatically detecting medical misinformation is a very 
complex technical task [5]. Detecting misinformation in the 
healthcare sector is more challenging than detecting spam or 
phishing. It often appears to be legitimate medical content 
because it uses statistics, medical terminology, and links to 
real institutions. Furthermore, it contains misleading claims, 
conspiracy theories, or emotionally manipulative rhetoric [4]. 
This complexity requires detection approaches that go be-
yond simple filtering and instead focus on analyzing rhetori-
cal and linguistic signals.
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The study [12] evaluates classical machine learning clas-
sifiers, including KNN, Naive Bayes, SVM, decision tree, and 
BERT, for detecting medical fake news. SVM is shown to 
achieve the highest accuracy among the tested methods on 
a medical fake news dataset. This confirms the applicability 
of classical machine learning classifiers to classifying health-
care content. However, unresolved issues remain related to 
the reliance on superficial features, which fail to capture 
affective and rhetorical manipulations, and no mechanism 
is proposed to explain classification decisions. Another 
ML-based COVID-19 misinformation detection method is 
presented in [13], which reaches an accuracy of up to 96.55%. 
However, the resulting models are opaque, which limits 
their acceptability in healthcare decision-support workflows 
where classification decisions must be auditable.

The paper [14] applies LSTM-based deep learning com-
bined with information fusion methods to analyze sentiment 
in COVID-19 fake news on social media, demonstrating 
that combining sentiment signals from multiple source 
types with a sequential deep learning architecture improves 
classification performance on COVID-19 content. A hybrid 
CNN-LSTM architecture based on the Elaboration Likeli-
hood Model (ELM) is proposed in [15] for detecting mis-
information in healthcare, achieving 97.37% accuracy and 
97.41% F1 on health misinformation datasets. However, both 
approaches operate as opaque models and do not provide 
a feature-level explanation mechanism that would allow a 
domain expert to audit the specific linguistic properties that 
drove a given prediction.

A study [16] evaluated pre-trained Transformer mod-
els, including BERT and its variants, for detecting fake 
news about COVID-19. Fine-tuned Transformer models were 
shown to achieve F1 scores of up to 98%, making Transform-
er-based architectures state-of-the-art in content classifica-
tion in healthcare. However, these models require specific 
fine-tuning on large labeled datasets and produce predictions 
that cannot be directly interpreted.

The evaluation of LLMs for health-related text classifica-
tion is presented in [17]. It is shown that features extracted 
from LLMs represent a compelling methodological direction, 
since LLMs can recognize sentiment, emotion, and rhetorical 
structure from context. However, there are unresolved issues 
related to how such LLM-extracted features behave when 
combined with classical ML classifiers, and how much inter-
pretability the resulting method can preserve.

The paper [18] presents a study of LLM-based approaches 
for COVID-19 disinformation detection, which uses large 
language models for feature extraction in combination with 
Shapley Additive (SHAP) based analysis to classify disinfor-
mation super-narratives in Romanian media. It is shown that 
features extracted using LLaMa, combined with SHAP expla-
nations, achieve an F1 score of 78.81% on COVID-19 disin-
formation data. However, unresolved issues remain, such as 
explicitly identifying emotional and rhetorical manipulation 
features that could improve prediction accuracy.

The emotion-identification capability of LLaMA is stud-
ied in [19]. It is shown that prompting strategies affect LLM 
performance on classification tasks and that LLaMA shows 
a strong ability to identify semantic and emotional features, 
which can improve the interpretability of LLM output in 
downstream classifiers.

Based on the literature review, several gaps emerge. 
Methods that remain interpretable rely on lexical or sur-
face-level features that are insufficient to capture the affec-

Advances in natural language processing (NLP) have not 
solved this problem. Existing detection methods based on su-
perficial text features fail to cope with the emotional manipu-
lation and persuasive rhetoric contained in medical disinfor-
mation. Deep learning methods achieve high accuracy, but 
most of them are not interpretable, which is a serious problem 
in healthcare. Medical disinformation is also evolving. New 
tactics and formats emerge faster than detection models can 
adapt. Therefore, the study of explainable methods for de-
tecting medical disinformation is a relevant and significant 
research topic that requires further systematic study.

2. Literature review and problem statement

The paper [7] presents the results of a study on data-min-
ing approaches for fake news detection on social media, 
which categorizes existing methods by knowledge, style, 
spread, and source credibility. It is shown that a structured 
taxonomy of content- and context-based features can guide 
the design of new detection systems. However, there are un-
resolved issues related to the application of these approaches 
in healthcare, where text content looks superficially credible 
and mimics scientific language. 

A systematic overview of machine learning (ML) meth-
ods for online disinformation detection is provided in [8], in 
which healthcare is identified as one of the domains most 
severely affected by fake news. It is demonstrated that NLP-
based content analysis remains the dominant approach for 
textual disinformation, because it operates directly on the in-
formation carried by the text rather than on social or network 
metadata. However, there are unresolved issues related to the 
ability of these methods to capture affective and rhetorical 
cues that are characteristic of false medical claims.

A comprehensive review of affective cues in misinfor-
mation is presented in [9], based on the analysis of more 
than 6,400 articles across a wide range of domains, includ-
ing health-related content. It is shown that emotions and 
sentiments are critical cues for distinguishing between false 
and reliable information, and that the use of emotion-based 
detection approaches has grown significantly since 2016. The 
paper [10] confirms these findings and shows that emotions 
explain measurable differences in the diffusion of true and 
false social-media rumors, with anger and disgust signifi-
cantly increasing user interaction with false messages. Fur-
thermore, it is noted that, unlike general news, the dissemi-
nation of health-related information is driven predominantly 
by negative sentiment. This indicates that affective signals 
in health-related content follow domain-specific patterns 
that differ systematically from those observed in general-do-
main misinformation. However, these works are limited to 
general-domain misinformation and do not address how 
affective cues behave in the specific context of healthcare 
disinformation, where emotional framing is often combined 
with pseudo-scientific rhetoric. A classification-oriented ap-
plication of these cues is presented in [11], which integrates 
sentiment analysis of article content with emotion analysis 
of user responses in a bidirectional Long Short-Term Mem-
ory (LSTM) architecture and reaches 96.77% accuracy on 
the Fakeddit dataset, which covers a variety of subject areas, 
including health, politics and society. Nevertheless, the use 
of an opaque deep-learning classifier does not expose which 
individual emotional or rhetorical patterns drove the classifi-
cation decision, which limits interpretability.
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tive and rhetorical manipulation strategies characteristic of 
healthcare disinformation, while methods that achieve high 
accuracy do so through opaque deep learning architectures 
which predictions cannot be audited. This limits the ability 
to identify which linguistic properties drive classification 
decisions. Although sentiment and emotion have been iden-
tified as powerful misinformation cues, their combination 
with rhetorical markers and structural properties for misin-
formation classification remains understudied. Furthermore, 
the use of open-source LLMs, such as LLaMA, for feature 
extraction has not been adequately evaluated in the context 
of healthcare misinformation. 

3. The aim and objectives of the study

The aim of this study is to develop an interpretable classi-
fication method for healthcare disinformation detection based 
on LLM feature extraction and ensemble learning, and to 
evaluate it on two open disinformation datasets. This could en-
able automated content moderation systems and public health 
monitoring tools to identify medical misinformation, and the 
decisions made could be verified and validated by experts.

To achieve this aim, the following objectives were solved:
– to develop an interpretable classification framework for 

healthcare disinformation detection based on large language 
model feature extraction and ensemble learning;

– to analyze the discriminative properties of extracted 
features across real and disinformation content; 

– to evaluate the classification performance and inter-
pretability of ensemble classifiers;

– to assess the contribution of individual feature groups 
to classification performance;

– to compare the proposed method with existing interpre-
table and non-interpretable methods on the same datasets.

4. Materials and methods

4. 1. The object and hypothesis of the study
The object of this study is disinformation in the health-

care domain, distributed through social media and online 
news sources.

The subject of the study is interpretable classification 
methods for healthcare disinformation detection based on af-
fective and rhetorical features extracted using large language 
models, combined with ensemble ML algorithms.

The main hypothesis of the study is the assumption 
that affective and rhetorical features extracted from text 
using an LLM, combined with ensemble ML classifiers, can 
achieve competitive classification accuracy and interpretabil-
ity in healthcare disinformation detection instead of usual 
approaches based on lexical features or opaque deep learning.

The assumptions made in the study are that healthcare dis-
information texts contain stable affective and rhetorical patterns 
that distinguish them from reliable medical content, and that 
these patterns can be formalized and extracted using an LLM.

The simplifications in the study are the following. Only 
the text of each post or article is used, while other informa-
tion such as the publication source, the author, the time it 
was posted, and user reactions is not taken into account. The 
analysis is also limited to English-language static datasets 
and does not cover multilingual content or changes in disin-
formation patterns over time.

4. 2. Datasets
This study used two publicly available datasets related 

to health disinformation. The first is the Constraint data-
set [20], which consists of COVID-19-related social media 
posts collected from Twitter and various online sources, each 
labeled as real or fake. The dataset captures characteristics of 
short social media content, that contains informal language, 
abbreviated text, and embedded Uniform Resource Loca-
tors (URLs). The second is the DETERRENT dataset [21], 
which includes health-related medical articles and web docu-
ments, each labeled as real or fake. DETERRENT documents 
are longer and include a title field along with the main text. 
This makes the task of classifying more challenging. The dis-
tribution of classes in both datasets is shown in Fig. 1.

Fig. 1. Datasets class distribution

For both datasets, an 80% / 20% split between training 
and test sets was used. Table 1 shows the main statistics for 
both datasets.

Table 1

Summary statistics of the Constraint and DETERRENT 
datasets

Property Constraint DETERRENT
Total samples 2140 8132
Real samples 1120 6111
Fake samples 1020 2021

Avg. sentences 3 28
Avg. words 29 453

The two datasets differ in both size and text length. The 
Constraint dataset contains 2,140 short messages, approxi-
mately three sentences and 29 words per sample, which cor-
responds to the short and informal style of social media. The 
DETERRENT dataset is approximately four times larger, and 
its documents are, on average, approximately fifteen times 
longer, as they represent full news articles. This difference 
between the two datasets allows the proposed method to be 
tested on different types of text.

4. 3. Feature extraction procedure
Feature extraction was performed using LLaMA 3.1:8b, 

developed by Meta AI. The model was run using the Ollama 
inference framework on local hardware.  The configuration 
parameters of the deployed model are presented in Table 2.

The model was quantized to Q4_K_M precision (4-bit 
mixed quantization), which reduces memory requirements 
while maintaining output quality. A context window of 
131,072 tokens is sufficient to process both short social me-
dia posts and long medical articles without truncation. The 
temperature parameter was set to 0 to ensure deterministic 
and reproducible feature extraction across all documents. All 
other inference parameters were kept at their default values 
in Ollama version 0.23.0. Experiments were conducted with 
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12 CPU cores and 24 GB of RAM, without GPU acceleration, 
running macOS 15.2.

Table 2

Deployment configuration of LLaMA 3.1:8b used for feature 
extraction

Parameter Value
Quantization Q4_K_M (4-bit mixed)

Context length 131,072
Embedding length 1020

Vocabulary size 128,256
Temperature 0 (deterministic)

Feature extraction was performed using a structured que-
ry with zero examples (zero-shot), which instructed the mod-
el to parse the given text and return a valid JSON (JavaScript 
Object Notation) response containing all 21 feature values. 
The query used for extraction is shown in Fig. 2. 

The choice of a zero-shot method was based on the abil-
ity to reuse the method on other datasets without additional 
training. The query explicitly defined each feature, its expect-
ed value range and type, and required the model to return 
only a JSON object without additional comments, that helps 
programmatic parsing of the output without any errors.  This 
feature extraction method transforms unstructured medical 
text into a fixed set of features ready for use by ML classifiers.

4. 4. Classification models and hyperparameter 
tuning

Six ML classifiers were trained and evaluated on each 
dataset: SVM, Gradient Boosting, DT, RF, Extra Trees, and 
XGBoost. All models were implemented using the scikit-
learn library and the XGBoost library respectively.

Support Vector Machine (SVM) is a discriminative clas-
sifier that finds the optimal hyperplane maximizing the 
margin between classes in a high-dimensional feature space. 
Through the use of kernel functions, SVM can model 
non-linear decision boundaries, making it effective for text-
based classification tasks with sparse or high-dimensional 
feature representations.

Gradient Boosting is an ensemble learning algorithm that 
produces accurate predictions by combining multiple deci-
sion trees into a single model.

Decision Tree (DT) is a non-parametric supervised learning 
algorithm, which is utilized for both classification and regres-
sion tasks. It has a hierarchical, tree structure, which consists of 
a root node, branches, internal nodes and leaf nodes.

Random Forest (RF) is an ensemble method that combines 
the output of multiple decision trees to reach a single result.

Extra Trees, or Extremely Randomized Trees, is similar 
to RF but with additional randomization.

XGBoost is an ensemble machine learning algorithm 
that utilizes a high-performance implementation of gradient 
boosted decision trees. 

 
  Fig. 2. Zero-shot structured prompt for extraction of 21 affective and rhetorical features
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Hyperparameter tuning was performed using grid search 
with validation on the training set. Table 3 presents the search 
results and optimal values for each classifier. 

All experiments used a stratified split into training and test 
sets to preserve the class distribution across both sets. The test 
dataset was completely excluded from the hyperparameter 
tuning process. Validation was performed using five strat-
ified folds on the training set. To ensure reproducibility of 
the data split, 42 was used as a seed in the random number 
generator.

All other parameters were kept as default values in scikit-
learn version 1.8.0 and XGBoost version 3.2.0, running under 
Python 3.14.2. The ensemble models, including Gradient 
Boosting, Random Forest, Extra Trees, and XGBoost, all 
performed best with 200–300 trees, suggesting that larger 
ensembles help with this feature set. The tree-based models 
also preferred deeper structures, which means the features 
include non-linear patterns. These optimal values were used 
in all later experiments.

5. The results of a study of a healthcare disinformation 
detection system based on LLM-extracted features and 

ensemble classifiers

5. 1. Development of an interpretable classification 
framework for healthcare disinformation detection 

5. 1. 1. LLM-based feature extraction
The architecture of the detection framework used in this 

study is illustrated in Fig. 3. For each document, two feature 
extraction processes are applied: LLM-based extraction and 
statistical feature computation. The results of both feature 
extractions are combined into a single feature vector, which 
is used as input to ML classifiers. For the Constraint dataset, 
the final feature vector contains 29 features per entry, that 
include 21 features extracted using LLM and 8 statistical 
features. For the DETERRENT dataset, the feature vector 
contains 30 features per article, with the addition of a title 
word count feature reflecting the presence of a title field in a 
single document. 

 
  Fig. 3. Feature extraction and classification framework

Table 3

Hyperparameter ranges and best values for machine learning 
models

Model Hyperparameter Search Range Optimal Value

SVM
C {0.1, 1.0, 10.0, 100.0} 10.0

gamma {scale, auto} scale
kernel {rbf, linear} rbf

Gradient 
Boosting

n_estimators {100, 200, 300} 300
max_depth {3, 4, 5} 5

learning_rate {0.01, 0.05, 0.1} 0.1
subsample {0.8, 1.0} 0.8

min_samples_split {2, 5} 5
min_samples_leaf {1, 2} 1

Random 
Forest

n_estimators {100, 200, 300} 300
max_depth {5, 10, 15, None} None

min_samples_split {2, 5} 5
min_samples_leaf {1, 2} 1

Decision 
Tree

max_depth {5, 10, 15, 20, None} 10
min_samples_split {2, 5, 10} 2
min_samples_leaf {1, 2, 4} 1

criterion {gini, entropy} entropy

Extra 
Trees

n_estimators {100, 200, 300} 100
max_depth {10, 15, 20, None} None

min_samples_split {2, 5} 5
min_samples_leaf {1, 2} 1

XGBoost

n_estimators {100, 200, 300} 200
max_depth {3, 4, 5, 6} 5

learning_rate {0.01, 0.05, 0.1} 0.1
subsample {0.7, 0.8, 1.0} 0.7

colsample_bytree {0.7, 0.8, 1.0} 0.7
min_child_weight {1, 3, 5} 3
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The LLaMA 3.1:8b model was chosen for several reasons: it 
is publicly available and can be deployed locally without relying 
on commercial APIs, that ensures data privacy. LLaMA demon-
strates competitive performance compared to larger models in 
various feature extraction tasks. In a comparative study of mod-
ern LLMs, LLaMA outperformed several competing models in 
assessing emotion intensity and achieved the highest temporal 
consistency in assessing sentiment and emotion [19], which 
directly addresses the requirements for extracting affective and 
rhetorical features of the proposed method. 

5. 1. 2. Affective, rhetorical and structural features
Three sentiment features were extracted from each entry. 

Each feature is a probability across the positive, negative, and 
neutral sentiment classes. These features are defined in Table 4.

Table 4

Sentiment features extracted via large language model 
prompting

Feature name Description Value 
range

sentiment_positive
Probability, that the tone of the text is 

positive, reflecting optimistic  
or supportive language

[0, 1]

sentiment_negative
Probability, that the tone of the text is 
negative, reflecting anxious or fearful 

language
[0, 1]

sentiment_neutral
Probability, that the tone of the text 

is neutral, reflecting informational or 
objective language

[0, 1]

All three values are bounded by the range [0, 1] and sum 
to 1.0

sentiment_positive  sentiment_negative+
   sentiment_neutral   1.

+
+ =

 
	 (1)

Eight emotion scores were extracted per document: fear, 
anger, anticipation, trust, surprise, sadness, joy, and disgust. 
Each score is a value in the range [0, 1], that represents the 
estimated intensity of the emotion in the text, as defined 
in Table 5

fear, anger, anticipation, trust,
    ,

surprise, sadness, joy, disgust
e

 
=  

  
	 (2)

where each component

    0,1 .ie  ∈   					     (3)

Ten rhetorical markers were identified for linguistic 
patterns inherent in disinformation. Each feature rep-
resents the number of occurrences found in the text. The 
values indicate the number of uses of the term, as defined 
in Table 6

1 2 10    ,  , ...  ,  .ir r r r r = ∈  � 			   (4)

In addition to LLM-extracted features, structural features 
were computed directly from the raw text. The full set of 
structural features is presented in Table 7.

Table 5

Emotion intensity features extracted via large language model prompting

Feature name Description
fear_score Level of fear; reflects perceived threat or danger in the text

anger_score Level of anger; reflects hostile or confrontational language
anticipation_score Level of anticipation; reflects expectation or forward-looking claims

trust_score Level of trust; reflects credible, reassuring or authoritative language
surprise_score Level of surprise; reflects unexpected, shocking or sensational claims
sadness_score Level of sadness; reflects distressing, mournful or pessimistic language

joy_score Level of joy; reflects positive or celebratory language
disgust_score Level of disgust; reflects repulsion toward persons, institutions or practices

Table 6

Rhetorical marker features extracted via Large Language Model prompting

Feature name Description Examples

conspiracy_terms_count Number of expressions that imply hidden 
agendas or coordinated deception «they don’t want you to know», «cover-up»

anonymous_authority_count Number of expressions referring to  
unspecified authors used as sources «experts say», «scientists found», «sources confirm»

urgency_cta_count Number of urgent phrases prompting  
immediate reaction «act now», «share before deleted», «warn everyone»

certainty_absolute_count Number of absolute expressions that leave 
no room for alternative actions «always», «never», «100% proven»

hedge_count Number of markers of uncertainty «might», «possibly», «some believe»

anti_expert_count Number of expressions denying accepted 
scientific or medical expertise

«mainstream medicine lies», «doctors won’t tell you»,  
«fake science»

miracle_cure_count Number of claims about unusual  
or unproven treatments «cures cancer», «instant relief», «eliminates virus completely»

statistical_claims_count Number of statistical claims used to create 
the impression of scientific authority

«99% effective», «studied in 10,000 patients»,  
«reduces risk by 80%»

dosage_pattern_count Number of specific dosage instructions «take 500mg daily», «3 drops per day», «twice a week»
frequency_pattern_count Number of specific frequency instructions «every 8 hours», «for 30 days», «three times daily»
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Table 7

Structural features computed from raw text

Feature Description
content_word_count Total number of words in the content

digit_ratio Ratio of digit characters to total characters

caps_ratio Ratio of uppercase characters to total 
characters

question_ratio Ratio of question marks to total characters

exclamation_ratio Ratio of exclamation marks to total  
characters

ellipsis_ratio Ratio of ellipsis occurrences to total  
characters

repeated_punct_ratio Ratio of repeated punctuation sequences to 
total characters

has_short_url Binary indicator of short URL presence

title_word_count Total number of words in the article title 
(DETERRENT dataset only)

Structural features do not directly convey meaning, but 
some of them can carry an implicit emotional signal. Exces-
sive use of exclamation marks, repeated punctuation, and 
capitalization affect the text’s tone and can emphasize a par-
ticular section of the text. The rationale for combining these 
features with those extracted through LLMs is that structural 
properties capture how the text is built, revealing patterns 
that misinformation authors leave behind regardless of the 
actual content. Together, they provide the classifier with a 
more complete representation of the document.

5. 2. Analysis of discriminative properties of ex-
tracted features

5. 2. 1. Sentiment features
The average ratings of the sentiment features of docu-

ments by class are presented in Fig. 4.
In the Constraint dataset, real information is characterized 

by significantly higher levels of positive sentiment and lower lev-
els of negative sentiment, indicating that credible content about 
COVID-19 tends to have 
an informational tone. In 
the DETERRENT dataset, 
the sentiment distribution 
between classes is similar. 
Both classes contain high 
levels of positive sentiment 
and are nearly equal in 
all other sentiment met-
rics. This is explained by 
several factors. First, DE-
TERRENT consists of long 
medical articles, which, 
regardless of credibility, 
are typically written in a 
formally neutral or positive 
tone. Second, since senti-
ment values sum to 1, lon-
ger documents containing 
a greater variety of con-
trasting fragments lead to 
a more even distribution of 
scores. Third, a lightweight 
model such as LLaMA 
3.1:8b may exhibit perfor-
mance degradation when 

assigning a single dominant sentiment to a long and complex 
document, further promoting convergence of sentiment values 
between classes. Furthermore, the class imbalance in this 
dataset leads to convergence of mean sentiment values, as the 
distribution is dominated by the majority class.

5. 2. 2. Emotion features
The average ratings of the emotion scores of documents 

by class are presented in Fig. 5.
 

 
  a                                                                     b 

Fig. 5. Mean emotion intensity scores per class: а – constraint dataset; b – DETERRENT dataset

 

 
   

 
  b 

Fig. 4. Mean sentiment feature values per class: 	
а – constraint dataset; b – DETERRENT dataset

a
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In both datasets, trust is the most predictive emotional 
characteristic, with real content receiving higher scores (0.74 
and 0.78, respectively) than misinformation (0.12 and 0.46). 
In the Constraint dataset, misinformation exhibits high 
levels of anger (0.20 vs. 0.03), fear (0.14 vs. 0.09), surprise 
(0.14 vs. 0.02), and disgust (0.04 vs. less than 0.001). In the 
DETERRENT dataset, fear, anger, and disgust remain elevat-
ed in misinformation, while the remaining scores are nearly 
identical.

5. 2. 3. Rhetorical features
The average rhetorical marker counts by class are pre-

sented in Fig. 6.
The biggest differences are observed for terms related 

to conspiracy theories (Constraint: 0.53 vs. 0.01; DETER-
RENT: 0.74 vs. 0.001). Miracle cure claims (Constraint: 
0.12 vs. 0.001; DETERRENT: 0.69 vs. 0.07) and anti-expert 
statements (DETERRENT: 0.33 vs. 0.02) have a higher 
level of misinformation. Notably, statistical claims have 
a higher proportion of real content in the Constraint 
dataset (0.86 vs. 0.15). In the DETERRENT dataset, the 
number of citations to anonymous authoritative sources is 
higher in real content (1.92 vs. 1.2). This unexpected result 
is explained by the fact that legitimate medical articles 
often use generic references to scientific findings, such 
as “studies show” or “researchers discovered,” as part of 
standard academic writing practice. Because such expres-
sions occur naturally and in large numbers in genuine 
medical content, the number of anonymous scientific cita-
tions is typically higher in legitimate articles than in fake  
ones.

5. 3. Evaluation of classification performance and 
interpretability of ensemble classifiers

The classification results of the six selected models: SVM, 
Gradient Boosting, DT, RF, Extra Trees, and XGBoost are 
presented in Table 8. To assess the stability of the reported 
results, the evaluation was repeated across five independent 
80/20 stratified splits with different random seeds.

Table 8

Classification performance of evaluated models on 
Constraint and DETERRENT datasets

Model
DETERRENT Constraint

Accuracy F1 Accuracy F1
SVM 0.9423 ± 0.34 0.9428 ± 0.40 0.9509 ± 1.54 0.9509 ± 1.55

Gradient 
Boosting 0.9576 ± 0.22 0.9575 ± 0.27 0.9603 ± 1.14 0.9603 ± 1.14

RF 0.9533 ± 0.47 0.9527 ± 0.63 0.9650 ± 1.55 0.9649 ± 1.56
DT 0.8778 ± 2.35 0.8835 ± 2.45 0.9276 ± 1.67 0.9272 ± 1.68

Extra Trees 0.9539 ± 0.31 0.9535 ± 0.42 0.9626 ± 1.81 0.9626 ± 1.82
XGBoost 0.9576 ± 0.32 0.9575 ± 0.41 0.9556 ± 1.22 0.9556 ± 1.23

On the Constraint dataset, the RF model achieved the 
highest accuracy of 96.50% and an F1 score of 96.49%. It was fol-
lowed by Extra Trees (96.26%) and Gradient Boosting (96.03%). 
XGBoost achieved 95.56%, and SVM 95.09%, while the DT mod-
el performed the worst at 92.76%. On the DETERRENT dataset, 
XGBoost and Gradient Boosting achieved the highest joint accu-
racy of 95.76% and an F1 score of 95.75%. They are followed by 
Extra Trees and RF. SVM achieved 94.23%. DT again showed 
the lowest results at 87.78%. 

 
  

a                                                                                   b 

Fig. 6. Mean rhetorical marker occurrence counts per class: а – constraint dataset; b – DETERRENT dataset
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The receiver operating characteristic (ROC) curves for all 
models on the Constraint dataset are shown in Fig. 7, and on 
the DETERRENT dataset in Fig. 8. On the Constraint dataset, 

the Extra Trees model showed the highest area under the ROC 
curve (AUC) of 0.9911. It was followed by XGBoost, RF, Gradi-
ent Boosting, and SVM. DT showed the lowest AUC of 0.9703.  

 
  a                                                             b                                                            c 

 
  d                                                            e                                                            f 

Fig. 7. Receiver operating characteristic curves for all models against constraint dataset: а – Support Vector Machine; 	
b – Gradient Boosting; c – Random Forest; d – Decision Tree; e – Extra Trees; f – Extreme Gradient Boosting 

 
  a                                                            b                                                            c 

 
  d                                                            e                                                            f 

Fig. 8. Receiver operating characteristic curves for all models against DETERRENT dataset: а – Support Vector Machine; 	
b – Gradient Boosting; c – Random Forest; d – Decision Tree; e – Extra Trees; f – Extreme Gradient Boosting
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On the DETERRENT dataset, XGBoost 
showed the highest AUC of 0.9900. It was fol-
lowed by Gradient Boosting, RF, Extra Trees, 
and SVM. DT again showed the lowest AUC 
of 0.9603. In both datasets, the high AUC values 
obtained for all ensemble methods confirm that 
these features provide well-separated class prob-
ability distributions. These results indicate that 
the proposed feature set gives reliable signals for 
identifying misinformation.

The proposed method’s performance metrics 
were evaluated by measuring processing time and 
resource consumption. Measurements were tak-
en during feature extraction per document per 
loop. Since the method is based on a locally de-
ployed LLM, understanding its computational re-
quirements is important for assessing its applicabil-
ity in real-world settings. The performance metrics 
are presented in Table 9.

Table 9

Large language model-based feature extraction 
performance metrics

Metric Constraint Deterrent
Average processing time 5.2 sec 7.3 sec

CPU usage ~30% ~35%
Memory usage ~680 MB ~730 MB

The difference in metrics between the two 
datasets is due to the length of the documents. 
DETERRENT articles require processing a larg-
er number of tokens per document. The meth-
od operates within 730 MB of Random Access 
Memory (RAM), making it deployable on stan-
dard hardware without specialized infrastructure. 
However, the processing time for a single docu-
ment is 5–7 seconds. The response time directly de-
pends on the hardware running the large language  
model.

Fig. 9 shows the SHAP plots for the RF classifier. 
This figure illustrates the contribution of individual 
features in predicting a real-world example from 
the Constraint dataset and disinformation from the 
DETERRENT dataset.

In Fig. 9, a, the most important feature is trust_score (0.95), 
with a SHAP value of -0.205. This strongly pushes the pre-
diction toward the real class. Additionally, the absence of 
conspiracy-related terms and the presence of statistical 
claims support the real class of the content.

In Fig. 9, b, trust_score is again the most im-
portant feature, but this time it works in the oppo-
site direction. The score of 0.05 adds +0.223 toward 
the misinformation class. This means the text lacks 
a credible tone, one of the clearest signs of misinfor-
mation. A long title (21 words, SHAP +0.150) and 
four conspiracy terms (+0.075) push the prediction 
further in the same direction. The anger score of 
0.73 (+0.045) also fits this pattern, since the text 
uses a hostile and emotional tone. Although the 
absence of miracle cure phrases (0, –0.018) slightly 
reduces the misinformation probability, the overall 
combination of features produces a strong misinfor-
mation prediction.

5. 4. Assessment of individual feature group contri-
butions to classification performance 

To understand how much each group of features contrib-
utes to the performance, an ablation study was carried out. 
The best-performing model was used for each dataset. RF for 
Constraint and XGBoost for DETERRENT. Eight different 
feature configurations were tested, and the results are shown 
in Table 10.

 

 
   

 
  

a

b 

Fig. 9. Shapley additive explanations plots for representative 
examples: a – Constraint dataset, real-world example; 	

b – DETERRENT dataset, disinformation example

Table 10

Ablation study results across feature configurations

Configuration
Constraint DETERRENT

Accuracy F1 Accuracy F1
Sentiment features 0.7383 0.7294 0.7813 0.7258

Emotions score 0.9089 0.9089 0.8937 0.8893
Rhetorical marker features 0.8248 0.8244 0.8747 0.8664

LLM features only 0.9276 0.9276 0.9195 0.9168
Structural only 0.8061 0.8056 0.9005 0.8999

Term frequency-inverse document frequency 0.9089 0.9089 0.8968 0.8900
Bag of words 0.9159 0.9159 0.9048 0.8983

Combined (LLM + structural) 0.9650 0.9649 0.9576 0.9574
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The results show that combining LLM-extracted and 
structural features achieves the best performance on both 
datasets. Both TF-IDF and BoW show lower accuracy than 
LLM features alone. This study confirms that emotional 
and rhetorical features are more effective than traditional 
approaches.

5. 5. Comparative analysis of the proposed method 
with existing methods 

To evaluate the proposed approach, the results on the 
Constraint dataset are compared with previously published 
methods evaluated on the same dataset. The results on the 
DETERRENT dataset are compared with the baseline met-
rics presented by the dataset’s authors. The comparisons are 
presented in Tables 11, 12, respectively.

On the Constraint dataset, the proposed RF classifier 
achieves an F1 score of 96.49%, which outperforms all in-
terpretable models. This represents an improvement over 
previous interpretable methods. While transformer-based 
approaches such as BERT [23] and the RoBERTa + graph 
ensemble [24] remain above 98%, these models require 
pre-training and produce inherently opaque predictions that 
cannot be easily verified at the feature level. 

On the DETERRENT dataset, the proposed XGBoost 
classifier achieves 95.76% accuracy and 95.75% F1, out-
performing the original results of 94.29% accuracy and 
88.91% F1. Importantly, the DETERRENT model relies on an 
external medical knowledge graph and diffusion network, 
requiring significant additional infrastructure beyond text 
content. However, the proposed approach works with a set of 
affective and rhetorical features without additional external 
dependencies.

6. Discussion of the results of interpretable healthcare 
disinformation classification based on LLM-extracted 

features and ensemble classifiers

On both datasets, high classification accuracy was 
achieved, as shown in Table 8. On the Constraint dataset, the 

Random Forest classifier achieved an accuracy of 96.50% and 
a Macro-F1 score of 96.49%. On the DETERRENT dataset, 
the XGBoost classifier achieved an accuracy of 95.76% and 
a Macro-F1 score of 95.75%. These results are primarily due 
to the quality of the features extracted using LLaMA 3.1:8b. 
The feature distribution plots in Fig. 4–6 confirm this, as for 
both datasets, the extracted affective and rhetorical features 
yield noticeably different distributions for real and fictional 
content. This means that the features themselves already 
separate the two classes before any classifier is applied. 
Trust score emerges as the most informative affective feature 
in both datasets (Fig. 5): fake content receives lower trust 
scores, while reliable content receives significantly higher 
values, demonstrating that LLaMA 3.1:8b can distinguish 
believable from untrustworthy tone with zero pretesting. 

Among rhetorical markers (Fig. 6), the number of terms 
related to conspiracy theories and claims about miracle 
cures demonstrates the clearest separation between class-
es, consistent with the common observation that medical 
misinformation is often based on unproven treatments. In 
addition to this feature quality, ensemble classifiers add 
value by combining multiple decision paths: as shown in 
Table 8, Random Forest, Gradient Boosting, Extra Trees, 
and XGBoost outperformed the baseline algorithm based 
on a single decision tree on both datasets, and all ensemble 
models achieved a Macro-F1 score above 95. This confirms 

that the proposed set of features extracted 
using LLM is the main determinant of 
performance and that it works on both 
short social media posts and long med-
ical articles. The SHAP analysis (Fig. 9) 
and the results of the contribution of 
each group in Table 10 confirm the same 
conclusion: each feature contributes to 
the classification decision, and no single 
group of features can independently 
capture the entire linguistic signature 
of medical misinformation, which jus-
tifies combining all three types of fea-

tures in a single vector. This level of interpretability makes 
the method practical for use in public health, as public 
health professionals can track which linguistic properties 
influenced a particular prediction and independently val-
idate the decision.

On the Constraint dataset, the proposed RF classifier 
achieves higher performance than all previously presented 
interpretable models, as shown in Table 11. However, ap-
proaches based on fine-tuned transformer architectures, 
such as BERT [23] and RoBERTa combined with graph 
ensembles [24], report accuracy values above 98%, which 
outperforms the proposed method. However, these models 
require specific fine-tuning on labeled data and produce 
opaque predictions based on dense embeddings that cannot 
be verified by a domain expert. The proposed method allows 
a moderate trade-off in accuracy in exchange for full inter-
pretability. In the healthcare context, where every automated 
decision may require review by a physician or specialist, this 
level of interpretability has obvious practical value because 
the revealed features are understandable to humans. On 
the DETERRENT dataset, the proposed XGBoost classifi-
er (95.76% accuracy, 95.75% F1) outperforms the original 
DETERRENT benchmark [21] as shown in Table 12, and at 
the time of writing, no other published studies classifying 
this dataset were found.

Table 11

Comparison of classification results on the constraint dataset 
with existing methods

Study Method Accuracy (%) F1 (%) Interpretable
[20] SVM 94.28 – +

[22] Linear SVM + linguistic 
features – 95.19 –

[23] Fine-tuned BERT 98.41 – –
[24] RoBERTa + graph features 98.64 98.64 –

Proposed LLaMA + RF + SHAP 96.50 96.49 +

Table 12

Comparison of classification results on the DETERRENT dataset with original 
reported results

Study Method Subset Accuracy (%) F1 (%) Interpretable
[21] graph attention Combined* 94.29 88.91 +

Proposed LLaMA + XGBoost + SHAP Combined 95.76 95.75 +

Note: * – combined: the results for each disease presented by Cui et al. (2020) are 92.06% ac-
curacy on the diabetes subset and 96.52% on the cancer subset, yielding an overall accuracy of 
94.29% and an F1 score of 88.91%.
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The proposed method has several limitations. First, it 
was developed and tested only on English-language texts, 
other languages were not evaluated. Second, feature ex-
traction was performed using only a zero-shot example. Us-
ing a few-shot and fine-tuned extraction were not tested but 
could significantly improve the results. Third, only a single 
large language model (LLaMA 3.1:8b) was used as the feature 
extractor. Although LLaMA 3.1:8b offers a tradeoff between 
cost and performance, it is still a relatively small model, and 
using a larger model with more parameters could achieve 
more detailed emotion labels. Fourth, the method was tested 
on only two publicly available datasets. While these datasets 
cover both short social media posts and long medical articles, 
dozens of datasets on healthcare misinformation exist in this 
field. Evaluation on a larger dataset remains an important 
avenue for future study. Fifth, as shown in Table 9, feature 
extraction takes approximately 5–7 seconds per document, 
with CPU usage of approximately 30%, which is significantly 
higher than traditional text filtering methods and may limit 
its applicability to real-time content moderation scenarios.

This study has two major disadvantages. The first is that 
the method relies on emotional and rhetorical cues in the 
text. If disinformation is written in neutral language devoid 
of emotion and rhetorical expressions, the accuracy of the 
method will decrease. The second drawback is computational 
cost. Local LLM requires significantly more computational 
resources than traditional text filtering methods.

In the future, the method can be developed in two 
main directions. The first is the integration of an automatic 
fact-checking component. This component will check specif-
ic medical claims against reliable sources. It will support the 
classifier in cases where emotional cues are weak or absent. 
The main problem is in accessing well-organized knowledge 
bases and matching free-text claims with structured facts. 
The second direction is reducing the computational cost of 
feature extraction. This can be achieved by testing smaller 
or simplified LLM models. The main challenge here is that 
smaller, simplified models are more hallucinatory and inac-
curate, requiring comparisons of models of different sizes.

7. Conclusion

1. An interpretable framework for detecting misinfor-
mation in healthcare has been developed. LLaMA 3.1:8b is 
used as the feature extraction layer, where ensemble machine 
learning-based classifiers perform classification, and SHAP 
provides explanations for each prediction. The framework 
utilizes two parallel feature extraction processes: one based on 
LLM and one based on a structural approach, which are com-
bined into a single feature. LLaMA 3.1:8b was chosen as the 
feature extraction layer due to its high performance in assess-
ing emotion intensity and its availability for local deployment 
without the use of commercial APIs. The framework requires 
no fine-tuning and can be applied directly to new datasets.

2. A set of linguistic and structural features characteriz-
ing healthcare misinformation was identified and extracted 
using LLaMA 3.1:8b model. This set includes 21 features 
(three sentiment values, eight emotion scores, and ten rhe-
torical markers, such as conspiracy theories, miracle cure 
claims, and urgency phrases), combined with 8–9 structural 
features. The extracted features enabled classification accu-
racy of up to 96.50% on the Constraint dataset and 95.76% on 
the DETERRENT dataset when combined with ensemble clas-

sifiers. Compared to previous works based on lexical features 
or opaque methods, the proposed feature set is human-inter-
pretable and does not require training. This result is explained 
by the fact that medical misinformation actively uses emotion-
al manipulation and specific rhetorical techniques that differ 
from the neutral tone of credible medical content.

3. Six ML classifiers (SVM, gradient boosting, DT, RF, 
Extra Trees, and XGBoost) were trained and evaluated on the 
Constraint and DETERRENT datasets. On the Constraint 
dataset, the random forest achieved 96.50% accuracy and a 
Macro-F1 score of 96.49%. On the DETERRENT dataset, the 
XGBoost algorithm achieved 95.76% accuracy and a Mac-
ro-F1 score of 95.75%. All ensemble methods outperformed 
the baseline decision tree-based algorithm on both datasets. 
The proposed method achieves competitive accuracy while 
maintaining features understandable to humans. This result 
is attributed to the combination of features and the ability of 
ensemble methods to exploit non-linear interactions between 
groups of features. Explainability was added to the classifica-
tion methods using SHAP. SHAP analysis shows that trust, 
fear, anger, the number of terms associated with conspiracy 
theories, and claims of a miracle cure are the most influential 
features for distinguishing real content from disinformation. 
Unlike opaque deep learning models, the proposed method 
allows a human expert to verify each classification decision.

4. An ablation study was conducted to assess the contri-
bution of individual feature groups to classification perfor-
mance. The combined feature set (LLM-extracted + structural) 
achieved the highest performance on both datasets, reaching 
96.50% accuracy on Constraint and 95.76% on DETERRENT. 
Among individual LLM feature groups, emotion scores showed 
the strongest standalone contribution (90.89% and 89.37%, 
respectively). Rhetorical markers (82.48% and 87.47%) and sen-
timent features (73.83% and 78.13%) showed weaker perfor-
mance. Traditional methods served as the baseline: TF-IDF 
achieved 90.89% accuracy on Constraint and 89.68% on DE-
TERRENT, while Bag of Words achieved 91.59% and 90.48% 
respectively. The combined feature set outperformed TF-IDF 
by 5.61 percentage points on Constraint and 6.08 percentage 
points on DETERRENT, and outperformed Bag of Words by 
4.91 percentage points on Constraint and 5.28 percentage points 
on DETERRENT. This result confirms that no single feature 
group is sufficient to detect healthcare misinformation with 
high accuracy, and that the combination of features is necessary 
to achieve peak performance.

5. The proposed method was compared with existing meth-
ods on both datasets. On the Constraint dataset, the proposed 
RF classifier achieved an F1 score of 96.49% and showed better 
performance than all interpretable competing methods. On 
the DETERRENT dataset, the proposed XGBoost classifier 
achieved 95.76% accuracy and 95.75% F1, outperforming the 
original result of 94.29% accuracy and 88.91% F1. While non-in-
terpretable transformer-based models on the Constraint dataset 
report accuracy above 98%, they require task-specific fine-tun-
ing and produce opaque predictions. This result demonstrates 
that the proposed method achieves a trade-off between accuracy 
and interpretability, which is valuable in healthcare contexts 
where classification decisions require human verification.

Data availability

The code is openly available at: https://github.com/
vusalshahbaz/disinformation-detection-healthcare.
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