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This study investigates the process of verifying the 
reliability of software with a microservice architec-
ture, developed by several teams in parallel. The task 
addressed relates to the lack of cost-effective methods 
for automated integration of testing models into con-
tinuous integration and delivery (CI/CD) pipelines 
adapted to the microservice architecture. This leads 
to the emergence of "blind spots" in the field of func-
tional and non-functional requirements and excessive 
time consumption of developers. 

This paper reports a method devised for automat-
ed integration of the Pentagon testing model into a 
multi-stage continuous integration and delivery pipe-
line. The method implements the cumulative prin-
ciple of progressive distribution of six testing layers 
between four isolated environments: DEV (develop-
ment), TEST (test), PRE-PROD (pre-production), and 
PROD (production). The devised method guarantees 
coverage of all six layers during each change in the 
code base. 

The key feature of the method is to eliminate the 
influence of human factor on decisions to launch 
tests. This makes it possible to achieve increased 
reliability values, namely Defect Removal Efficiency 
(DRE), while the manual method detects on aver-
age only 27% of defects. The devised method reduces 
the time when the developer is involved in the pro-
cess of running tests by 70% compared to the manual 
approach. For 100 commits (fixing the current state 
of authentic code and files in the local repository) per 
month, the savings compared to the manual method 
are 37%. 

The method is suitable for verifying software with 
a microservice architecture, which is deployed on 
cloud platforms (Amazon Web Services, USA; Azure, 
USA; Google Cloud, USA) with support for automated 
testing and container orchestration
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1. Introduction 

Microservice architecture is the dominant paradigm for 
developing cloud-based enterprise software: it enables in-
dependent scaling of components, accelerates development 
cycles, and underpins most modern cloud platforms. Systems 
built on this principle serve billions of requests every day, 
from banking transactions to logistics. Accordingly, the reli-
ability of such software is directly related to the continuity of 
critical business processes.

Research in the field of verifying the reliability of mi-
croservice software in CI/CD pipelines can provide practice 
with reproducible, cost-effective methods suitable for direct 
application by development teams. The applied value of such 
research is to reduce the time to detect defects, reduce the 
cost of their correction, and increase the availability of sys-
tems – indicators with direct financial expression [1, 2].

If research in this area does not evolve, the responsibility for 
the completeness of test coverage will remain with the human 
factor. In the context of parallel development by several teams, 
this means that non-functional requirements – fault tolerance, 
behavior during degradation of dependent services – will not be 

systematically verified before going live, which could result in 
an increase in critical incidents and economic losses.

The area related to the automated integration of complex 
testing models into CI/CD pipelines requires special atten-
tion. The results of such research allow the industry to move 
from a manual, unpredictable approach to a deterministic 
verification process independent of the decisions of an indi-
vidual developer.

Thus, research on the automated integration of testing 
models into CI/CD pipelines for microservice software is 
relevant: it is capable of providing practical specific reliability 
verification methods, the absence of which could have neg-
ative consequences for the quality and cost-effectiveness of 
software development.

2. Literature review and problem statement

It was found in [3] that functional property verification (unit 
and integration tests) dominates research on microservices 
testing, while non-functional property testing – fault tolerance, 
behavior during degradation of dependent services – covered by 
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normative solution – in particular, which environment is re-
sponsible for which layers, and on which trigger each testing 
method is executed.

Paper [10] analyzed 22 failure scenarios reproduced on a 
benchmark microservice system based on real industrial cas-
es and found that a significant proportion of critical failures 
are associated with non-functional aspects – timeout errors, 
cascading failures, incorrect handling of partial unavailabil-
ity of dependent services. That is, a significant category of 
production incidents occurs in the class of defects that are 
not verified by standard functional testing methods. The 
work did not address the issue of how to proactively verify 
resistance to such failures in an automated pipeline: the study 
focuses on post-facto analysis of incidents, rather than on the 
design of a testing method.

Study [11] reports a designed framework for implement-
ing chaos engineering at an industrial enterprise and finds 
that organizations do not have established practices for its 
systematic application: interviews with engineers confirmed 
the lack of a standard method for integrating chaos testing 
into the pipeline. Among the identified obstacles are the lack 
of formalized criteria for completing chaos tests and signifi-
cant infrastructure requirements.

Chaos engineering and fault injection tools [12–14] 
demonstrate the practical maturity of methods for detecting 
non-functional defects: paper [12] formulates the principles 
of chaos engineering based on Netflix industrial practice, 
study [13] implements systematic verification of microser-
vices stability through inter-service message manipulation, 
the authors of [14] – fault injection at the RPC call level to 
identify missing partial fault handling. However, none of 
these papers considers the automated launch of such checks 
as a mandatory step of the pipeline: the methods are posi-
tioned either for a productive environment [12], or as target 
tools outside the pipeline logic [13, 14]. The common reason 
is the lack of formalized criteria for the mandatory launch of 
non-functional checks in the pipeline and established prac-
tices for their integration.

In [15], the effectiveness of query replication as a fault 
tolerance mechanism on the FaaS platform was investigated: 
it was found that replication reduces the proportion of lost 
queries when computing nodes fail but requires an increase 
in resources. In [15], one specific mechanism was considered 
without analyzing testing methods for its systematic verifica-
tion in an automated pipeline.

The systematization of the identified problem compo-
nents allows us to identify four interrelated problematic com-
ponents, each of which defines a specific characteristic that 
the solution method should have:

– systematic exclusion of non-functional testing from 
CI/CD pipelines [4, 7, 8, 16]. The six-layer Pentagon testing 
model [16] expanded the traditional testing pyramid [17], 
clearly distinguishing non-functional layers: fault tolerance 
testing, E2E and chaos testing. However, work [16] does not 
specify the order of integration of these layers into an auto-
mated CI/CD pipeline. This gap is also confirmed by broader 
studies [4, 7, 8]: non-functional layers are not implemented as 
mandatory pipeline steps, as a result of which a significant 
proportion of critical failures in microservice systems of a 
non-functional nature [10] are not verified before release 
to PROD. The solution method should determine how all six 
layers – in particular, the non-functional layers of fault toler-
ance testing, E2E, and chaos testing – are integrated into the 
pipeline as mandatory steps;

a much smaller proportion of studies. At the same time, in [3], 
no holistic method for mandatory integration of non-func-
tional layers into the CI/CD pipeline as a standardized stage 
of the development life cycle is proposed. A probable reason: 
the methodology of the systematic review is aimed at de-
scribing existing practice, which itself has not yet devised 
established methods for testing non-functional properties in 
pipelines. 

Study [4] analyzed 33 primary publications and con-
firmed that API-level unit and integration tests are dominant 
approaches, while fault tolerance testing and chaos testing 
remain rare in the CI/CD context – a lack of specialized tools 
for these approaches was noted. The study does not propose 
a specific method that would determine in which pipeline 
environment and on which trigger these layers should be 
executed.

In [5], based on the analysis of 37 open Java projects, a 
statistically significant positive correlation was established 
between test automation maturity and product quality  
(p < 0.01): projects with a higher level of automation demon-
strate a shorter release cycle and higher quality. However, the 
cited study analyzes the overall level of automated coverage 
without qualitatively distinguishing between functional and 
non-functional layers. Therefore, it remains unclear what 
specific combination of testing methods, and at which point 
in the pipeline provides optimal defect detection. A possible 
reason is the lack of structural distinction between test types 
in the repository metadata.

In [6], 40 problems of continuous delivery implementa-
tion in 30 primary publications were identified. Among the 
technical issues, there is insufficient coverage of non-func-
tional requirements and instability of test environments; 
among the organizational problems, there is no agreed policy 
on which testing methods should be used and when. In [6], 
the problem of incomplete coverage of non-functional re-
quirements is identified but a specific testing method to solve 
it is not proposed: the research is aimed at diagnostics, not 
solution synthesis.

In [7], 69 papers on CI/CD practices are analyzed and 
non-functional requirements testing is identified as an open 
problem: most studies focus on functional testing, while 
non-functional is either absent from the pipeline or imple-
mented outside it. Among the identified reasons is the lack of 
unified criteria for distributing non-functional testing meth-
ods between pipeline environments and the conditions for 
their mandatory launch, as well as the high cost of preparing 
the appropriate cloud infrastructure.

In [8], 56 papers were analyzed and a set of continuous 
testing techniques in CD was identified: shift-left testing, 
smoke tests, contract testing. Verification of non-functional 
requirements – chaos testing and fault tolerance testing – ab-
sent from the recommended mandatory testing methods 
in the pipeline. The probable reason: at the time of the re-
view (2018), those testing methods had not yet acquired a 
systematic form in the CI/CD context. 

In study [9], based on the analysis of GitHub projects and 
Docker Hub, it was found that teams use fundamentally dif-
ferent approaches to containerized CD workflows and do not 
adhere to a single standard for deploying environments. In-
consistency of environment configurations is one of the main 
reasons for incomplete test coverage before release. However, 
the work does not propose a standardized testing method 
with the distribution of testing layers between environments: 
the study characterizes variability but does not formulate a 
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– chaos testing as an isolated process, not a gate step of 
the pipeline [11–13]. Chaos engineering tools exist and are 
proven in practice, but none of the considered testing meth-
ods formalizes their launch as an automated and reproduc-
ible mandatory step before each release. The solution method 
should define chaos testing as a mandatory pipeline step with 
clear passing conditions, not as a situational process outside 
the pipeline;

– lack of a standardized method for distributing testing 
layers between pipeline environments [6, 7, 9]. The existing 
practice of testing methods is variable and unregulated: 
which layers, in which environment and on which trigger are 
executed – is determined situationally, which leads to uneven 
coverage. The solution method should formalize the distri-
bution of layers between isolated environments (DEV, TEST, 
PRE-PROD, PROD) on a cumulative basis, defining specific 
layers and activation triggers for each environment;

– dependence of the completeness of test coverage on the 
human factor [5, 6, 11, 18]. According to [18], unit tests are 
used by 78% of developers, while chaos testing is system-
atically used by only 6% [19]. In the absence of automated 
launch, this imbalance is reproduced at each commit: the 
developer decides situationally which layers to launch. The 
solution method should exclude the dependence of complete-
ness of coverage on the developer’s decisions – the pipeline 
launches all the provided layers automatically on the corre-
sponding git push.

Among the reasons for this, the following components 
were made impossible to resolve:

1) chaos engineering, fault tolerance testing methods, and 
functional testing developed as independent disciplines with 
separate tools;

2) the lack of formalized criteria for mandatory launch of 
non-functional tests in the pipeline, which made their auto-
mated execution impossible;

3) the high cost of preparing cloud infrastructure for full-
fledged non-functional testing, which deterred researchers 
from considering this issue in a practical context.

Thus, the unsolved issue is the lack of a method for auto-
mated integration of all testing layers – including non-func-
tional ones – into a multi-stage CI/CD pipeline that im-
plements the cumulative principle of distribution between 
isolated environments; formalizes the order of distribution of 
layers and the conditions for their activation in each environ-
ment; eliminates the dependence of completeness of coverage 
on the developer’s decisions.

3. The study materials and methods

The purpose of our research is to devise a method for 
automated integration of the Pentagon testing model into 
the CI/CD pipeline for microservice software, which will 
ensure complete and reproducible coverage of non-functional 
requirements with minimal developer time. This will make 
it possible to increase the reliability of microservice systems 
and reduce the cost of fixing defects by early detection in the 
pipeline.

To achieve the goal, the following tasks were set:
– to propose a structure for a method for automated inte-

gration of testing layers of the Pentagon testing model into a 
multi-stage CI/CD pipeline with formalized criteria for the 
distribution of layers between environments and the transi-
tion between them;

– to design two versions of the microservice system – 
standard (with coverage according to the “testing pyramid” 
model) and improved (with coverage according to the “Pen-
tagon” model using the proposed method) – as objects of 
comparative research;

– to measure the real-time characteristics of all six testing 
layers on a cloud infrastructure to determine the practical 
execution time of the pipeline;

– to compare the defect detection efficiency of three 
testing methods (automated, manual with full coverage, and 
manual ad-hoc) with a quantitative assessment of variability 
using Monte Carlo defect detection simulation;

– to conduct a comparative assessment of the proposed 
method: analysis of cost-effectiveness relative to the manual 
testing method according to the criteria of developer time and 
execution cost, as well as validation of the reliability of the 
designed systems through availability simulation at different 
levels of infrastructure failures.

4. The study materials and methods

The object of our study is the process of verifying the reli-
ability of software with a microservice architecture, which is 
developed in parallel by several teams.

Research hypothesis assumes that automated integration 
of all six layers of the Pentagon testing model into a CI/CD 
pipeline with a cumulative distribution principle provides a 
higher DRE indicator with less developer active time com-
pared to manual testing methods.

Assumptions: adoption rates from industry surveys [18–20] 
are correct approximations of the probability of running tests 
on a specific commit for method B; the cost of developer time 
(USD50/hour) is representative for the regions of the USA 
and Western Europe.

Simplifications: measurement of local layers (L1, L2, L4) 
was carried out on one platform (Windows 11, Python 3.12) – 
results may vary on other configurations; L6 layer measured 
in one FIS experiment run; reliability simulation limited to 
three failure levels (10%, 20%, 50%).

The Pentagon testing model [16] defines six layers  
L = {L1, L2, L3, L4, L5, L6}:

– L1 (Unit Testing) – testing of isolated business logic 
with mocked dependences;

– L2 (Local Integration Testing) – testing of component 
interaction with emulated AWS services (moto);

– L3 (Global Integration Testing) – testing in a real cloud 
environment;

– L4 (Fault-Tolerance Testing) – error injection (timeout, 
503, limit exceeded) for retry and circuit breaker verification;

– L5 (End-to-End Testing) – end-to-end tests of the com-
plete business scenario through all microservices;

– L6 (Chaos Testing) – simulation of infrastructure fail-
ures via AWS Fault Injection Simulator (FIS).

The ci\_timing.py tool was used for the measurement, 
which runs each layer as a subprocess and records the 
execution time. Local layers (L1, L2, L4) are measured 
as the average of 5 independent runs on Windows 11, 
Python 3.12. Cloud layers (L3, L5) are measured as the 
average of 3–4 runs against deployed AWS stacks in the 
eu-central-1 region. Layer L6 is measured on one full run 
of a real FIS experiment.

The effectiveness of the method was tested by comparing 
three methods:
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– Method A (Automated): all six layers are executed au-
tomatically by the pipeline for each relevant commit without 
developer involvement. This is the method that demonstrates 
our devised method for automated integration of the Penta-
gon testing model;

– Method B (Manual ad-hoc): the developer runs tests 
manually according to his/her own decision. The probability 
of execution of each layer is determined based on published 
industry studies: JetBrains Developer Ecosystem 2024 [18] 
(78% unit, 63% integration, 48% E2E among 23,262 develop-
ers), CNCF/SlashData Q3 2025 [19] (6% chaos engineering 
among backend developers), Gremlin 2021 [20] (40% have 
never conducted a chaos experiment). Note that adoption 
rates reflect general practice (do you use this type of testing 
at all), not the frequency of runs per specific commit – so the 
transition from adoption rate to per-commit probability is a 
rough estimate;

– Method C (Manual Full): the developer runs all six lay-
ers manually with the same coverage as Method A. Execution 
time \= test time + 30 s of overhead per layer (entering a 
command, reading the output, making a decision) + 60 s for 
preparing the environment.

The introduction of method C is key to the purity of the 
experiment: it allows us to distinguish between the benefits 
of complete coverage and the benefits of automation over the 
developer’s efforts.

Monte Carlo defect detection simulation. To quantify the 
variability of Method B, the Monte Carlo method [21] was 
used, a stochastic modeling method based on the generation 
of a large number of random iterations. 1000 iterations were 
performed (seed = 42 for reproducibility): in each iteration, 
for each of the 12 identified defects, it is stochastically deter-
mined whether it will be detected, based on the probabilities 
of Method B.

The cost of AWS infrastructure is calculated from the 
actual tariffs of the eu-central-1 region (Lambda 128 MB: 
USD 0.0000166667/GB s, API Gateway: USD 0.0000037/re-
quest, DynamoDB on-demand: less than USD 0.000001 per 
operation) [22]. The cost of developer time of USD 50/hour is 
calculated according to an industry survey of developers for 
the US and Western Europe regions, which corresponds to 
the median annual compensation of a backend developer in 
the range of USD 67–104 thousand [23].

To compare the reliability of the two systems, a simula-
tion of 4800 requests in 600 seconds was conducted at three 
failure rates (10%, 20%, 50%) with a fixed percentage of suc-
cessful responses.

5. Results of research on the method of automated 
integration of the Pentagon testing model into the CI/CD 

pipeline

5. 1. Structure of the method of automated integra-
tion of the Pentagon model into the CI/CD pipeline

The proposed method is based on the cumulative princi-
ple of distributing testing layers between CI/CD pipeline en-
vironments: each subsequent environment inherits all checks 
of the previous ones and adds new layers specific to its level 
of readiness. This approach implements the principle of “Fail 
Fast, Fail Cheap” [24].

The distribution of layers across environments is deter-
mined by the balance between the cost of execution, the 
speed of feedback, and the required depth of testing (Table 1).

Table 1

Distribution of testing layers across pipeline environments

Environment Trigger Executed layers New layer

DEV Push to dev L1, L2, L3 L3: Global 
integration

TEST Push to test L1, L2, L3, L4
L4: Fault 
tolerance 

testing

PRE-PROD Push to pre-prod L1, L2, L3, L4, L5, L6 L5: E2E, L6: 
Chaos

PROD Push to prod L1, L2 → Deploy → 
Monitoring –

The scheme of the proposed method is shown in Fig. 1. It 
covers four main environments and demonstrates the cumu-
lative principle of increasing the depth of checks.

The method includes 10 formalized Steps:
Step 1. Change the code base.
The developer makes changes to the code base and performs 

git commit and git push operations, sending their local commits 
to a remote repository of the version control system (e.g., GitLab, 
GitHub, Bitbucket). The push operation automatically starts the 
CI pipeline. The pipeline logic can be defined in a configura-
tion file (e.g. .gitlab-ci.yml, Jenkinsfile) and can have different 
branches or stages depending on the settings and the environ-
ment in which the changes are made. The devised method 
provides 4 branches dev, test, pre-prod, prod, which correspond 
to the environments of the same name in the cloud.

Step 2. Build the project.
In this block, dependences are established, code is com-

piled (if necessary), and artifacts are generated, for example, 
keys required for subsequent testing or deployment steps.

Step 3. Check the code base.
Static analysis, linting, formatting checks, and vulnera-

bility scanning are performed. Tools like SonarQube can be 
used for this purpose. The result is a code quality report.

Step 4. Unit testing.
Unit tests are run to test the operation of individual func-

tions, classes, or methods. Frameworks such as Pytest, JUnit, 
or Jest are usually used. At this stage, it is guaranteed that the 
changes made do not break the basic functionality.

Step 5. Local integration testing.
Integration testing of microservices is performed in a lo-

cal environment using emulators (Moto, LocalStack, SQLite). 
This allows one to quickly identify problems with component 
interaction without wasting resources on full deployment.

Step 6. Branching (dev branch, test branch, pre-prod 
branch, prod branch).

After successful previous steps, the system analyzes 
which branch the changes have been made to:

– if prod branch, then after manual approval by the re-
sponsible person, deployment is performed in PROD, where 
minimal intervention is performed before release;

– if dev branch, test branch or pre-prod branch, the proj-
ect is deployed to the DEV, TEST or PRE-PROD environment, 
respectively.

Step 7. Global integration testing.
In the DEV, TEST, and PRE-PROD environments, global 

integration tests are automatically launched, which check the 
operation of microservices under more real-world conditions 
(AWS Lambda, API Gateway, DynamoDB databases, etc.). Post-
man, Newman, or Python scripts with the requests library can 
be used for this purpose.
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Completion for DEV.
After global integration tests, the DEV pipeline is com-

pleted. Its main purpose is to provide developers with quick 
feedback on the logic and correct interaction of services.

Step 8. Fault tolerance testing.
In the TEST and PRE-PROD environments, fault tol-

erance testing is then performed. This stage involves error 
injection (timeout, service, or database unavailability, etc.) to 
test the operation of retries and circuit breakers.

Completion for TEST.
After successful fault tolerance testing in the TEST en-

vironment, the pipeline is completed, as this environment is 
intended for thorough integration and stability testing of the 
basic functions.

Step 9. End-to-End testing (PRE-PROD).
For the PRE-PROD environment, the testing stage con-

tinues with end-to-end (E2E) tests. Using Cypress, Selenium, 
or Postman, end-user actions are simulated and the correct 
operation of the entire system is verified.

Step 10. Chaos testing (PRE-PROD).
The final stage is chaos testing, which simulates vari-

ous unforeseen failures: network delays, connection drops, 
service failures, etc. AWS Fault Injection Simulator, Chaos 
Monkey or Chaos Mesh are used to check how the system 
reacts to critical failures and whether it is able to recover with 
minimal losses.

Completion for PRE-PROD.
After testing the system for stability under non-standard 

conditions, the PRE-PROD pipeline is completed. The test 
results are analyzed, and, if necessary, developers make 
corrections.

The “End” element in the diagram marks the formal com-
pletion of the CI/CD pipeline. The process is ready for a new 
cycle when the next changes will be made to the code base.

Thus, the diagram in Fig. 1 demonstrates how the “Penta-
gon” model is integrated into the classic CI/CD process, pro-
viding step-by-step and multi-level testing at different stages 
of development and in different environments. Thanks to this 
method, it is expected that reliability will increase, namely:

– the number of failures in PROD will decrease;
– the Defect Removal Efficiency (DRE) indicator will 

improve;
– controlled preparation for production release will be 

ensured;
– the time spent on testing will decrease;
– the total cost of testing will decrease.
A method has been devised that implements the Contin-

uous Delivery approach: deployment to test environments is 
performed automatically, while the final transition to PROD 
is made by the team’s decision. This allows for a more care-
ful assessment of risks and avoids uncontrolled release of 
poor-quality code into the production environment.

 

 
  Fig. 1. Scheme of the proposed method for automated integration of the Pentagon model into the CI/CD pipeline for four 

environments



Information technology

61

5. 2. Microservice systems for researching the effec-
tiveness of the method

A microservice student administration system on the AWS 
SAM (Serverless Application Model) platform is proposed, con-
sisting of three services: student-ser-
vice (AWS Lambda + DynamoDB + 
+ API Gateway), enrollment-service, 
and notification-service (AWS SQS), 
deployed in the eu-central-1 region.

Two variants of the system were 
prepared for comparative research:

– standard system – implemented 
with coverage according to the tradi-
tional “testing pyramid” model (layers 
L1, L2, L5); non-functional require-
ments are not verified, there are no 
fault tolerance mechanisms;

– improved system – implemented with full coverage 
of all six layers of the “Pentagon” model (L1–L6), which 
includes verification of fault tolerance patterns: retry_with_
backoff, CircuitBreaker, validate_student_data, graceful 
degradation.

Both options have the same business logic and API, 
which ensures a clean comparison: the difference 
is determined solely by the applied testing method 
and the presence of fault tolerance mechanisms.

5. 3. Time characteristics of testing layers
The results of the execution time measure-

ments of all six layers are given in Table 2.
Fig. 2 clearly shows how the total pipeline time 

increases cumulatively from environment to envi-
ronment. The largest increase is in PRE-PROD due 
to chaos testing (L6: 143.4 s), but these costs are 
justified: they are incurred only for tagged releas-
es, not for each commit.

Total pipeline execution time for each environ-
ment (Build 5 s + Lint 3 s + Deploy 60 s + layers):

– DEV (L1, L2, L3): 88.8 s (1.5 min);
– TEST (L1, L2, L3, L4): 99.6 s (1.7 min);
– PRE-PROD (all 6 layers): 256.8 s (4.3 min);
– PROD (L1, L2 + deploy): 81.5 s (1.4 min).

5. 4. Comparison of defect detection efficiency
The probabilities of layer execution in Method B (manual 

ad-hoc) are given in Table 3.
As can be seen from Fig. 3, Method A and Method C 

provide 100% execution of all layers, while Method B has a 
critical drop for complex layers (L4 = 25%, L6 = 6%).

Table 2

Characteristics of layers in the Pentagon model

Layer Number 
of tests Execution time Coverage Need to  

deploy on AWS
First  

environment
L1: Unit testing 5 8.1 с (σ = 2.0 с, n = 5) 58% No All

L2: Local integration 2 5.4 с (σ = 1.1 с, n = 5) 59% No All
L3: Global integration 1 7.3 с (avg, n = 4) ~68% Yes DEV

L4: Fault tolerance testing 8 10.8 с (σ = 1.4 с, n = 5) 70% No TEST
L5: E2E 1 13.8 с (avg, n = 3) ~85% Yes PRE-PROD

L6: Chaos (AWS FIS) 1 143.4 с (n = 1) ~92% Yes PRE-PROD

 

 
  Fig. 2. Cumulative testing time by layers for DEV, TEST, PRE-PROD environments: l1 – unit tests; l2 – local integration; 	

l3 – global integration; l4 – fault tolerance; l5 – E2E; l6 – chaos testing

Table 3

Probability of performing layers in manual testing (Method B)

Layer Probability Justification (source)
L1: Unit tests 100% 78% adoption, 100% during testing session [18]

L2: Local integration 65% 63% adoption for integration tests [18]

L3: Global integration 40% Between 63% and 48%; reduced due to cloud 
deployment barrier [18]

L4: Fault tolerance testing 25% Below E2E; specialized fault injection tools are 
absent in most teams [18]

L5: E2E 20% 48% adoption [18], but cloud E2E requires a 
large infrastructure

L6: Chaos 6% 6% of backend developers practice [19]; ​​40% 
have never tried [20]
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For comparison, 12 error injection scenarios were per-
formed: 8 fault tolerance defects (L4: transient DynamoDB 
errors, retry logic, circuit breaker, input validation, graceful 
degradation), 3 cloud integration defects (L3: IAM auth, mal-
formed JSON, cross-service communication), and 1 chaos 

tolerance defect (L6: FIS Lambda delay injection). The results 
are shown in Table 4, Fig. 4.

To quantify the variability of Method B, a Monte Carlo 
simulation (1000 iterations, seed = 42) was performed. The 
results are given in Table 5, Fig. 5.

 

 
  Fig. 3. Comparison of the probability of layer execution: Method A (automated), Method C (manual full), Method B (manual ad-hoc)

Table 4

Defect detection: three methods compared

Layer Defect Method A (Auto) Method C (Manual full) Method B (Manual ad-hoc)
L3: Global integration 3 3/3 (100%) 3/3 (100%) ~1.2/3 (40%)

L4: Fault tolerance testing 8 8/8 (100%) 8/8 (100%) ~2.0/8 (25%)
L6: Chaos 1 1/1 (100%) 1/1 (100%) ~0.1/1 (6%)

TOTAL 12 12/12 (100%) 12/12 (100%) ~3.3/12 (27%)
DRE – 100% 100% ~27%

 

 
  Fig. 4. Defect detection: Method A and Method C find 12/12 equally, Method B only ~3.3/12 on average: 	

l3 – global integration; l4 – fault tolerance; l6 – chaos testing
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The simulation results confirm the fundamental un-
reliability of Method B as a mechanism for ensuring test 
coverage. The median value of detected defects is 3 out of 12, 
and 70% of the iterations detect 3 or fewer defects. None of 
the 1000 iterations reached the full coverage of 12/12, which 
is deterministically provided by methods A and C. The high 
variability (σ = 1.5) indicates the unpredictability of the ad-
hoc approach, which is a critical drawback for systems with 
increased reliability requirements.

5. 5. Comparative evaluation of the proposed meth-
od: cost-effectiveness and reliability validation

The comparative cost of the three methods is given in 
Table 6 and illustrated in Fig. 6.

The devised method (A) demonstrates the lowest devel-
oper active time (~2.5 min) in all environments – 70% less 

compared to Method C (8.3 min) at the same DRE = 100% 
and 37% less compared to Method B (~4 min) at 3.7 times 
higher DRE. For 100 commits per month, the savings com-
pared to Method C are ~USD 484 (USD 208 vs. USD 692), 
which confirms the economic feasibility of the automated 
approach.

To compare the proposed method in terms of reliability, 
we will use the systems proposed in Section 5. 2, a simulation 
of 4800 requests in 600 seconds was conducted at different 
failure levels. The improved system (developed with full Pen-
tagon coverage) is compared with the standard system (with 
Pyramid coverage). The results are given in Table 7.

Table 7

Comparing the accessibility of standard and 
improved systems

Failure 
rate

Standard 
system

Improved 
system Improvement

10% 95.0% 99.3% +4.5%
20% 90.0% 97.7% +8.6%
50% 75.0% 92.1% +22.8%

Our results confirm that the improved sys-
tem, designed with full Pentagon model coverage, 
demonstrates consistently higher availability un-
der all failure scenarios. The greatest effect is ob-

served at a critical failure level of 50%: availability increases 
from 75.0% to 92.1% (+22.8%).

 

 
  

Table 5

Monte Carlo simulation results (Method B, 1000 Iterations)

Approach Mean Minimum Median Maximum σ
Method A (Automated) 12/12 12 12 12 0.0
Method C (Manual full) 12/12 12 12 12 0.0

Method B (Manual ad-hoc, MK) 3.2/12 0 3 8 1.5

Fig. 5. Monte Carlo simulation histogram for Method B (1000 iterations, seed = 42); green dashed line – guaranteed result of 
methods A and C (12/12)

Table 6

Comparative cost of three testing methods

Factor Method A 
(Auto)

Method C 
(Manual full)

Method B  
(Manual ad-hoc)

AWS cost (PRE-PROD run) ~USD 0.00019 ~USD 0.00019 ~USD 0.00002
Developer uptime ~2.5 min 8.3 min ~4 min

Developer time cost  
(USD 50/hour) ~USD 2.08 ~USD 6.90 ~USD 3.33

Cost per 100 commits/month ~USD 208 ~USD 690 ~USD 333 
DRE 100% 100% ~27%
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6. Discussion of results based on investigating the 
method of automated integration of the Pentagon 

model into the CI/CD pipeline

The proposed structure of the method is represented 
in the form of a diagram (Fig. 1) and a table of layer distri-
bution (Table 1). The proposed method formalizes the dis-
tribution of six testing layers between four CI/CD pipeline 
environments based on the cumulative principle: each sub-
sequent environment inherits all the checks of the previous 
one and adds a new layer according to the level of readiness. 
Due to this, layers L4 and L6, which are performed with only 
25% and 6% probability in the manual ad-hoc approach (Ta-
ble 3), become mandatory deterministic steps of the pipeline. 
Unlike [8], in which non-functional testing methods are 
not among the mandatory ones in the pipeline, and [11], in 
which chaos testing is implemented outside the pipeline, the 
proposed method integrates L4 and L6 as automated CI/CD 
steps with formalized activation conditions for the first time.

Two system variants ensure the purity of the comparative 
study: the standard system with coverage of layers L1, L2, L5 
reflects common industrial practice, while the improved one 
implements the proposed method with full coverage of L1–L6 
and verified fault tolerance patterns. The functional identity 
of both variants eliminates the influence of business logic on 
the comparison results.

Time measurements (Table 2, Fig. 2) show that the full 
PRE-PROD cycle takes 256.8 s (4.3 min). Layer L6 is dom-
inant (143.4 s, 56% of the total time), but it is activated 
only for PRE-PROD tagged releases, not for every commit.  
Layers L1–L4 for DEV and TEST together take 31.6 s, which 
provides fast feedback. The obtained values confirm the prac-
tical applicability of the method. 

The results of the comparative analysis of defect detec-
tion (Table 4, Fig. 4) demonstrate that method A and meth-
od C provide DRE = 100% (12/12 defects), while method B 
achieves only ~27% (~3.2/12). Monte Carlo simulation (1000 
iterations, seed = 42; Table 5, Fig. 5) confirms that none of 
the 1000 iterations of method B reached 12/12 – the result 
that method A provides deterministically. The high variabil-

ity of method B (σ = 1.5) indicates the fundamental unreli-
ability of the human factor as a mechanism for guaranteeing 
coverage. The “blind zone” is the layers L4 (25%) and L6 (6%), 
which account for 73% of undetected defects.

Cost-effectiveness analysis (Table 6, Fig. 6) reveals that 
the proposed method (A) provides the lowest developer ac-
tive time (~2.5 min) at DRE = 100%. Compared to method C 
(8.3 min, DRE = 100%) – a 70% reduction in time; compared 
to method B (~4 min, DRE ~27%) – a 37% reduction at 
3.7 times higher DRE. For 100 commits/month, the savings 
relative to method C are ~ 484 (208 vs. USD 692). Reliabil-
ity validation (Table 7) confirms that the improved system 
provides 22.8% higher availability than the standard one at 
a critical failure rate of 50% (92.1% vs. 75.0%). The greatest 
effect at critical load is explained by the fact that fault toler-
ance patterns (retry_with_backoff, CircuitBreaker), verified 
by the L4 layer, provide controlled degradation instead of 
complete failure. The obtained increase in reliability is con-
sistent with the empirically established pattern [25]: among 
the 15 identified factors determining software reliability, the 
decisions of the initial stage of the Lifecycle have the greatest 
impact – the proposed method implements this principle as 
the structure of the test coverage is formalized at the level of 
the pipeline architecture, before the development of specific 
components begins.

It is necessary to note a number of limitations in our 
study. The L6 layer was measured only on the basis of one 
run of the FIS experiment; for the reliability of the results in 
the future, testing on a larger number is planned. The method 
was validated on a small system with 3 microservices.

Among the shortcomings, it should be noted that the im-
plementation of the method involves writing a larger number 
of automated tests compared to the testing pyramid, which 
requires an initial investment of time. In addition, the L6 lay-
er requires special IAM rights for AWS FIS, which may be a 
limitation in organizations with strict policy models.

Promising areas of development include researching the 
method for systems with 10+ microservices. The second area 
is dynamic adjustment of the composition of layers depend-
ing on the type of code change to reduce feedback time. The 

 

 
  Fig. 6. Comparison of developer active time and cost for three testing methods: 	

A (automated, ~2.5 min), B (ad-hoc, ~3.3–4.0 min), and C (manual full, 4.0–8.3 min) at a rate of USD 50/hour
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third area is integration with Kubernetes-based chaos tools 
(Litmus, Chaos Mesh) for environments outside AWS.

7. Conclusions 

1. A structure of the method for automated integration 
of six layers of the Pentagon model into a multi-stage CI\CD 
pipeline with progressive distribution across four environ-
ments (DEV, TEST, PRE-PROD, PROD) has been proposed. 
The method is formalized in the form of 10 steps with clear 
triggers and transition criteria, which allows the team to 
uniquely reproduce the method in its own infrastructure.

2. Two versions of the microservice student administration 
system on the AWS SAM platform have been implemented – 
standard (layers L1, L2, L5) and improved (layers L1–L6) – as 
functionally identical objects of comparative research.

3. The real-time of all six layers on the AWS cloud infra-
structure (eu-central-1) was measured: L1 = 8.1 s (σ = 2.0 s), 
L2 = 5.4 s (σ = 1.1 s), L3 = 7.3 s, L4 = 10.8 s (σ = 1.4 s),  
L5 = 13.8 s, L6 = 143.4 s. The full PRE-PROD cycle takes 
256.8 s (4.3 min), which corresponds to an acceptable feed-
back time for the CI/CD pipeline.

4. Comparative analysis of defect detection efficiency 
revealed that the proposed method and Method C achieve 
DRE = 100% (12/12 defects), while Method B on aver-
age detects only ~27% (3.2/12). Monte Carlo simulation  
(1000 iterations) confirms zero variability for the automated 
approach (σ = 0.0) and significant variability for the manual 
one (Method B (ad-hoc) σ = 1.5), making the latter unreliable 
for critical systems.

5. Our cost-effectiveness analysis revealed that the proposed 
method reduces developer active time by 70% compared to 
Method C (2.5 min vs. 8.3 min) with the same DRE = 100%. 
Compared to Method B, the devised method provides 3.7 times 
higher DRE with 37% less time (2.5 min vs. ~4 min). For 
100 commits/month, the proposed method provides 70% 
cost savings compared to Method C (~USD 484/month: 
USD 208 vs. USD 692) and 37% compared to Method B 
(USD 208 vs. ~USD 333) with insignificant AWS infrastruc-
ture costs (~USD 0.00019/launch). A comparative evaluation 
of the proposed method confirmed its effectiveness in two ar-
eas: in terms of cost-effectiveness – a 70% reduction in devel-

oper active time compared to method C (2.5 min vs. 8.3 min) 
with the same DRE = 100% and savings of ~USD 484/month 
for 100 commits; in terms of reliability – the improved sys-
tem provides availability 22.8% higher than the standard one 
with a critical failure rate of 50% (92.1% vs. 75.0%), which 
is a direct consequence of the verification of fault tolerance 
patterns by layers L4 and L6 in the CI/CD pipeline.
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