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Intelligent decision support
systems are the object of the study.
The problem addressed in the
study is the improvement of the
validity of the functioning of intel-
ligent decision support systems.
The hypothesis of the study is the
possibility of increasing the effi-
ciency of the functioning of intel-
ligent decision support systems
due to the development of a set
of mathematical models of their
functioning.

The originality of the study
consists of:

- comprehensive assessment
of the state of functioning of intel-
ligent decision support systems
due to multi-level assessment;

- modeling of possible states
of functioning of intelligent deci-
sion support systems;

- reconfiguring the number of
input parameters to model the
functioning process of intelligent
decision support systems due to
the use of evolving artificial neu-
ral networks, which achieves an
increase in the efficiency and reli-
ability of the received decisions
and evaluations;

- setting the number of input
channels of destructive influence
for their accurate assessment due
to the use of queuing theory;

- setting the input parame-
ters of the models by adjusting
the parameters of the member-
ship function of evolving artificial
neural networks, which achieves
an increase in the accuracy of
modeling the state of function-
ing of intelligent decision support
systems.

Modeling of the proposed set
of mathematical models of the
functioning of intelligent decision
support systems was carried out.
In the course of modeling, it was
established that an average of up
to 20% gain is ensured in the effi-
ciency and reliability of calcula-
tions, while ensuring an average
level of use of hardware resources
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1. Introduction

for various purposes [1, 2]. IDSSs are currently used to solve

a wide range of information and settlement tasks in the inter-

Intelligent decision support systems (IDSS) are the mathe-  ests of a wide range of consumers [3, 4]:
matical, software-hardware, and functional core of modern - collecting, processing, and summarizing information
information, automation, and telecommunication systems coming from end users;




- storage of various types of data, their archiving, and output;

- solving individual and/or complex calculation tasks for
a wide range of users;

- modeling the nature of changes in processes, events,
including military conflicts, etc.

IDSS, which is used in the interests of special users, is sub-
ject to stricter requirements for the efficiency and reliability
of heterogeneous data processing, complex reliability, etc. [5].

This is due to the peculiarities of the IDSS’s functioning in
the interests of special users and the conditions under which the
systems in whose interests the specified IDSS are used operate.

The main features of the functioning of the IDSS for vari-
ous functional purposes are:

- constant growth in the amount of information circulating
in the middle of them and between the systems themselves;

- expansion of the nomenclature of means that destruc-
tively affect the process of data exchange in the middle of the
IDSS and between them;

- improvement of forms and methods of influencing the
process of functioning of the IDSS, which negatively affects
such indicators as efficiency and reliability of the exchange of
heterogeneous data;

- imperfection of the modeling mechanisms of the nature
of the functioning of the IDSS in terms of taking into account
the fullness of destabilizing factors of influence, etc.

Taking into account the above, one of the options for
increasing the efficiency of the functioning of the IDSS is the
development of a set of models for the functioning of intelli-
gent decision support systems.

Therefore, studies devoted to the search for new ways to
increase the efficiency of the functioning of IDSS under the
influence of destabilizing factors are relevant.

2. Literature review and problem statement

In work [6], it is proposed to use Bayesian hierarchical
networks to determine the quantitative assessment of the
level of cybersecurity risks in IDSS for special-purpose in-
formation systems. However, this approach is limited by the
statistical distribution that can be used and by the extensi-
bility of the model structure. This imposes restrictions on
the architecture of the IDSS and does not take into account
the qualitative factors that affect the cybersecurity of the
information system.

Work [7] proposed a security certification methodology
developed for information systems to enable various stake-
holders to evaluate security solutions for large-scale infor-
mation system deployments automatically. The methodol-
ogy supports transparency regarding the level of security
of information systems for consumers, as the methodology
provides labeling as one of the main results of the certifica-
tion process. The disadvantages of the proposed approach in-
clude the inability to train knowledge bases for new threats,
the problematic nature of generalization, and the analysis of
various types of data circulating in the network.

Work [8] proposes a model that integrates fault tree
analysis, decision theory, and fuzzy theory to establish the
current causes of refusals to prevent cyberattacks. The model
has been applied to assess cybersecurity risks associated with
a website attack, e-commerce, and corporate resource plan-
ning, and to assess the possible consequences of such attacks.
The specified model has a flexible architecture; at the same
time, the disadvantages of the proposed model include the

accumulation of evaluation error during the fuzzification and
defuzzification procedure.

In work [9], a model of resource allocation of an automated
special-purpose management system is proposed in conditions
of insufficient information about the development of the opera-
tional situation. In the specified model, mechanisms for distrib-
uting resources of the automated control system are proposed,
taking into account the impact of cyber-attacks. This allows the
representation of the solution of the vector optimization prob-
lem in binary relations of conflict, facilitation, and indifference.
It also takes into account the operational situation and allows to
predict the state of the system, taking into account external in-
fluences, build utility and guaranteed gain functions, as well as
a numerical optimization scheme on this set. At the same time,
this model does not allow working with various indicators.

The work [10] proposes a hierarchical concept for the
introduction of a governance model based on e-government.
The article examines the main threats to critical cyber-phys-
ical systems as the basis of mechanisms for performing
e-government functions. The specified hierarchical system is
based on the use of symmetric and asymmetric cryptosystems,
which do not allow them to be used for the task of identifying
cyber influences on the system.

Work [11] proposes a model for choosing the optimal
set of cybersecurity insurance policies by a firm, given the
limited number of policies offered by one or more insurance
companies. The model allows for the systematic evaluation of
various insurance policies as a function of the likelihood that
a cybersecurity breach will occur during the term of policy-re-
lated policies and premiums. The proposed model provides
a risk-sharing approach that helps the root-mean-square
choices of cybersecurity insurance policies in a way that
contributes to an efficient cybersecurity insurance market.
At the same time, the disadvantages of this approach include
the impossibility of introducing new risks to the knowledge
base during work and a limited number of assumptions. This
makes it impossible for it to work in real time.

Work [12] discusses the importance of incorporating
vulnerability analysis into cybersecurity, not only as part of
process hazard analysis, but also in terms of protecting the
process management network and implementing adequate
safeguards in general against cyber threats. Protection level
analysis is tailored to assess potential weaknesses and ensure
critical applications are protected from cyber-attacks. The
integration of cybersecurity into hazard and risk analysis,
as well as other elements of technological process security
management, is demonstrated by examples, making the plant
more resistant to traditional and cyber threats. However, the
proposed approach is adapted only for a clear architecture and
is not intended for adjustment during operation.

The work [13] proposes a risk management process for
identifying, analyzing, evaluating, responding to cyber threats,
and monitoring risks at each stage of the cyber protection
chain. This approach can be used in organizations that are
going to implement security mechanisms to align them to cur-
rent requirements or reduce cyber risks to acceptable levels.
Risk assessment method based on a continuous Markov
chain. At the same time, the disadvantages of the proposed
method include the impossibility of simultaneous consid-
eration of both quantitative and qualitative indicators, and
the impossibility of adaptation to new threats in the system.

In the work [14], a theoretical-analytical approach to the
analysis of the impact of information transmission delay in
traffic regulation caused by cybernetic influence is proposed.



The evaluation takes place using the method of consecutive av-
erages. However, this approach is limited to use only in motion
control systems and is not adapted for use in other systems.

In work [15], a method of synthesis of an information-
analytical system for assessing the state of security of the
level of protection of data transmission channels is proposed.
Disadvantages of the proposed approach include the possibil-
ity of working only with single-dimensional values and the
impossibility of adding new threats during the operation of
the proposed approach.

The work [16] presents a method of creating and solv-
ing a game theory model for solving cybersecurity issues,
specifically for advanced production systems with high-level
integrated computer integration. This method introduces
a unique approach to determining the content of the game’s
payoff matrix, including support for defense strategies, pro-
duction losses, and recovery from attacks as part of the cost
function. Disadvantages of the proposed method include great
computational complexity and the possibility of working only
with one-dimensional values.

So, summarizing the above, the general disadvantage of
all these approaches is the impossibility of working with mul-
tidimensional data in real time. Below are considered well-
known works that allow solving the specified shortcoming.
Several different solutions have been proposed to eliminate
this shortcoming.

Work [17] presents an approach to evaluating input data
for support and decision-making systems. The essence of the
proposed approach is the clustering of the basic set of input
data, their analysis, and after which the system is trained
based on the analysis. The disadvantages of the mentioned
approach are the gradual accumulation of evaluation and
learning errors due to the lack of the possibility to evaluate the
adequacy of the decisions made.

Work [18] presents an approach to data processing from
various sources of information. This approach allows pro-
cessing data from various sources. The disadvantages of the
specified approach include the low accuracy of the received
assessment and the impossibility of checking the reliability of
the received assessment.

In the work [19], a comparative analysis of existing decision
support technologies was carried out, namely: the method of
analyzing hierarchies, neural networks, the theory of fuzzy
sets, genetic algorithms, and neuro-fuzzy modeling. The ad-
vantages and disadvantages of these approaches are indicated.
The areas of their application are defined. It is shown that the
method of analyzing hierarchies works well with complete
initial information, but due to the need for experts to compare
alternatives and choose evaluation criteria, it has a high propor-
tion of subjectivism. For forecasting tasks in conditions of risk
and uncertainty, the use of the theory of fuzzy sets and artificial
neural networks is justified.

The analysis of works [6-20] showed that the common
shortcomings of the above-mentioned studies are:

- modeling of each approach is carried out only at a sepa-
rate level of IDSS functioning;

- with a complex approach, as a rule, two components
of the functioning of the IDSS are considered. This does not
allow to fully assess the impact of management decisions on
their further functioning;

- the models listed above, constituting the constituent
parts of the above approaches, provide weak integration into
each other, which prevents them from being combined to-
gether to function together;

- the above models use a different mathematical appara-
tus, which does not require appropriate mathematical trans-
formations, which in turn increases computational complex-
ity and reduces the accuracy of modeling, etc.

All this allows to assert the expediency of researching the
development of a set of models for the functioning of intelli-
gent decision support systems.

3. The aim and objectives of the study

The aim of the study is to increase the reliability of the
functioning of intelligent decision support systems under
the influence of destabilizing factors by developing a set
of models. This will allow complex and multidimensional
modeling of the functioning of intelligent decision support
systems (their individual elements) under the influence
of destabilizing factors for the development of subsequent
management decisions. Also, it will make it possible to de-
velop (improve) the software of modern and promising intel-
ligent decision support systems by integrating the proposed
set of mathematical models into the corresponding software.

To achieve the aim, the following objectives were set:

- to develop a model for predicting the state of intelligent
decision support systems;

- to develop a model of the dynamics of detection and
elimination of software vulnerabilities;

- to develop a mathematical model of the functioning of
intelligent decision support systems in conditions of antago-
nistic conflict;

- to evaluate the effectiveness of the proposed set of math-
ematical models.

4. Materials and methods

Intelligent decision support systems are the object of the
study. The problem addressed in the study is the improvement
of the validity of the functioning of intelligent decision sup-
port systems. The subject of the study is the process of mod-
eling the functioning of intelligent decision support systems.
The hypothesis of the study is the possibility of increasing the
efficiency of the functioning of intelligent decision support
systems due to the development of a set of mathematical
models of their functioning.

The assumptions of this study should be considered, as
due to the increase in the number of conditions and factors
that are taken into account when modeling intelligent deci-
sion support systems, an increase in the reliability of their
functioning will be achieved.

To simplify the modeling of intelligent decision support
systems, it is accepted that the intensity and number of desta-
bilizing influences are unchanged during the modeling.

In the course of the study, the following research methods
were used:

—is a general scientific method of analysis for decom-
posing problematic issues of modeling the functioning of
intelligent decision support systems when they perform tasks
as intended. Also, the general scientific method of analysis
is used to determine the advantages and disadvantages of
known approaches to modeling the state of intelligent deci-
sion support systems when they perform tasks as intended;

- general scientific method of synthesis - to substantiate
the most expedient approaches to modeling the process of



functioning of intelligent decision support systems when they
perform tasks as intended;

— artificial neural networks evolving - to predict the state
of functioning of intelligent decision support systems. The
specified mathematical apparatus allows to perform informa-
tion and calculation tasks regardless of their complexity, due
to the possibility of changing the architecture and parameters
of the membership function.

- queuing systems — to process applications for intelligent
decision support software vulnerabilities. The advantage of
said approach is the ability to perform parallel processing
of software vulnerability detection in real time.

For modeling, this study adopted an intelligent decision
support system that functions in the interests of the communi-
cation and informatization system of the operational grouping
of troops (forces). The operational group of troops (forces) was
formed according to the state of martial law (typical state).
Mode of operation of the communication and information
systems system — defense operation.

A computational experiment of the proposed set of math-
ematical models in the Microsoft Visual Studio 2022 software
environment (USA) was conducted. The hardware of the
research process is AMD Ryzen 5.

The effectiveness of the set of proposed mathematical
models of the functioning of intelligent decision support sys-
tems was evaluated during the functioning of the communica-
tion and informatization system of the operational grouping
of troops (forces) during the defense operation. Multifunc-
tional means of radio-electronic countermeasures capable of
suppressing the operating frequency range from 30 MHz to
9 GHz, in the amount of 12 units, were considered as means
of destabilizing influence. Means of cyber influence (12 units)
operated on the radio channel together with noise blocking
obstacles of means of radio-electronic countermeasures. Type
of cyber impact: denial of service.

5. The results of the study on the development
of a set of models for the functioning of intelligent
decision support systems

5.1.Model for forecasting the state of intelligent
decision support systems

One of the main factors affecting the IDSS reliability is
the presence of vulnerabilities in the software used by IDSS to
solve information and calculation tasks.

To analyze the IDSS state, a forecast is needed regarding
the dynamics of detecting vulnerabilities of the IDSS software,
which can be used to destabilize its state. To destabilize the
IDSS functioning, only those vulnerabilities are used that can
be used to violate the integrity and availability of information
in IDSS. At the moment, there are a number of analytical
models for detecting vulnerabilities of IDSS software, which
allow predicting their detection dynamics. The main and most
common models used to solve the above problem are:

— Anderson thermodynamic model;

- Rescorley linear model;

- Rescorley exponential model;

- logarithmic Poisson model;

Alhazmi-Malaya logistics model et al.

At the same time, the models listed above are able to pre-
dict only the averaged trends in the change in the intensity of
detection of IDSS software vulnerabilities, when in fact there
are many more of them. To take into account the above-men-

tioned factors, it is proposed to use an approach for predicting
the detection of vulnerabilities based on evolving artificial
neural networks [17].

This approach involves the execution of two complex pro-
cedures using separate algorithms at each step.

At the first stage, data on previously detected IDSS vul-
nerabilities, obtained, as a rule, at moments of time, was
pre-processed tO), ..., t®) with different intervals between ad-
jacent moments. An appropriate processing algorithm should
ensure their smoothing and interpolation for presentation as
a continuous functional time dependence.

During pre-processing, it is proposed to restore depen-
dence in the form of a weighted sum of radial-basic functions:

F(t):gwi(pi(t):wT(p(t),
(e

o (0=oll-u)-esp| 120 W

where ¢(t) - i-th radial-basic function; u; — center i-th radial-
basic function; o; - impact parameter i-th radial-basic func-
tion; w; — corresponding weighting factor of the radial-base
function; K — number of functions used. L

Impact parameter i-th radial-basic function o; (i=1,K)
selected based on the rule

0;=Cdu, C, >0, @)

where du - the minimum distance between the centers of the
radial-basic functions, and C; - some constant.
The number of radial-base functions is chosen to be equal to

K=[C,(P-1)], 0<C, <1, ®3)

where P - the number of moments of time for which the values
of radial-basic functions are calculated, and C, - some constant.

When calculating the coefficients of the series, the solution
of the overridden system of linear equations was carried out:

Gw=d, C))
G =85l &oi=[or(:)]

p=LP, i=1K, K<P,

where G - rectangular Green’s matrix; d = (d®,...,d®))T - a tar-
get vector defined from the original set of approximated data.

The solution of this system of linear equations is described
by several methods, including the Gaussian least squares
method, the Moore-Penrose pseudo-reverse matrix method,
and the regularization method. The last method allows to take
into account and a priori solution, which makes it possible to
combine the advantages of a neural network forecasting algo-
rithm and a vulnerability detection algorithm.

Solving the system of equations (2) by the regularization
method

-1
w=w(+(67G +al) GT(d—Gw(“)), (5)
where w® - a priori solution; & - a regularization parame-

ter which may be selected by one of the standard methods;
I - unit size matrix K X K.



In this case, the parameter « it is proposed to determine
based on the following condition (selection method): all values
of the recovered dependency F(f) = Gw should fall within the
interval from (Gw® —¢@ :Gw® —@®), where ¢* - root
mean square deviation of the recovered dependence F(f) = Gw
atw =w@ from real data d, at the same time, inviscid ||Gw - d|| -
d should be minimal.

Selection of this parameter determination rule a due to the
fact that, on the one hand, it is proposed to trust the a priori deci-
sion. On the other hand, it is proposed to limit the degree of trust
in such a way that, with a slight deviation from it (<o®) restored
dependence F(t) = Gw minimally different from real data d.

In the second processing step, prediction of smoothed and
interpolated data using artificial neural networks, with an
evolving architecture [19], is carried out.

5. 2. Model of dynamics of detection and elimination
of software vulnerabilities

Sources of destabilizing influence (in this case, means
of radio-electronic countermeasures (REC), cyber influence)
negatively affect IDSS and their constituent parts. One of the
approaches for modeling conflict interactions between sources
of destabilizing influence and IDSS is to assess the dynamics
of changes in the number of vulnerabilities in IDSS software.

It is necessary not only to predict the dynamics of identify-
ing vulnerabilities that can be used to destabilize the function-
ing of the IDSS, but also to assess the intensity of countermea-
sures against identified vulnerabilities in the IDSS.

The average vulnerability elimination rate in IDSS is pre-
sented as follows

p=kp,, (6

where 4, - the average rate of changes to IDSS software,
which eliminates a vulnerability in IDSS software, and k - the
coefficient characterizing the efficiency of the functioning of
the cyber protection subsystem of the IDSS.

Evaluation g, conducted as follows

Hy = > (7)

1
TV

where T, - the average time to make changes to the IDSS
software, which closes the vulnerability after it is detected. For
each IDSS software, the score g, it is carried out separately,
because the speed of making changes to the IDSS software,
depending on its complexity, is different.

The process of the appearance of new vulnerabilities of
the IDSS software and their elimination as a process of the
functioning of the mass service system (MSS) is presented.
But it is assumed that the MSS entrance receives a non-sta-
tionary Poisson flow of applications (vulnerabilities) with
intensity A(t), which depends on time ¢.

The vulnerability flow is non-stationary Poisson because it
actually represents the sum of about 100 + 1000 independent
non-stationary flows with about the same intensity.

Next, the MSS services these applications (eliminates vul-
nerabilities) with intensity x, which is calculated according to
formula (6). It is assumed that work on eliminating each vul-
nerability begins immediately after its detection, accordingly,
this MSS has an infinite number of service channels.

Under these assumptions, the average number of vulnera-
bilities in IDSS software at this point in time ¢ calculated using
the formula

o 05400 fatopar| ®

0

Subject to (6), (7), formula (8) is presented

Nav(t):Tit[k(t)+j/l(r)efdr], ©

0

where A(f) - intensity of vulnerability detection, T, - the aver-
age time to make changes to the IDSS software that closes the
vulnerability after it is detected, and k - coefficient character-
izing the efficiency of the functioning of the cyber protection
subsystem of the IDSS.

So, in this case, the average number of vulnerabilities in
IDSS is equal to the average number of vulnerabilities de-
tected in IDSS software during the entire observation time

(10)

With these assumptions, the probability that IDSS is found
in a specific software is found n vulnerabilities, equal to

Pn(t)=7[Nw(t)]n ~Na(t),

e
n!

an

Thus, the probability of the absence of vulnerabilities in
the IDSS software is equal to

By(t)=e =), (12)

The developed model takes into account the presence in
practice of periods of increase and decrease in the number of
vulnerabilities in IDSS software (increase and decrease in the
probability of the absence of software vulnerabilities), and,
therefore, is more acceptable for further use in modeling.

5. 3. Mathematical model of the functioning of intel-
ligent decision support systems in conditions of antag-
onistic conflict

Several types of software are installed in IDSS. The
simplest mathematical model of the functioning of IDSS in
conditions of internal vulnerabilities and conflict interactions
can be presented as a set of mass service systems. Each of
these systems models the dynamics of vulnerabilities in each
individual software.

In this case, the average number of vulnerabilities in IDSS
will be the sum of the average number of vulnerabilities in
each software used by IDSS:

SENC)
Nav(t): Z::INau )

m)

(m) ¢ £
N ()= A ()4 [ (et |
k 0

13)

The probability of the absence of vulnerabilities in the
IDSS can be calculated according to formula (12), if instead
of the average number of vulnerabilities in a specific soft-
ware (9), it is substituted with the average number of vulner-
abilities in the IDSS (13).

In the simplest case, when destabilizing factors affect all
kinds of software installed in IDSS, and the vulnerabilities of



each software can be used directly to negatively affect IDSS.
The potential probability that the reliability of the IDSS at the
moment of time ¢ not disturbed by the source of destabilizing
influence, coincides with the probability of the absence of
vulnerabilities in the IDSS

By (t)=Py(t).

This probability is of a potential nature, since its calcula-
tion does not take into account the characteristics of desta-
bilizing factors that can negatively affect the IDSS, but only
considers the potential possibility of such an impact.

Thus, the probability of reliability of a given IDSS for
a given moment in time with respect to external destabilizing
influence is calculated according to the following formula

Ba(t)=B) (1)« B (t)(l—PO(CS) (t)),

(14)

1s)

where P{“®) - the probability of the absence of vulnerabilities
in the cyber protection subsystem of the IDSS, and PéP ) _ the
possibility of no vulnerabilities in other IDSS software.

The mathematical model of the conflict is based on the
representation of the process of changing the IDSS states — of
the source of destabilizing influence in the form of a Markov
chain with a finite number of states, the transitions between
which are carried out according to the exponential (Poisson)
law of distribution. Markov chain nodes correspond to the
following states:

So — the source of destabilizing influence lacks any infor-
mation about IDSS;

S; - the source of destabilizing influence includes infor-
mation about IDSS software;

Som — the source of the destabilizing impact has information
about IDSS software and one vulnerability in this software;

S3m (mel...M) - the source of the destabilizing impact
has information about the IDSS software, about one vulnera-
bility in this software, as well as about the procedure for using
this vulnerability.

Let’s denote the probabilities of being in the specified

states accordingly Po, Py, Pai, ..., Pamy ooy Ports Pamy -vvs Papre
State transition Sy to S; carried out with intensity
1
A =—, 16
177 (16)

where T),, - the average time required by a source of destabi-
lizing influence to find information about IDSS software. State
transitions S; state Sy, (mel...M) carried out with intensity
P{™A,, where PS™ — the probability of finding information
about the vulnerability in the IDSS m-software, which is equal to

(m)

N

PI()?) _ av_conf , (17)
N av _conf
where N ((lf)") cong — arithmetic average of the average number of

vulnerabilities located in m-th software N (t) IDSS during
the consideration of the conflict; Ny, ¢onf — arithmetic average
of the average total number of vulnerabilities in IDSS software
Ng(t) during the consideration of the conflict.

The intensity of vulnerability detection in IDSS software
is presented as follows

22 _ Nav_conf , (18)
Tvul

where T,, — the average time it takes for a source of destabilizing
influence to find information about all vulnerabilities in IDSS.

Taking into account (17), (18) the intensity of transitions
from the state S; in states S,,, (me1...M) equals

(m
m N(l\) con,
5% >AQ=—T* i 19)

vul

State transition S,,, (me1l...M) in state S;,, (mel...M)
has intensity

1
s :TTV’ (20)

where T, — the average time it takes for a source of destabiliz-
ing influences to find information about how to use a vulner-
ability in IDSS software to influence IDSS.

To calculate the average time, from the moment the
source of the destabilizing effects of the vulnerability to
its elimination IDSS, it is proposed that the time of de-
tection (appearance) of the vulnerability in m-th software

(m) . 15 @ random variable.

This is taken with equal probability of the value from the
interval of the difference of the current time T}, and average
life time vulnerability in m-th software Tlff':)vul until the cur-
rent time T,y

(m)

. . . . Tlife vul
So, its mathematical expectation is equal to T,,,,, —T*,

and the time from the moment of finding the source of de-
stabilizing influence of information about vulnerability in
m-th IDSS software until closing T¢™) this vulnerability is
accordingly equal to

T(m) _ Ez(f}:lzvul )

close — ) (21)
The average lifetime of the vulnerability in the IDSS m-soft-
ware is calculated according to the formula
m
i " ,
life _vul k(m)

(22)

where Tv(m) - the time required by the IDSS cyber protection
subsystem m-th response software that closes the vulnerabil-
ity, from the moment it is detected, k™ — a factor reflecting
the effectiveness of the IDSS cyber protection subsystem in
eliminating vulnerabilities from m-th software.

Transitions from states S,,, (me1l...M) and Sz, (mel...M)
in state S; low intensity

1
My =——, (23)
T
which, taking into account (21) and (22) levels
zk(’")
= 24

The resulting Markov chain is described by the vector of
the initial probability distribution of finding in different states

P(0)=[1 o ... o],

and the transition matrix:

(25)



average between the proba-
bilities of finding the IDSS

1-4 M 0 0 0 in a reliable state at each
step of the conflict
S plm) Q) (v)
0 1-) Pyp'h  Pyi Pep 1y 0 0
m=1 Pﬂnd_rel_conf =
0 ™ 1-(m+4) 0 s 0 Ty
J. Pﬁnd?rel(t)dt
Q= (26) __0 (30)
0 My 1_(,”M+)~3) 0 2.,3 conf
0 0 1- 0
H H where Ty, - duration of the
conflict. Taking into account
(28), (29), formula (30) is
| O Hm 0 0 1= pm transformed to the form
where Q - matrix of intensities of transitions between states Toany M
of the chain; ¢ - the current time counted from the beginning (1 - (P(O)Ptr (t ))3det
of the conflict. 0 =1
Pﬁnd rel _conf (31)
Taking into account (17), (20), (21) and (25), this transi- T Teony
tion matrix took the form:
To find the
B, (t)=exp(Qt). probability of IDSS
T 1 1 reliability, the math-
1-— — 0 .. 0 0 0 ematical model
Tps Tps should be simplified
M ™) (1) NM) by removing tran-
0o 1-) oo Lo e 0 0 sitions from states
m=t T Tou Tou Ssm (mel...M) in
2k 260 1 1 state S;, having
0 70 70 TTV 0 T, 0 thus made states
v v S}m (mel...M) ab-
sorbing.
Q= (M (M) - @7) The vector of
2k 2k 1 1
0 o 0 1- o) +T— 0 T the initial distribu-
T, T mw " tion of probabilities
2k 2k of finding in differ-
0 0 0 0 -y 0 ent states remains
L L unchanged P(0) =
. =[10... 0], and the
2k(M) 2k(M) transition matrix is
0 i 0 0 0 1_W transformed to the
L T L form:
Probability distribution at P (£) =exp(Qt),
time ¢ since the beginning of - -
the conflict 1_i 1 0 0 0 0
Ty Tps
P(t)=P(0)B,(t). (28) u () N N
0 1- z av _conf av _conf av_conf 0 0
The probability of finding m1 D Tow Ty
IDSS in a reliable state on 2k D q 1
n-th conflict steps 0 - +— 0 — 0
Tv(l) T( ) T T,
0= (32)
Pﬁnd_rel(t):
M
_ () (M)
—1_ZP3m(t)~ (29) 0 2]67 0 1- 2kM +i 0 L
m=1 (™) ™ T, T,
The probability of IDSS 0 0 0 0 1 0
finding in a reliable state for
the entire time of the con-
flict is equal to the arithmetic L O 0 0 0 0 . 1]




The probability of destabilization of IDSS during the conflict

M
Piestab = Z Py, (Tconf )’ (33)

m=1

and the probability of reliability of IDSS, that is, the proba-
bility of not falling into a state of destabilization during the
conflict, according to the same

M
B =1- z Py, (Tconf)’

(34)
m=1
and taking into account (28)
M
Py=1- Z(P(O)Ptr(Tconf))sm' (35)
m=1

The above mathematical expressions described the pro-
cess of functioning of intelligent decision support systems in
conditions of antagonistic conflict.

5. 4. Evaluation of the effectiveness of the proposed
mathematical models

The results of a computational experiment using the pro-
posed set of mathematical models of the functioning of intel-
ligent decision support systems are presented in the form of
205 pages of results. In this study, only the generalized results
of this computational experiment are presented.

The results of the evaluation of the effectiveness of the
set of proposed mathematical models of the functioning of
intelligent decision support systems are given in the Table 1.

From the analysis of Table 1, it can be concluded that the
proposed set of mathematical models provides an average of
up to 20% gain in the efficiency and reliability of calculations

in intelligent decision support systems, while ensuring an
average level of use of hardware resources.

6. Discussion of the results of the development
of a set of mathematical models of the functioning
of intelligent decision support systems

Advantages of the proposed set of mathematical models of
the functioning of intelligent decision support systems:

- comprehensively assess the state of operation of intel-
ligent decision support systems (expressions (1)—-(35)), com-
pared to studies [2, 5];

- conduct modeling of possible states of functioning of
intelligent decision support systems (expressions (1)-(35)),
compared to studies [6, 10];

- reconfigure the number of input parameters to simulate
the functioning of intelligent decision support systems by using
evolving artificial neural networks (expressions (1)-(5)), which
achieves an increase in the efficiency and reliability of the ob-
tained decisions and evaluations, compared to studies [8, 15];

—adjust the number of input channels of destructive in-
fluence for their accurate assessment by using queuing theory
(expressions (8)—(12)), compared to studies [7, 17];

-reduce the computational complexity of modeling de-
stabilizing effects on intelligent decision support systems
(expressions (1)-(35)) by using probabilistic and statistical
approaches, compared to studies [12, 14];

- adjust the input parameters of the models by adjusting
the parameters of the membership function of evolving arti-
ficial neural networks (expressions (1)-(5)), which achieves
an increase in the accuracy of modeling the state of func-
tioning of intelligent decision support systems, compared to
studies [13, 16].

Table 1
A generalized comparative assessment of the effectiveness of the proposed set of mathematical models
of the functioning of intelligent decision support systems
Efficiency under Efficienc Interpretin, Computational
Model group Basic methods Y Accuracy y preting data require-
uncertainty class (Explainability)
ments
. . Low: require clear High (allows to High: have Low: only model
s Linear/dynamic . . .
Optimizing . parameters and | accurately determine | Discrete a transparent logic | parameters are
programming AN . . .
system limitations the optimum) for solving tasks required
A . High: It is easy to .
Probabilistic, Bayesian networks, M‘edlu.m s work Average: Strong . establish the influ- Average. rep-
- . . with risks and dependence on data High resentative statis-
statistical regressive analysis P - ence of factors on - .
probabilities sampling - tics required
work efficiency
Logical inference High: effectively Low to the data
Expert fuzgz logic (Fuzz’ simulate the hu- Average: limited by Hich Very hish itself, high to the
(Knowledge bases) y L og ic) Y | man decision-mak- expert qualifications g Ty hig participation of
g ing process experts
. . Random Forest, High: High ability . . .
Mach.lne learning SVM., Gradient to0 detect hidden Very high for struc High Average High to volume
(classical models) boosti tured data and markup data
00sting patterns
. Critically high
Neural networks Very high: ability to Maximum on com- - Low (black box requirements
. MLP, CNN, LLM process unstruc- Variable "
(Deep learning) plex tasks problem) for the GPU and
tured data
data volume
Genetic algorithm, | Very high: ability to hish f Crltlgally high
Evolutionary evolutionary algo- process unstruc- Very high for struc- Low Average requirements
. tured data for the GPU and
rithms tured data
data volume
Proposed math- Artificial neural High (allows to Average hard-
ematical models networks, MSS, High accurately determine | Average High ware require-
(hybrid approach) | probability theory the optimum) ments




The disadvantage of the proposed set of mathematical mod-
els of the functioning of intelligent decision support systems
should include the need for additional mathematical transfor-
mations when working with heterogeneous input parameters
for modeling the state of intelligent decision support systems.

The proposed set of mathematical models of the function-
ing of intelligent decision support systems allows:

- conduct modeling of the process of assessing the state of
functioning of intelligent decision support systems under the
influence of several sources of destabilizing influence;

- determine effective measures to increase the efficiency
of intelligent decision support systems under the complex
influence of several destabilizing factors;

- comprehensively assess the state of functioning of intel-
ligent decision support systems, etc.

Limitations of the study are the need to take into account
the delay time for collecting and providing information from
sensors (sensors) of intelligent decision support systems.

The proposed mathematical models should be used as soft-
ware for automated troop control systems such as "Dzvin-AS",
"Oreanda-PS", as well as integrated information systems such
as "Delta".

7. Conclusions

1. A model for forecasting the state of intelligent decision
support systems was developed. The originality of the model
consists of:

- comprehensive assessment of the state of functioning
of intelligent decision support systems due to multi-level
assessment, which achieves an increase in the reliability of
modeling their state to an average of 15%;

- reconfiguring the number of input parameters for mod-
eling the functioning of intelligent decision support systems
due to the use of evolving artificial neural networks, which
achieves an increase in the efficiency and reliability of the ob-
tained decisions and evaluations by an average of up to 18%.

2. A model of the dynamics of detection and elimination
of software vulnerabilities has been developed. The originality
of the proposed model is:

-setting the number of input channels of destructive
influence for their accurate assessment due to the use of queu-
ing theory;

- to reduce the computational complexity of modeling the
destabilizing effect on intelligent decision support systems by
using probabilistic and statistical approaches, which achieves
a reduction in the number of computational operations to an
average of 12%.

3. A mathematical model of the functioning of intelligent
decision support systems in the conditions of an antagonistic
conflict was developed, the originality of which is:

- setting the input parameters of the models due to
setting the parameters of the membership function of

evolving artificial neural networks, which achieves an in-
crease in the accuracy of modeling the state of functioning
of intelligent decision support systems by an average of
up to 13%.

- modeling of possible states of possible states of function-
ing of intelligent decision support systems.

4. Modeling of the proposed set of mathematical models
of the functioning of intelligent decision support systems was
carried out. In the course of modeling, it was established that
an average of up to 20% gain is ensured in the efficiency and
reliability of calculations, while ensuring an average level of
use of hardware resources.
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