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This work investigates fuzzy algorithmic models for
predicting software defects. An issue related to conven-
tional machine (deep) learning models is complexity and
interpretability. In addition, cross-project learning of
such models requires solving the problem of heterogeneity
in the initial and target data distributions.

A fuzzy algorithmic model for predicting software
defects with an integrated distribution of implementa-
tion options for development stages has been proposed.
A genetic-neural method for tuning a fuzzy algorithmic
model to cross-project data has been devised.

Unlike machine learning models, the interpretabili-
ty of the prediction model was achieved by assessing the
correctness (defectivity) of development stages using fuzzy
rules. The model is built on the basis of “work-control-re-
finement” algorithmic structures, which is an analog of a
fuzzy knowledge base. Fuzzy estimates of the defectivity of
the execution of work, control, and refinement operators
are subject to tuning, where defect ranks model the distri-
bution of resources. The training sample is formed on the
basis of estimates of the correctness of implementation
options for algorithmic structures.

The integration of indicators for implementation
options for work, control, and refinement operators has
made it possible to solve the issue of heterogeneity in the
initial and target data distributions. Unlike known meth-
ods for training neural-fuzzy models of software reliabil-
ity, simplification of the tuning process was achieved by
transferring cross-project data.

The scope of practical application includes predict-
ing the quality of new software based on the experience of
completed projects. The condition of use is a discrete algo-
rithmic model of the development process
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1. Introduction

Software defect prediction is aimed at identifying prob-
lems in the code at early stages of the life cycle, which could
reduce development costs. Conventionally, this task is solved
based on statistical methods, machine learning methods, and
evolutionary algorithms [1]. The model classifies modules
as potentially defective (defect-free) based on code quality
metrics. Building a prediction model includes selecting fea-
tures (code metrics); selecting projects for the training sam-
ple; selecting models for the classifier ensemble. The com-
plexity and interpretability of such models is still a problem.
In addition, there is an issue of heterogeneity of the source
and target data distributions for cross-project learning [2].

Modeling processes associated with introducing, detect-
ing, and correcting errors can be carried out based on the
theory of fuzzy reliability of algorithmic processes [3, 4].
The development process is described by means of algorithm
algebra. A fuzzy reliability model connects estimates of the
correctness (defectiveness) of the performance of work, con-
trol, and refinement operations. Adhering to the principles
of fuzzy modeling of algorithmic processes, a method of
software reliability analysis based on algorithm algebra and
fuzzy logic was proposed in [5]. This approach makes it pos-
sible to implement the process of constructing and training
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a fuzzy algorithmic model by distilling knowledge [6]. As
a result of transfer learning, reliable elements of completed
projects are transferred to the logical-algorithmic model
of the current project. In this case, the training sample is
formed based on data from completed projects with different
options for performing work, control, and refinement opera-
tions [3, 4]. This will ensure the alignment of the initial and
target data distribution and simplify the process of cross-proj-
ect learning.

In practice, this will make it possible to predict software
defects depending on the implementation options for the
development stages and resource allocation. Therefore, re-
search on constructing and configuring a fuzzy algorithmic
model for predicting software defects is relevant.

2. Literature review and problem statement

Count-based code quality metrics identify object-oriented
features. However, such metrics are unable to reflect the
structural features of the code. In [7], structural metrics were
investigated that take into account class complexity, connec-
tivity, task dependences, abstraction, inheritance, and poly-
morphism. The accuracy of such models is low due to the lack
of relevant data, feature correlation, and class imbalance. To




improve accuracy, ensemble models are used [8-11]. In [8, 9],
logistic regression, decision trees, support vector machines,
and naive Bayesian methods were investigated as basic classi-
fiers. However, the accuracy of basic models remains low due
to the inability to extract hierarchical features. In [10], deep
learning algorithms are used to search for defect patterns in
data. However, conventional ensemble models are unable to
provide accuracy due to the fixed weights of the basic classi-
fiers. In [11], a new ensemble learning method with dynamic
weights of the base classifiers depending on the cross-project
data fusion method was proposed. However, low accuracy
remains a common problem of machine learning methods
due to the instability of features.

Software defect prediction involves the representation of
the source code in a form suitable for training. In [12, 13],
prediction models are based on features selected based on ex-
pert knowledge. The robustness of estimates remains an open
question since the use of machine (deep) learning models
has led to problems of reproducibility. Therefore, in [14-16],
representation learning is used, when the machine learning
model automatically creates a code representation by select-
ing relevant features. In [14], natural language processing
models are used for representation training, which make it
possible to detect semantic features of the code at the level of
language constructs. The task of substantiating the decisions
of the prediction model remains unsolved because one lan-
guage model cannot effectively operate with different data
formats. Therefore, in [15, 16], ensemble learning methods
are used to create a structured representation of the code. In
work [15], basic deep models explore complex feature spaces,
and categorical boosting is used to detect defects. In [16], the
meta-model forms a set of code representations at the syntac-
tic and semantic levels, taking into account the formats of the
input and output data. However, the resulting representation
is not universal for a wide class of tasks because it is limited
to the classes of tasks on which the model was trained.

Cross-project data transfer technologies are used to pre-
dict software defects [17-19]. Machine learning algorithms
assume that the training and test samples have similar data
distribution. However, for cross-project learning, when the
training and test data belong to different projects, this re-
quirement is not met. To solve this problem, measures of
code metric correspondence were proposed in [17]. However,
this approach is not justified. In practice, only a small set of
source (training) data can fully correspond to the target (test)
data set. Therefore, in [18], a method for adapting a weighted
balanced distribution was devised, which makes it possible
to assess the importance of differences in data distribution.
This method cannot be applied to deep learning algorithms
because it works only with counted code metrics. Deep trans-
fer learning technologies are used for semantic features of
code in [19, 20]. In [19], a deep model transfers features from
the source projects to the target project using a meta-estima-
tor that minimizes differences in data distributions. For the
case of many source projects, a transfer ensemble learning
method is used in [20]. The problem is the interpretability
of cross-project learning models, i.e., the assessment of the
amount of knowledge that can be transferred to the current
project from the source data sets [20]. The issue arises due to
the knowledge transfer mechanism that generates weights
for the source data sets depending on the importance of the
features and the difference in the data distribution.

For machine (deep) learning models, there is still a prob-
lem of uncertainty in the data. In [21, 22], a neural-fuzzy

classifier is included in the ensemble of basic models to deal
with uncertainty in code metrics. An open question is the
formalization of code metrics by membership functions. The
construction of membership functions under the condition
of heterogeneous small samples is problematic, which can
significantly affect the accuracy of the model. To solve the
issue of data uncertainty, the authors of [23, 24] use fuzzy
measures of similarity of projects. In work [23], scalar mea-
sures based on distance are used. In [24], fuzzy relationship
matrices, built into the deep learning model, model the
partial membership of data to the target sample. However,
the ambiguity of predictions due to incomplete data does
not make it possible to correctly estimate the growth of re-
liability function. Therefore, in [25], recurrent neural-fuzzy
networks were developed that model the growth of the reli-
ability function of dynamic systems with feedback. However,
neural-fuzzy classifiers are not able to obtain hierarchical
features of the code because such classifiers have a simpli-
fied structure. In [26], input features are obtained using an
ensemble of deep neural networks. The meta-model is built
on the basis of an expert rule base, where fuzzy estimates of
code metrics are formalized by interval membership func-
tions. The problem is the complexity of constructing fuzzy
process-oriented reliability models. This issue is due to the
lack of mechanisms for obtaining hierarchical features for
constructing interpretable deep fuzzy classifiers.

Thus, none of the machine (deep) learning models is
universal for predicting software defects. The development of
interpretable models for predicting software defects remains
an unresolved issue. Ensuring accuracy requires a more com-
plex hierarchical machine learning model, the interpretabil-
ity of which is problematic. For cross-project transfer learn-
ing, this means granulation and assessment of the amount of
knowledge that can be transferred from the original projects
to the current project. The issue of lack of data for cross-proj-
ect learning due to the heterogeneity and uncertainty of the
original and target distributions is still unresolved. Projects
that were implemented under different resource constraints
may use different options for completing tasks. However,
process-oriented models for predicting software defects that
integrate resource allocation depending on the implementa-
tion options for development stages are absent.

The above allows us to argue that it is advisable to con-
duct a study aimed at devising a method for cross-project
transfer training of a fuzzy model of the software develop-
ment process.

3. The aim and objectives of the study

The aim of our study is to devise a cross-project learning
method for predicting software defects based on fuzzy al-
gorithmic models. This will make it possible to simplify the
tuning process by transferring knowledge from the original
projects to the current project.

To achieve the goal, the following tasks were set:

- to build a fuzzy algorithmic model of software defects
with an integrated distribution of implementation options for
development stages;

- to devise a genetic-neural method for tuning a fuzzy al-
gorithmic model of software defect prediction on cross-proj-
ect data;

- to verify the performance of the method for predicting
defects in a software system for media content aggregation.



4. The study materials and methods

4.1. The object and hypothesis of the study

The object of our study is fuzzy algorithmic models of
software defect prediction. Such models describe the soft-
ware development process, which is associated with the in-
troduction, detection, and correction of errors. This allows us
to formulate the principal hypothesis of the work, according
to which the software development process can be considered
a multidimensional discrete process with a m-ary concept of
defects [3, 4].

The assumptions adopted in the study are based on
modeling the software development process using algorithm
algebra and fuzzy logic [3,4]. The structure of the model
is determined by the sequence of algorithmic structures
“work-control-refinement”. It is assumed that the logical-al-
gorithmic model of the development process is an analog of a
fuzzy knowledge base. Then the system of fuzzy logical equa-
tions connects fuzzy assessments of the correctness (defectivi-
ty) of working, controlling, and refinement operators with the
possibility of correct (with defects) performance of the task.

The fuzzy algorithmic model requires tuning the struc-
ture and parameters to cross-project data. The simplifica-
tions adopted in the study are based on the formalization of
improving transformations of the logical-algorithmic model
using control variables. The incorporation of indicators of
techniques for performing working, controlling, and refine-
ment operators into the model makes it possible to solve the
issue of heterogeneous data. Knowledge distillation is carried
out at the level of elements of the logical-algorithmic mod-
el [6]. The selection of implementation options is formalized
by improving transformations of the system of fuzzy grada-
tion rules [27, 28]. Thus, the tuning process is simplified due
to the transfer of cross-project data. As a result, the model
determines the level of preference of options depending on
the ranks (criticality levels) of defects.

4. 2. Conditions for conducting the experiment

A fuzzy algorithmic model predicts the quality of a new
software product based on the experience of completed proj-
ects that form the training sample. The model is tested at the
stages of development of the current project. The distribution
of the training and test data sets is aligned by taking into
account possible options for performing tasks. The imple-
mentation of the method assumes the presence of expert or
experimental assessments of the correctness (defectivity) of
the implementation options for working, controlling, and re-
finement operations. The structure of the logical-algorithmic
model is configured using a genetic algorithm that transfers
reliable elements of completed projects to the current project.
The parameters of the logical-algorithmic model are config-
ured using a neural-fuzzy network that determines the ranks
of defects for the selected structure of the development pro-
cess. The justification of predictive solutions is based on the
ranking of implementation options for working, controlling,
and refinement operations by the level of impact on the qual-
ity of the software.

The performance of the method was tested for predicting
defects in a media content aggregation software system. The
software implementation of the method is written in Python
and is designed to process expert and experimental data com-
ing from the development environment of the target project.
The developed software is synchronized with the current
state of the development process to refine the predictive de-

fect estimates. The software implementation of the method
does not require specialized equipment because the analysis
is based on structured tables of inter-project indicators.

5. Results of investigating the cross-project transfer
learning method

5.1. Fuzzy algorithmic model of software defect
prediction

In the algebra of algorithms, the software development
process with the sequential execution of stages A;, i =1, ..., n,
is described by a linear structure of the following form [3, 4]

C=A/(d,W),... A, (d,W,), 6))
where d; = {dy, ..., d;g} is the set of defects that are the result
of errors at stage A;; W; = (Wyy, ... , Wjg,) is the vector of ranks
(criticality levels) of defects dj, ... , dig; C is the operator cor-
responding to the linear algorithmic structure.

Work processes at stage A; are described by the iterative
algorithmic structure “work-control-refinement” [3, 4]
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where R; is the work operator; ; is the control operator;
U; is the refinement operator; 4; is the criticality level of
repeated defects; B; is the operator corresponding to the iter-
ative algorithmic structure.

During the execution of the work operator, errors can
be introduced. During the execution of the control operator,
the errors introduced are subject to detection. During the
execution of the refinement operator, the detected errors are
subject to removal.

Letr;={riy, ..., i} @i = {01, oo, Wi} W = {Upn, .., Uip}
be the set of ways to execute operators R;, 2;, U;; g = {ga, --- »
gin} be the set of options for the software implementation
of operators R; and Uj; X; = (Xi1, --- » Xir)s Yi = (Vi1 -+ » Vik)s
Z; = (Zi1, --- » Zir)s Xib Yik»> Zip€{0, 1}, — vectors of indicators of
the ways of performing operators R;, Q;, Uj; &0 = (g, - » %ipg,)s
Bi=(Birs .- » Bim)> %in» Pin€{0, 1}, — vectors of indicators of the
options for the software implementation of operators R;, U;.

The choice of techniques of performing and the options
for the software implementation of the work, control, and
refinement operators is formalized by means of improving
transformations of the logical-algorithmic model (2)
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The correctness of execution of the logical-algorithmic
model (3), (4) is determined by a system of fuzzy rules:



IF operators R; and Q;are executed correctly

OR operator R; is executed with defects

AND operators Q;, U; are executed correctly,

THEN stage A; is executed correctly,

ELSE stage A; is executed with defects. 5)

Let v = {vy, ... , vy} be the set of execution options for
operator Fie{R;, Q;, U}}.

The correctness of execution of option v;ev is evaluated
as follows [4]

q; \#y
H, = A[l—(ui’f”) ] I=1...,N, ©®)
j=1
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where ,u ,UO(J )) is the possibility of correct execution (with
defects of the ]th type) of variant v; of operator Fj.

The ranks (levels of criticality) of defects 4;, w;; € {1, 3, 5,
7, 9}are chosen according to the Saati scale and model the
distribution of resources [4].

The variant for which the degree of belonging (6) is
maximal should be considered as the optimal variant of the
implementation of operator F; € {R;, Q;, U}

From the base of rules (5), a system of fuzzy logic equa-
tions follows, which connects the evaluations of the correct-
ness of the execution of work, control, and refinement opera-
tors with the evaluation of the correctness (defectiveness) of
the execution of stage A;

A
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Here ,UR (,UR ), ﬂ!_, (,ug ), ﬂU (,uU ) is the possibility of
correct (w1th defects) execution of work (Ry), control (2;), and
refinement (U;) operators; u, is the possibility of skipping
errors during control and introducing new errors during re-
finement; ,uB ( ,uB is the possibility of correct (with defects)
execution of the iterative algorithmic structure B;.

The estimates of correct (with defects) execution of oper-
ators R;, Q;, U; are determined based on the estimates of the
correctness of their implementation options according to the
ranks (criticality levels) of defects:
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The correctness (defectivity) of the development process
is assessed as follows:
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where 4. ( ,ug) is the possibility of correct (with defects) exe-
cution of the linear algorithmic structure (1).

5.2. A method for setting up a fuzzy algorithmic
model for predicting software defects

5.2.1. The task of setting up the forecasting model

Let ) be a fuzzy matrix of evaluations of defectiveness
of variants v; of the implementation of operator F; € {R;, Q;,
U;}, where:

d, .. d,
0(1) 0(g;)

,'LS — vl ﬂvl /uvl
0(1) 0(g;)

Vy, H, H,

Relations (6) to (8) define a fuzzy algorithmic model for
predicting software defects as follows:
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where p’,u’, ) - fuzzy matrices of defectivity estimates
of the methods for executing operators R;, Q;, Uj; p.g - fuzzy
matrices of defectivity estimates of the software implementation
options of operators R;, U;; f; (f,? )’ f;l; Ef:g )’ f;f [(,) ) - fuzzy
correctness (defectiveness) functions o oﬁ)eratérs R;, Qi U;
I3 ( fs ) - fuzzy correctness (defectiveness) function of op-
erator structure B;.

Let the training sample be obtained from the initial proj-
ects in the form of M pairs of cross-project data

(%0.6.%.2)8. 45 ), i=10m, 5210, M,

where X' S e ,fot), Y = (Ym Vi ) Z = (Zm oLy ) -
vectors of indicators o ways for performmg operators Rl, Q;,
U; at stage A; in project s; &; —(all, Oy ), B; :(/3,1’ ,ﬂlH
vectors of indicators of optlons of softwaré implementation of
operators R; and U; at stage A; in project s; [1;'5 — assessment
of correctness of execution of operator structure B; in project s.
The assessment of #;° correctness is interpreted as the
percentage of correctly performed tasks at stage A; in project s.
It is necessary to find fuzzy matrices of defectivity estimates
( By, Ky, Iy By)and vectors of defect ranks (W;, 4;), which pro-
vide the minimum distance between model and experimental
estimates of correctness of execution of operator structures (B;)

2

fi fy : (X;“;) - /;* | = min 10)
s=1 =1 g f_rl% (?f),f;l (Zj,é;) H, uS,W(,A‘.

To solve the optimization problem (10), a genetic-neu-
ral approach is proposed. The genetic algorithm is used to
adjust the structure of the logical-algorithmic model. The
neural-fuzzy network is used to adaptively adjust the model
parameters as new cross-project data is received.



5.2. 2. Genetic-neural method

The genetic algorithm implements the idea of transfer-
ring reliable elements of completed projects to the current
project. The transfer can be carried out both at the level of im-
plementation options for individual operators and at the level
of implementation of operator structures. At the coding stage,
elements X,, &, Y, Z, B, of the training sample are trans-
ferred to the current population of chromosomes. This makes
it possible to rank the options for performing work, control,
and refinement operators. Then the genetic algorithm gener-
ates fuzzy matrices of defect estimates u, g, 4, and u;
based on the correctness estimates 2, of éomp‘leted(projects‘.
The best chromosome determines the level of preference of
options vy for the requirements of the current project, which
are determined by defect ranks W;.

A chromosome is defined as a vector-string of binary
codes of elements of fuzzy matrices of defect estimates z°”,

Ty

o P, wl?, and elements of defect rank vectors
o, :
Wij, /1,‘ (Flg 1)
| rou | - | rou | - | RoU |
[ rerzs | ||t J[med |[7 ] [ ]
transfer ' crossing ' '

Fig. 1. Chromosome structure for transfer genetic algorithm

The crossover operation is performed by exchanging

. . 0 0 0 0
parts of chromosomes in matrices o Hys My M and

&
vectors W;, 4;. The correspondence function is built on the
basis of criterion (10). Selection consists in selecting chromo-
somes that provide a threshold level of reliability ,u;i 2 E;
with minimal costs. ‘
Neural-fuzzy algorithmic prediction model, isomorphic to
the fuzzy knowledge base (5), is shown in Fig. 2. The network
has a hierarchical structure for predicting the correctness (de-
fectivity) of the execution of operators and operator structures.
For operators R;, Q;, U;, matrices of fuzzy defectivity estimates
Hys Mg M, M, areimplanted in the neural network. Then
the defectivity membership functions and their ranks (concen-
tration parameters) are subject to training. For operator struc-
tures B;, fuzzy rules are implanted in the neural network. Then
the criticality levels of repeated defects are subject to training.

Zil
il
ZiP;
Bim,

Fig. 2. Neural-fuzzy algorithmic model for predicting software defects

The network inputs are indicators of the implementation
options of the work (x;, @), control (y;) and refinement

(Zip, Bin) operators. In the intermediate layers, estimates of
the correctness of the implementation options are formed
,urll, ,u;k, u, ,u;h, which determine the correctness of the
execution of the work, control, and refinement operations
My, Uy, M. At the network outputs, an estimate of the
correctness (defectivity) of the control g}, 42, and refinement
U8 w11t , stages is formed, which determine the correctness
(defectivity) of the execution of algorithmic structures Bj,
i=1,..,n.

To set the parameters of the neural-fuzzy network, the
following recurrent relations are used:

() _ 00 de,”
(1) = 6= ey
9]
awij(t)’

w; (t41)=w, (€)1

A(t+1)=24(t)-n t(t) (€8Y)

where ,[1; (t), ,u; (t) - experimental and theoretical estimates
of the correctness of the execution of operator structures B; at
the t-th training step; 1" (t) - fuzzy estimates of defectiveness
in the execution of variant vy of operator Fj € {R;, Q;, U} at the
t-th training step; wy(f) - ranks of d;; defects at the ¢-th train-
ing step; A,(f) — criticality level of repeated defects at the ¢-th
training step; » — training parameter.

Partial derivatives in relation (11) characterize the sensi-
tivity of error .s[B‘ to changes in network parameters and are
calculated according to [4].

5. 3. Verifying the performance of a method for pre-
dicting defects in a software system for media content
aggregation

The task of predicting defects in a software system
for media content aggregation is considered [5, 29]. The
process of developing a software system includes the fol-
lowing stages

C=A][d]..A,[d,]

where the following types of defects are possible
at the output of stages A;:

A; - design of a media content aggregation
system,;

dy; — incomplete consideration of require-
ments;

dy, - missing dependences between modules;

dy; - inconsistency with the system’s spe-
cifics;

dy4 - critical scenarios not taken into account;

dys - violation of component consistency;

A, - development of a media content acqui-
sition module;

d,; - incomplete processing of formats;

d,, - loss of part of the data;
d,3 — incorrect metadata;
d,, — critical scenarios without tests;



Aj3 - development of a media content preprocessing module;
ds; — loss of data quality;

ds, - missing anomalies;

ds3 — deletion of relevant data;

d34 - failure under specific conditions;

dss — reduced data processing performance;
Ay — design of the media content aggregation module;
d4 - incorrect grouping;

d4, — missing details;

d4; - low performance;

d44 - failures under special conditions;

d,s — compatibility conflicts;

As - design of the data storage module;

ds; — violation of data integrity;

ds, — data loss;

ds; — incorrect display;

ds,4 — reduced performance;

dss — compatibility violations;

Ag — design of the user interface module;
dg1 - inconsistency;

dg, — incorrect interaction;

dg3 — incorrect response to changes;

de4 — customization limitations;

des — errors on different devices;

A7 - module integration;

d7; — module incompatibility;

d74 — stability violations;

Ag - system testing;

dg; — incomplete coverage;

dg, — missed logic errors;

dg; — false positives;

dg4 — incomplete verification;

dgs — undetected integration errors;
dge — missed edge-cases;

dg; — undetected conflicts;

Ag - refinement and optimization;
dg; - recurrence;

dg, — compatibility violation;

do; — stability violation;

dgy4 — NEW EITOors;

dgs — functional degradation;

Ajp — monitoring and support;
dyo1 — insufficient coverage;

dyo.2 - low performance;

dyo3 — important details missed;
dyo.4 — critical errors not detected;
dyo.5 — bug recurrence.

The logical-algorithmic model of the development pro-

cess takes the following form

C=B,..B,=R, iUl} R £U7} iUs} iUw},

10

d;, — data loss;

where techniques for performing development stages are

d; — delays; given in Tables 1, 2.
Table 1
Techniques to perform development stages
Stage Work Control Refinement
r11 — manual architecture formation wy; — architecture analysis u;, — correction without full revision
A r1, — using template architecture w1, — validation of architectural solutions u,, — architecture refactoring
A, I~ using SDIt(O(:é)Cfte\:Saerlelztis:elopment Kit) wy; — file import verification uy; - correction without full analysis
r», — manual file processing w,, — format testing up, - fixes after deployment
A, r3; — data normalization ws; — checking the correctness of processing us; — algorithm correction
13, — content filtering w3, — edge-case testing U3, — processing optimization
A, 4 — manual aggregations wy; — analysis of results u4 — optimization without analysis
14, — standard algorithms wy, — edge-case testing uy, — refactoring
As rs; — direct access to the database ws; — transaction verification us, — fix without tests
rs; — using ORM (Object-Relational Mapping) ws, — load testing us, — database optimization
A re1 — manual UI (User Interface) development wg1 — usability testing ug; — Ul fixes
¥e» — use of components wg, — adaptability testing ug, — Ul refactoring
r71 — manual integration w71 — interaction check u7; - integration fixes
Az | rs, - integration using API (Application Programming w1y — testing s, - optimization
Interface)
Table 2
Techniques for performing testing and refinement stages
Stage Control Refinement
wg) — automated testing ug; — test generation
Ay wg — regression testing ug, — localization and correction of defects
wg3 — manual testing Ugs — test coverage optimization
wg4 — static analysis -
wo; — check after changes ug; — correction without analysis
Ag Wy, — regression ug, — refactoring
- Ug3 — Optimization
A w101 — Manual monitoring U101 — manual log analysis
w102 — post-release analysis Uy — correction after feedback




Variants of software implementation of modules:

g11 — code generation via template;

g12 - manual code writing;

g13 — copying code from examples;

814 — development from scratch.

Types of defects at the software implementation stage:

e; — violation of system logic;

e, — incorrect integration of components;

e3 — syntax errors;

e, — logical errors;

es — incomplete functionality;

ee — incompatibility with architecture;

e; — unforeseen execution scenarios;

eg — compatibility violations;

ey — dependence conflicts.

To build a forecasting model, expert assessments of the
defectivity of options for performing work ,uf;” , control

129), and refinement (° (gj ’) operations (Table 3) were

used, ‘which are interpreted as the percentage of problems
occurring because of the selected implementation option.

Table 3

Software defect prediction before training a fuzzy model

At the same time, the costs remained minimal (w; = 1;
A; = 1). For the obtained logical-algorithmic model, the levels
of correctness of (4, | stages were calculated from formu-
la (7). The possibility of defects dj, j = 1,..., q; was estimated
based on formula (6).

Analysis of the distribution of defects before training
reveals that both primary and secondary defects are predict-
ed. Primary defects are caused by errors at specific stages.
Secondary defects are caused by the cascading spread of
problems between interdependent modules of the software
system. This is due to the large number of work execution
options, insufficient efficiency of control and refinement
operations.

Below are the results of tuning the fuzzy algorithmic
model. The initial data set was obtained based on 25 projects
for media content aggregation on devices with limited com-
puting resources. The training sample consisted of options
for performing work, control, and refinement operations (Ta-
bles 1, 2) and fuzzy estimates of correctness (percentage of
correctly completed tasks).

As a result of training, defect ranks w;; were ob-
tained, as well as criticality levels of repeated defects
A; for options for performing work, control, and refine-

Work Control Refinement Prediction ment operations (Table 4).
Stage o o o . ] The structure of the fuzzy algorithmic model after
Ri| Mg | Q| Ho Ui| Mg | Hs | Possibledefects | trgining takes the following form
4, []007-021] 011 [005-0.09 [ uy [0.12-0.18] o diy, s, dis
712(0.12-0.18| w;, | 0.01-0.04 | uy, | 0.03-0.09 | ey, €3, e, €7 C:r12 {ull} 8 {uZI} 5813 {u31}
4, |72]009-022] 01 [0.06-0.10 wy [0.1-017] | 1 iy, dis, s . {Zl . {:Z . {Z“ )
722(0.13-0.19| wy; | 0.02-0.05 | uy; | 0.04-0.08 €2, €4, €7 2812 Marf 151812 M2 f Tr812 1M1
Dy @y Dy
0.08-0.20 0.04-0.08 0.10-0.16
A3 £ =0 = 0.89 d31, d32, d35 r72g12 {u72} {MSZ} {u91} {ulol} :
732[0.10-0.17| w3, | 0.02-0.05 | us, | 0.03-0.07 €4, €5, €7 o, a o, Oy
A, [ 0.10-0.23| w41 | 0.06-0.10 | Uy |0.1220.18} o | day, da3, das The execution options for the work (R;), con-
142|0.14-0.20| w4, | 0.03-0.06 | us, | 0.05-0.09 R ) trol (2)), and refinement (U;) operators were selected
A [T 0.11-0.24| ws, | 0.07-0.11 | us1 |0.13-0.19| ' | ds1, dsp, dsa, dss | on the condition of ensuring minimal defects at lim-
r52|0.15-0.22) ws; | 0.03-0.06 | us; | 0.05-0.09 €2, @6 €8> & ited costs. The costs were estimated according to the
4 |7@1|0.08-0.19] @ | 0.05-0.09 | ey | 0.10-0.15 ogg| i den dos levels of defect criticality (wy < 5; 4; < 2).
8 116210.11-0.17| wg, | 0.02-0.05 | ug, | 0.03-0.07| ey, ey, s, €7 Training was carried out by transferring reliable
A, []01270.25| @y |0.07-0.11 | Uz |0.14-0.20| /o | dy1, dro, dya elgments of completed project.s into the 10gical—algori¥h—
7 1r.10.16-0.22] wm | 0.03-0.06 | 7, | 0.05-0.10| €2, €6, €5, €9 mic model of the current project (Table 5). After train-
_ _ ws1 | 0.02-0.06 | ug, | 0.04-0.09 ing, changes mainly affected control (stages A;-Ag) and
~ ~ w5 | 0.03-0.07 | us, | 0.08-0.14 dr, ey, ds, s, dr partly t'he techniques of performing work (A,, A4', A7)
Ag 0.83 and refinement (As, A;). Stages A,, Ay, As, A; are critical
- - wg3 | 0.09-0.15 | ug3 [ 0.05-0.10 €3, €4, €7, €9 . . .
o 10.0120.04 because they were predicted to have an increased risk
e of defects. Due to knowledge distillation, the structure
- - g | 0.04-0.08 | ug; | 0.10-0.16 . . . .
doy, dop, dog, dos | Of the logical-algorithmic model was preserved without
Ay | - - oz | 0.03-0.07 | us, | 0.04-0.0910.89 ey, €, g a complete redesign of the development process, which
- - - - Us | 0.03-0.08 simplified the process of training the model.
Ay = = [©101]0.06-0.10 |t10,]0.05-0.09| ' | dios, dross dioss Owing to fuzzy model training, the number of
- - ®102| 0.04-0.08 |u0,| 0.08-0.13 dios, €4 €7, €9 possible defects has significantly decreased. This

The structure of the fuzzy algorithmic model before
training takes the form

C :rll {ull} r22g12 {u21} r32g13 {u31} r41g12 {u41} r51g12 {u51}

@y (3 @y Dy @5
r61g12 {u61} r71g12 {u71} {MSZ} {ugl} {ulOAl} ‘

51
D @ B3 @y By

The execution options for the work (R;), control (Q;), and
refinement (U;) operators were selected provided that the
threshold reliability levels u; >0.80 were ensured (the per-
centage of correctly completed tasks was not less than 80%).

became possible by eliminating critical errors associ-
ated with incomplete requirements, conflicts during module
integration, data integrity violations, missed edge cases, and
insufficient testing. The possibility of systemic defects that
can cause chain failures or gradual degradation of system
performance has decreased. Residual risk defects are due
to the complexity of the subject area and the uncertainty
of operating conditions. Such defects include single logical
errors, unforeseen system operation scenarios, and integra-
tion problems that are difficult to predict at the design stage.
After optimization, they lost their critical cascading nature,
are effectively localized, and are removed at the control and
refinement stages.



Table 4
Forecasting software defects after training a fuzzy model

Work Control | Refinement Prediction
Stage .
g Ri|l wy | Q| wy | Ui | wij | A ,U};‘ Possible defects
rn 3-5 [O2F] 4—6 Ui 4—5
A] 1 10.998 dn, €1, €3
ri2 4-5 w12 3-5 U 3-4
Ty | 4-5| wy | 4-6 | Uy | 3-4
A, 2 2 2 2 0.997 s dos
rn|3-5| wyp 3-4 U 3-4 €, €4
r31 | 4-5| w3 | 4-5 | uz | 3-4
Ay A =L 1 |0.995 dan, dss
I3 | 4-5| w3 | 3-4 | usy | 3-4 €4, €7
T4 |4-5| w 4-6 | Uy | 4-5
A, gl 41 41 2 10.996 da1, dys
Tgo | 3-5| wgp | 3-4 | ugy | 3-5 €1, €
rs;|4-5| w 4-7 | usy | 4-5
As 2L = 2 {0.997 ds1, dsa
Is; | 4-5| wsy | 4-5 | usy | 4-5 €2, €9
Te1 | 4-5| w 4-6 | Ug | 4-5
As 61 61 61 1 10998 de1, de3
Tea | 4-5| wer | 3-4 | Uy | 3-4 €1, €4
rn|4-5| w 4-5 | u 5-7
A, 2 2 z 2 {0.999 dns dra
Y7 3-5 w72 3-4 1252 4-5 €, €3
- - wgy | 3-4 | ug; | 3-5
- - | 3-5|u 4-5
Ag & B2 1|0.998 dsy, dss
- - wg3 5-7 Ugs 3-5 €y, €7
- - Wo1 4-5 Ugy 4-5
d91’ d94
A9 - - woy | 3-5 | ugx | 3-5| 1 |0.997
€y, €4
- - |w 4-5 |u 3-5
Am 10.1 10.1 1 0.995 le.l’ d10.4
- - 102 3-5 U102 3-5 €4, €7
Table 5
Knowledge transfer as a result of cross-project learning
Stage | Before training | After training Knowledge transfer
Transition to template
" o o 1l architecture and strengthened
! 11 127912 71 control of architectural
solutions through validation
Manual file processing replaced
A2 V22 812 W21 Uy | 121 812 W2 Uy by SDK and Strengthened
control of formats
Aj | 732813 W31 Us1 | 32 813 W32 Uy Edge-case testing added
Transition to standard
Ay | Fa1 812 Wa1 Usy |Ta3 812 Wap Ugy |  aggregation algorithms and
increased control
A |y oo uer | r ool Added load testing and
5 51 812 Ws1 Usy | 51 812 Ws2 Us2 database optimization
A |y o uer | r o Ll Enhanced control through
6 | Te1 812 We1 Ue1 | T'e1 812 We2 Uel adaptivity testing
Transition from manual to
Az | 71 812 W71 Upy | P72 812 W72 Uzn | API integration and increased
control and refinement
Manual testing replaced by
Ag g3 Usy ws) Usz automated
Post-change control replaced by
A @o1 Ust o2 Usy regression control
Monitoring moved from manual
Ao 10,1 U101 10,2 U10.1

to post-release analysis

At each stage of development, a comparison of predict-
ed defects with actual ones was carried out (Table 6). The
analysis revealed how accurate the forecast was and what
measures were taken to prevent the cascading spread of
defects.

Table 6

Comparison of predicted and actual defects at the stages of
software development

Predicted | Actual e .
Stage defects | defects Qualitative validation result
A diy diy The forecast was confirmed. Defects
! e, €3 e, 3 were localized at an early stage
do. d do. d The forecast was confirmed. Timely
A, 21’ e23 21’ e23 control prevented the cascading
2T > spread of defects
de d de d The forecast was partially confirmed.
Az 31> 735 31735 | Defect ey did not manifest itself after
ey, €7 ey -
control operations
A dy1, daz dy1, dg3 | The forecast was partially confirmed.
4 ey, e e Defect e; was not confirmed as actual
The forecast was partially confirmed.
Control operations made it possible to
A dsy, dsy dsy prevent the appearance of
5 €5, €9 ey significant errors in time. Defects ds;
and e, did not appear after the finish-
ing operations
The prediction was partially
confirmed. The defects were local in
A de1, des de1, de3 | nature and were eliminated without
6 e, ey ey affecting the main functionality. The
defect e; did not actually manifest
itself
do.d do. d The prediction was confirmed. The
Ay 71 B4 71574 1 efects detected were localized within
€, g €, g . .
the integration stage
The prediction was partially confirmed.
A dg1, dgs | dsi, dgs | The model detected the main defects
8 ey, €7 ey, €7, €3 of the testing stage; however, an
unforeseen defect eg was recorded
dor d do d The forecast was partially confirmed.
Ay o1 #94 9 94 | Defect e did not actually manifest
€1, €4 €4 .
itself
dod ded The forecast was confirmed. The
Ao 101> #10.4 17101 104 | pegiqual defects did not have a critical
€4, €7 €4, €7 : )
impact on the system’s performance

Based on the results from comparing the predicted and
actually detected defects, an error matrix was obtained (Ta-
ble 7). The error matrix takes into account two levels of defects.
The first level is formed by 50 types of defects dj; for the outputs
of A;-Ajpstages. The second level is formed by types of defects
of the software implementation e;—ey, which are subject to val-
idation at each A;-A( stage. Therefore, the number of checks
for defects of e, type is 9 - 10 = 90, and the total number of cases
for constructing the error matrix is 50 + 90 = 140.

Table 7

Software defect prediction error matrix

Number of defects

Forecast

Positive (with defect)

Negative (no defect)

Fact

Positive
(with defect) TP =33 FN=1
Negative FP=6 TN = 100

(without defect)

The values of prediction quality metrics are: Accura-
cy = 0.950; Recall = 0.971; Precision = 0.846; F-score = 0.904.
A high Recall value indicates that the model captured the
vast majority of actually detected defects. The lower Preci-



sion value is explained by the fact that some of the predicted
defects did not actually appear after performing control and
refinement operations.

6. Discussion of results based on investigating the
effectiveness of the cross-project transfer learning
method

The accuracy and interpretability of the software defect
prediction model is ensured by building and configuring a
fuzzy rule base (5). Fuzzy rules assess the correctness (defec-
tiveness) of the software depending on the execution options
of the development stages. The fuzzy knowledge base (5)
corresponds to a system of fuzzy logical equations (6) to (8),
which determines the correctness (defectiveness) of work,
control, and refinement operators. The accuracy of the model
is ensured by training fuzzy rules on cross-project data “ex-
ecution technique—percentage of correctly completed tasks”.
The genetic algorithm transfers reliable elements (implemen-
tation options) of completed projects into the logical-algorith-
mic model of the current project (Fig. 1). The defectiveness
functions of work, control, and refinement operators are
adaptively learned using a neural-fuzzy algorithmic mod-
el (Fig. 2). Defect ranks determine the allocation of resourc-
es. As a result of training, the model predicts a significant
reduction in the number of defects due to the ranking of
options for performing work, control, and refinement opera-
tions (Tables 3, 4).

A feature of our study is the prediction of software defects
based on a fuzzy process-oriented model. The model inte-
grates the distribution of resources depending on the ranks
of defects associated with the execution options of work, con-
trol, and refinement operators. Unlike papers [21, 22], which
use code metrics as features, the proposed model applies the
functions of correctness (defectivity) of development stag-
es, which ensures the stability of features. Unlike [23, 24],
which use measures of project similarity, the introduction of
indicators of the methods of implementation of work, con-
trol, and refinement operators into the fuzzy model allowed
us to solve the issue of heterogeneity of cross-project data.
Unlike work [25], where feedback is modeled by recurrent
neural-fuzzy networks, the growth of the reliability function
is ensured by embedding algorithmic structures “work-con-
trol-refinement” into the fuzzy model. Unlike [26], which
uses an expert meta-model to train an ensemble of classifiers,
our model implements cross-project transfer learning. In this
case, good practices from the original projects are transferred
to the current project. This simplifies the learning process by
consistently defining the model structure and parameters for
each development stage.

The complexity of the tuning process is reduced by dis-
cretizing the search area. At each stage A;, the search area
is formed in the form of defect estimates for the variants of
performing work, control, and refinement operations. Un-
like [7-11], where an ensemble of 3-5 basic deep classifiers
analyzes at least 12-14 code metrics, the proposed method
uses 2q; fuzzy defect estimates for g; types of defects and their
ranks. Thus, for the task of predicting defects in a mobile ap-
plication, at each of n = 10 stages, an optimization problem
with 5-12 variables for the techniques of implementing work,
control, and refinement operations is solved.

The scope of practical application is predicting the qual-
ity of new software based on the experience of completed

projects. The justification of decisions is carried out on the
basis of a logical-algorithmic model of the development pro-
cess. The condition for application is the presence of expert
or empirical estimates of the correctness (defectivity) of the
variants of implementing work, control, and refinement op-
erations. Using this method at the design stages makes it pos-
sible to reduce the number of refinement cycles after quality
control. The costs of testing associated with correcting errors
at the final stages are reduced. At the same time, the risks of
cascading defects are minimized, which ensures an increase
in the reliability function of the software.

The application of the method is limited to discrete algo-
rithmic processes. The devised method is based on a sequen-
tial algorithmic model, which involves moving to the next
stage upon completion of the previous stage.

The disadvantage is that the logical-algorithmic model
does not take into account the relationships between the stag-
es of development. In this case, the system of fuzzy logical
equations should reflect the dependences of the tasks.

Future advancement of this method involves developing
a fuzzy cognitive map for modeling the dependences of tasks
where the concepts represent the built-in “work - control —
refinement” structures.

7. Conclusions

1. A fuzzy algorithmic model for predicting software
defects has been constructed, depending on the implemen-
tation options for development stages. Unlike machine
learning models, the interpretability of the model is en-
sured by assessing the correctness (defectiveness) of the
software system using fuzzy rules. A fuzzy model of the
development process is built on the basis of “work-con-
trol-refinement” algorithmic structures. The system of
fuzzy logic equations connects the fuzzy estimates of the
correctness (defectiveness) of work, control, and refine-
ment operators. The integration of indicators into the mod-
el of options for the implementation of work, control, and
refinement operators has made it possible to solve the issue
of heterogeneity in cross-project data. The parameters of
the model are ranks (levels of criticality) of defects, which
simulate the distribution of resources.

2. A method for tuning a fuzzy algorithmic model of
software defect prediction on cross-project data has been de-
vised. Unlike conventional methods for training neural-fuzzy
models, training is implemented by transferring reliable
elements of completed projects into a logical-algorithmic
model of the current project. The training sample consists of
estimates of the correctness of the implementation options for
work, control, and refinement operators. The tuning process
is simplified by using a combined genetic-neural approach.
The genetic algorithm performs tuning of the structure of
the logical-algorithmic model. The neural-fuzzy algorithmic
model provides tuning of the parameters of work, control,
and refinement operators as new cross-project data is re-
ceived.

3. To test the method’s performance, a defect prediction
was carried out for a media content aggregation software
system. As a result of training on cross-project data, a logi-
cal-algorithmic model of the software system development
process was generated. Unlike machine learning models, this
model not only predicts defects but also provides an expla-
nation of which implementation options pose an increased



risk of defects. Owing to the devised method, it was possible
to prevent the cascading spread of defects. The remaining
errors are effectively detected and corrected at the control
and refinement stages, which will allow the release of soft-
ware with zero defects. Using the method at design stages
will reduce the costs of control and refinement. The number
of refinement cycles after quality control is reduced. The
testing costs associated with eliminating defects at the final
stages are reduced.
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