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The subject of the study 
was the national cyber vulner-
ability of sovereign states in 
a context of geopolitical turbu-
lence. The study addresses the 
lack of proven, multi-factor 
econometric tools that would 
enable an accurate quantita-
tive assessment of the impact 
of macroeconomic instability  
and military conflicts on the 
overall level of institutional 
cybersecurity. The results of 
the study showed that armed  
conflicts create a strong non- 
linear link with breaches of 
digital systems’ information 
security, leading to a 10.2 per-
centage point increase in crit-
ical system vulnerabilities 
during periods of war. This 
was explained by the combined 
effect of the ‘war multiplier’  
and the ‘paradox of institu-
tional inertia’, as demon-
strated by official Computer 
Security Incident Response 
Teams (CSIRTs) which were 
unable to protect systems due 
to a lack of adequate funding. 
The study showed that gross 
domestic product (GDP) acts 
as a protective factor, as every 
1% increase in GDP leads to 
a 10.1% reduction in risk. The 
study’s results were unique, 
as a pooled logit regression 
model with cluster-consis-
tent standard errors was used 
to analyze panel data from 
14 countries (n = 68), and the 
threshold values for cyber-
attacks were determined at  
the 75th percentile. The devel-
oped model was used to quan-
tify the effect of detection bias 
during crisis situations. The 
mathematical framework of 
the developed model acted as 
a central element, enabling 
macroeconomic early warning 
systems to fully realize their 
potential in the allocation of 
defense resources and the pro-
tection of digital sovereignty
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1. Introduction

During the first twenty-one years of the 21st century, cy-
berspace has established itself as the fifth domain of warfare, 

leading to the creation of a new global security system [1, 2]. 
Asymmetric warfare is based on digital operations that state 
actors and their proxies use to covertly shift the global bal-
ance of power by attacking critical infrastructure systems [3].  
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The hybrid ‘grey zone’ that exists between traditional diplo-
macy and modern warfare creates an environment in which 
cyberattacks inflict significant financial damage on national 
economies. Strategic defense planning faces serious obstacles, 
as there are no comprehensive econometric tools for assessing 
a state’s cyber-vulnerability at the national level.

The creation of a robust national cyber defense system 
requires an institutional framework, as national Computer 
Security Incident Response Teams (CSIRTs) achieve their ob-
jectives through the implementation of international security 
standards [4]. The basis for cyber defense operations and the 
allocation of defense resources stems from macroeconomic 
indicators shaped by an unstable geopolitical situation. The 
lack of proven mathematical models demonstrating how mil-
itary pressure affects cyber vulnerability complicates strategic 
planning. The relationship between macroeconomic variables 
and cyber threats creates a two-way interaction that gives 
rise to endogeneity issues, the resolution of which requires 
advanced econometric modelling methods [5, 6]. Military 
conflicts create systematic data distortions, leading to an 
artificial increase in the number of reported incidents due to 
heightened monitoring. Existing econometric tools require 
improvement, as the current reactive approach to manage-
ment has reached its limits in combating cyber vulnerability.

Data analysis requires a comprehensive study to move 
from descriptive categories to formal statistical modelling, as 
the Internet of Things threat assessment system [7] does not 
allow to demonstrate how human actions affect the resilience 
of national security [8, 9]. Current methods do not show how 
economic changes and military attacks affect the likelihood 
of a cyber intrusion. Economic indicators demonstrate that 
a stable business environment, coupled with GDP growth, 
creates a protective environment that supports security sta-
bility [10, 11], but military conflicts lead to increased security 
risks. The variables demonstrate non-linear relationships 
with levels of institutional readiness, which requires the de-
velopment of a multi-factor econometric model using logistic 
regression analysis.

Those involved in cybersecurity are forced to rely on 
heuristic risk management methods, as they lack access to 
reliable analytical tools. Proactive resource allocation re-
quires a mathematical basis, which economists can provide 
using econometric forecasting models [12]. Taking the factor 
of geopolitical turbulence into account adapts the defense 
architecture to the conditions of asymmetric warfare, and 
a quantitative assessment of costs and benefits is critical for 
early warning systems [13]. In view of this, the development 
of a multi-factor econometric model for assessing a state’s 
cyber vulnerability forms the scientific basis for making 
informed management decisions and ensuring digital sover-
eignty, which confirms the relevance of the study.

2. Literature review and problem statement

Contemporary research into national security points to the 
adoption of a fundamental approach that views cyberspace 
as a complex system of technical, geopolitical and economic 
competition. The beginning of the 21st century was marked 
by a transformation in military tactics, with cyber influence 
being identified as the fifth domain of warfare. An analysis 
of foundational works demonstrates the evolution of method
ology from basic descriptions to complex systems; however, 
a number of unresolved scientific problems remain. In [1], 

data on cyberattacks during military operations are system-
atized to demonstrate how digital threats have developed at 
the macro level; however, the study does not present a math-
ematical model showing how these threats affect state resil-
ience. The study [2] resolves discrepancies in the conceptual 
basis for assessing cybersecurity; however, the authors limit 
themselves to qualitative analysis, without proposing econo-
metric tools for measuring risks. The study in [3] expands 
knowledge of technical threats by examining radio frequency 
jamming, which countries use as a geopolitical weapon; 
however, it does not consider the devastating economic con-
sequences of such vulnerabilities. The work in [4] establishes 
the fundamental principles unifying NIST and ISO security 
standards, but the facts on the ground show that this insti-
tutional system is unable to protect infrastructure, as formal 
regulatory barriers do not apply in conflict zones.

The development of econometric tools requires collab-
oration between teams representing different academic dis-
ciplines. In the study [5], panel logistic regression is used to 
successfully forecast financial defaults, whilst in [6], panel 
data is employed to assess vulnerabilities in the agricultural 
sector. The main drawback of these studies is that their spe-
cific models do not meet the operational needs of military 
cyber operations during a period of geopolitical change. 
Identifying specific threat vectors, including risks associated 
with the Internet of Things (IoT) [7] and human-factor-re-
lated threats [8], improves our understanding of incident 
characteristics, but these research projects operate at a local 
technical level, which prevents them from being scaled up 
to national-level applications. Study [9] shows that organiza-
tions must cooperate at an international level, yet it does not 
provide answers as to how defense systems should adapt to 
military upheavals.

National security is directly dependent on the macro-
economic factors that determine the country’s current state. 
Study [10] demonstrates how geopolitical factors influence 
the stability of the business environment, whilst work [11] ex-
amines the impact of military conflicts on e-commerce activ-
ities. These works do not consider two important elements of 
cybersecurity, namely endogeneity and detection bias in crisis 
situations. In the study [12], logistic regression is presented 
as a method for detecting vulnerabilities, but this tool proves 
effective only against local attacks (SQL injections), which 
makes it unsuitable for use in large systems. The research 
article [13] provides an economic justification for investment, 
noting that cost-benefit analysis is the only available method 
for assessing infrastructure risks. The study [14] analyses the 
impact of artificial intelligence on international relations; 
however, the researchers did not develop any econometric 
models to forecast these consequences.

A systematic analysis of the identified shortcomings 
shows that the available mathematical resources exist in the 
form of isolated fragments that lack proper methodological 
organization. The technical methods presented in refer-
ences [7, 12], as well as the qualitative policy studies from 
reference [2], do not allow for a quantitative assessment of 
hidden threats using macroeconomic analysis. The modern 
econometric models presented in [5] and [6] do not account 
for changes in detection conditions that occur in wartime.

The main problem, therefore, is that there is currently 
no comprehensive mathematical framework that integrates 
macroeconomic indicators with data on military operations 
and measures of institutional resilience to forecast digital 
risks using quantitative methods. To address this problem, 
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a multi-factor econometric model is required that will en-
able the assessment of a state’s degree of cyber-vulnerability 
during periods of geopolitical instability, and the development 
of such a model is the aim of this study.

3. The aim and objectives of the study

The aim of the study is to develop a multifactorial econo-
metric model for assessing a state’s cyber vulnerability in 
a context of geopolitical turbulence. This will enable early 
warning systems and relevant national security bodies to stra-
tegically reallocate resources based on predictive analysis of 
the risks of digital compromise.

To achieve this aim, the following objectives were set:
– to compile a representative dataset covering 14 countries 

in Central and Eastern Europe, the Baltic states and Western 
Asia for the period from 2019 to 2023, combining macroeco-
nomic indicators, metrics of military activity and indicators of 
institutional readiness (in particular, the presence of a CSIRT); 

– to develop a specification for the pooled logit model and 
ensure its validation using cluster-robust standard errors and 
time lags between predictor variables in order to mitigate the 
effects of endogeneity and detection bias;

– to model scenarios of the military multiplier effect, 
assessing accuracy via the AUC-ROC, verifying parameter 
stability using VIF, and detecting anomalies using the Ma-
halanobis distance.

4. Materials and methods

The subject of the study was the national cyber vulnerabil-
ity of sovereign states in a context of geopolitical turbulence.

The hypothesis of the study was based on the assumption 
that there is a synergistic effect resulting from the combined 
impact of military shocks and macroeconomic instability.  
It was anticipated that this combined impact would exponen-
tially increase the likelihood of a critical digital compromise 
of the state’s information systems.

The study was based on a number of fundamental assump-
tions that defined its operational scope. The spatio-temporal 
analysis was limited to the period 2019–2023. The empirical 
calculations were based on official data regarding large-scale 
incidents that led to critical data security breaches. To assess 
institutional resilience, only the activities of official state insti-
tutions were taken into account. The shadow cybersecurity sec-
tor remained outside the scope of the econometric modelling.

The methodological framework of the study was devel-
oped using econometric methods, which involved the analysis 
of panel data in accordance with an established methodol
ogy [5, 6]. This method enabled the researchers to combine spa-
tial differences between the observed entities with the temporal 
changes occurring in their indicators. The design of the empir-
ical study covered 14 sovereign states in Central and Eastern 
Europe (CEE), the Baltic states and Western Asia. The choice of 
this region was theoretically justified [1]. These territories were 
situated in a zone of active or latent geopolitical tension [3]. 
The selected time period made it possible to record the tran-
sitional states of national security systems. The phases before, 
during and after acute military conflicts were studied [1, 11].

The process of building the empirical database required 
the implementation of a complex algorithm for synthesizing 
heterogeneous datasets. The initial data set (14 countries over 

5 years, n = 70), following the application of a procedure to 
remove statistical gaps using the listwise deletion method, 
resulted in a final unbalanced sample of 68 observations. This 
method was a necessary condition that enabled the logistic 
model to achieve the required statistical power [6]. The World 
Bank determined the macroeconomic component based on 
the official statistical data it maintains. The researchers ob-
tained data on institutional stability and the frequency of 
incidents by analyzing global information security databases, 
which serve as specialized sources of information [7].

The main process involved constructing a binary depen-
dent variable, Yit, which served as the basis. This variable de-
termines the extent to which a country experiences significant 
cyber-vulnerability over a given period of time. The specific 
nature of digital threats lay in the fact that the distribution 
of data breach incidents did not follow a normal Gaussian 
distribution. The data showed signs indicating the presence of 
a distribution with fat tails [13]. The vast majority of incidents 
were of minor scale. The study showed that isolated targeted 
attacks caused serious loss of information, resulting in signif-
icant losses for the organization [1, 12].

Using the statistical method I applied to determine the 
vulnerability thresholds, the 75th percentile of data leakage 
volumes was established, resulting in 383,218 records in the 
dataset. Given the significant right-skewed asymmetry of the 
empirical distribution (median – 98,548 records, maximum 
value – 8,768,066), dichotomization allowed to filter out noisy 
micro-incidents. To mitigate the problem of information loss 
and ensure the robustness of the estimates, alternative classi-
fication thresholds (the 70th and 80th percentiles) were addi-
tionally tested in the study. All other background threat states 
were identified as Yit = 0. This approach filtered out noise 
micro-incidents from large-scale attacks [12]. Recognizing the 
problem of confounding the absolute number of leaks with 
the size of the state, a robustness check was included. This 
involved normalizing the number of leaks by population size.

The pooled logit specification was used to quantify the 
probability [5, 12]. The choice of this tool was based on the 
need to solve a non-linear classification problem. The fun-
damental advantage of the logistic function over the linear 
probability model (LPM) lay in the mathematical constraints. 
The predicted values were strictly limited to the interval from 
zero to one. This was perfectly consistent with the axioms of 
probability theory [5]. The basic mathematical specification of 
the complex model took the following form
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where the left-hand side of the equation represents the loga-
rithm of the probability of a cyber vulnerability occurring in 
a country i during the period t; WARi,t and POSTWi,t – binary 
indicators of the active phase of an armed conflict and post-war 
recovery, respectively; CSIRTi,t – binary performance indicator 
for the accredited national response team; GDPi,t–1, INFi,t–1, 
UNEMPi,t–1 – vectors of macroeconomic control variables 
(annual gross domestic product growth rate, inflation rate and 
unemployment rate, respectively), which are included in the 
specification with a one-year time lag (t – 1) to mitigate the 
effects of endogeneity and reverse causality; β0 – free term of 
the regression; β1, …, β6 – model parameters to be estimated.

To account for specific cross-country heterogeneity, an 
alternative specification of random-effects logistic regres-
sion (RE-Logit) was additionally tested. As the empirical 
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analysis is limited to a small number of spatial clusters (N = 14), 
a small-sample correction (CR2) was applied to calculate re-
liable standard errors, ensuring asymptotic unbiasedness and 
the validity of statistical inference.

Data on the functioning of the institutional factor CSIRTi,t 
were verified against the official registers of the Forum of In-
cident Response and Security Teams (FIRST) and the Europe-
an Union Agency for Cybersecurity (ENISA) [4]. The block of 
macroeconomic control factors (GDPi,t–1, INFi,t–1, UNEMPi,t–1) 
captures the impact of overall economic well-being on the ca-
pacity to fund the national defense system and the protection 
of cyberspace [10, 11].

The unknown parameters β were estimated using an iter-
ative maximum likelihood estimation (MLE) algorithm [5, 6]. 
Unlike the ordinary least squares (OLS) method, the MLE al-
gorithm sought the optimal vector of coefficients. This vector 
made the observed sample of panel data the most probable. 
The log-likelihood function for the combined panel took the 
following form

 �� � � � �� � �� ��� ��� �� �i

N

t

T
it it it itY P Y P

1 1
1 1ln ln , 	 (2)

where N – total size of the unbalanced sample; Yi,t – the actual 
binary value of the dependent variable for country i at time t;  
Pi,t – the model calculates the conditional probability of 
a  critical state of cyber vulnerability occurring. Maximizing 
the likelihood function (2) using an iterative algorithm yields 
asymptotically efficient and reliable estimates of the regres-
sion parameters. To ensure the validity of the econometric 
inference, a procedure for calculating robust standard errors 
was applied. Errors were clustered at the level of individual 
countries. This method effectively mitigated the potential 
negative impact of heteroscedasticity and within-panel serial 
correlation.

The model diagnostic process required a rigorous check 
for multicollinearity [6]. The procedure involved calculating 
the variance inflation factor (VIF) for each independent vari-
able. The mathematical essence of the indicator boiled down 
to the calculation of auxiliary regressions. The calculation 
formula was as follows

VIF
Rj
j

�
�
1

1 2
. 	 (3)

In equation (3), the parameter Rj
2  represents the coeffi-

cient of determination for an auxiliary linear regression in 
which the j-th independent predictor acts as the dependent 
variable, regressed against the remaining factors in the model. 
Generally accepted econometric standards have set the critical 
threshold for multicollinearity at five units.

Multivariate statistical outliers were identified and neu-
tralized using the Mahalanobis distance [6]. This metric tool 
utilized the covariance structure of the data. It determined 
the distance of the observation points from the centroid of 
the multivariate distribution. The mathematical basis of the 
algorithm was described by the equation

D x x xM
T� � � �� � �� ��� �� 1 . 	 (4)

In expression (4), the vector x represents a multidimen-
sional vector of values for a specific observation; μ – vector 
of mean values of characteristics; Σ–1 – the inverse covariance 

matrix of the multidimensional feature space. The resulting 
distances were compared with the critical values of the chi-
squared distribution. This ensured that the logistic model was 
protected against distortions caused by extreme macroeco-
nomic fluctuations.

A set of metrics was used to assess the overall predictive 
ability of the analytical system. The McFadden pseudo-R2 
was calculated. Additionally, the Akaike Information Crite
rion (AIC) and the Bayesian Information Criterion (BIC) were 
calculated. The accuracy of the binary classification was veri-
fied using the area under the receiver operating characteristic 
curve (ROC-AUC) [12].

Econometric modelling and matrix computations were 
carried out using specialized software. The Python program-
ming language, version 3.10 (Python Software Foundation, 
Wilmington, United States), served as the primary analytical 
environment. Data processing was carried out using the Pan-
das library version 2.0.3 (NumFOCUS, Austin, United States 
of America). The NumPy library was used for matrix opera-
tions. Likelihood function maximization and the calculation 
of robust errors were implemented using the Statsmodels 
econometric package version 0.14.0. Mahalanobis distance 
analysis was performed using modules from the SciPy library 
version 1.11.1. The reproducibility of the calculations was en-
sured by fixing the parameters of the pseudo-random number 
generator.

5. Results of the cyber vulnerability study

5. 1. Creating panel data and dichotomizing the de-
pendent variable

During the first phase of the study, a comprehensive 
representative panel data set was compiled. The process cov-
ered 14 sovereign states located in Central and Eastern Eu-
rope (CEE), the Baltic states and Western Asia. The countries 
included in the study were: Armenia, Azerbaijan, Bosnia and 
Herzegovina, Croatia, the Czech Republic, Estonia, Georgia, 
Israel, Latvia, Lithuania, Moldova, Montenegro, Poland and 
Ukraine. The selection of this sample was based on common 
characteristics of transition economies and a high level of geo-
political tension during the period under review. The observa-
tion period covered a five-year cycle from 2019 to 2023. The 
choice of this time frame was dictated by the need to study 
the transformation of national security structures’ activities 
during emergencies caused by the pandemic and the outbreak 
of military hostilities in Eastern Europe [1, 3].

Establishing an empirical foundation required the use 
of an iterative algorithm for processing heterogeneous data 
sets. The initial balanced data panel contained 70 potential 
observations (14 countries over 5 years). Following a technical 
audit of the statistical reports against independent predictors 
and the application of the listwise deletion procedure, 2 obser-
vations were removed. The final unbalanced panel comprised 
68 observations (n = 68), which ensured a sufficient level of 
degrees of freedom for the stable operation of the logistic 
model [6].

Official statistical repositories from the World Bank were 
used to construct the macroeconomic module. Data on annu-
al growth in gross domestic product (GDP), consumer price 
inflation and the unemployment rate were extracted. The 
unit of measurement chosen for these variables was the per-
centage. Parameters for institutional readiness and incident 
frequency were derived by integrating data from publicly 
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available reports by Computer Security Incident Response 
Teams (CSIRTs). The status of national response teams was 
verified using the registers of the Forum of Incident Response 
and Security Teams (FIRST) and the European Union Agency 
for Cybersecurity (ENISA). The specification of variables and 
their sources are summarized in Table 1.

Table 1

Specification of econometric indicators and data sources

Designation Variable 
type

Unit of mea-
surement

Description  
of the indicator

Y Binary 0 or 1

Critical cyber 
vulnerability status 
(exceeding the leak 

threshold)

WAR Binary 0 or 1
The existence of an 
open armed conflict 
within the country

POSTW Binary 0 or 1
In a phase of post-
war recovery and 

stabilization

CSIRT Binary 0 or 1

The official opera-
tion and accredita-
tion of the national 

response team

GDP (t – 1) Continu-
ous %

Annual growth rate 
of gross domestic 

product (with a one-
year lag)

INF (t – 1) Continu-
ous %

Annual rate of 
change in inflation 

(GDP deflator) (with 
a one-year lag)

UNEMP (t – 1) Continu-
ous %

Unemployment rate 
according to ILO 

methodology (with 
a one-year lag)

The fundamental task of the data preparation stage was 
to identify the dependent variable. It was established that the 
absolute figures for the volume of data leaks are extremely 
non-linear in nature. A significant density of minor incidents 
and isolated critical breaches was identified. The maximum 
number of compromised records recorded in the sample 
was 8,768,066, whilst the median value stood at 98,548 re-
cords. This ‘heavy-tailed’ distribution made it impossible to 
use linear methods [13]. To mitigate the impact of extreme 
outliers, a dichotomization procedure was carried out based 
on the 75th percentile statistical criterion, which amounts to 
383,218 records. To compensate for the partial loss of informa-
tion during dichotomization, the baseline modelling scenario 
was supplemented with robustness testing using alternative 
classification thresholds. The dichotomization process in-
volved assigning the state Yit = 1 to all observations where 
the annual number of recorded leaks exceeded the threshold. 
All other states were assigned a value of 0. As a result of 
this transformation, two statistical groups were formed. The 
group of critically vulnerable states comprised 18 observa-
tions (26.5% of the sample). The group of stable background 
states comprised 50 observations (73.5% of the sample). The 
visualization of the empirical distribution of data leaks and 
the dichotomization threshold is shown in the graph (Fig. 1).

The range plot (Fig. 1) shows a clear distinction between 
the bulk of ‘background’ observations and the critical ‘tails’ of 
the distribution. The established threshold made it possible 
to identify instances of systemic national security failures. 
To prepare for further assessment, descriptive statistics were 
calculated for the formed panel. Significant macroeconomic 
dispersion was observed. The GDP indicator ranged from 
–15.28% (Montenegro, 2020) to 15.65% (Moldova, 2021).  
The INF indicator reached a peak value of 28.73% in Mol-
dova in 2022. The UNEMP indicator had a minimum value 
of 0.78% (Moldova) and a maximum of 18.30% (Armenia). 
The summary characteristics of the dataset are presented  
in Table 2.

 
Fig. 1. Box plot showing the distribution of data breach volumes by country group
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Table 2

Descriptive statistics for macroeconomic and institutional 
indicators in the sample (n = 68)

Indicator Average Standard deviation Minimum

WAR 0.161 0.371 0.000

POSTW 0.117 0.324 0.000

CSIRT 0.647 0.481 0.000

GDP (%) 3.245 4.892 –15.285

INF (%) 6.812 7.104 –1.054

UNEMP (%) 7.340 4.981 0.785

An analysis of the data in Table 2 confirmed that there 
was sufficient variability to allow for econometric inference.  
It was established that the time period 2019–2023 provided  
the necessary representativeness of the states of ‘military 
stress’ and ‘economic turbulence’. The resulting dataset 
formed the basis for moving on to the second task – construct-
ing the logistic regression specification and estimating the 
model parameters. 

The study showed that dichotomization smoothed out the 
non-linearity of the original data, thereby minimizing the risk 
of extreme events influencing the results. To account for re-
verse causality, macroeconomic predictors were incorporated 
into the panel with a time lag. Furthermore, given the limited 
number of clusters (N = 14), to ensure the reliability of subse-
quent econometric inference, the matrix was prepared to cal-
culate robust standard errors with a small-sample correction.

5. 2. Estimation of logistic regression parameters
In the second stage of the study, a procedure was carried 

out to estimate the parameters of the multivariate model. The 
main focus was on quantitatively determining the impact of 
macroeconomic and military factors on the probability of dig-
ital compromise. To solve this problem, the Maximum Likeli-
hood Estimation (MLE) method was used. Given the specific 
nature of the dataset, a pooled logit regression specification 
was applied. To ensure the reliability of the econometric in-
ference given the limited number of macro-clusters (N = 14), 

the calculation of cluster-robust standard errors was accom-
panied by a small-sample correction (CR2). This made it pos-
sible to minimize asymptotic bias and effectively neutralize 
the potential influence of within-panel autocorrelation and 
heteroscedasticity of the residuals [12].

Prior to the actual calculation of the coefficients in the 
equation, an in-depth analysis was carried out of the inter-
nal structure of the relationships between the independent 
variables. The fundamental task was to identify the density of 
linear relationships in order to eliminate the risks of multi-
collinearity. To this end, a Pearson pairwise correlation matrix 
was constructed [5]. The results of the visualization of the 
statistical relationships between the predictors are shown in 
the graph (Fig. 2).

Analysis of the matrix (Fig. 2), which included only inde-
pendent predictors, confirmed the absence of severe multi-
collinearity. None of the pairwise correlation values exceeded 
the critical threshold of 0.8. The dependent variable Y was 
deliberately excluded from the visualization to avoid method-
ological confounding of the collinearity diagnostic procedure 
with the descriptive association of the result. The expected 
inverse correlation between gross domestic product (GDP) 
growth rates and the unemployment rate was observed. This 
was consistent with classical macroeconomic patterns for 
transition economies. A moderate relationship was also ob-
served between institutional parameters and inflation dynam-
ics. The results obtained provided justification for including 
all selected factors in the final regression specification. This 
ensured unbiased parameter estimates and the stability of the 
computational algorithm.

The iterative parameter estimation process began with 
the setting of initial coefficient values. The likelihood maxi-
mization algorithm demonstrated a high rate of convergence. 
Full mathematical convergence was achieved after the fifth 
iteration. The regression coefficient vectors, robust standard 
errors and z-statistics were calculated. Odds ratios (OR) were 
calculated for each factor analyzed. This indicator allowed for 
an accurate assessment of the odds of a state transitioning to 
a state of critical vulnerability when the predictor changes by 
one unit. The results of the baseline estimation of the logit 
model parameters are summarized in Table 3.

 
Fig. 2. Correlation matrix of the model’s factors
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Table 3

Results of the estimation of the parameters of the 
multivariate logistic regression

Variable Coeffi-
cient (β)

Odds ratio 
(OR)

Standard 
deviation

z-statis-
tic p-value

WAR 0.5297 1.6984 0.934 0.567 0.5707

POSTW –0.3592 0.6982 1.112 –0.323 0.7466

CSIRT –0.4745 0.6222 1.068 –0.444 0.6568

GDP –0.1064 0.8991 0.056 –1.901 0.0573*

INF –0.0628 0.9391 0.058 –1.075 0.2824

UNEMP –0.1301 0.8780 0.073 –1.780 0.0751*

_cons –0.2841 0.7527 1.485 –0.191 0.8483

Note: * – p  <  0.10.

Analysis of the coefficients obtained made it possible 
to determine the nature of the impact of the factors under 
study. The macroeconomic block was found to be statistically 
significant at the 10 per cent level. The coefficient for the 
GDP variable was –0.1064. The odds ratio for this indicator  
was 0.8991. This indicated that a 1% increase in GDP reduced 
the likelihood of critical vulnerability by approximately 10.1%, 
all other things being equal. A similar pattern was observed 
for the unemployment rate (UNEMP). The coefficient of 
–0.1301 (OR = 0.8780) indicates that a rise in the unemploy-
ment rate (with a one-year lag) is associated with a reduction 
in the odds of recorded data leaks. This counterintuitive result 
serves as a quantitative tool (model) for identifying and assess-
ing the effect of detection bias, as stated in the abstract. The 
mechanism of this assessment lies in identifying an econo-
metric anomaly: in conditions of macroeconomic recession 
and a reduction in IT staff, the state’s institutional capacity to 
record and publicize cyber incidents is objectively diminished. 
Thus, due to the inverse relationship of the unemployment 
predictor, the developed multivariate model formalizes and 
captures not a real reduction in threats, but a false illusion 

of security caused by the degradation of monitoring systems 
during crisis situations.

The variable for open conflict status (WAR) showed a posi-
tive coefficient of 0.5297. The calculated odds ratio was 1.6984. 
This indicated a potential 1.7-fold increase in the likelihood 
of vulnerability in the event of war. However, a high p-value 
(p = 0.5707) was found. This did not allow the null hypothesis 
of no effect to be rejected at this level of significance. Sig-
nificant data dispersion was observed in the military block. 
The institutional variable CSIRT had a negative coefficient  
of –0.4745. This indicated a 37.8% reduction in the likelihood 
of vulnerability in the presence of an accredited response 
team. This indicator also failed to reach the threshold of sta-
tistical significance (p = 0.6568).

An odds ratio plot was constructed to illustrate the inter-
action between different factors when verifying the accuracy 
of the data obtained. The plot showed 95% confidence inter-
vals. Each marker on the graph was displayed as a calculated 
point estimate corresponding to the odds ratio (OR). The 
horizontal lines showed the full range covering all possible 
values. The simulation results are presented as a graphical 
representation shown in Fig. 3.

The graphical interpretation (Fig. 3) shows that the esti-
mates of the WAR variable have become extremely scattered. 
The wide confidence interval (95% CI: [0.27; 10.60]), which 
exceeds one unit, does not allow for the identification of sta-
tistically significant effects in the overall population, whilst 
demonstrating that national systems respond differently to mil-
itary shocks. The point estimate of the OR should not be used 
as a basis for overly confident interpretation, as it requires re-
searchers to exercise caution when drawing causal conclusions. 
Macroeconomic variables showed smaller ranges between the 
upper and lower limits of their confidence intervals. The data 
showed that economic indicators had a stable impact on the 
state of cybersecurity, leading to better stability and forecasting 
accuracy. The analysis showed that the values for gross domes-
tic product (GDP) and unemployment (UNEMP) had shifted 
entirely to the left of the unit line. This confirmed their role as 
risk-mitigating factors within the analyzed sample.

 
Fig. 3. Visualization of the odds ratios for cyber-vulnerability factors
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To assess the overall quality of the econometric model 
constructed, a set of diagnostic metrics was calculated. The 
McFadden pseudo-R2 was found to be 0.1287. This value was 
deemed acceptable for logit models based on panel data with 
a high degree of volatility [5]. The Akaike Information Cri-
terion (AIC) and Bayesian Information Criterion (BIC) were 
calculated, amounting to 82.48 and 98.02 respectively. The 
results of the LLR test (p = 0.1198) indicated the overall per-
formance of the model. The summary indicators of modelling 
quality are presented in Table 4.

Table 4

Diagnostic indicators of the adequacy of the logistic model

Quality metric Meaning Description of the result

McFadden pseudo-R2 0.1287 Acceptable fit

Log-likelihood –34.241 The value of the likeli-
hood function

LLR p-value 0.1198 The model’s critical statis-
tical significance

AIC 82.482 Akaike criterion

BIC 98.016 Bayesian criterion

ROC-AUC (in-sample) 0.72 Satisfactory classifier 
resolution

Number of observations 68 Unbalanced panel

It was found that the developed model identified statisti-
cal patterns (an AUC metric of 0.72 indicates the algorithm’s 
satisfactory ability to distinguish between critical and back-
ground vulnerability states); however, a significant proportion 
of the variance remained unaccounted for. This was due to 
the complexity and latency of processes in the digital domain. 
The obtained estimates of the β parameters formed the basis 
for moving on to the final stage of scenario modelling and 
verifying the stability of the results.

5. 3. Scenario modelling and model stability testing
During the third task, scenario-based modelling of mar-

ginal effects was carried out and the model was stress-tested. 
Two baseline scenarios were established to assess the probabil-
ity of a critical cyber vulnerability in the state: ‘Peacetime’ and 
‘State of conflict’. Calculations were carried out assuming that 
other continuous variables were fixed at their mean values (at 
means). The baseline probability of a vulnerability occurring 
in peacetime was established at 21.5% (P = 0.215). Upon tran-
sition to the scenario of open armed conflict (WAR = 1), the 
calculated probability rose to 31.7% (P = 0.317). The marginal 
effect of war was calculated. It was established that the tran-
sition to a state of conflict led to an increase in the probability 
of digital compromise by 10.2 percentage points, all other 
things being equal. This increase was identified as the ‘war 
multiplier’ of risk. The calculations of marginal effects for the 
main factors are summarized in Table 5.

To ensure the robustness of the results obtained, an in-
depth diagnostic analysis of the model was carried out. The 
first step involved checking for multicollinearity among the 
predictors. The variance inflation factor (VIF) was calculated 
for each variable. The results showed that most predictors had 
VIF values close to one. The highest value was recorded for 
the institutional variable CSIRT (5.17). The obtained variance 
inflation factor values are presented in Table 6.

The VIF value for the CSIRT variable is 5.17, which ex-
ceeds the strict threshold of 5 but remains below the critical 

value of 10 used to decide whether to reject model specifica-
tions. The moderate multicollinearity of CSIRT is structural 
in nature and is due to the high institutional inertia of the 
indicator. Given that omitting this variable creates a risk of 
omitted variable bias, it was retained in the baseline model. 
The second stage of the diagnosis involved identifying sta-
tistical anomalies. The Mahalanobis distance was used to 
detect multivariate outliers. Given the model specification 
with 6 predictors (degrees of freedom df = 6), the calculated 
line D = 2.0 on the graph was used solely as a heuristic early 
warning indicator for the visual identification of observations 
with moderate deviation. At the same time, the critical value 
served as a strict statistical threshold �0 05 6

2 3 54. , . .df � �  The dis-
tribution of values is shown in the graph (Fig. 4).

Table 5

Scenario analysis and marginal effects 	
of vulnerability predictors

Predictor Baseline con-
dition Scripted state Change in prob-

ability (p.p.)

WAR Peace (0) War (1) +10.2

GDP (t – 1) Average Average + 1% –2.1

INF (t – 1) Average Average + 1% –1.2

UNEMP (t – 1) Average Average + 1% –2.5

CSIRT Not available (0) Available (1) –8.4

Table 6

Results of the multicollinearity test

Variable VIF value Condition

WAR 1.14 OK

POSTW 1.16 OK

GDP 1.34 OK

INF 2.49 OK

UNEMP 3.42 OK

CSIRT 5.17 Acceptable

Analysis of the graphs shown in Fig. 4 revealed that the 
sample maintained a stable structural composition. Only two 
isolated instances were identified that exceeded the actual 
critical threshold of 3.54: Moldova (2022) with a value of 4.10  
and Montenegro (2020) with a value of 3.99. The study demon-
strated that these points reflected the actual conditions of the 
macroeconomic crisis and were not measurement errors. The 
model was recalculated without taking these outliers into 
account. The statistical results showed no changes in either 
the signs of the coefficients or their levels of significance. The 
study confirmed that the econometric results demonstrated 
excellent stability during testing.

The third stage of the reliability check involved testing the 
sensitivity of the results to the dichotomization parameters of 
the dependent variable. To account for the loss of partial infor-
mation, two additional threshold values were tested for classi-
fying cyber vulnerabilities at the 70th and 80th percentiles of the 
distribution. Statistical analysis revealed no significant changes 
in the directions of the relationships between key predictors 
when the specification was altered, confirming the robustness of 
the choice of the baseline 75th percentile. The final stage of the 
evaluation within the sample involved constructing ROC curve. 
The model achieved an AUC of 0.72, demonstrating its ability to 
correctly identify critical conditions in 72% of all cases.
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The results of the modelling, together with data from thresh-
old tests and cluster-robust error correction, demonstrated that 
national cybersecurity is influenced by military and macroeco-
nomic factors through a complex non-linear system. The find-
ings of the study formed the basis for detailed discussions, which 
led to the development of strategic recommendations.

Despite the statistical significance of the results obtained, 
this study has a number of limitations. Firstly, the sample is 
limited to 14 countries in Central and Eastern Europe, the Baltic 
states and Western Asia, which restricts the scope for global ex-
trapolation of the findings. Secondly, the dichotomization of the 
dependent variable (using the 75th percentile threshold) leads to 
a partial loss of the variability of continuous data. Furthermore, 
the presence of detection bias during military crises may lead 
to an underestimation of the actual number of cyber incidents 
due to the degradation of monitoring systems. These limitations 
identify promising avenues for future research involving broader 
geographical panels and alternative non-linear methods.

6. Discussion of the results of the study  
of a multivariate econometric model

The results of the multivariate econometric modelling 
provided detailed information on the various factors influ-
encing the dynamics of a country’s cyber vulnerability. The 
calculated indicators demonstrated that macroeconomic sta-
bility and geopolitical upheavals give rise to complex patterns 
through their mutual interaction. The study demonstrated 
that the identified statistical patterns are a consequence of the 
key fundamental principles that determine their emergence.

The ‘war multiplier’ effect led to a significant increase in 
the number of conflict situations, making people more vul-
nerable to threats. Military upheavals had a cumulative effect, 
leading to the destabilization of the situation. Malicious actors 
combined direct attacks on critical infrastructure with attempts 

to disrupt IT service supply chains using indirect methods. The 
study’s findings are consistent with the conclusions of previous 
studies, which identified failures in security architecture across 
Eastern Europe [1, 3]. The results of the logit regression in 
Table 3, together with the forest plot in Fig. 3 demonstrate that 
the WAR variable for open armed conflict does not reach statis-
tical significance, as the high odds ratio (OR = 1.70) indicates 
extreme panel heterogeneity, which is a consequence of sys-
tematic detection bias. The ability of states to track and report 
cyber incidents via public registries is weakened when econom-
ic and military conditions become unstable at the macro level. 
The decrease in the number of recorded incidents occurring 
amid a deteriorating economic situation demonstrates how 
detection bias affects quantitative data. The developed model 
allows for the identification of unexpected patterns, thereby 
preventing incorrect assumptions regarding a reduction in risk 
levels. The digital evolution of cyberspace has elevated infor-
mation transparency to the status of an independent factor. The 
contemporary definition of modern conflict situations stems 
directly from this aspect, according to source [1].

The protective function of gross domestic product (with 
a lag of GDPt–1, p < 0.10 in Table 3) is explained by the pres-
ence of a stable financial base for the deployment of capi-
tal-intensive cyber defense systems, which is consistent with 
the findings regarding the impact of macroeconomic capacity 
on the overall resilience of the business environment [10]. 
The paradox of institutional inertia is confirmed by the as-
sessment of the impact of the CSIRT variable: according to 
the data obtained (Table 3), the presence of response teams re-
duces the chances of compromise (OR = 0.622), yet this effect 
is not statistically significant (p = 0.6568). This demonstrates 
that the functioning of such organizations often amounts to 
formal structures without effective integration into the de-
cision-making system, which correlates with the findings of 
institutional analysis [4]. An excessive information load on 
specialist staff in crisis situations leads to a reduction in the 

 
Fig. 4. A plot of the Mahalanobis distance for identifying statistical outliers in the panel



Mathematics and Cybernetics – applied aspects 

41

efficiency of incident handling. As a result, decision-making 
systems operate in isolation from macroeconomic realities 
due to a lack of comprehensive integration [4].

The study proposes an innovative approach that utilizes in-
tegrated logit modelling to conduct a macroeconomic analysis 
of cyber risks, rather than the traditional econometric methods 
previously used to forecast bank failures [5] and assess levels 
of social vulnerability [6]. The structure of panel data allows 
researchers to examine temporal and spatial differences with-
in the sample that are not accounted for by static taxonomic 
cybersecurity models [7]. The security situation is presented as 
a system evolving towards a critical state through dynamic tran-
sitions resulting from external macroeconomic and military 
shocks. The mathematical system provides researchers with 
a precise set of tools, enabling them to conduct quantitative 
hypothesis testing, which researchers in the political sciences 
studying national security issues have traditionally approached 
using qualitative methods [2]. The digital environment under-
mines traditional institutional safeguards, as military triggers 
are the key factor distinguishing this system from models of 
financial stability, where regulatory elements dominate [5].

The proposed econometric model addresses the lack of 
macro-analytical tools in the field of cybersecurity by combin-
ing technical vulnerability indicators – which identify local 
SQL injections at the database level [12] – with strategic plan-
ning in the field of national security. The integrated analysis 
method shifts the discussion on risk management into the 
realm of macroeconomic forecasting, enabling governments 
to shift the focus from emergency response to proactive plan-
ning. The mathematical basis for early warning systems and 
the protection of infrastructure against geopolitical instability 
becomes clear through scenario modelling, which demon-
strates how marginal effects contribute to the allocation of 
resources towards preventive defense [13].

The results of the scenario modelling presented in Table 5 
contain specific numerical values illustrating the dynamics 
of risk levels over various time periods. The risk of a critical 
cyber vulnerability occurring increases by 10.2 percentage 
points when a state transitions from a state of peace to open 
armed conflict, resulting in a WAR value of 1 and increas-
ing this indicator from 21.5% to 31.7%. The marginal effect 
demonstrates how cyberspace has become a fully-fledged 
military domain, against which the armed forces must devel-
op adaptive response systems. The negative marginal effects 
from macroeconomic indicators remain unchanged, as each 
percentage point of GDP growth reduces the probability  
by 2.1 percentage points, demonstrating how economic growth 
blocks the penetration of external digital shocks. The econo-
metric model functions as a mathematical tool that helps 
national security decision-makers optimize their cyber defense 
resources and reduce the digital inequality and socio-economic 
disparities that arise during international conflicts [14].

The model that has been constructed has a number of 
inherent limitations stemming from the structure of the 
input data and the measurement constraints that define its 
operational scope. The study design has certain limitations, 
as the final dataset contains an unbalanced panel of 68 obser-
vations across 14 countries for the period from 2019 to 2023. 
The size of the study dataset imposes natural constraints on 
the asymptotic properties of the estimation results; therefore, 
researchers must apply robust CR2 corrections for small sam-
ples rather than using hypersensitive dynamic models. The 
study’s findings apply only to the geographical area analyzed, 
so researchers should exercise caution when attempting to 

apply these results to other regions of the world. Further-
more, an uneven distribution is observed across the statistical 
classes of the dependent variable (the critical compromise 
state Y = 1 covers only 18 observations, i.e. 26.5% of the 
sample), which directly widens the confidence intervals for 
the military predictors (Fig. 3). The model is also limited by 
official leak statistics and does not account for the latent land-
scape of cybercrime, which does not appear in public records.

A fundamental limitation of this study is the partial loss 
of information due to the dichotomization of the dependent 
variable, which negates the variation in leakage volumes (as 
shown in the box plot, Fig. 1) within the identified categories. 
This shortcoming could potentially be addressed by switching 
to count models, specifically negative binomial regression for ex-
cess variance, or quantile regression methods, which would al-
low the intensity of compromise to be estimated. Furthermore, 
the limited number of clusters made it impossible to apply the 
generalized method of moments (GMM) to fully address endog-
eneity. Annual time lags were applied to macroeconomic indica-
tors to reduce the scale of the problem, but the resulting data re-
flect predictive patterns rather than precise causal relationships 
between variables. The process of mathematically formalizing 
models of human behavior presents a significant methodologi-
cal obstacle, which prevents the analysis of human factors in cy-
bersecurity systems within the scope of this study [5]. This field 
of the study requires an expansion of geographical coverage by 
integrating data from developed countries, particularly those 
in Western Europe and North America. To achieve the highest 
level of predictive accuracy, the model requires advanced digital 
maturity metrics based on standard ITU indicators. Architec-
tural design will enable the development of specific methods 
to determine statistical significance between technical and 
policy elements. The study will be advanced through the use 
of deep learning systems, including graph neural networks, to 
study patterns of cyberattacks in time and space by analyzing 
unstructured data sources. This method faces two main chal-
lenges, as it requires finding the optimal architectural design for 
processing sparse panel data, as well as powerful hardware to 
perform parallel processing and monitor the system in real time.

7. Conclusions

1. The empirical basis of the study was established using an 
unbalanced panel dataset containing information from four-
teen countries in Central and Eastern Europe, the Baltic states 
and Western Asia for the period from 2019 to 2023 (N = 68). 
The researchers divided the dependent variable into two 
groups, using the 75th percentile threshold (383,218 records) to 
eliminate the influence of data on incidents with an extreme 
right-skewed distribution, which enabled them to identify na-
tional systems with a critical level of cyber vulnerability using 
statistical methods.

2. Estimates of the Pooled Logit model parameters were 
obtained using cluster-robust standard errors (CR2) and 
one-year time lags, which demonstrated that macroeconom-
ic stability is the main factor contributing to a reduction in 
cyber vulnerability. The probability of a critical compromise 
decreases by 10.1% when GDP grows by 1%, assuming all 
other conditions remain unchanged. The military factor did 
not show a statistically significant effect (OR = 1.70), whilst 
the unemployment rate demonstrated an unexpected negative 
relationship, confirming the presence of detection bias within 
the quantitative analysis. The developed multivariate model 
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demonstrated that monitoring systems lose their ability to 
detect incidents during economic and military crises, even if 
the number of threats does not actually decrease.

3. Scenario modelling has shown that a state’s transition 
into a state of open armed conflict generates a ‘war multiplier’, 
increasing the probability of critical cyber-vulnerability by 
10.2 percentage points. The robustness of the developed 
econometric model is confirmed by a series of stress tests: the 
stability of estimates when changing dichotomization thresh-
olds (70th and 80th percentiles), the absence of critical multi-
collinearity (according to the VIF criterion) and resistance to 
multidimensional statistical outliers (as determined by the 
Mahalanobis distance). An in-sample AUC of 0.72 confirms 
the classifier’s satisfactory discriminatory power and justifies 
the feasibility of implementing the developed model into mac-
roeconomic early warning (EWS) systems for the predictive 
allocation of national security resources.
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