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QYHKUUOHUPOBAHUS CTLONHCHBIX MEXHUYECKUX CUCMeM
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1. Introduction

The strategy for guaranteed security and survivability
of complex engineering systems (CES), while taking into
account the objectives, timing, resources, and expected re-
sults, is determined by the sequence of systemically agreed
procedures of the efficiency and safety, characterized by the
incompleteness, uncertainty, and ambiguity of information
about risk situations, as well as the timeliness of deci-
sion-making and unavoidable threshold limiting the time of
a transition into an emergency or disaster [1]. The causes for
technogenic catastrophes, accidents, social disasters, or oth-
er hazards can include the equipment malfunction, failure of
engineering systems, violation of equipment operating rules,
wrong actions of personnel, non-compliance with safety
regulations, and external effects. The requirements for sys-
temic coherence of decisions assume the systemic support of
indicators of CES performance, security, guaranteed surviv-
ability during specified time of operation.

For complex systems of different nature, the actual
problem is a reliable forecasting and timely prevention of ab-
normal mode situations under the influence of destabilizing
factors on the operability, safety, durability, and efficiency
in the functioning process, which are detected using the
indicators of the risk degree, risk level, and the margin of
permissible risk. The latter indicator characterizes the re-
source defined by the state of the working capacity, security,
and survivability for a certain time frame according to the
real operating conditions.

2. The analysis of the published data and
the problem statement

The principles of control by security and survivability of
CES are distinguished by functioning peculiarities of means
for technical diagnostics, existing both functional and test
type. Functional diagnostic means represent typical moni-
toring systems used to assess the overall technical state of
the object. Test diagnostics means are used to evaluate the
technical state of individual elements, components, parts
with a specially organized test influences. In [2], the authors
described the approach for diagnosing the technical state of
a system before a failure, taking into account uncertainties
connected with the fault’s time, location, and class. Func-
tional diagnostic models are formed based on the analysis
of nominal and abnormal operations of sensors. In [3], to
diagnose while determining the failure type together with
the place and time of its detection, the authors used parity
equations build for a specific process. In [4], the authors
discussed issues related to a technical condition of the me-
chanical equipment in the presence of regulators (automatic
balancing devices). In [5], using connections between gas
turbine components as an example, the authors consider the
diagnostic method that allows detecting a fault at the early
stage before manifesting itself as a serious malfunction.
In [6], the authors considered the problem of tracking and
diagnosing malfunctions in complex systems which were
characterized by both discrete and continuous variables. On
the basis of the constructed using the discussed approach




models, various failures are simulated, including the burst
in malfunction, incorrect measurement of errors and gradual
drift. In [7], the authors considered issues related to de-
signing and creating complex anthropogenic systems which
satisfy the required level of guaranteed quality (reliability,
durability and safety) under conditions of incompleteness of
the original information for forecasting technical systems’
conditions. The described concept of information and the
statistical approach to the formation of the anthropogenic
system structure is based on their information-linguistic
description, using the system-morphological methods of
formal analysis and variational principles of an experimental
random parameter distribution. In [8], the author justifies
the significance of the system approach and system analysis
principles when forming the evaluating indicators and esti-
mating criteria for the technical condition of systems. In [9],
the author uses for the analysis of the anomalous behavior of
the system the approach to design the control system with
detecting simultaneously the failures of technological equip-
ment elements, making the transition of the control object
to one from the secure states. In [10], the author suggests an
approach for restoring the efficiency of diagnosed CES ele-
ments based on the construction of the optimal test sequence
on the given sets of input data. In [11], the authors consider
a comprehensive model to control and restore an operation
of CES with multilevel structure, describing the processes
to control technical condition, search a place of failures and
replacement of defective typical replacement elements. The
durations to recover CES efficiency on a level of functional
components, functional modules, typical replacement ele-
ments and system in general are represented in the mark-
up stochastic graph by the analytical dependences of the
mathematical expectation and variance from the indicators
characterizing the control of the technical CES condition,
diagnosis, the effectiveness of the spare elements and replace
defective typical elements.

Thus, the existing studies are mainly aimed to detect
a failure in the CES operation, while a priority is timely
detection of the causes and prevention of transition to an
abnormal mode, that allows providing the introduction of
the margin of permissible risk.

3. The purpose and objectives of the study

The objective is to develop a technique of systemic eval-
uation of the real CES operation taking into account the
margin of permissible risk.

To achieve this objective, the following tasks have been
solved:

— to evaluate the margin of permissible risk for CES op-
erating indicators under the impact of destabilizing factors
and uncertainties;

— to coordinate rationally the margin of permissible risk
for the CES operating indicators under the impact of desta-
bilizing factors and uncertainties.

4. The development of a technique to prevent a certain
abnormal mode situation of real CES operating

4. 1. Mathematical statement of the problem e
A sample of values of real operating indicators y,[i=1m
and parameters x;|j=1,n

(Y(t)={v(e) i=tm}X(0)={X,(6.). i=Tn}. 1, eD,)

is given in the initial time interval D, ={t0|t(’, <t, Stg}
(the length of the interval is set as |D0| =40+70). Using the
orthogonal polynomials (Legendre polynomials, Chebyshev
polynomials, displaced Chebyshev polynomials, and others),
on the given sample the functional dependencies

5,-({xi=ta]).i-1m

are restored with acceptable accuracy and constructed in
real-time while taking the forecast into account for a period
of D, ={t,[t; <t, <t} with the length, given as

0,1-|D,UD,|<|D,|<0,25- D, D, |

for the short-term forecast.
The sets of

D, :<yir <yr™Mi=1m,r= 1,nr>

_ perm
Dy = <Xjr <X

j:l,n,r:l,nr>

are given, where y*™ and x}™ are the boundary values of
the operating indicators and parameters of CES, character-
izing the occurrence of abnormal mode situations, n, is the
number of the following modes types: abnormal, extraordi-
nary, emergency, catastrophic, etc.

For the given §, at time instances t, € DOUDp the val-

ues of n(yi)|i =1,m risk degree and

W(y)i=tm

risk level are known, which are calculated using the set D.
Based on restrictions

N(F1) S My (¥27):
W(§,) S Wy (v2™) Vi=tmre[in,]

perm

on the functional dependencies

§.=0 ({xj|j= 1,n}),i= Lm

abnormal mode situations are detected, which corresponds
to the set

Ty = {[tifr’tirr]

€, th eDOUDp,re[l,nl.],i:H},

i i
tft < trr’

i
trr < tcr’

where t,t are the time instances for identifying and
implementing the solution, t, is a limit value of decision-
making time as an unavoidable threshold time instance.
In each interval [t}r,t;]gTR,re[1,nr],i=1,m in the real
time mode, the values of indices I (t, ) informedness verac-
ity, It (t,) informedness completeness, I'(t) informedness
timeliness, and T' tk) integral informedness index are eval-
uated for Vt, e tiﬁ,ti"],k:LK,i:Lm. The informedness
indexes of Iy (t), T (t), I}(t), I)(t) as the functions of time
are represented by the following formulas [12]:




I (1+y,-t)if I, - (1+y, - t) <t

I (t)= R ,i=1m,
v Lif T, (147, €)1
I (148, t),if IL (143, - t) <1 |
= . )1_ il ’
1if I - (148, -t) 21
B () I;-(i—ei-tz),ifei-t2<1yi=1ymy
0,if 0,-t*>1
I (t) =Ty (t)-Te (t) T (1) M

The parameters of 1., 1., 1. for the functions in (1)
characterize preliminary evaluations of the informedness
veracity index, informedness completeness index, and in-
formedness timeliness index. The evaluations of I‘ and I'
are obtained by expert evaluation using the seven- level scale
presented in [12]. The evaluations of I are calculated while
taking into account the maximum Values of the informed-
ness veracity of

I, (t‘v): max I\, (t,)

ty e[t}—,, ,t:.,.]

and informedness completeness of

L. ( ‘C): max I (t,)

t, e[t‘ﬁ. ,l:,]

reached at time instances

t te, €[tiot, | Ty
The formula for i‘l is i.‘l. = 0,5~(1+RJ,1=1,TI1, where R,
characterizes the time resource to implement early a decision
on functional dependency §, and is defined by time instance
values of t , t. according to I, ( v ) and I} ( t, ) Due

to the dependence of indexes T, and I on time R is cal-
culated as

,ke[l;K].

max{ )t }-t,
o th—th '

The coefficients of v, §,, 6, characterize the change of
dynamics for informedness indexes I, (t), Tp(t), and I} (t ( ),
respectively. In [12] these coeff1c1ents are evaluated usmg
formulas y, =e" -4.-0,05, 8, =¢* -1.-0,5,0, = (al+y,) 107
Vi=1,m which were determined as result of computational
experiment, where 2, is an evaluation of an influence of
parameters

D=1t e[ttt ] i=im

on indicators ¥, during abnormal mode situations, using the
formula

d= max {1-ﬁ[1 n(X, (tk))]},izi,m,

=t

where n(X (t )) is the risk degree, caused by the influence
of parameters X, (t,)[j=1n, t, e[tﬁ,trr],l—Lm and evalu-
ated using the restrictions of the set D,.

For the current value of §,, the rational level value for
the integral informedness index is evaluated, providing the

recognition situations of specified CES operating mode; it is
expressed by the formula

I, —mm{l (t, )} t, e[tfr,trr],kzL?,tir<tcr,

15[1 m]

where

is the average values of the integral informedness index in
the time interval [tﬁ, th ] cTyie [1,m]. The time intervals

[t‘m, t] [t t, ]

for searching the additional information by a decision mak-
er, where Ij(t,)=1I)(t,), are used to define the margin of
permissible risk in order to prevent the situations of corre-
sponding abnormal mode. The margin of permissible risk is
implemented in the time interval

[t;‘r,t;r], ¢!

with endpoints t!
¥ (t;‘r) with

n (e ))<n (5 (t;r))y w3 (6, )< w5 ()

and y, {wmh I' t! 5. The expression for the margin
of perm1551 le risk is ertten in the following form:

| .y w (S’ ( .ﬂ|r))<n (S’ ( ;Zr))

I‘(i ) re[in]l—hn} 2)

On the time intervals Lt;r’ SZr],re[1n ] 16[1 rn] a
coordination for the margin of permissible risk RF*™ for §,,

,ie[Lm]

t,. < tblr, ie [1 In]

t! , which correspond to the values

ar? Us,r )

| a1r’ s,r

R perm _

I (6)215 t e[t b, ] T i=tm

is realized; it is evaluated by the value RP™ with the time
interval

[t;pt;?]c U [ta',, Szr:|,re|:1n]

ie[l .m]

where the prevention of the abnormal mode situation r is
guaranteed. The lower endpoint of the interval [t tl ] is
defined as

t;,, =min {ta1r}

i=l,m

cag?

The upper endpoint of this interval is defined by the formula

t, =min{t, }
taking into account the relation I} (t;zr) >[5, i=1,m,re [1,nr:|.
The value RI™ for the margin of permissible risk is defined
by the length of the interval



The formula for R¥*™ is written as follows:

[minfe. Jminfe. }
i=1,m & i=l,m 2
Rrem

= ’ - :Ig(i) I;,t! e[tm, 5”],re[1n]1—1m .(3)

) ‘[I]n},? {tw},mln {t or }—

The task consists in evaluating and rationally coordi-
nating the margin of permissible risk R'™ V§,,i=1,m for
abnormal mode situations, which are implemented during
time intervals

[t ]<

Here, the corresponding values of risk degree and risk
level do not exceed

o) ond (s (4

values in a finite time instance of the interval

TR,re[Lnr]i:H.

I:t”, ]cT Vi=1,m

to search the additional information, and the integral in-
formedness index values

T (t )t e[t th, ] < T

are no lower than
I, = nﬁm]{lo (tk)}, t, e[ tit, |-

4. 2. The mathematical models to evaluate and ratio-
nally coordinate the values of the permissible risk margin

The mathematical model to evaluate the values for mar-
gin of permissible risk RP™ |i =1,m is implemented based on
the relation (2) in the followmg form:

el )

t, e[ - ”:ICT tk<t“}
(ke oty e ’
Rerm:

| [t ]

re[tn, ] i=1m (4)

)

with the restrictions

(5 () <5 (1) w5 (1)<

<Wi(§/i( )) t e[t ] re[tn,]i=tm, 5)
I'(izr) I, re[tn, ] i=1m. (6)

The notation | [ti,t;r] in (4) characterizes the length of
the time interval with endpoints, which correspond to values
of yl( i) and yl( or

Based on the relatlon (3), that was intended to coordi-
nate the margin of permissible risk R ™ |1 =1,m, the mathe-
matical model is implemented in the following form:

— ‘[I‘nff{t b mln{t}]‘

R
H:mmt InmtS r:|
ST i=1,m 2

)

i=1,m

t;re[t;r, Szr],re[i n, Ji=tm (7)

with the restrictions

tteT

ST USor

t<1r - tﬁlr < t

ST

re[i,nr],1=1,m, ®

L(t)2 e[t Ji=im. @)

The mathematical models are used in the basis of a com-
putational algorithm of CES operating while taking into
account the margin of permissible risk.

4. 3. The algorithm of a system evaluation and rational
coordination of the permissible risk margin

The algorithm is represented by the procedure se-
quence to implement mathematical models described
in (4)—(6), (7)—(9).

— Forming the set

To={[tith

to GD(,UDP,re[i,nr],izm}

t<tt<t

T’

of intervals for time tj, to form and time t!. to implement
the decision for the r-th abnormal mode situations related to
¥, based on restrictions

n(y ) = anrm (yﬂtrm)y W(y‘ ) < Wpcrm (yl];mn )

— Determining 1, 1., I\ preliminary evaluations of the
informedness veracity index, informedness completeness
index, and informedness timeliness index, respectively, while
taking into account the opinions of a group of experts based
on the 7-level scale of ratings.

— Forming the sets of values for the informedness verac-
ity index

I, = {I‘V (t,) |tk e[tit, ] i= H}
the informedness completeness index
1e={t(c,) }

the informedness timeliness index

I _{1‘

the integral informedness index

|tk e[tifr,ti"],iz {,m
)|t e[ th,trr],l—m},

I —{I1 |t € tﬁ,tn],l—LTH}

using the formulas from (1).
— Determining

I—mln{o( )}Vtk [tﬁ, rr],k 1K, re[tn,], i=1,m

15[1 m

that characterizes the rational level of the integral informed-
ness index.



— Determining the time intervals of

re[i,nr], i:m

[tthe ]t ]< T

to search the additional information on decision making by a
decision maker taking into account the conditions

T (62T te et t, | re[tn, ] i=im v§,i=im

related to the integral informedness index.
— Determining the time intervals of

(6.t ]e[tat, ]eT

based on the mathematical model of (4)—(6), where the mar-
gin of permissible risk is implemented.

— Determining based on the mathematical model (7)—(9)
the time interval of [t th, ], where the coordinated margin
of permissible risk

- ({x,|3=ﬁ})

Io( ) Iyt e [td‘rvtgzr],re[ln]l_1m

© re[i,nr], i=m

ca;”

R!)el'm vy]

perm

evaluated as RP™ is implemented.

5. Application of the algorithm for the operation process
of water supply system under destabilizing factors and
various types of uncertainties

The described technique of the system evaluation and
coordination for the margin of permissible risk is imple-
mented using a water supply system (WSS) as an example,
where the water level in the reservoir and the water pres-
sure at the water inlet of a technological object are used as
indicators; the values of these indicators characterize the
state of the system at each time instance during its oper-
ating. The malfunctions or the failures of WSS equipment,
external influences may cause a technogenic accident or
social collapse. In the initial time interval D, c[93 451]
with the given length of |D |— 73, the values of mentioned
earlier indicators during WSS operating correspond to the
state of a deep-well pump; the forecast period represents
the interval D, =[74; 88]. The real values of these oper-
ating indicators on restored and constructed in real time
functional dependencies

7 :cb({xj|j=ﬁ}), =12,

while taking into account the forecast for the time interval
D,, correspond to the values of risk degree and risk level.

Fig. 1 displays actual values of indicators y, and vy,
versus time (curves 1 and 2). The permissible values of
operating indicators in abnormal and emergency situations
constitute

yrm ={39; 2}, yrm ={100; 50}

respectively. In corresponding to operating indicators per-
missible values of the risk degree constitute

ﬂ( perm) {0 003; 10} T]( P”“‘):{O,OOZ;LO};

permissible values of the risk level constitute

W (yp™)={9-100,949}, W(y5™)={2-10%0,5}.
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Fig. 1. The actual values of indicator y; for the water level in
the reservoir versus time (curve 1) and indicator y; for the
water pressure in the inlet of the technological object
(curve 2) during WSS operating related to the state of
the deep-well pump

Using the sample <Y(tk),X(tk)|‘ck €D, ) of measured op-
erating indicators and parameters for WSS, the functional
dependencies §, for the water level in the reservoir and ¥,
for the water pressure in the inlet of the technological object
are restored with the approximation accuracy, which came
to 4,03—4,11 percentagewise, based on displaced Chebyshev
polynomials of the 11-th degree. Wherein §, and §, are con-
sidered as the functions of the parameters in set X, including
the total water consumption, pressure at the pump’s dis-
charge, quantity of working pumps, speed of the controlled
pump. The forecast is made for the interval D, =[74;88].

On the time interval

Ty =[179]<=D,JD, =[1;88]

during the water supply system operation, the abnormal
situations are detected concerning §, and §¥,, that transi-
tioned at time t_, =80 into an emergency situation with the
risk level W (3, (t,,))=0,5308>0,5 for §,. At time t=79,
the value of the indicator §, reached y,(t=79)=37,21m
with the risk degree of 3-107° <n(§71)=0,048<1,0 and the
risk level of

9107 < W(§,)=0,0333<0,949;
the value of the indicator §, reached ¥,(t=79)=60,7m
with the risk degree of 2107 <n(¥,)=0,786<1,0 and the
risk level of

2:10° < W (§,)=0,4442<0,5.

In the finite time of the interval D, = [74; 88], the value of
¥, (t= 88) =36,58 m was reached with the risk degree of

3107 <n(§,)=0,135<1,0

and the risk level of



9-10° <W(§,)=0,035<0,949 ,

that corresponded to an abnormal situation; the indicator
value of §,(t=88)<50m was reached with the risk degree
of n(yz) =1,0 and the risk level of W(y2) =0,5308, that cor-
responded to an emergency situation. The time intervals of

(et Jji=12={((5:56] [3:56]).([5:60].[22.79])} < Ty =[1£79],

obtained in accordance with Ij >I7 ={0,965;0,863} for ,
and ¥,, are intended for searching the additional informa-
tion on decision making by a decision maker. On the curves 1
and 2 of Fig. 2 that illustrate the changes of the integral in-
formedness indices I}, and I, respectively, versus time over
the time interval T, =[1;79], taking into account opinions
of experts, the search for the additional information on deci-
sion making is performed in the time intervals of [3; 56] and
[22; 79] with IB =1, =0,863,i=12.

10

The integral Mormedm

0.9
0.8

0,1 | | L I 1 . L
0 10 20 30 40 50 60 70 80
The time instants

Fig. 2. The integral informedness indices versus time for
WSS operating indicators (curves 1 and 2 are for ¥, and ¥,,
respectively) over the time interval that precedes time t,

Based on the mathematical model presented in (4)—(6)
in the time intervals

[t ,t;2]|i=ﬁ= {([5:56][3:56]) ([5:60] [22.79])} = Ty =[79]

the time intervals of

11,10, ][i=12={([5:56][3:56]) ([50:60] [78:79])}

are selected, which can be used to prevent the situations
of abnormal mode. The values for the margin of permissi-
ble risk, implemented in the specified time intervals, were
RP™={1,0; 1,0} for §, and R} ={0,182;0,0175} for §,. On
the curves 1 and 2 (Fig. 3) of functional dependencies §,, ¥,,
correspondingly, the time intervals of [3; 56], [78; 79] are
highlighted, that are used to prevent an abnormal situation
for §, and an emergency situation for ¥,. In the specified
intervals, the values of the integral informedness index are
I, >1,=0,863, i=1,2; values for the margin of permissible
risk are RP™={1,0; 0,0175},i=1,2.

The coordinated values for the margin of permissible risk
as RP™ ={1,0; 1,0} for §, and Ry ={0,182;0,0175} for ¥,
computed based on the mathematical model, which present-
ed in (7)-(9), while taking into account Ij ={0,965;0,863},
are implemented in the time intervals of {[5;56]; [3;56]};
the values for coordinated margin of permissible risk were

R™ ={1,0;1,0}. The declared time intervals can be used to
implement the guaranteed prevention of an abnormal situa-
tion for §, and an emergency situation for §,.

The research of proposed technique was carried out
on the example of the real functioning of the water supply
system with the indicators characterizing the state of the
system at each time instants of the operating period.
As the result of systemic evaluation in operating the
technical object in real-time there are detected the sit-
uations of specified abnormal mode with unavoidable
threshold restriction of t_. The margin of permissible risk
for operating indicators and its coordinated value, obtained
while taking into account the integral informedness indices,
guarantee the prevention of certain abnormal mode. On the
above example, the operation of water supply system is pro-
vided by the transition from the abnormal situation to the
nominal situation and from the emergency situation to the
abnormal situation. In further studies, there is envisaged to
evaluate the margin of permissible risk by a vector measure
implemented for types’ variety of abnormal mode.
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the abnormal mode: 56 79
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Fig. 3. The values of time resources to prevent the abnormal
mode for WSS operating indicators (curve 1 and 2 for ¥, and
¥,, correspondingly) in a time interval, which precedes t.,

6. Conclusions

As aresult of studies:

— for each CES operating indicator, the margin of per-
missible risk is evaluated with the implementation in the
time intervals, using them to prevent the situations of the
specific abnormal conditions;

—the coordinated margin of permissible risk value is
evaluated for CES operating indicators with the implemen-
tation in the time interval using as a guarantee to prevent
the situation of the specific abnormal conditions.

The proposed technique is intended for system evalua-
tion of real CES operating taking into account the margin
of permissible risk. A distinctive feature of this technique is
the usage of the principle to timely detect and eliminate the
causes for the situations of abnormal mode under the influ-
ence of destabilizing factors and different type uncertainties.

The guaranteed prevention of the specified abnormal
mode situation is implemented by the coordination for the
margin of permissible risk in a given time interval in order
to maintain the required indicator values for CES operating
in a normal mode while taking into account the integral
informedness index about situations and unavoidable thresh-
old time limit at time t,,.
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