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1. Introduction

The strategy for guaranteed security and survivability 
of complex engineering systems (CES), while taking into 
account the objectives, timing, resources, and expected re-
sults, is determined by the sequence of systemically agreed 
procedures of the efficiency and safety, characterized by the 
incompleteness, uncertainty, and ambiguity of information 
about risk situations, as well as the timeliness of deci-
sion-making and unavoidable threshold limiting the time of 
a transition into an emergency or disaster [1]. The causes for 
technogenic catastrophes, accidents, social disasters, or oth-
er hazards can include the equipment malfunction, failure of 
engineering systems, violation of equipment operating rules, 
wrong actions of personnel, non-compliance with safety 
regulations, and external effects. The requirements for sys-
temic coherence of decisions assume the systemic support of 
indicators of CES performance, security, guaranteed surviv-
ability during specified time of operation.

For complex systems of different nature, the actual 
problem is a reliable forecasting and timely prevention of ab-
normal mode situations under the influence of destabilizing 
factors on the operability, safety, durability, and efficiency 
in the functioning process, which are detected using the 
indicators of the risk degree, risk level, and the margin of 
permissible risk. The latter indicator characterizes the re-
source defined by the state of the working capacity, security, 
and survivability for a certain time frame according to the 
real operating conditions.

2. The analysis of the published data and  
the problem statement

The principles of control by security and survivability of 
CES are distinguished by functioning peculiarities of means 
for technical diagnostics, existing both functional and test 
type. Functional diagnostic means represent typical moni-
toring systems used to assess the overall technical state of 
the object. Test diagnostics means are used to evaluate the 
technical state of individual elements, components, parts 
with a specially organized test influences. In [2], the authors 
described the approach for diagnosing the technical state of 
a system before a failure, taking into account uncertainties 
connected with the fault’s time, location, and class. Func-
tional diagnostic models are formed based on the analysis 
of nominal and abnormal operations of sensors. In [3], to 
diagnose while determining the failure type together with 
the place and time of its detection, the authors used parity 
equations build for a specific process. In [4], the authors 
discussed issues related to a technical condition of the me-
chanical equipment in the presence of regulators (automatic 
balancing devices). In [5], using connections between gas 
turbine components as an example, the authors consider the 
diagnostic method that allows detecting a fault at the early 
stage before manifesting itself as a serious malfunction. 
In [6], the authors considered the problem of tracking and 
diagnosing malfunctions in complex systems which were 
characterized by both discrete and continuous variables. On 
the basis of the constructed using the discussed approach 
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models, various failures are simulated, including the burst 
in malfunction, incorrect measurement of errors and gradual 
drift. In [7], the authors considered issues related to de-
signing and creating complex anthropogenic systems which 
satisfy the required level of guaranteed quality (reliability, 
durability and safety) under conditions of incompleteness of 
the original information for forecasting technical systems’ 
conditions. The described concept of information and the 
statistical approach to the formation of the anthropogenic 
system structure is based on their information-linguistic 
description, using the system-morphological methods of 
formal analysis and variational principles of an experimental 
random parameter distribution. In [8], the author justifies 
the significance of the system approach and system analysis 
principles when forming the evaluating indicators and esti-
mating criteria for the technical condition of systems. In [9], 
the author uses for the analysis of the anomalous behavior of 
the system the approach to design the control system with 
detecting simultaneously the failures of technological equip-
ment elements, making the transition of the control object 
to one from the secure states. In [10], the author suggests an 
approach for restoring the efficiency of diagnosed CES ele-
ments based on the construction of the optimal test sequence 
on the given sets of input data. In [11], the authors consider 
a comprehensive model to control and restore an operation 
of CES with multilevel structure, describing the processes 
to control technical condition, search a place of failures and 
replacement of defective typical replacement elements. The 
durations to recover CES efficiency on a level of functional 
components, functional modules, typical replacement ele-
ments and system in general are represented in the mark-
up stochastic graph by the analytical dependences of the 
mathematical expectation and variance from the indicators 
characterizing the control of the technical CES condition, 
diagnosis, the effectiveness of the spare elements and replace 
defective typical elements.

Thus, the existing studies are mainly aimed to detect 
a failure in the CES operation, while a priority is timely 
detection of the causes and prevention of transition to an 
abnormal mode, that allows providing the introduction of 
the margin of permissible risk.

3. The purpose and objectives of the study

The objective is to develop a technique of systemic eval-
uation of the real CES operation taking into account the 
margin of permissible risk. 

To achieve this objective, the following tasks have been 
solved:

– to evaluate the margin of permissible risk for CES op-
erating indicators under the impact of destabilizing factors 
and uncertainties;

– to coordinate rationally the margin of permissible risk 
for the CES operating indicators under the impact of desta-
bilizing factors and uncertainties.

4. The development of a technique to prevent a certain 
abnormal mode situation of real CES operating 

4. 1. Mathematical statement of the problem
A sample of values of real operating indicators iy i 1,m=  

and parameters jx j 1,n=  

( ) ( ){ } ( ) ( ){ }k i k k j k k 0Y t Y t , i 1,m , X t X t , j 1,n , t D= = = = Î  

is given in the initial time interval { }0 0 0 0 0D t t t t− += ≤ ≤  
(the length of the interval is set as 0D 40 70= ÷ ). Using the 
orthogonal polynomials (Legendre polynomials, Chebyshev 
polynomials, displaced Chebyshev polynomials, and others), 
on the given sample the functional dependencies 

{ }( )i i jy x j 1,n , i 1,m= Φ = =

are restored with acceptable accuracy and constructed in 
real-time while taking the forecast into account for a period 
of { }p p 0 pD t t t t+ += ≤ ≤  with the length, given as 

0 p p 0 p0,1 D D D 0,25 D D⋅ ≤ ≤ ⋅
 

 

for the short-term forecast. 
The sets of 

perm
rY ir irD y y i 1,m, r 1,n= ≤ = =  

and 

perm
rX jr jrD x x j 1,n, r 1,n= ≤ = =  

are given, where perm
iry  and perm

jrx  are the boundary values of 
the operating indicators and parameters of CES, character-
izing the occurrence of abnormal mode situations, rn  is the 
number of the following modes types: abnormal, extraordi-
nary, emergency, catastrophic, etc. 

For the given iy  at time instances k 0 pt D DÎ


 the val-

ues of ( )iy i 1,mη =  risk degree and 

( )iW y i 1,m=
 

risk level are known, which are calculated using the set YD . 
Based on restrictions 

( ) ( )perm
i perm iry yη ≤ η ,

( ) ( )perm
i perm irW y W y≤  ri 1,m, r 1,n∀ = Î    

on the functional dependencies 

{ }( )i i jy x j 1,n , i 1,m= Φ = =

abnormal mode situations are detected, which corresponds 
to the set 

{
}

i i i i i
R fr rr fr rr rr cr

i i
fr rr 0 p r

T t ,t t t , t t ,

t ,t D D , r 1,n , i 1,m ,

 = < < 

Î Î =  

where i i
fr rrt , t  are the time instances for identifying and 

implementing the solution, crt  is a limit value of decision- 
making time as an unavoidable threshold time instance. 
In each interval i i

fr rr R rt ,t T , r 1,n ,i 1,m  ⊆ Î =     in the real 
time mode, the values of indices ( )i

V kI t  informedness verac-
ity, ( )i

C kI t  informedness completeness, ( )i
TI t  informedness 

timeliness, and ( )i
0 kI t  integral informedness index are eval-

uated for i i
k fr rrt t ,t , k 1,K, i 1,m ∀ Î = =  . The informedness 

indexes of ( )i
VI t , ( )i

CI t , ( )i
TI t , ( )i

0I t  as the functions of time 
are represented by the following formulas [12]: 
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 ( ) ( ) ( )
( )

i i
V i V ii

V i
V i

ˆ ˆI 1 t , if I 1 t 1
I t , i 1,m

ˆ1, if I 1 t 1

 ⋅ + γ ⋅ ⋅ + γ ⋅ <= =
⋅ + γ ⋅ ≥

, 

( ) ( ) ( )
( )

i i
C i C ii

C i
C i

ˆ ˆI 1 t , if I 1 t 1
I t , i 1,m

ˆ1, if I 1 t 1

 ⋅ + δ ⋅ ⋅ + δ ⋅ <= =
⋅ + δ ⋅ ≥

, 

( ) ( )i 2 2
T i ii

T
2

i

Î 1 t , if t 1
I t , i 1,m

0, if t 1

 ⋅ − θ ⋅ θ ⋅ <= =
θ ⋅ ≥

, 

( ) ( ) ( ) ( )i i i i
0 V C TI t I t I t I t= ⋅ ⋅ .  (1) 

The parameters of i
VÎ , i

CÎ , i
TÎ  for the functions in (1) 

characterize preliminary evaluations of the informedness 
veracity index, informedness completeness index, and in-
formedness timeliness index. The evaluations of i

VÎ  and i
CÎ  

are obtained by expert evaluation using the seven-level scale, 
presented in [12]. The evaluations of i

TÎ  are calculated while 
taking into account the maximum values of the informed-
ness veracity of 

( ) ( )
m m i i

k fr rr

i i i
V V V k

t t ,t
I t max I t

 Î 

=  

and informedness completeness of 

( ) ( )
m m i i

k fr rr

i i i
C C C k

t t ,t
I t max I t

 Î 

=  

reached at time instances 

m m

i i i i
V C fr rr Rt ,t t ,t T , k 1;K Î ⊂ Î    . 

The formula for i
TÎ  is ( )i

T iÎ 0,5 1 R , i 1,m= ⋅ + = , where iR  
characterizes the time resource to implement early a decision 
on functional dependency iy  and is defined by time instance 
values of 

m

i
Vt , 

m

i
Ct  according to ( )

m m

i i
V VI t  and ( )

m m

i i
C CI t . Due 

to the dependence of indexes i
VI  and i

CI  on time iR  is cal-
culated as 

{ }m m

i i i
V C fr

i i i
rr fr

max  t ,t t
R

t t

−
=

−
. 

The coefficients of iγ , iδ , iθ  characterize the change of 
dynamics for informedness indexes ( )i

VI t , ( )i
CI t , and ( )i

TI t ,  
respectively. In [12], these coefficients are evaluated using 
formulas 

i
VÎ

i iˆe a 0,05γ = ⋅ ⋅ , iâ i
i C

ˆe I 0,5δ = ⋅ ⋅ , ( ) i 5
i i i T

ˆâ I 10−θ = + γ ⋅ ⋅  
i 1,m∀ =  which were determined as result of computational 

experiment, where iâ  is an evaluation of an influence of 
parameters 

( ) i i
j k k fr rrX t j 1,n, t t ,t , i 1,m = Î =   

on indicators iy  during abnormal mode situations, using the 
formula 

( )( )
i i

k fr rr

n

i j k
t t ,t j 1

â max 1 1 X t , i 1,m
 Î = 

   = − − η =    
∏ , 

where ( )( )j kX tη  is the risk degree, caused by the influence 
of parameters ( ) i i

j k k fr rrX t j 1,n, t t ,t , i 1,m = Î =   and evalu-
ated using the restrictions of the set XD . 

For the current value of iy , the rational level value for 
the integral informedness index is evaluated, providing the 

recognition situations of specified CES operating mode; it is 
expressed by the formula 

[ ]
( ){ }i i i i

0 0 k k fr rr rr cri 1,m
I min I t , t t ,t , k 1,K, t t−

Î
 = Î = <  , 

where 

( ) ( )
i i

k fr rr

i i
0 k 0 k

t t ,t

1
I t I t , i 1,m

K  Î 

= ⋅ =∑  

is the average values of the integral informedness index in 
the time interval i i

fr rr Rt , t T , i 1,m  ⊂ Î    . The time intervals 

1 2

i i i i
s r s r fr rr Rt , t t , t T , i 1,m   ⊆ ⊂ Î      

for searching the additional information by a decision mak-
er, where ( ) ( )i i

0 k 0 kI t I t≥ , are used to define the margin of 
permissible risk in order to prevent the situations of corre-
sponding abnormal mode. The margin of permissible risk is 
implemented in the time interval 

1 2 1 1 2

i i i i i
a r s r s r a r s rt , t , t t t , i 1,m  ≤ < Î   

with endpoints 
1 2

i i
a r s rt , t , which correspond to the values 

( )
1

i
i a ry t  with 

( )( ) ( )( )1 2

i i
i i a r i i s ry t y tη < η  , ( )( ) ( )( )1 2

i i
i i a r i i s rW y t W y t<   

and ( )
2

i
i s ry t  with ( )

2

i i
0 s r 0I t I−≥ . The expression for the margin 

of permissible risk is written in the following form:

( )( ) ( )( )
( )( ) ( )( )

( ) }

1 2

1 2

1 2

1 2

2

i i
a r s rperm i i

i i i a r i i s ri i
s r s r

i i
i i a r i i s r

i i
0 s r 0 r

t ,t
R : y t y t ,

t ,t

W y t W y t ,

I t I , r 1,n , i 1,m .−

    = η < η
   

<

≥ Î =  

 

 

  (2)

On the time intervals 
1 2

i i
a r s r rt , t ,r 1,n , i 1,m  Î Î       , a 

coordination for the margin of permissible risk perm
iR  for iy , 

( )
1 2

i i i
0 k 0 k s r s r RI t I , t t ,t T , i 1,m−  ≥ Î ⊂ = 

is realized; it is evaluated by the value perm
cR  with the time 

interval 

[ ]
1 2 1 2

r r i i
ca cs a r s r r

i 1,m

t ,t t ,t , r 1,n
Î

   ⊂ Î     

, 

where the prevention of the abnormal mode situation  r is 
guaranteed. The lower endpoint of the interval 

1 2

r r
ca cst ,t   is 

defined as 

{ }1 1

r i
ca a r

i 1,m
t min t

=
= . 

The upper endpoint of this interval is defined by the formula 

{ }2 2

r i
cs s r

i 1,m
t min t

=
=  

taking into account the relation ( )
2

i i
0 s r 0 rI t I , i 1,m, r 1,n−≥ = Î   . 

The value perm
cR  for the margin of permissible risk is defined 

by the length of the interval 
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{ } { }1 2

i i
a r s r

i 1,m i 1,m
min t , min t

= =

 
  

. 

The formula for perm
cR  is written as follows: 

The task consists in evaluating and rationally coordi-
nating the margin of permissible risk perm

i iR y , i 1,m∀ =  for 
abnormal mode situations, which are implemented during 
time intervals 

1 2

i i
a r s r R rt ,t T , r 1,n i 1,m  ⊂ Î =    . 

Here, the corresponding values of risk degree and risk 
level do not exceed 

( )( )2

i
i i s ry tη   and ( )( )2

i
i i s rW y t  

values in a finite time instance of the interval 

1 2

i i
s r s r Rt ,t T i 1,m  ⊂ ∀ = 

to search the additional information, and the integral in-
formedness index values 

( )
1 2

i i i
0 k k s r s r RI t , t t ,t T Î ⊂   

are no lower than 

[ ]
( ){ }i i i

0 0 k k fr rri 1,m
I min I t , t t ,t−

Î
 = Î  .

4. 2. The mathematical models to evaluate and ratio-
nally coordinate the values of the permissible risk margin 

The mathematical model to evaluate the values for mar-
gin of permissible risk perm

iR i 1,m=  is implemented based on 
the relation (2) in the following form:

{ }2 1 2 2i i i
k s r s r1 2

1 2

i i i i i i i
k s r k s r s r R k s r

t t ,tperm
i i i

s r s r

r

max t ,t , t t ,t T , t t

R ,
t ,t

r 1,n , i 1,m

 Î 

   Î ⊂ <   
=

  

Î =  

 

(4)

with the restrictions 

( )( ) ( )( ) ( )( )
( )( )

2

2 1 2

i i i
i i k i i s r i i k

i i i i
i i s r k s r s r r

y t y t , W y t

W y t , t t ,t , r 1,n , i 1,m,

η < η <

 < Î Î =   

  

   (5)

( )
2

i i
0 s r 0 rI t I , r 1,n , i 1,m−≥ Î =   .  (6)

The notation 
2

i i
k s rt , t    in (4) characterizes the length of 

the time interval with endpoints, which correspond to values 
of ( )i

i ky t  and ( )
2

i
i s ry t . 

Based on the relation (3), that was intended to coordi-
nate the margin of permissible risk perm

iR i 1,m= , the mathe-
matical model is implemented in the following form:

{ } { }1 2

1 2

1 1 2

i i
a r s r

i 1,m i 1,mperm
c

i i
s r s r

i 1,m i 1,m

i i i
a r s r s r r

min t ,min t
R ,

min t ,min t

t t ,t , r 1,n , i 1,m

= =

= =

 
  =

 
  

 Î Î =      (7)

with the restrictions

1 1 2 1 2

i i i i i
s r a r s r s r s r R

r

t t t , t ,t T ,

r 1,n , i 1,m,

≤ < Î

Î =     (8)

( )
2

i i
0 s r 0 rI t I , r 1,n , i 1,m .−≥ Î =     (9)

The mathematical models are used in the basis of a com-
putational algorithm of CES operating while taking into 
account the margin of permissible risk.

 
4. 3. The algorithm of a system evaluation and rational 

coordination of the permissible risk margin 
The algorithm is represented by the procedure se-

quence to implement mathematical models described  
in (4)–(6), (7)–(9).

– Forming the set

{
}

i i i i i
R fr rr fr rr rr cr

i i
fr rr 0 p r

T t ,t t t , t t ,

t ,t D D , r 1,n , i 1,m

 = < < 

Î Î =  

of intervals for time i
frt  to form and time i

rrt  to implement 
the decision for the r-th abnormal mode situations related to 

iy  based on restrictions 

( ) ( )perm
i perm iry yη ≤ η , ( ) ( )perm

i perm irW y W y≤ .

– Determining i
VÎ , i

CÎ , i
TÎ  preliminary evaluations of the 

informedness veracity index, informedness completeness 
index, and informedness timeliness index, respectively, while 
taking into account the opinions of a group of experts based 
on the 7-level scale of ratings.

– Forming the sets of values for the informedness verac-
ity index 

( ){ }i i i
V V k k fr rrI I t t t ,t , i 1,m = Î =  , 

the informedness completeness index 

( ){ }i i i
C C k k fr rrI I t t t ,t , i 1,m = Î =  , 

the informedness timeliness index 

( ){ }i i i
T T k k fr rrI I t t t ,t , i 1,m = Î =  , 

the integral informedness index 

( ){ }i i i
0 0 k k fr rrI I t t t ,t , i 1,m = Î =   

using the formulas from (1).
– Determining 

[ ]
( ){ }i i i

0 0 k k fr rri 1,m
I min I t t t ,t ,−

Î
 = ∀ Î  rk 1,K, r 1,n ,= Î    i 1,m=

that characterizes the rational level of the integral informed-
ness index.

{ } { }
{ } { }

( )1 2

2 1 1 2

1 2

i i
a r s r

i 1,m i 1,mperm i i i i i
c 0 s r 0 a r s r s r r

i i
s r s r

i 1,m i 1,m

min t ,min t
R : I t I , t t ,t , r 1,n , i 1,m . (3)

min t ,min t

= = −

= =

  
      = ≥ Î Î =      
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– Determining the time intervals of 

1 2

i i i i
s r s r fr rr Rt ,t t ,t T ,   ⊆ ⊂   rr 1,n ,Î   i 1,m=  

to search the additional information on decision making by a 
decision maker taking into account the conditions 

( )
1 2

i i i
0 k 0 k s r s rI t I , t t ,t ,−  ≥ Î  rr 1,n ,Î   i 1,m= iy , i 1,m∀ =  

related to the integral informedness index.
– Determining the time intervals of 

1 2 1 2

i i i i
a r s r s r s r Rt ,t t ,t T ,   ⊆ ⊂    rr 1,n ,Î   i 1,m=  

based on the mathematical model of (4)–(6), where the mar-
gin of permissible risk is implemented.

– Determining based on the mathematical model (7)–(9) 
the time interval of 

1 2

r r
ca cst ,t   , where the coordinated margin 

of permissible risk 

{ }( )perm
i i i jR y x j 1,n∀ = Φ = , 

( )
1 2

i i i
0 k 0 k a r s rI t I , t t , t ,−  ≥ Î  rr 1,n ,Î   i 1,m=  

evaluated as perm
cR  is implemented.

5. Application of the algorithm for the operation process 
of water supply system under destabilizing factors and 

various types of uncertainties

The described technique of the system evaluation and 
coordination for the margin of permissible risk is imple-
mented using a water supply system (WSS) as an example, 
where the water level in the reservoir and the water pres-
sure at the water inlet of a technological object are used as 
indicators; the values of these indicators characterize the 
state of the system at each time instance during its oper-
ating. The malfunctions or the failures of WSS equipment, 
external influences may cause a technogenic accident or 
social collapse. In the initial time interval 0D 93; 451⊂   , 
with the given length of 0D 73= , the values of mentioned 
earlier indicators during WSS operating correspond to the 
state of a deep-well pump; the forecast period represents 
the interval pD 74; 88=    . The real values of these oper-
ating indicators on restored and constructed in real time 
functional dependencies 

{ }( )i jy x j 1,4 ,= Φ = i 1,2= , 

while taking into account the forecast for the time interval 

pD , correspond to the values of risk degree and risk level. 
Fig. 1 displays actual values of indicators 1y  and 2y  

versus time (curves 1 and 2). The permissible values of 
operating indicators in abnormal and emergency situations 
constitute 

{ }perm
1y 39; 2= , { }perm

2y 100; 50=  

respectively. In corresponding to operating indicators per-
missible values of the risk degree constitute

( ) { }perm
1y 0,003;1,0η = , ( ) { }perm

2y 0,002;1,0η = ; 

permissible values of the risk level constitute

( ) { }perm 6
1W y 9 10 ; 0,949−= ⋅ , ( ) { }perm 6

2W y 2 10 ; 0,5−= ⋅ .

Fig. 1. The actual values of indicator y1 for the water level in 
the reservoir versus time (curve 1) and indicator y2 for the 

water pressure in the inlet of the technological object  
(curve 2) during WSS operating related to the state of  

the deep-well pump

Using the sample ( ) ( )k k k 0Y t , X t t DÎ  of measured op-
erating indicators and parameters for WSS, the functional 
dependencies 1y  for the water level in the reservoir and 2y  
for the water pressure in the inlet of the technological object 
are restored with the approximation accuracy, which came 
to 4,03–4,11 percentagewise, based on displaced Chebyshev 
polynomials of the 11-th degree. Wherein 1y  and 2y  are con-
sidered as the functions of the parameters in set X, including 
the total water consumption, pressure at the pump’s dis-
charge, quantity of working pumps, speed of the controlled 
pump. The forecast is made for the interval pD 74; 88=    .

On the time interval 

R 0 pT 1; 79 D D 1; 88= ⊂ =      

 

during the water supply system operation, the abnormal 
situations are detected concerning 1y  and 2y , that transi-
tioned at time crt 80=  into an emergency situation with the 
risk level ( )( )2 crW y t 0,5308 0,5= >  for 2y . At time t 79= ,  
the value of the indicator 1y  reached ( )1y t 79 37,21m= =  
with the risk degree of ( )3

13 10 y 0,048 1,0−⋅ < η = <  and the 
risk level of 

( )6
19 10 W y 0,0333 0,949−⋅ < = < ; 

the value of the indicator 2y  reached ( )2y t 79 60,7 m= =  
with the risk degree of ( )3

22 10 y 0,786 1,0−⋅ < η = <  and the 
risk level of 

( )6
22 10 W y 0,4442 0,5−⋅ < = < . 

In the finite time of the interval pD 74; 88=    , the value of 
( )1y t 88 36,58 m= =  was reached with the risk degree of 

( )3
13 10 y 0,135 1,0−⋅ < η = <  

and the risk level of 
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( )6
19 10 W y 0,035 0,949−⋅ < = < , 

that corresponded to an abnormal situation; the indicator 
value of ( )2y t 88 50 m= <  was reached with the risk degree 
of ( )2y 1,0η =  and the risk level of ( )2W y 0,5308= , that cor-
responded to an emergency situation. The time intervals of 

obtained in accordance with { }i
0 0I I 0,965; 0,863−≥ =  for 1y  

and 2y , are intended for searching the additional informa-
tion on decision making by a decision maker. On the curves 1 
and 2 of Fig. 2 that illustrate the changes of the integral in-
formedness indices 1

0I  and 2
0I , respectively, versus time over 

the time interval RT 1;79=   , taking into account opinions 
of experts, the search for the additional information on deci-
sion making is performed in the time intervals of [3; 56] and  
[22; 79] with i

0 0I I 0,863, i 1,2−≥ = = .

Fig. 2. The integral informedness indices versus time for 
WSS operating indicators (curves 1 and 2 are for 1y  and 2y , 

respectively) over the time interval that precedes time tcr

Based on the mathematical model presented in (4)–(6) 
in the time intervals 

( ) ( ){ }1 2

i i
s s Rt ,t i 1,2 5;56 , 3;56 , 5;60 , 22,79 T 1;79  = = ⊂ =                   

 

the time intervals of 

( ) ( ){ }1 2

i i
a r s rt , t i 1,2 5;56 , 3;56 , 50;60 , 78;79  = =                  

are selected, which can be used to prevent the situations 
of abnormal mode. The values for the margin of permissi-
ble risk, implemented in the specified time intervals, were 

{ }perm
1R 1,0; 1,0=  for 1y  and { }perm

2R 0,182; 0,0175=  for 2y . On 
the curves 1 and 2 (Fig. 3) of functional dependencies 1y , 2y ,  
correspondingly, the time intervals of [3; 56], [78; 79] are 
highlighted, that are used to prevent an abnormal situation 
for 1y  and an emergency situation for 2y . In the specified 
intervals, the values of the integral informedness index are 

i
0 0I I 0,863, i 1,2−≥ = = ; values for the margin of permissible 

risk are { }perm
iR 1,0; 0,0175 ,i 1,2= = .

The coordinated values for the margin of permissible risk 
as { }perm

1R 1,0; 1,0=
 
for 1y  and { }perm

2R 0,182; 0,0175=  for 2y , 
computed based on the mathematical model, which present-
ed in (7)–(9), while taking into account { }0I 0,965; 0,863− = ,  
are implemented in the time intervals of {[5;56]; [3;56]}; 
the values for coordinated margin of permissible risk were 

{ }perm
cR 1,0;1,0= . The declared time intervals can be used to 

implement the guaranteed prevention of an abnormal situa-
tion for 1y  and an emergency situation for 2y . 

The research of proposed technique was carried out 
on the example of the real functioning of the water supply 
system with the indicators characterizing the state of the 

system at each time instants of the operating period. 
As the result of systemic evaluation in operating the 
technical object in real-time there are detected the sit-
uations of specified abnormal mode with unavoidable 

threshold restriction of crt . The margin of permissible risk 
for operating indicators and its coordinated value, obtained 
while taking into account the integral informedness indices, 
guarantee the prevention of certain abnormal mode. On the 
above example, the operation of water supply system is pro-
vided by the transition from the abnormal situation to the 
nominal situation and from the emergency situation to the 
abnormal situation. In further studies, there is envisaged to 
evaluate the margin of permissible risk by a vector measure 
implemented for types’ variety of abnormal mode.

Fig. 3. The values of time resources to prevent the abnormal 

mode for WSS operating indicators (curve 1 and 2 for 1y  and 

2y , correspondingly) in a time interval, which precedes tcr

6. Conclusions

As a result of studies:
– for each CES operating indicator, the margin of per-

missible risk is evaluated with the implementation in the 
time intervals, using them to prevent the situations of the 
specific abnormal conditions; 

– the coordinated margin of permissible risk value is 
evaluated for CES operating indicators with the implemen-
tation in the time interval using as a guarantee to prevent 
the situation of the specific abnormal conditions.

The proposed technique is intended for system evalua-
tion of real CES operating taking into account the margin 
of permissible risk. A distinctive feature of this technique is 
the usage of the principle to timely detect and eliminate the 
causes for the situations of abnormal mode under the influ-
ence of destabilizing factors and different type uncertainties.

The guaranteed prevention of the specified abnormal 
mode situation is implemented by the coordination for the 
margin of permissible risk in a given time interval in order 
to maintain the required indicator values for CES operating 
in a normal mode while taking into account the integral 
informedness index about situations and unavoidable thresh-
old time limit at time crt . 

( ) ( ){ }1 2

i i
s s Rt ,t i 1,2 5;56 , 3;56 , 5;60 , 22,79 T 1;79 ,  = = ⊂ =                   
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