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3anpononosano mamemamuuny mooeso
o MOOYRs cucmemu iHmMeNeKmyanioHo20
posniznasanns xibepamax 0ns HeoOHOPIO-
HUX NOMOKIE 3anNUmMié ma MepedcHUX KJaacie
xibepamax. Modenv epaxosye meooHopio-
Hi 6XIOHI NOMOKU 3anumié ma MoHCAUSICMb
3MiNU HanAOHUKAMU IHMEHCUBHOCME 3anumie
Y indopmauiiinux cucmemax, wo 00360J€
30iticnioeamu 6ubip cnocoodie npomudii ma
Hedmpanizauii nacaiokie 6i0 iXHb020 énJu-
8y, ananizyeamu 0ivu CKkA0HT 6UdU Kibepa-
max. 3a donomozoro imimauiiinux mooeneil,
cmeopenux y MatLAB ma Simulink, docni-
Ojceno ounamixy 3minu cmanie niocucme-
Mu On0KYeaHHA 3anumié Y npoueci posniz-
Haeauns Kidepamax y KpUMuuHO 6ANCIUCUX
Komn’tomepHux cucmemax

Kmouosi cnosa: posnisnasanns xidepa-
maxk, inmenexmyanvii cucmemu, wadLoH
xibepamaxu, HeoOHopioni nomoxu sanumie

T u |

Ipeonosxcena mamemamuueckas mooenv
0Nt MOOYNSL CUCMEMbL UHMELLEKMYANbHO020
pacnosnasanus Kubepamarx 0 HeOOHOPOO-
HbIX NOMOKOG 3ANPOCOE U CEMEBHIX KILACCOB
xubepamax. Moodess yuumoieaem 1eo0Hopoo-
Hble 6X00HbIE NOMOKU 3ANPOCOE U B03MOIIC-
HOCMb U3MEHEeHUs HANAOAIOWUMU UHMEH-
CUBHOCMU 3anPOCO8 6 UHPOPMAUUOHHBLX
cucmemax, n0360Jis1em 0CYuLEeCMe1ans 6bloop
cnoco6oe npomusooeiicmeus u Helumpaiusa-
UUU NOCACOCMBULL UX PeanuU3auun, AHATUU-
posamov 0Oosee cnodcHble 6udvl Kubepamak.
C nomoupto UMUMAUUOHHBIX MoOeJel, CO3-
dannvix 6 MatLAB u Simulink, uccaedosana
JunamMuKa usmMeHeHust COCMOsSHUL noocucme-
Mol OJIOKUPOBKU 3anPOCO8 8 NPouecce pacnos-
Haeanus Kubepamax 6 Kpumuuecku 6ancHvlx
KOMNbIOmMepHbIX CUCTeMAX

Kniouesvte cnosa: pacnosnaeanus xube-
pamax, unmeneKmyanivivle CUCHeMsl, Wao-
a0 Kubepamaxu, HeoOHOPOOHbIE NOMOKU
3anpocos

u] =,

1. Introduction

Active expansion of information and communication
systems (ICS) and mission-critical information systems
(MCIS) in many countries around the world is accompanied
by the emergence of new threats to cybersecurity (CS), as
evidenced by the growing number of incidents related to in-
formation protection and identified vulnerabilities in MCIS.

Global development of corporate information systems
(CIS) and MCIS, particularly in segments such as e-busi-
ness (EB) in production industries, transport and commu-
nications requires constant tracking of cyber threats and
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vulnerabilities of technical components, software (SW),
and database management systems. One of the priorities of
cyberdefence, which contributes to the timely detection of
cyberattacks and prevents their implications for CIS and
MCIS, is to develop systems of intellectual recognition
of cyberattacks (SIRCA). For such systems, it is always
important to maximize the applicability of the models and
algorithms for detecting cyberattacks that allow taking into
account not only the presence and length of query queues
in CIS or MCIS but also the possibility of using additional
information about the structure of the input streams or any
change made by attackers to the queries intensity, attack




speed, or impulse duration. Consequently, the significance
of research on developing SIRCA adaptability to educational
conditions is doubtless, for it helps detect the whole reposi-
tory of patterns of cyberattacks and the systems’ efficiency.

2. Literature review and problem statement

The issue of improving the models of recognising complex
cyberattacks by cyberdefence systems in CIS and MCIS has
been the subject matter of many studies. In [1, 2], models are
suggested for cyberattacks detection systems (CADS) that
take into account the presence and length of query queues
in CIS [3], but the authors do not consider the possibility of
changing the inflow rate of queries to the server.

There are studies on models and algorithms for detection
of cyberattacks that take into account queries in modules of
“client-bank” systems, electronic invoices and communication
systems [4, 5], the flow rate of requirements [6, 7], the inter-
val between the requirements [8, 9], and the types of queries
[10—12]. However, these studies do not consider the use of
information systems of a variable structure, including the ones
equipped with multiple servers and cyberdefence components,
that are able to deal with a complex behaviour of query queues
in terms of their heterogeneity (conflict). Thus, most studies
that have been devoted to the issue of intellectual recognition
of cyberattacks directed against CIS or MCIS concern only
the basic features of cyberattacks. These publications do not
take into account the changing modes of CIS or MCIS in
case of a query loss due to blocking heterogeneous flows by
relevant protection systems as a result of complex cyber inter-
ventions such as targeted attacks or when queries are lost due
to the queue overflow in CIS and MCIS servers.

A large number of publications are devoted to the
problems of designing systems of recognising cyberattacks
(SRCA). Models of detecting cyberattacks that are based
on finite automata (FA) are described in detail in [13, 14].
Methods of computational intelligence in SRCA are ex-
plored in [15—-17]. Such systems are still under construction.
In [18, 19], a Bayesian network model is suggested for SRCA.
However, analysis of these studies reveals that in most cases
such SRCA are based on decisions being made with the
help of a statistical analysis of the presence of anomalies,
threats and cyberattacks, without taking into account the
possibility of implementing complex targeted cyberattacks.
A widespread use of such SRCA is prevented by a significant
complexity of the operational set-up of the repository of ob-
ject recognition templates.

Many studies are devoted to the models and methods of
detection based on the use of Markov chains [20-23]. The
typical disadvantage of most SRCA that are proposed in
these studies is lack of an opportunity to quickly replenish
the repository of cyberattacks” patterns, as they almost al-
ways use only one methodology of recognition.

In the above studies, which are of interest in solving the
problems of identifying cyberattacks, the models used are
based only on information about query inflows and satu-
ration streams [6, 8, 15, 16, 20]. Recent cyberattacks have
become extremely complex. Narrowly focused, systematic
and shared attacks, which are known as persistent sophis-
ticated threats, are able to hide from anti-viruses and are
not detected by firewalls and intrusion detection systems
[9, 17, 22]. These targeted threats either have no signatures
or are well disguised [4, 23].

Thus, further research should be aimed at developing
methodological and theoretical bases for creating systems
of intellectual recognition of cyberattacks, which would
involve using additional information about the structure of
the incoming flow, a possible change produced by attackers
on the query intensity, the speed and duration of the impulse,
and other parameters of cyberattacks.

3. The aim and tasks of the research

The aim of the undertaken research is to develop a model
for training in the created adaptive system of intelligent rec-
ognition of cyberattacks to help take into account and store
in the repository the patterns of sophisticated cyberattacks
that have variable intensity of the incoming flow of queries
in CIS or MCIS.

To achieve the purpose of the study, it is necessary to do
the following tasks:

— to develop a model of intelligent recognition of complex
targeted cyberattacks with variable parameters of query
streams in CIS or MCIS;

— to carry out simulation tests on cyberattacks for het-
erogeneous query flows in information systems.

4. A model of an intelligent recognition module for
cyberattacks of heterogeneous flows of queries in
information systems

The mathematical description of the module of SIRCA
for heterogeneous flows of queries is presented as follows:

A=<IS><T><SS><QS><KB,MXP‘,MB‘Z‘,O1,02>, )

where IS is a set of input signals that determine the state
of cybersecurity in CIS or MCIS; T is a set of time points
for the data on the state of information security (IS) of the
object of protection; SS is a signature space for recognising
a certain class of cyberattacks; QS is the space of the func-
tional states of IS; KB is a knowledge base to identify cyber-
attacks; MX? is an instructional matrix (standard) that is
stored in the repository of SIRCA; MB? is an instructional
binary matrix; o and o, are operators that form the instruc-
tional input and the binary matrices of SIRCA, respectively.

The SIRCA structure is shown in Fig. 1. The operator
00:MB" MR is used to divide the space of cyberattack
features into two classes of recognition. The parameter of
the features (PF) is used to test the statistical hypothesis
that the object of recognition belongs to a simulated class of
cyberattacks. After evaluating the statistical hypotheses by
using an oy operator, a plurality AR? is formed to contribute
to the accuracy of recognising a cyberattack in SIRCA. It is
assumed that q is the number of the statistical hypotheses,
and g=q? is the quantity of SIRCA characteristics. The
operator ol generates an exploit kit (EK) plurality, which
allows performing the procedure of evaluating the effective-
ness of attack recognition within the class. The operator off
is used to optimize the system of control deviations from
the patterns of cyberattacks. The set SW is consistently
closed by the operator oo,:EK—SW and the operator
oo, : SW — MX, which allow changing the implementation
of various features of cyberattacks of different classes in the
process of teaching SIRCA.
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Fig. 1. A schematic diagram of SIRCA

A model is suggested for the knowledge base for identi-
fying cyberattacks in SIRCA (or the repository) when the
attackers are able to create heterogeneous queries with vari-
able parameters during the attack.

The query streams are considered to be
heterogeneous under the following condi-

. I-a
tions:

(1) there is no possibility to summarize m
the incoming flows of queries and to reduce
the problem of recognition in SIRCA when cm
it concerns suspicious queries about a one-di-
mensional case;

(2) applications from heterogeneous a b
streams are processed in intervals that do
not overlap;

(3) the system contains the so-called “in- o
tervals of inaccessibility” during which the
streams are unattended, for example in the U
case of analysing queries by an intrusion de-
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tection system in MCIS.

The recognition system a priori contains
the most intensive input streams of que-
ries (streams that are primarily important in
terms of the servicing speed) and streams of
low intensity. The functional diagram of such
cyberattacks is shown in Fig. 2.

Let us assume that the incoming flows of
queries kq, ko, and k3 are formed in some ran-
dom environment (RE). The state of the RE
may determine the probabilistic structure of
the query flows. The variants can bc as follows:

(1) if the RE is in a state of ¢ the incoming demand
streams are regular query streams, which are the typical
mode of CIS or MCIS;

(2)if the RE acquires the state of ¢, the incoming
streams are streams of packets (a query flow is a sequence of
“packets” [21, 23, 24]).

It is assumed that: ky is a priority stream of queries that
come with low intensity, ks is a stream of queries of a normal
priority and low intensity, and ks is a priority stream of que-
ries coming with the highest intensity.

The informational flow ky means that the dynamics of
the system reflect the availability of applications in the
storage NO4 and the incoming queries down this stream.
Priority of an appropriate flow is the prerequisite for
operational maintenance of the queries that have come in
the CIS or MCIS. For example, for the flow ks, the prior-
ity means that a gap or absence of queries for the stream
ky facilitates continuity in servicing the queries of the
stream k.

According to the topology of CIS or MCIS and the as-
sumptions about the state of the RE, the work of the mainte-
nance equipment (ME) is organized, for example, for servers
of MCIS and elements of SIRCA. Accordm&o the graph, let
us mark the states of the system as st ,r=1,7. The states of
the system form aplurality S={S”:r=1,7}. The system is in
a state of S” for the time 1,,r=1,7. The'ME performs the
task of analysing and meetmg the requirements, and it also
controls the input streams and forms queues in the NO;. Se-
lection of queries from the queues is made according to their
priority and by using the strategles of service designated as
ag1, 0o2, and ag3. The state st for] 1, 2, and 3 entails that
the ME meets the service requirements of the stream k;. In
the state S® forj=1, 2, and 3, the queries of all the incoming
streams are left unattended. In the state S, the servicing
is performed for the stream ks. Accordmg to thc graph, with
cach r=1, 2, 3, or 4, the state S"” becomes the state S(”1).
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Fig. 2. A functional diagram of cyberattacks with mixed flows of queries:
S'is the entry into a CIS or MCIS, SZ s the scan of the available resources
(AR) in a CIS or MCIS, S3 is the waiting for the response about the presence
of AR, S?is the connection to the AR, S° is the data transmission in the CIS
or MCIS, Sfis the data transmission to the available resources (automated
workstations (AWSs) or personal computers (PCs), and S’ is the loading of
the query dispatch to the servers of the CIS or MCIS

Let us consider a situation where hackers that attack a
system can create a queue. Accordingly, the output streams
in the system at the maximum load and with the ME func-
tioning continuously are transformed into saturation flows
marked as k'y, k's, and k'3, unlike the real query flows — ky,
ko, and k3 — in the system.

We considered such options of the intelligent recognition
of cyberattack threats:

(1) when packets are sent at a zero rate within a time
scale of queries that pass to the addressee and back;

(2) when during a cyberattack the attacker can vary the
impulse duration;

(3) when there are minimal random values within a time
scale of queries that pass to the addressee and back.

All random objects — which are analysed further, were
used to construct a cyberattack model, and are related
to the process of servicing queries — are addressed in the
probability space (Q,A,P(*)) of elementary random events
o eQ with a probability of the query penetration into the
system — P(A). The incoming flows of queries are described



by using a nonlocal way. Any query stream k; in the system
is described as a random sequence of the vector {(t;,v,,n;));

i0}, where m;; is the number of applications that are
patterned like v;, which are respectively received during
the time interval [t,t,,) within this flow. In SIRCA,
the application sample is determined by the marker v, in
the form of a binary matrix of signs [25, 26] stored in the
repository as well as by the state of the RE. To simplify
the model, the behaviour of the random environment is

where p,yx; stands for signs of unlawful activities (a cyber-
attack) in the segment of the network; 1,,1,,1;  are the
whole values of p, T, u, T; uy T;, and p;  is the serv1ce
intensity down the stream k; if the system is in a state of t
or ¢ ), whereas at w,>1:

Q. (S(S),c(s),w1 ,w,, DR(p,,, )) =

described by a homogeneous Markov sequence {v 1>0} 2 2 ‘( ’y)'(p”‘ (W1_X’T5)X
of two states: of ¢” as a flow of queries with low intensity i XQ,) (Wa +1;) —y,T,)+
and of ¢ as a high flow of applications with the pro- =3P, ' +11 .(4)
bability of a transition a,b 0<a<b<<1. In accordance RS Z:”O ‘Q, ( ) @ (W, —x,T;)x
with the accepted restrictions, changes in the intensity of
the flow are not frequent; therefore, the normal operation | %P (Ws +15, -y, 7) ]
of MCIS with a low-intensity stream of applications is
more typical than with a stream of a large number of que- For the probability of
ries. Thus, according to the research findings, within the
time t,, with the ME in the state SY, the intensity of que- Qi (8(7),0(5),W1,W3,DRV(paxi )),
ries w111 remain unchanged. The random elements v;;i>0
are correlated as v,,, =, (v;,®,), where @, is a description  we get
of the space {C(O),C(1)}-{O,1 within {c(o),c“)}, and {(x)i;iZO}
is a consistent set of independent random variables of a Q.. (8(7),C(5),W1,W3,DR(ani )):0
known distribution. For the model, the distribution is as-
sumed as uniform in the interval (0,1). atany w, 20, 120, se {1,0}:
The maintenance equipment at any time of >0 is
in a state of S(t)eS. The control of the incoming flows Q,, (8(7),c(5),0,0, DR(paxi)) =
of queries and the transition between the states of the 1 )
ME, according to the graph and taking into account the ! >l (S(J),c(h),o,y).(pm (0,1,)-Y ”70} Qs (0, T; )+
previous comments, are described as follows: = ZPhs ' . ,(5)
= +2 - ( € 70’3’) 0, (0.T;)- 2 “,oy(Psh( T;)
Si+1 = U(Su‘lfwm,i):
S® atS, =S©; and at any w, 20, se{1,0}:
SV atS, =S r=1,4
T1S© ats, e {S‘S),S”’} ax{y,m, }>0 2 Qs (S ,0,w,, DR(p,, ))
Wyt p 5
ST at S, E{S(s),s(7)} maX{Wmnh} 0; _ ip 2y=0 Q (S( )’C(h)’o’y).(p“‘ (O’TS).(p&h (W3 +13,h _y’T5)+ (6)
=YP,. i

where y,;=f(w) is the length of the queue in NO;
down the stream k; for i=0, 1, ..., and k.

Given the decision rules DR(p,,) [25], which deter-
mine the system states in case of threats to information
security, we have received recursive dependencies for intel-
ligent recognition of sophisticated cyberattacks Where the
attacker creates a situation in which S, e{S S can be
served only for the query flow ks; then at r=6 for

y= OVL;XLk = {0,1,. k},
we find that
Q.1 (8,¢,0,w,, DR(p,)) =0

at all w;20 and i>0. With w, 21, the dependence is
the following:
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Given the recurrent expressions (2) through (6) and
using the instruments of simulating the environment
MATLAB 7 and Simulink, we have developed a simulation
model to analyse the impact of cyberattacks on the func-
tionality of a segment of CIS or MCIS if the attacker uses
heterogeneous flows of queries in the system.

3. A simulation model of cyberattacks in heterogeneous
flows of queries in information systems

The simulation model (for a segment of MCIS) consists
of one data line and three stations (automated worksta-
tions, AWSs) that send regular claims for data transfer
down the line (Fig. 3, a). The query settings are formed

according to the data in Fig. 3, b: AWS1
reflects the low-intensity priority stream ky,
AWS2 means the low-intensity flow ks, and

)+ AWS3 stands for the priority stream of the
) greatest intensity ks. We also assume that

the time is discrete and it varies from 0 to



some value T. The AWSs are independent of one another,
and at any moment there is a certain probability of any
station to send a data request or to empty the line. In the
unit of traffic analysis, using the unit of threats recognition
[25] and the predetermined crucial rules of DR(p,), it is
possible to obstruct any related attacks and unauthorized
network activities. The yellow colour in the diagram shows
the components that are used to visualise the traffic or
separate heterogeneous flows of queries to the server of
a CIS. The green colour represents the components that

allow changing the parameters of inhomogeneous flows of
queries — the presence and length of the query queues in a
CIS or MCIS, the structure of the input streams ky, ko, and
ks, the attacking intensity change in the queries, the attack
speed, and the impulse duration.

To implement the process of intellectual recognition of
individual classes of threats, cyberattacks and anomalies in
the simulation model via the expansion pack Fuzzy Logic
Toolbox, there were drawn up the rules for the system of
recognition shown in Fig. 4.

Pilots T:'_'

—

Assemble N l
Trainings ‘Z'_. Frames m IFFT
Modulator
Data N bank e .
S L an! | Cyclic Prefix Multiplex Frames
ource -
—Ttxhit Symbols
i ’
> Packet PR, % Power Spectrum gﬁultlpalth A
Error Rate —@ [prexrg] anne
» Calculate onstellation g
Model = - [magresp]
Parameters <Job it | . Remove 5
[rxbits] [postre] 4 Zeros
- (peti]] g ’—I*
: FDE |
bank Disassemble L
Frames e . FJI{ W
ﬂl‘raiﬂiﬂgs Cyclic Prefix Demultiplex
v Frames
i >
Bit Rate, Mb/s [[Eki::% Module Signal
= ) e Vel
[— [postxra]
Estimation Adaptive Control
Module re
gresp »
Fig.3b
a

An adaptive
module of traffic

control with e The units of visualizing
recognition rules o Hin g the queries to the server
of a CIS or MCIS
conmi sl @ Z0UT =[] -
R ;
BN S OUT 3| IN ol

‘Workstations oliNz
with generators Path

of heterogeneous

queries on the
server of a CIS

Quitt

X
2
)/

The process of generating the

Zonnt

traffic for the server of a CIS or
MCIS

Connt

\; The subsystems that form

heterogeneous flows of
queries to the server of a CIS
or MCIS
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a is a segment of a CIS or MCIS (we used library components of MATLAB); b is a unit for simulating a cyberattack for
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Fig. 5 below shows a subsystem of obstructing queries
from AWSs as part of a CIS or MCIS in detecting an abnor-
mal queue of queries coming from a terminal.

To study the possibility of detecting cyberattacks with
mixed flows of queries, a simulation experiment was con-
ducted in a segment of the computer network of a CIS. The
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network was working normally, and then it was subjected to
an attack. To visualize the signals, we had designed a special
unit — “Signal Visualization” (Fig. 6), which allowed analys-
ing the basic parameters of the segment of the MCIS at the
level of transmitted data packets, including a change in the
number of queries R during the time interval t.
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Fig. 6. Visualization of the flows of queries in the MCIS: a is
the normal mode of the MCIS segment; b is the simulation of
a cyberattack with mixed flows of queries

The simulation modelling was used to study the modes
of CIS or MCIS for cases of blocking queries whenever they
deviate from the “normal” mode. The relevant results of the
simulation modelling are presented in the next section.

6. The results of a simulation modelling of cyberattacks
for heterogeneous flows of queries in information systems

The simulation model (SM) was used to check the
validity of the results of implementing cyberattacks, such
as “denial of service” and “buffer overflow”, in the ICS of
a CIS. The source data were the results of measuring the
parameters of the received incoming streams in the SM.
The simulation and the analytical calculation [3, 4, 21-23,
25, 26] of the bandwidth used in the CIS or MCIS were
conducted for different sets of heterogeneous implemen-
tations of the streams ky and k3. Table 1 shows the data
obtained during the simulation experiment — the time
of the delay and the probability of the query loss, as well
as the comparative parameters of the expected features.
Accordingly, T . and Py, are the comparative tentative
and probable parameters of the delay and loss in processing
the queries, T, 1. and P, are the network parameters that
were calculated by the classic method, whereas Tef sug. and
Pgyg. are the network parameters that were calculated by
the suggested models. The analysis and comparison of the
results have produced a conclusion about the adequacy of
calculating the characteristics of SIRCA elements in the
network segment of a CIS or MCIS.

Table 2 shows the results of a simulation modelling in
terms of a cyberattack “denial of service” to the server and
the workstation within the CIS model.

The average error of the calculated probability of the
query loss Vg as a result of such cyberattacks does not exceed

the standard deviation in the frequency of losses Fg in the
series of the experiments.

Table 1

The value of the probable time characteristics at a
cyberattack “denial of service”

It\ﬁg?gfprl:_f Tet pro | Tt ct | Tef sugs Py o Pog

mentation | " ms ms
1 10 | 11.7 | 10.2 | 5x108® |6.28x108| 4.93x108
2 20 | 247 | 203 | 7x108 |7.79x108| 7.12x10°8
3 50 | 61.0| 495 | 3x10° | 3.6x10C | 3.15x10°C
4 100 | 97.3 | 984 | 1.5x10°6 |2.36x106| 3.07x10°6
5 150 |[107.3| 101.4 | 1.7x10°6 | 256x10C | 2.98x10°6
6 200 |111.3| 119.4 | 1.8x10C | 2.7x106 | 2.81x106
7 250 [125.3| 128.4 [1.95x106| 2.8x106 | 2.47x10°6
8 300 [147.3| 1484 | 2x10° | 2.9x106 | 2.03x10°6
9 350 [180.3| 155.4 | 9.1x107 [9.05x10” | 9.29x10°
10 400 |247.3| 190.4 | 9.7x10 | 9.9x10° | 9.87x107

Table 2

The results of the simulation modelling of a CIS segment
under a cyberattack “denial of service”

The number of the modelled sessions N 10
The average value of the query loss frequency | V4 8.6E-2
The standard deviation in the loss frequency Foap 1.01E-3
The calculated probability of the query loss Pp | 841E-2
The average error AP, | 3.9E-4

Fig. 7, 8 show the main results of modelling heteroge-
neous query flows ki, ky, and ks in an MCIS. Therefore,
in the case of creating heterogeneous priority flows of
queries in an MCIS, the data processing time increases
1.5-3.5 times.

The number of queries in the system
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=-e-- Pc0— The average flow of queries without an attack;

~#~ Pcl — The average flow of queries with an attack in Dos/DDos;
=+: P0 — The total flow of queries without an attack;

=o= P1 - The total flow of queries with an attack in Dos/DDos.

Fig. 7. The distribution of the total (PO and P1) and average
(Pc0 and Pc1) flows of queries during normal operation of a
segment of a CIS or MCIS

The analysis of the obtained results shows that the like-
lihood of penetrating into the system can be significantly
increased if the attacker uses the tactics of assigning a



high-priority status to a low-intensity flow and if the cyber-
intrusion is sufficiently prolonged. In this case, the attacker
does not necessarily change the parameters of the flow ks,
which has the highest intensity and the top priority in the
system (Fig. 8).

The number of queries in the system

8000

Al

=e- Pc0— The average flow of queries without an attack;

=@~ Pcl — The average flow of queries with an attack in Dos/DDos;
=+- PO — The total flow of queries without an attack;

== P1 - The total flow of queries with an attack in Dos/DDos.

Fig. 8. The distribution of the total (PO and P1) and average
(Pc0 and Pc1) flows of queries when attackers create
heterogeneous queries

Fig. 9 shows a graph of the dependence of the theoretical
estimation of the query loss probability in a CIS or MCIS
on the number of steps in the suggested iterative procedure
of (2) through (6). The present graph suggests a conclusion
about the required number of iterations for a given accuracy
of the simulation model.

During the study, we found that the likelihood of solving
the problem of recognising sophisticated cyberattacks in
heterogeneous flows of queries as well as network types of
cyberattacks constituted 85-98 %, depending on the type
of the attack.

The analysis of the results of the simulation experiment
allows making a conclusion that the suggested model of rec-
ognising sophisticated cyberattacks in non-uniform flows of
queries is more accurate, by 5-7 %, than the other existing
models.
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Fig. 9. The dependence of the theoretical estimation of the
probability (P) of losing a query (application) on the number
of steps (n) in the iterative procedures

Thus, a successful cyberattack at the information re-
sources of a CIS or MCIS, especially of the “denial of ser-
vice” type, does not necessarily create a large number of
queries to the server or reduce the traffic bandwidth. There
is a fairly high probability of success in exploiting the system
vulnerability by creating a low-intensity priority flow and
changing its parameters such as the package speed (low-
speed attacks) or the impulse duration, etc.

According to preliminary estimates, the developed simu-
lation models make it possible to reduce by 25-30 % the time
for setting up SIRCA projects for a CIS or MCIS.

7. Discussion of the model testing results and prospects
for further research

The described models of implementing cyberattacks
with mixed flows of queries in CIS or MCIS are not only of
independent practical interest, but they are an example of a
possible formalisation of describing other complex scenarios
of cyberattacks.

It has been determined that Markov models of process-
es are widely used in the analysis and synthesis of CIS and
MCIS, and their properties set certain limitations to the real
signals used, but this is quite sufficient to develop meaningful
methods of analysis and synthesis of complex cyberdefence
systems. As each state of the system can be characterised by a
set of values of quantised digital signals that are typical of S,
the quantity of gradations — the quantisation levels — in the
signs of cyberattacks in the SIRCA system acts as a universal
set whose capacity is equal to the maximum quantisation lev-
el, characteristic of a particular model.

The downside of the model is cumbersome calculations,
which complicates the practical use of the system of Markov
chains in modelling the considered processes. However, the
exponential approximation simplifies the estimation of the
cyberattack probability.

The presented approach allows making quantitative esti-
mation of the probability of network threats and attacks in
the computer networks of CIS or MCIS with regard to the
time factor and, thereby, increases the validity of measures
to protect information.

Scientific and practical research in the form of hardware
and software applications and educational materials during
the years of 2014 and 2015 were introduced at the state
enterprise “Design and engineering office for automating
control systems at the Ukrainian railways” of the Ministry
of Infrastructure of Ukraine, as well as in the information
security service of the computing centre of the Near-Dnipro
Railways and the State University of Telecommunications as
part of the research project “Safety-05P”.

The results that were previously presented in [25, 26]
and the results of the tests of the individual modules of SIR-
CA have facilitated the development of a decision-making
support system and an expert system, and the repository of
the cyberattacks’ patterns has been expanded.

8. Conclusion

1. The study was focused on developing a model of in-
telligent recognition of sophisticated cyberattacks, which,
unlike the existing ones, takes into account the change in
the intensity of the incoming flows of queries in information



systems. It helps assess the quality of a CIS functioning with
regard to a possibility that attackers will change the param-
eters of the cyberattack.

2. The tests and the justification of the suggested model
were carried out by using simulation modelling in the envi-
ronment of MATLAB and Simulink. It has been found that

the suggested model of recognising sophisticated cyber-
attacks is by 5-7 % more accurate than the other existing
models if attackers use non-uniform flows of queries. The
developed simulation models enable a 25-30 % decrease in
the setup time for projects of cyberdefence systems, includ-
ing SIRCA for CIS or MCIS.

References

1. Yu, S. Can We Beat DDoS Attacks in Clouds? [Text] / S. Yu, Y. Tian, S. Guo, D. O. Wu // IEEE Transactions on Parallel and
Distributed Systems. — 2014. — Vol. 25, Tssue 9. — P. 2245-2254. doi: 10.1109/tpds.2013.181

2. Peng, T. Survey of Network-Based Defense Mechanisms Countering the dos and ddos Problems [Text] / T. Peng, C. Leckie,
K. Ramamohanarao // ACM Computing Surveys. — 2007. — Vol. 39, Issue 1. — P. 1-3. doi: 10.1145/1216370.1216373

3. Bogdanoski, M. Analysis of the SYN Flood DoS Attack [Text] / M. Bogdanoski, T. Shuminoski, A. Risteski // International Journal
of Computer Network and Information Security. — 2013. — Vol. 5, Issue 8. — P. 11-15. doi: 10.5815/ijcnis.2013.08.01

4. Logota, E. Analysis of the Impact of Denial of Service Attacks on Centralized Control in Smart Cities [Text] / E. Logota, G. Man-
tas, J. Rodriguez, H. Marques. — Lecture Notes of the Institute for Computer Sciences, Social Informatics and Telecommunications
Engineering, 2015. — P. 91-96. doi: 10.1007/978-3-319-18802-7 13

5. Zargar, S. T. A survey of defense mechanisms against distributed denial of service (DDoS) flooding attacks [Text] / S. T. Zargar,
J. Joshi, D. Tipper // IEEE Communications Surveys & Tutorials. — 2013. — Vol. 15, Tssue 4. — P. 2046—2069. doi: 10.1109/
surv.2013.031413.00127

6. Ciancamerla, E. Modeling cyber attacks on a critical infrastructure scenario [Text] / E. Ciancamerla, M. Minichino, S. Pal-
mieri // Information, Intelligence, Systems and Applications (IISA), Fourth International Conference, 2013. — P. 1-6. doi: 10.1109/
iisa.2013.6623699

7. Rinaldi, S. M. Identify, understanding, and analyzing critical infrastructure interdependencies [Text] / S. M. Rinaldi, J.P. Peeren-
boom, T. K. Kelly // TEEE Control Systems Magazine. — 2001. — Vol. 21, Tssue 6. — P. 11-25. doi: 10.1109/37.969131

8. Ahmed, I. Scada systems: Challenges for forensic investigators [Text] / I. Ahmed, S. Obermeier, M. Naedele, G. G. Richard 111 //
Computer. — 2012. —Vol. 45, Issue 12. — P. 44-51. doi: 10.1109/mc.2012.325

9. Liu, R. Analyzing the Cyber-Physical Impact of Cyber Events on the Power Grid [Text] / R. Liu, C. Vellaithurai, S.S. Biswas,
T. T. Gamage, A. K. Srivastava // TEEE Transactions on Smart Grid. — 2015. — Vol. 6, Issue 5. — P. 2444-2453. doi: 10.1109/
tsg.2015.2432013

10. Chen, Q. A Model-Based Validated Autonomic Approach to Self-Protect Computing Systems [Text] / Q. Chen, S. Abdelwahed,
A. Erradi // IEEE Internet of Things Journal. — 2014. — Vol. 1, Issue 5. — P. 446—-460. doi: 10.1109/jiot.2014.2349899

11. Wasicek, A. Aspect-oriented modeling of attacks in automotive Cyber-Physical Systems [Text] / A. Wasicek, P. Derler, E. Lee //
Proceedings of the The 51st Annual Design Automation Conference on Design Automation Conference - DAC '14, 2014. — P. 1-6.
doi: 10.1145/2593069.2593095

12.  Ericsson, G. N. Cyber security and power system communication-essential parts of a smart grid infrastructure [Text] / G. N. Erics-
son // TEEE Transactions on Power Delivery. — 2010. — Vol. 25, Tssue 3. — P. 1501-1507. doi: 10.1109/tpwrd.2010.2046654

13. Tlgun, K. State transition analysis: a rule-based intrusion detection approach [Text] / K. Ilgun, R. A. Kemmerer, P. A. Porras // IEEE
Transactions on Software Engineering. — 1995. —Vol. 21, Issue 3. — P. 181-199. doi: 10.1109/32.372146

14. Khan, L. A new intrusion detection system using support vector machines and hierarchical clustering [Text] / L. Khan, M. Awad,
B. Thuraisingham // The VLDB Journal. — 2007. — Vol. 16, Issue 4. — P. 507-521. doi: 10.1007 /s00778-006-0002-5

15.  Al-Jarrah, O. Network Intrusion Detection System using attack behavior classification [Text] / O. Al-Jarrah, A. Arafat // 2014 5th
International Conference on Information and Communication Systems (ICICS), 2014. — P. 1-6. doi: 10.1109/iacs.2014.6841978

16. elim, S. Intrusion Detection using Multi-Stage Neural Network [Text] / S. Selim, M. Hashem, T. M. Nazmy // International Journal
of Computer Science and Information Security (IJCSIS). — 2010. — Vol. 8, Issue 4. — P. 14-20.

17. Pawar, S. N. Intrusion detection in computer network using genetic algorithm approach: a survey [Text] / S. N. Pawar // Interna-
tional Journal of Advances in Engineering Technology. — 2013. — Vol. 6, Issue 2. — P. 730-736.

18. Heckerman, D. A tutorial on learning with bayesian networks. Innovations in Bayesian Networks [Text] / D. Heckerman // Theory
and Applications. — 2008. —Vol. 156. — P. 33-82. doi: 10.1007/978-3-540-85066-3_3

19. Nguyen, K. C. A decentralized Bayesian attack detection algorithm for network security [Text] / K. C. Nguyen, T. Alpcan, T. Ba-
sar // IFIP — The International Federation for Information Processing, 2008. —P. 413-428. doi: 10.1007/978-0-387-09699-5 27

20. Vrakopoulou, M. Chapter Cyber Physical Systems Approach to Smart Electric Power Grid [Text] / M. Vrakopoulou, P. Mohajerin
Esfahani, K. Margellos, J. Lygeros, G. Andersson. — Power Systems, 2015. — P. 303-328. doi: 10.1007/978-3-662-45928-7 11

21. Lecchini-Visintini, A. Stochastic optimization on continuous domains with finite-time guarantees by markov chain monte car-
lo methods [Text] / A. Lecchini-Visintini, J. Lygeros, J. Maciejowski // IEEE Transactions on Automatic Control. — 2010. —
Vol. 55, Issue 12. — P. 2858-2863. doi: 10.1109 /tac.2010.2078170

22.

Befekadu, G. K. Risk-Sensitive Control Under Markov Modulated Denial-of-Service (DoS) Attack Strategies [Text] / G. K. Be-
fekadu, V. Gupta, Panos J. Antsaklis // TEEE Transactions on Automatic Control. — 2015. — Vol. 60, Tssue 12. — P. 3299-3304.
doi: 10.1109/tac.2015.2416926



23. Subil, A. Cyber Security Analytics: A Stochastic Model for Security Quantification Using Absorbing Markov Chains [Text] /
A. Subil, N. Suku Nair // Journal of Communications. — 2014. — Vol. 9, Issue 12. — P. 899-907. doi: 10.12720/jcm.9.12.899-907

24. Esmalifalak, M. Bad Data Injection Attack and Defense in Electricity Market Using Game Theory Study [Text] / M. Esmalifalak,
G. Shi, Z. Han, L. Song // IEEE Transactions on Smart Grid. — 2013. — Vol. 4, Issue 1. — P. 160—169. doi: 10.1109/tsg.2012.2224391

25. Lakhno, V. Improving the transport cyber security under destructive impacts on information and communication systems
[Text] / V. Lakhno, A. Hrabariev // Eastern-European Journal of Enterprise Technologies. — 2016. — Vol. 1, Issue 3(79). — P. 4-11.

doi: 10.15587/1729-4061.2016.60711

26. Lakhno, V. Creation of the adaptive cyber threat detection system on the basis of fuzzy feature clustering [ Text] / V. Lakhno // East-
ern-European Journal of Enterprise Technologies. — 2016. — Vol. 2, Issue 9 (80). — P. 18—-25. doi: 10.15587/1729-4061.2016.66015

yu] =,

Iposodumvcsa ananiz memooie eusnauenms
HANpAMKY npuxody cuznaaié 6 3adauax npo-
CMopo60-1aco6020 docmyny HA OCHOGL Memoois
paodionenenezauii 6 cucmemax mMooiIbHOZ20 36 A3KY.
Hoxazana npouedypa ouinku eexmopa po3noodi-
Y N0, SHAUEHHSL AK020 MOJCe dymu o0uucaeHo
CNiIbHO 3 OUIHKONO 8EKMOPA 8Az08uUX KoepiuicH-
mie adanmuenoi anmennoi pewimxu. Ompumano
pe3yavmamu iMimayilinozo mMo0ea08aHH Memo-
0i6 36epxpo3nodiny cuzHanie, wo niomeepoicye
ix cmamucmuuny CnpoMOoNCHICMb

Knouoei cnosa: npocmopogo-uacosuii odoc-
myn, diazpama cnpamMoB8anocni, nejeHe, 36epxpo3-
nooin cuznanie, 6exmop 6az068ux Koediuicumis
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IIposooumcsa ananus memooos onpedenenus
HanpaeneHus npuxo0a CUzHAN08 6 3a0a1ax npo-
CMpPancmeeHHo-6pemMenozo0 0ocmyna Ha ocHose
Memo006 paduoneyieHzauuu 6 Cucmemax MoouLb-
not ceszu. Iloxazana npouedypa ouenxu eex-
mopa pacnpedeyenus nois, 3Ha4eHue KOMopoz0
Modcem Obimb 6LIMUCTIEHO COBMECHHO C OUCHKOU
eexmopa 6ecosvlx KodPuuuenmos adanmus-
Houl anmennoi pewemxu. Ilonyuenvt pesyaroma-
Mol UMUMAUUOHHO0Z20 MOOEAUPOBAHUSL MEMOO08
ceepxpaspeutenus, noomeepicoarOuue uUx cma-
MUCMUYECKY10 COCMOSMENbHOCHb

Kmouesvte crosa: npocmpancmeenno-epemen-
Holi docmyn, duazpamma HanpasieHHoCmu, ne-
JleHe, ceepxpaspeuienue, 6eKmop 6eco8vlx K0I-
Puuuenmos

0 0

1. Introduction

As international literary sources [1, 2] claim, by the year
2020 and in future, 5G mobile communication systems will
be able to provide mobile users with unlimited high-speed
access to information at any place and any time. To achieve
the set goal, a considerably large variety of applications and
devices is needed and networks of mobile communication
and broadband wireless access currently have them. Due
to this fact, there emerged a necessity to implement long-
term technological methods in 5G systems aimed at solving
problems of mobile user access and issues of effective link
resources utilization. The key long-term technological solu-
tions implemented in the mobile communication systems of
the 5th generation are [1, 2]:
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— application of evolutional massive (multi-dimensional)
multi-antenna MIMO technologies;

—ability to effectively use the modes of dynamic
3D-beamforming. This will allow considerable increas-
ing the signal power for remote users in high frequency
bands and improving coverage in ultradense micro- and
picocells;

— application of micro-, pico- and femtocells in areas of
ultradense user location, which decrease the load on mac-
rocells, with the division of transmission of user traffic and
control signals between macro- and microcells in different
frequency ranges;

— implementation of the full duplex in common band-
width (transmission and reception are on the same fre-
quencies);




