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The paper addresses the task on a multicriterial analysis
of the effectiveness of conservative information security sys-
tems whose structure and components do not change over
a certain period of time. The principal scheme of such systems
includes a protected object, vulnerabilities — channels for
attacks, threats, and protection tools.

Based on the assumption about the independence of
attacks and protection tools, we have developed a discrete
probabilistic model of damage to a protected object. For
arandom variable of the amount of damage over a fixed period
of time, we have derived a representation in the form of a sum
of binomially-distributed random variables, dependent on the
parameters for attacks and protection. We have described in
a similar manner the random variables for economic losses, re-
covery time, as well as recovery costs, for which mathematical
expectations and variances have been obtained in the analyti-
cal form. To ensure the high statistical confidence, it has been
proposed to determine the risk indicators using a Cantelli’s
inequality. On this basis, we have defined performance indica-
tors for a protection system, which characterize the probabi-
lity of protected object’s safety, residual losses, conditionally
saved costs, survivability, and the cost of recovery.

By using a Pareto optimality theory, we have devised
a procedure for multi-criteria analysis and rational design of
conservative systems of information protection. Verification
has been carried out for the audio information protection
systems. A Pareto frontier has been investigated according
to the criteria of economic benefit and investment costs for
66 variants of protection. We have examined the influence
of protection level on the Cantelli’s measure for conditional
savings, as well as the contribution of various types of pro-
tection devices to it.

The research results have confirmed the saturation law
by Gordon-Loeb for the case when over-protection does not
improve the effectiveness of protection systems.
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The data of interlaboratory comparisons of calibration
results of signal generators at three calibration points are pre-
sented. The choice of methodology for processing the results
of interlaboratory comparisons is made taking into account
the long-term drift of the comparison sample. The moder-
nization and research of the comparison sample for interlabo-
ratory comparisons of calibration results of signal generators
are carried out. The assigned values for the three calibration
points and their extended uncertainties are determined. Ex-
pressions are obtained for the approximation of the long-term
drift of the comparison sample and uncertainty budgets for
all assigned values of the comparison sample at the frequen-
cies of 130 MHz, 168 MHz and 223 MHz are compiled.

The interlaboratory deviations of the results obtained by
laboratories are determined and the consistency of the data
obtained using the E, and z indicators is estimated. This
characterizes the reliability and accuracy of laboratory mea-
surement results, and is also important for confirming tech-
nical competence. The presented results of interlaboratory
comparisons of the signal generator calibration results show
that all participating laboratories meet the requirements by
the E, indicator. At the same time, two out of ten laboratories
require certain substantial corrective measures, as they do
not meet the requirements by the z indicator.

It is established that the E, indicator is not always
self-sufficient. It largely characterizes only the reliability of
laboratory measurement results. For this purpose, the z indi-
cator is more informative, which provides more information
on the accuracy of laboratory measurement, that is, the proxi-
mity of measurement results to the true value.

Keywords: interlaboratory comparison, calibration la-
boratory, measurement uncertainty, signal generator, com-
parison sample.
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The complex mathematical model of the state of the chan-
nel of multi-antenna radio communication systems is deve-
loped. The model takes into account: the effect of intentional
noise and signal fading, the number of receiving antennas,
Doppler effect, correlation coefficient, speed and direction
of the receiver and the transmitter, intersymbol interference,
phase jitter and inclination of the constellation matrix. Si-
mulation of the state of the channel of multi-antenna radio
communication systems is carried out for each individual
antenna channel, after which a generalized estimate is formed
at the output. The development of the proposed integrated
mathematical model is due to the need to improve the accu-
racy of the description of the channel state of multi-antenna
radio communication systems with an acceptable computa-
tional complexity. The proposed model allows to improve
the accuracy of the description of the state of the channel of
multi-antenna radio communication systems by taking into
account additional destabilizing factors, thereby increasing
the accuracy of the channel state assessment. I would like to
note that at the same time there is an increase in the compu-
tational complexity at the level of 5-7 % due to an increase in
the number of evaluated indicators. The mentioned complex
mathematical model should be used in radio stations with
a programmable architecture to increase their noise immuni-
ty by increasing the accuracy of the evaluation of the charac-
teristics of the receiving and transmitting path relative to the
state of the channel. The research of the correlation between
antennas of multi-antenna radio communication systems was
conducted. The results show that in the presence of a line
of sight between the receiver and the transmitter, the signal
correlation is high and therefore a small increase is expected
from the use of several antennas, and in the absence of line of
sight conditions, the signal correlation is low.

Keywords: radio communication devices, Jakes model,
Doppler spectrum, computational complexity, constellation
matrix, noise immunity.
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A generalized probabilistic-physical model of reliabi-
lity of a two-level active phased antenna array (APAA) of
a multifunctional radar station was presented.

When constructing the APAA physical model, definitions
of failures of the radiating channel and the antenna array as
a whole were formulated. Key parameters of the APAA were
chosen: radiation power, gain in transmission and the top
level of the near side lobes. This has made it possible to for-
mulate generalized criteria of failure of the APAA operating
in the modes of transmission and reception as well as deter-
mine the permissible number of failures of the radiating chan-
nels and receiving modules. The physical model of the APAA
reliability was formalized by a system of equations describing
deviation of key parameters of the antenna array beyond the
permissible limits. At the same time, boundary (permissible)
values of the number of failed radiating channels and re-
ceiving modules were found that provide critical (minimum
permissible) values of key parameters of the antenna array.

To construct a probabilistic model of the APAA reliabili-
ty, the antenna array was defined as an isotropic hierarchical
system and a formula was derived for determining the aver-
age number of operable radiating channels in the multi-level
APAA structure. A block-diagram of reliability of receiving
and transmitting sub-arrays, receiving and transmitting

APAA has been built and formalized. Definition of failures
of the receiving and transmitting sub-arrays, receiving and
transmitting APAA was given. This has allowed us to derive
analytical expressions for determining mean time to failure,
probability of failure-free operation, density of time to failure
and failure rates for sub-arrays and the APAA. Exponential
distribution (for sudden failures), diffusional non-mono-
tonic distribution (for gradual failures) and composition of
exponential and diffusional non-monotonic distributions (at
a joint manifestation of sudden and gradual failures) were
used as models of failure of SHF elements, transistors, radia-
ting channels and receiving modules. An illustrative example
of calculation of the average time to failure of a two-level
APAA of a multifunctional RS including 6400 radiating
channels was presented.

Keywords: mean time to failure, phased antenna array,
failure criteria, radiating channels.
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One of the most effective ways to improve accuracy and
speed of recognition algorithms is to preliminary distinguish
the regions of interest in the analyzed images. We studied
a possibility of application of self-organizing maps and a Ko-
honen neural network for detection of regions of interest at
a radar or satellite image of underlying surface. There is
a high probability of finding an object of interest for further
analysis in the found regions of interest. The definition of re-
gion of interest is necessary most of all to automate and speed
up the process of search and recognition of objects of interest.
The relevance is due to the increasing number of satellites.
The study presents the process of modeling, analysis and
comparison of the results of application of these methods for
determination of regions of interest in recognition of images
of aircraft against the background of underlying surface. It
also describes the process of preliminary processing of input
data. The study presents a general approach to construction
and training of the Kohonen self-organizing map and neural
network. Application of Kohonen maps and neural network
makes it possible to decrease an amount of data analyzed
by 15-100 times. It speeds up the process of detection and
recognition of an object of interest. Application of the above
algorithm reduces significantly the required number of train-
ing images for a convolutional network, which performs the
final recognition. The reduction of a training sample occurs
because the size of parts of an input image supplied to the
convolutional network is bounded with the scale of an image
and it is equal to the size of the largest detected object. Ko-
honen neural network showed itself more efficient in relation
to this task, since it places cluster centers on the underlying
surface rarely due to independence of weight of neurons on
neighboring centers. These technical solutions could be used
in the analysis of visual data from satellites, aircraft, and un-
manned cars, in medicine, robotics, etc.

Keywords: image recognition, self-organizing maps, Ko-
honen neural network, radar and satellite images, region of
interest, ROI, test operations procedure, robotics.
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The development of computing tools and technologies of
corporate networks has expanded the range of educational
and information services in corporate research and education
networks (CRES). CRES belong to critical cybernetic infor-
mation systems (CCIS) built on the basis of open network
models. In the early 80s of the 20th century, this approach
did not consider the need to build a security system, which
does not allow it to provide the required level of protection
against modern hybrid threats. The transition to autonomy
in decision-making, education and university management
all over the world places requirements to ensuring the re-
quired quality of service (QoS) of CRES clients. CRES
users include university administration, faculty, students and
support personnel of educational services in higher education
institutions. One of the main criteria for QoS is information
security. However, there is no general approach to building
integrated information security in CRES, which would pro-
vide the required level of security.

The methodology is based on the concept of synthesizing
a synergistic model of threats to CCIS, improved models
of CRES infrastructure, an intruder, assessing the current
state of information security (IS) and improved method of



investment in the CRES IS. It is shown that the basis of the
synergistic model is a three-level model of strategic security
management, which provides a synergistic effect in the con-
text of simultaneous threats to information security, cyberse-
curity and security of information. In contrast to the known,
such an approach provides for the determination of quali-
tatively new and previously unknown emergent properties
of the information security system, taking into account the
means used to create it. The application of the methodology
in practice through the development and implementation
of new solutions to provide security services allows for the
required level of information security in CRES. The pro-
posed information security service mechanisms are built on
hybrid cryptosystems based on crypto-code structures with
flawed codes.

Keywords: corporate research and education system,
security threat classifier, information security system.
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